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Biofilms in drinking water: problems and solutions
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The main goal of water companies is to deliver to each consumer microbiologically safe drinking water

(DW), adequate in quantity and delivery pressure and acceptable in terms of taste, odour and appearance.

Drinking water distribution systems (DWDS) are known to harbour biofilms, even in the continuous

presence of a disinfectant. These biofilms are a source of planktonic bacteria, which will remain present

when the water is delivered through a consumer’s tap. The presence of biofilms in DWDS constitutes one

of the currently recognized hazards affecting the microbiological quality of the product and may lead to a

number of unwanted effects on the organoleptic quality of the distributed water. Importantly, biofilms

constitute a persistent reservoir of pathogenic microorganisms, which are responsible for several

waterborne diseases. Antimicrobial products, particularly chlorine, have been the main weapons used to

disinfect DW. Although this strategy is widespread, there are not yet standardized disinfection strategies

with reliable efficacy in the control of biofilms. This review covers the advances in the knowledge of public

health problems caused by the presence of biofilms in DWDS and the current strategies for DW

disinfection and associated biofilms.

1 Introduction

Water is the most common and important chemical com-
pound on Earth. It is essential for all socio-economic
development and for maintaining healthy ecosystems. Only

approximately 2.6% of global water (i.e., 1.4 6 109 km3) is
freshwater and, consequently, available as potential drinking
water (DW). The availability of safe DW has been the most
critical factor for survival during the development of life.1 DW
or potable water is water of sufficient quality to ensure that it
can be consumed or used without risk of immediate or long-
term harm. The provision of safe DW is considered a top
priority in civilized societies. Microbiologically and chemically
contaminated DW has been linked with several health
problems.2 The consumption of contaminated DW can cause
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a wide range of diseases and health-related problems in all
people or in those more susceptible, like infants, young
children, elderly or unwell people or those who are immune-
compromised.

Recognized harbours of pathogenic microbial contami-
nants in DW distribution systems (DWDS) are biofilms that
develop in the inner walls of pipes of distribution net-
works.1,3,4 In these microbial consortiums, pathogenic micro-
organisms are protected from stress conditions (chlorine,
shear stress, temperature), which allows them to remain
viable.5 Hence, when detachment of portions of the biofilms
occurs, they enter bulk water, which permits a possible
outbreak of disease.5–7 It is well known that biofilms
constitute one of the major microbial problems in DWDS,
which contributes to the deterioration of water quality.8

However, their elimination from these systems is almost
impossible. But several aspects can be considered in order to
prevent and control their growth, particularly the nutrient
content of water, the concentration of residual disinfectant,
the hydrodynamic conditions of the network, the pipe
materials and their conservation conditions, the diversity of
microorganisms present in DWDS and environmental factors,
like pH and the temperature of water.9

Biofilms in drinking water distribution systems (DWDS)
have been studied in an intensive way in the last decades.
Therefore, there is a wide assortment of reviews published on
this topic covering aspects, such as the hygienic quality of
DW,1,8,10–20 as well as its development8,18,21–24 and con-
trol.18,25,26 This review provides new and relevant information
on the public health problems associated with the presence of
biofilms in DWDS and describes current and emergent
strategies for their control.

2 Drinking water quality and public health

There are many countries in the world today where water
scarcity, rather than quality, is the major issue in relation to
health. Access to adequate and safe DW should be a basic
human right, yet today there are nearly 1 billion people
globally that do not have access to sufficient safe DW.27–30

Many of these are managing on as little as 5 L a day for all their
drinking, washing and cooking needs. In contrast, the
developed world uses on average between 150 L and 580 L
each day, with the U.K. (150 L) and the United States (580 L)
having one of the lowest and highest per capita water
consumption rates, respectively. International guidelines set
out that the minimum requirement for water has been
estimated at 50 L per capita per day, which is the so-called
water poverty threshold.28 DW quality, especially in terms of
pathogens, cannot be isolated from sanitation alone and a
total of 2.6 billion people currently lack adequate sanitation
facilities. The various health problems created by the lack of
access to clean DW and proper sanitation have a daily impact
on 50% of the population of developing countries.28,29

The concept of safe DW on tap is a luxury not shared by the
majority of the world’s population and is taken for granted by
the majority of those who have it. More than a billion people
have no access to safe DW and, over the past 2 decades, over 2
million people, mainly children, have died unnecessarily every
year due to water-related diarrhoea. In the developing world, it
is estimated that 45% of all deaths are due to contaminated
DW. More than 80% of the world’s wastewater is not collected
or treated, causing millions of deaths from diarrhoea-related
diseases every year in the developing world.30 In these affected
countries, chemical contamination is insignificant compared
to the need for pathogen-free DW. Safety, in this context, is
relative and the success of preventing waterborne diseases in
the developed world has focused on other contaminants. In
recent years, there has been a growing awareness of
contamination from naturally occurring inorganic chemicals
in groundwater (arsenic, radon and fluoride) and also from
anthropogenic activities involving agriculture, industry and
urban development (lead, nitrate and pesticides).2 More
recently, emergent contaminants (human hormones, antibio-
tics, personal care products, endocrine disruptors and illicit
drugs) appear in surface waters and the conventional DW
treatment processes are inefficient at removing these micro-
pollutants.31,32 Yet, the risk from microbial pathogens remains
ever present in the developed world and a daily challenge for
the water treatment engineers and scientists. Waterborne
diseases are one of the most important water-associated health
problems. Waterborne diseases refer to any illness caused by
the utilization of DW contaminated by human or animal
faeces, which contain pathogenic microorganisms, or by
chemical products. Waterborne pathogens are disease-causing
bacteria, protozoa, virus or helminths that are transmitted to
people when they consume untreated or inadequately-treated
water and are listed in Table 1. The pathogens that may be
transmitted through contaminated DW are diverse in char-
acteristics, behaviour and antimicrobial resistance (Table 1).
Bacteria are generally the group of pathogens that are most
sensitive to disinfection. However, several environmental non-
tuberculous mycobacteria showed high resistance to chlorine,
while others (Pseudomonas aeruginosa, Staphylococcus aureus
and Francisella tularensis) showed a moderate resistance. If
these pathogenic microorganisms are not removed by disin-
fection and reach the consumer’s tap, they may cause
outbreaks of disease within the community. An outbreak of
waterborne disease is generally defined as a situation in which
at least two people experience a similar illness after exposure
to water, where the evidence suggests a probable water source.
The occurrence of outbreaks of waterborne diseases is not
limited to developing countries; affluent countries are also
affected.33–36 Table 2 shows some disease outbreaks in several
parts of the world caused by the consumption of contaminated
water in the last 150 years. While gastroenteritis is the most
known disease associated with waterborne outbreaks in
developed countries, there are many others: e.g., cholera,
typhoid fever, meningitis, encephalitis, dysentery, hepatitis,
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legionellosis, pulmonary illness, poliomyelitis, leptospirosis,
giardiasis and salmonellosis.2,27,37

Although water-related diseases are rarely deadly in devel-
oped countries, there are several authors who report that DW
consumption has numerous health risks attributed to patho-
genic bacteria, protozoa and virus.38–43 Several outbreaks with
public health risks occurred due to malfunctioning DW
treatment plants and distribution networks, which failed to
maintain an adequate level of disinfectant to prevent the
growth of pathogens and/or harboured the pathogens. In this
millennium, some reported waterborne outbreaks have been
due to Escherichia coli O157:H7, Campylobacter spp.,
Helicobacter pylori, P. aeruginosa, Salmonella paratyphi,
Cryptosporidium parvum, Giardia and viruses (e.g., norovirus,
calcivirus, enterovirus) in Canada, France, Italy, England,
Finland, Switzerland, Northern Ireland, Norway, Belarus, New
Zealand, Poland and the United States.34–36,44–55

Despite the numerous reported outbreaks, these numbers
are surely underestimated as not all are recognized, investi-
gated or reported. Nowadays, these health risk events still
occur too frequently:56–58 31 events in 2000–2001 and 30 events
in 2003–2004 in the USA. From 1920 to 2002, at least 1870
outbreaks were associated with DW in the United States, an
average of 22.5 per year and 883 806 illnesses, which amounts
to an average of 10 648 cases each year.34 These outbreaks

were attributed to microbial contaminations with viruses
(norovirus, hepatitis A virus), protozoa (Cryptosporidium spp.,
Giardia spp., Naegleria fowleri) and pathogenic bacteria
(Salmonella typhimurium, Vibrio cholerae, Legionella spp.,
Shigella spp., E. coli O157:H7 and Campylobacter jejuni) or to
chemical/toxins. According to a World Health Organization
(WHO) report,59 between 2000 and 2007 in 14 European
countries (Belgium, Czech Republic, Croatia, Estonia, Finland,
Greece, Hungary, Italy, Lithuania, Norway, Slovakia, Spain,
Sweden and the United Kingdom), there were 354 outbreaks of
waterborne diseases related to DW, resulting in over 47 617
episodes of illness. All the participating countries had a
routine surveillance system for waterborne outbreaks, based
on a legal framework. The most common causative agents
were bacteria (Campylobacter, Aeromonas spp. and Shigella
sonnei) and were responsible for 163 (44.9%) outbreaks and
33.3% of disease cases. Viral agents were implicated in 136
outbreaks (37.5%) and 49.4% of cases of disease, while
protozoa caused 17 outbreaks (4.7%) and 9.9% of disease
cases. Ten cases were caused by chemical contamination
(0.2%), while, in 37 cases (7.1%), an unknown microbial agent
was implicated. At least 325 waterborne outbreaks worldwide
were due to parasitic protozoan.37 Control of pathogens in DW
is apparently straightforward, but poverty combined with
water scarcity is a devastating combination. Adequate supplies

Table 1 Pathogens associated with waterborne diseases and their resistance to disinfection by chlorine2,27,37

Bacteria
Resistance
to chlorine Protozoa

Resistance
to chlorine Viruses

Resistance
to chlorine Helminths

Resistance
to chlorine

Acinetobacter spp. Low Acanthamoeba
castellani

High Adenovirus Moderate Ascaris lumbricoides Unknown

Aeromonas spp. Low Balantidium coli High Astrovirus Moderate Dracunculus
medinensis

Moderate

Burkholderia
pseudomallei

Low Blastocystis
hominis

High Coxsackie
virus A

Moderate Fasciola spp. High

Campylobacter coli Low Cryptosporidium
parvum

High Coxsackie
virus B

Moderate Schistosoma spp. Moderate

Escherichia coli pathogenic Low Cyclospora
cayetanensis

High Echovirus Moderate Free-living nematodes
other than Dracunculus
medinensis

High

E. coli enterohaemorrhagic Low Entamoeba
histolytica

High Enterovirus Moderate

Francisella tularensis Moderate Giardia
duodenalis

High Hepatitis A
virus

Moderate — —

Helicobacter pylori Low Giardia
intestinalis

High Hepatitis E
virus

Moderate — —

Klebsiella spp. Low Giardia lamblia High Norovirus Moderate — —
Legionella pneumophila Low Microsporidia Moderate Poliovirus Moderate — —
Leptospira spp. Low Naegleria fowleri Low Rotavirus Moderate — —
Mycobacterium spp.
(non-tuberculous)

High Sarcocytis spp. High Sapovirus Moderate — —

Pseudomonas aeruginosa Moderate Toxoplasma
gondii

High — — — —

Salmonella typhi Low — — — — — —
Salmonella paratyphi Low — — — — — —
Salmonella spp. Low — — — — — —
Shigella spp. Low — — — — — —
Staphylococcus aureus Moderate — — — — — —
Toxic cyanobacteria Unknown — — — — — —
Tsukamurella spp. Unknown — — — — — —
Vibrio cholera Low — — — — — —
Yersinia enterocolitica Low — — — — — —
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Table 2 Some reported outbreak of diseases due to microbially contaminated DW

Year Disease outbreak City/Country Additional information Ref.

1854 Cholera outbreak London, England Identified by Dr John Snow as originating from contaminated
water from the Broad street pump. This can be regarded as a founding
event of the science of epidemiology.

171

1980 Hepatitis A Pennsylvania, USA Consumption of water from a faeces-contaminated well. 172

1985 Typhoid fever outbreak
followed by a large
outbreak of dysentery

Israel Outbreaks in the north of Israel, associated with a contaminated
municipal water supply.

173

1987 Cryptosporidiosis
outbreak

Western
Georgia, USA

Caused by the public water supply of which the filtration system was
contaminated.

174

1993 Cryptosporidium
outbreak

Milwaukee, USA Caused by Cryptosporidium oocysts that passed through the filtration system
of one of the city’s water treatment plants. In two weeks, approximately
403 000 of an estimated 1.61 million residents in the Milwaukee area became
ill and at least 104 deaths were recorded, mostly among the elderly and
immuno-compromised people.

175

1997 Cryptosporidium
outbreak

Minnesota, USA 369 cases of cryptosporidiosis caused by a contaminated fountain in the
Minnesota zoo. Most of the sufferers were children.

176

1998 Campylobacteriosis
outbreak

Finland A non-chlorinated municipal water supply was blamed for a
campylobacteriosis outbreak in northern Finland.

177

1998 Viral gastroenteritis
outbreak

Switzerland In a Swiss village of 3500 inhabitants; more than 50% were affected.
The DW was highly contaminated with enteric viruses.

44

2000 E. coli outbreak Walkerton,
Ontario,
Canada

Seven people died from contaminated DW. Hundreds suffered from the
symptoms of disease, not knowing if they too would die.

178

2000/2001 Cryptosporidiosis
outbreaks

Belfast, Northern
Ireland

The 3 DW-associated outbreaks occurred in the greater Belfast area over a
1-year period and were caused by contamination of the DW supply by
seepage of raw sewage and wastewater into the DWDS.

45

2001 Norovirus gastroenteritis
outbreak

Stockholm,
Sweden

Affected at least 200 people. The source of illness was contaminated DW
obtained from private wells. This was the first reported waterborne outbreak
of viral gastroenteritis in Sweden.

179

2001 Enterovirus outbreak Vitebsk, Belarus Enteroviral infection (Coxsakie B4) in Vitebsk due to pollution of the water
supply by enteroviruses.

48

2004 Giardiasis outbreak Bergen, Norway Contamination of the community’s water supply. 180

2004 Gastroenteritis
outbreak with
multiple etiologies

South Bass Island,
Ohio, USA

Sampling of groundwater wells indicated contamination with multiple
fecal microbes, including E. coli, C. jejuni, Salmonella, and Giardia species.
The sewage-contaminated groundwater was the likely source of this
large outbreak.

181

2006 Gastroenteritis
outbreak

New Zealand The source was a DW supply contaminated by human sewage. This outbreak
has been linked to norovirus detected in a community water supply.

53

2007 Gastroenteritis
outbreak with
multiple aetiologies

Denmark Contaminated DW. 182

2007 Giardiasis
outbreak

California, USA Occurred at a private recreational camp after the installation of a slow-sand
filtration water-treatment system. 26 people had laboratory-confirmed
giardiasis; another 24 had a giardiasis-like illness with no stool test.

183

2009 Norovirus
gastroenteritis
outbreak

Sweden Almost 200 inhabitant of a small Swedish village fell ill. Contamination of one
of the wells supplying the public water network was thought to be the source
of the outbreak. This norovirus outbreak was linked to a municipal DW supply.

184

2009 Cholera outbreak Bengal, India Following Cyclone Aila, an increased number of diarrhoea cases were reported.
In total, 1076 patients and 14 deaths were quantified. Contaminated DW was
the probable source of the cholera outbreak.

185
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of clean water, combined with adequate sanitation and
improved hygiene standards, would significantly reduce the
incidence of waterborne diseases.

3 Biofilms in drinking water distribution
systems

Biofilm formation, also known as biofouling, is a well-
recognized problem in the water industry. Biofouling, in
general, refers to the undesirable accumulation of biotic
matter on a surface. It has been shown to be of considerable
hygienic, operational and economical relevance, not only in
DWDS but also in other purified water supply systems, such as
dental unit waterlines,60–62 dialysis units,63,64 laboratories,65

reverse osmosis systems,66 pharmaceutics,67 the semiconduc-
tor industry68,69 and even the International Space Station water
recovery and management system.70

Many problems in DWDS are microbial in nature, including
biofilm growth, nitrification, microbially-mediated corrosion
and the occurrence and persistence of pathogens.6,71–74

Biofilms are suspected to be the primary source of micro-
organisms in DWDS that are fed with treated water and have
no pipeline breaches and are of particular concern in older
DWDS.75,76 About 95% of the total biomass in water is
estimated to attach to pipe walls, while only 5% is in the
water phase.77 Therefore, microbial growth in biofilms is
highly relevant for water quality since they may directly affect
cell density in the bulk phase.

DW biofilms are composed of complex microbial commu-
nities functionally organized and embedded in a gelatinous
matrix of extracellular polymers excreted by microorganisms
(Fig. 1a). Extracellular polymers, also known as extracellular
polymeric substances (EPS), are the key substances keeping
biofilm organisms together, gluing them to the surface and
providing protection against agents of stress. Any inorganic
particle passing nearby (e.g. corrosion products, clays, sand,
etc.) may also be incorporated in the biofilms (Fig. 1b)

increasing its ‘‘mechanical strength’’.78,79 Bacteria are gener-
ally dominant in biofilms due to their high growth rates, small
size, adaptation capacities and the ability to produce EPS.80

However, viruses, protozoa, fungi and algae may also be
present in DW biofilms.8,81,82

By adopting the sessile mode of life, biofilm-embedded
microorganisms enjoy a number of advantages over their
planktonic counterparts. One advantage is the ability of the
extracellular polymeric matrix, which they excrete, to capture
and concentrate environmental nutrients, such as carbon,
nitrogen and phosphate.83–85 Another advantage of the biofilm
mode of growth is that it enables resistance to a number of
removal strategies, particularly antimicrobial and mechanical
stresses.86–89 DWDS disinfection with chlorine dioxide and
chlorine, for example, can reduce the concentration of
planktonic bacteria, but have little to no effect on the
concentration of biofilm bacteria.90,91 Fig. 2 depicts the effects
of chlorine at 10 mg l21 on the viability of DW multispecies
biofilms and shows the presence of viable cells after treatment
and significant recovery 24 h later. This inherent resistance of
biofilms to antimicrobials can be mediated through very low
metabolic levels and drastically downregulated rates of cell
division of the deeply embedded microorganisms.
Furthermore, biofilms act as a diffusion barrier to antimicro-
bial agents, slowing penetration.89,92–94 Antimicrobial agents
interact with EPS components, reducing the agent’s concen-
tration and their effectiveness (‘‘reaction–diffusion–inhibi-
tion’’).86,89,93 Another advantage of living in a biofilm is the
possibility of metabolic interactions between bacteria with
different physiological requirements.93,95 This will promote
the formation of spatial niches in a biofilm in response to
environmental conditions and the activity of their neighbours
in order to optimize the nutritive resources.95,96 Bacterial
communication through excreted signalling molecules is
another advantage of living in biofilm communities.97,98 A
significant advantage of the biofilm mode of growth is the
potential for dispersion via detachment.99,100 Under the
direction of fluid flow, detached microorganisms travel to

Fig. 1 (a) Scanning electron microscopy photomicrograph of 24 h old biofilms formed by opportunistic Gram-negative B. cepacia (isolated from a model laboratory
DWDS and identified as described previously)187 evidencing the presence of an extracellular polymeric matrix (615 000 magnification; bar = 2 mm). The biofilm was
developed in R2A broth as a growth medium on polystyrene surfaces of microtiter plates.91 (b) Ductile iron pipe section from a DWDS with a biofilm and high
amounts of corrosion products. This section of DWDS pipe was obtained as result of a pipe break in the DWDS.
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other regions to attach and promote biofilm formation on
clean areas.101 Therefore, this advantage allows a persistent
bacterial source population, usually resistant to antimicrobial
agents, while at the same time enabling the continuous
shedding to promote bacterial spread.

The interaction of pathogens with other biofilm micro-
organisms has been a principle concern in DWDS. Biofilms
formed within potable-water systems may contain bacterial
pathogens, such as Legionella pneumophila and coliforms of
intestinal and non-intestinal origin.2,76,102 Protozoa are com-
monly found within DWDS biofilms and have been associated
with pathogen persistence and invasiveness.103 Pathogens,
such as L. pneumophila, Mycobacterium spp., P. aeruginosa,
Klebsiella spp., Burkholderia spp., Giardia and Cryptosporidium,
among others (Table 1), are transmitted by contaminated
water and biofilms are a good candidate as they can act as a
protective niche for their survival.1,4,104 Such findings demon-
strate the essential role of an efficient disinfection plan to
control microorganisms in the bulk phase and their biofilms
in order to provide high quality DW. Fig. 3 summarizes
relevant information about the problems of biofilm formation
in DWDS and the main control measures.

4 Biofilm prevention and control in drinking
water distribution systems

Biofilm formation can be limited by: (i) minimizing the
concentration of organic matter entering the distribution
system; (ii) ensuring the material from which the pipework
and fittings are made so they are both chemically and
biologically stable; (iii) prevention of water stagnation and
sediment accumulation within the distribution systems; (iv)
maintenance of a sufficient disinfectant level throughout the
distribution system.2,105

4.1 Pre-treatment

The maintenance of sufficient residual chlorine in the system
is difficult when the water supplies have a high chlorine
demand due to the presence of organic matter. Consequently,
one strategy to optimize DW quality is to reduce the content of
organic matter and nutrients by more effective pre-treatments
(ion-exchange, activated carbon, reverse osmosis, nanofiltra-
tion, ultrafiltration, microfiltration). However, to decrease the
organic content would be a very expensive process and
ineffective toward bacteria in DWDS, which are able to grow
in oligotrophic environments.106–108 Ultra-pure water systems
have been found to support the formation of biofilms, even if
these systems have a lower organic content than DWDS.79,109

Nevertheless, some European countries, notably the
Netherlands, Germany, Austria and Switzerland, have taken
the approach of distributing high quality DW without the use
of residual chlorine. The control of microbial growth in these
countries is obtained through limitation of the nutrients
essential for growth by more appropriate DW treatments
(sedimentation, filtration, UV disinfection, ozone, peroxide),
i.e., by the production of biologically-stable DW. In general,

Fig. 2 Effects of chlorine disinfection on the viability of DW multispecies biofilms
and their ability to recover after treatment. The epifluorescence photomicro-
graphs show the biofilms (a) before treatment with 10 mg l21 sodium
hypochlorite; (b) immediately after and (c) 24 h later. Magnification, 6400; bar
= 50 mm. Viable cells are green and non-viable cells are red. The synthetic DW
multispecies biofilm were composed of A. calcoaceticus, B. cepacia,
Methylobacterium spp., M. mucogenicum, S. capsulata and Staphylococcus spp.
and were developed in R2A broth as a growth medium for 72 h in 96-well-flat
microtiter plate and then the disinfectant was applied for 1 h.91 After that,
biofilm recovery from disinfection was assessed after 24 h. The viability of
multispecies biofilms was assessed with an L-7012 Live/Dead BacLight bacterial
viability kit (Invitrogen/Molecular Probes) using epifluorescence microscopy. The
BacLight kit is composed of two nucleic acid-binding stains (SYTO 9TM and
propidium iodide). SYTO 9TM penetrates all bacterial membranes and stains the
cells green, while propidium iodide only penetrates cells with damaged
membranes and the combination of the two stains produces red fluorescing
cells.
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microorganisms need a C : N : P (carbon, nitrogen and
phosphorous) ratio of 100 : 10 : 1, where carbon is the
growth-limiting nutrient. Thus, restricting the carbon concen-
tration will decrease the propensity for microbial growth.110,111

Another preventative and promising strategy suggests the
control of biofouling with an aqueous suspension of silver
nanoparticles as a pre-treatment in water systems prior to the
main treatment units, such as membrane filtration.112 It was
not meant as a treatment for the eradication of existing or
mature biofilms or as a disinfection process. The pre-
treatment with molecularly-capped silver nanoparticles pre-
sented in this study was able to control or retard biofilm
formation on pipe surfaces.112

4.2 Material selection

Other preventative strategies have attempted to identify
materials that do not promote or can even suppress biofilm
formation.113 Different materials (ethylene-propylene, natural
latex, stainless steel (SS), mild steel, polypropylene, polyethy-
lene (PE), chlorinated polyvinyl chloride (PVC) and unplasti-
cized PVC) were ranked according to their biofilm growth
propensity, which unfortunately led to the conclusion that
there is hardly any material that does not allow biofilm
formation.113 There is, however, a considerable inhibitory

effect (respiratory chain inhibition) of copper when compared
to biofilm growth on other materials (high density PE, PVC,
silicon, SS and glass).114–116 Concentrations of copper ions
relevant to DWDS seem to induce a viable but non-culturable
state in P. aeruginosa accompanied by a loss of culturability
and cytotoxicity.117

The type and stability of the material used in DWDS is an
important factor that can influence biofilm proliferation.
There is a distinct development rate and microbial community
structure of biofilms in different types of pipe.84,118 Bacteria
are able to leach nutrients from the materials.113 A report
stated that iron pipes can support 10 to 45 times more growth
than plastic pipes.105 Also, iron pipes are more reactive with
disinfectants and quench their antimicrobial effects.119 Thus,
the type of material can also affect the disinfectant efficiency
of biofilms. Biofilms grown on copper, PE, PVC and cement-
lined ductile iron were inactivated with a much lower amount
of free chlorine or monochloramine than those grown on
unlined iron surfaces.120–122 This was explained by the
interaction of chlorine with iron. In cement-lined ductile iron,
the cement provides a layer of protection for the iron against
attack by chlorine. The pipe service age is another important
factor influencing chlorine decay and this effect decreases in
the following order: cast iron . steel . cement-lined cast iron

Fig. 3 Aspects of biofilm formation in DWDS: problems, development and control.
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= cement-lined ductile iron . PVC = PE.123 Pipes in service for
several years are subjected to significant corrosion (chemical
and microbial-induced corrosion) and biofilm build-up and
the chemical condition of the internal surface material of the
pipe changes with service time. The consumption of chlorine
is caused by chemical reactions of the antimicrobial with water
constituents and with both the biofilm and tubercles formed
on the pipe wall, as well as a reaction with the pipe wall
material itself.123 This means that older pipes have more
impact on the decay of chlorine concentration than new ones
and cast iron pipes are probably the worst choice for DWDS
due to their oxidation susceptibility.

4.3 Hydrodynamics

The distribution network must be planned to avoid zones of
water stagnation or high water residence times in pipes and
sediment accumulation. Pipes with long water residence times
and dead-ends are associated with zones of high organic
material sedimentation and, consequently, abundant biofilm
formation. High bacterial numbers are associated with periods
of non-flow or the storage of water in household pipes or
tanks.75,124,125 On the other hand, biofilm growth in DWDS
contributes to the accumulation of inorganic particles, like
iron and manganese, in the distribution network, which are
responsible for discoloured water, which are a persistent cause
of customer dissatisfaction.126 Moreover, the sediment accu-
mulation in DWDS may also decrease the disinfectant
concentration. The application of operation measures should
be taken into account in order to reduce sediment build-up in
DWDS, particularly the optimization of pre-treatment, to
minimize particles in DW entering the network, the applica-
tion of sufficiently high flow velocities that may result in a self-
cleaning network and regular flushing under specified condi-
tions.

4.4 Chemical disinfection and alternative techniques

There is an urgent need to seek and develop new and
alternative techniques for water disinfection to minimize the
environmental and public health impacts of traditional
techniques. WHO has stated that the ‘‘risks to health from
disinfection by-products (DBPs) are extremely small in
comparison with inadequate disinfection’’.2 However, the
development of safe and effective alternative disinfection
methods is desirable. The main strategy to control biofilm
accumulation in DWDS is chemical disinfection, particularly
with chlorine, and an increase in its residual concentration
through the network. Water disinfection is a process used to
kill or irreversibly inactivate microorganisms that have passed
through the treatment processes and to ensure microbiologi-
cally safe water through the DWDS. This is achieved by adding
disinfectants in excess, particularly chlorine, which will
maintain a disinfectant concentration during water distribu-
tion in order to control microbial accumulation in pipes and
tanks. However, this has to be done carefully; high chlorine
concentrations can cause organoleptic problems (strong odour
and tastes), an increase in the production of carcinogenic
DBPs, namely trihalomethanes and haloacetic acids (the most
common), which are harmful to human health127,128 and lead
to the selection of resistant microorganisms. Chlorine is a

strong oxidizing agent and is the most commonly used
disinfectant (Table 3) due to its effectiveness, high solubility,
stability, ease of use and low cost. Furthermore, it can provide
a disinfectant level in water that prevents or should prevent
microbial regrowth.91 Currently, the residual concentration of
free chlorine leaving the treatment plant should be less than
1.0 mg l21 and nearer to 0.5 mg l21.2 The levels of
disinfectants usually employed in DWDS are not sufficient to
prevent the growth and development of microbial biofilms108

and, once biofilms are established on pipe surfaces, their
elimination is almost impossible. As shown in Fig. 2, the
application of 10 mg l21 of sodium hypochlorite significantly
reduced the number of viable cells in biofilms, but one day
after disinfection the bacteria recovered their viability. Several
factors can contribute to chlorine decay in DWDS and studies
have been performed on this topic, including simulations in
computer models.122,123,129,130 The addition of supplementary
chlorine in strategic points along the distribution system (re-
chlorination stations) in order to maintain the disinfectant
level is one further strategy to fight chlorine decay and
guarantee microbial content control in water. However, there
are a number of pathogenic microorganisms resistant to
chlorine (Table 1). Effectively eliminating all the coliforms
does not necessarily indicate that all other pathogenic
microorganisms have also been destroyed. Pathogens nor-
mally present in DW, such as Mycobacterium spp.,131 L.
pneumophila132 and H. pylori,133 were found to be more
resistant to chlorination than E. coli, the microorganism that
is routinely tested as an indicator of faecal contamination for
assessing DW quality.2,76 Therefore, the role of E. coli as an
effective indicator of DW quality must now be questioned.
Recent DW microbiological routine tests also include L.
pneumophila and P. aeruginosa detection. Alternative or
complementary methods to chlorine disinfection are recom-
mended, like copper/silver ionization and ozone for
Mycobacterium spp.,131 superheating and chlorination for L.
pneumophila132 and UV irradiation, ozone, chlorine dioxide,
reverse osmosis and microfiltration for some bacteria, viruses
and protozoa resistant to chlorine (Table 1).

Disinfectants other than chlorine can be used in DWDS
(Table 3). Chloramines are less effective than free chlorine and
produce the same DBPs as chlorine, but in lower amounts.
Their residual concentration is kept for longer periods and
chloramines are not as reactive as chlorine with iron and
corrosion products.120 Some reports suggest the combined use
of chlorine and monochloramine in order to obtain higher
disinfection and reduced DBPs.106,134 However, combined
residual chlorine requires a contact time of a hundred times
longer than free residual chlorine to achieve the same degree
of elimination of pathogens. Chlorine dioxide is another
effective water disinfectant, but is not widely used. This
chemical does not produce trihalomethanes nor react with
ammonia. When applied in low amounts and concomitantly
with chlorine it decreased significantly the formation of
trihalomethanes.135 Ozonation is an alternative treatment
technique, which considerably improves the quality of DW.
Ozone has powerful oxidation properties and has been shown
to efficiently remove microorganisms, taste and odour. Ozone
proved to be very effective for the inactivation of viruses and
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protozoa that form cysts.135 Another advantage is that it
generates relatively few DBPs, as compared with chlorine, and
leaves no taste or odour. Apart from being more expensive
than chlorination, the lack of residual disinfection action in
DWDS is the major drawback.135 When water contains
bromide the use of ozone should be avoided as both react
and form bromate, which is widely considered to be a
genotoxic carcinogen.136 Another alternative is a non-chemical
disinfection method, e.g., UV radiation (electromagnetic
energy in the range 250–265 nm). This energy destroys the
microorganisms by altering their genetic material and render-
ing them unable to reproduce. UV radiation is a very effective
disinfectant against all bacteria, viruses and protozoa cysts
found in clarified waters.137 The main disadvantage is that UV
leaves no residual disinfectant in the water, which is overcome
by applying a second disinfectant to generate a residual
amount. However, no measurable difference in biofilm
biomass or pathogen incidence was verified in the transition
from conventional chlorination to UV-treatment.138 The
combination of physical (UV light) with chemical (chlorine
and chlorine dioxide) treatments was shown to be more
effective in eradicating DW biofilms than the two treatments
applied separately.139,140 Recently, sodium dichloroisocyanu-
rate (NaDCC) was proposed as alternative to sodium hypo-
chlorite for the treatment of DW at the household level.141

NaDCC had a similar effectiveness at eliminating planktonic
bacteria and was also effective in the inhibition of biofilm
formation, as well as in the inactivation of existing biofilms
and was comparable to sodium hypochlorite (bleach).
However, NaDCC has several advantages over bleach, namely
its easy ability for safe transport, its slow release and
maintenance of free available chlorine levels, which may be
associated with its ability to maintain a low pH over long
periods of time.141

New and alternative techniques for disinfection and micro-
bial control in DW have already been described. The
combination of UV irradiation and direct electrolysis provides
a promising approach for DW disinfection.142 Water disinfec-
tion can be carried out by acoustic and hydrodynamic
cavitation.143 This method promotes the generation of very
high pressures and temperatures locally, which can cause
cellular damage.144 Hydrodynamic cavitation and ultrasound
have also been reported as advanced disinfection technologies
for DW treatment and are deemed to be environmentally
sound without generating toxic residual by-products.145,146

The use of hybrid methods, namely ozone or hydrogen
peroxide with cavitation, is attractive for DW disinfec-
tion.145,147

Electron-beam radiation is an environmentally-friendly
technique that uses ionizing radiation produced by electron

Table 3 Characteristics of the main disinfectants used in DWDS186

Disinfectant
Effectiveness
against Inactivation mechanisms

Residual disinfection
in DWDS DBPs production

Chlorine Bacteria Capable of producing lethal events at or near
the cell membrane, as well as affecting DNA.
In bacteria, chlorine was found to adversely
affect cell respiration, transport and possibly
DNA activity. It causes an immediate decrease
in oxygen utilization, damages the cell wall
membrane, promotes leakage through the cell
membrane and produces lower levels of DNA
synthesis.

Yes Trihalomethanes
Viruses Haloacetic acids

Chloramines Bacteria It readily reacts with amino acids. The
mechanism of inactivation is therefore thought
to involve inhibition of proteins or protein-
mediated processes, such as respiration.

Yes Trihalomethanes
Haloacetic acids

Chlorine
dioxide

Bacteria It reacts readily with amino acids, free fatty
acids and nucleic acids, but not with viral
ribonucleic acids. It inactivates viruses by
altering the viral capsid proteins. In addition,
it inhibits the protein synthesis and disrupts
the permeability of the outer membrane of bacteria.

Yes Chlorite
Cryptosporidium Chlorate
Giardia Haloacetic acids
Viruses

Ozone Bacteria In bacteria, it attacks the cell membrane
(glycoproteins, glycolipids, amino acids) and
disrupts enzymatic activity by acting on the
sulfhydryl groups of certain enzymes. Beyond
the cell membrane and cell wall, it may act on
the nuclear material and affect both purines
and pyrimidines in nucleic acids. In viruses, it
damages the viral capsid proteins and the nucleic acids.

No Haloacetic acids
Cryptosporidium Aldehydes
Giardia Aldo- and Ketoacids
Viruses Brominated DBPs

Hydrogen peroxide

UV radiation Bacteria Penetrates the microbial cell wall, disrupting
the genetic material, making reproduction impossible.

No No
Viruses
Protozoa
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accelerators and has potential applications in the disinfection
of DW and wastewaters.148–150 Of the well-known techniques
for the simultaneous disinfection of river water and the
removal of chemical pollutants, electron-beam water treat-
ment with the use of ozone from the zone of electron-beam air
radiolysis is the most reliable.149 More recently, the potential
application of antimicrobial nanomaterials for water disinfec-
tion and microbial control has been reviewed.151 Several
natural and engineered nanomaterials (chitosan, silver nano-
particules, photocatalytic titanium dioxide, fullerol, aqueous
fullerene nanoparticles and carbon nanotubes) with strong
antimicrobial properties were mentioned. Unlike conventional
chemical disinfectants, these antimicrobial nanomaterials are
not strong oxidants, are relatively inert in water and are not
expected to produce harmful DBPs. Another report looked at
the application of carbon nanotube technology for the
disinfection and removal of contaminants in DW.152 A
‘‘sonocatalytic disinfection’’ method using ultrasound irradia-
tion in the presence of titanium dioxide has also been
reported.153 Ultrasonic irradiation is well known as a useful
technique for microbial inactivation due to its chemical and
physical factors. The presence of titanium dioxide, known as a
photocatalyst, accelerates the generation of hydroxyl radicals
during ultrasonic irradiation, inducing cell death. Recent
developments in photocatalytic water treatment technology
have been review by Chong et al.154 as an innovative water
treatment technology. These advanced oxidation processes are
based on the in situ generation of highly reactive transitory
species (i.e., H2O2, OH, O22, O3) for mineralization of
refractory organic compounds, water pathogens and disinfec-
tion by-products. Semiconductor photocatalytic processes have
shown great potential as low-cost, environmentally-friendly
and sustainable treatment technologies and align well with the
‘‘zero’’ waste scheme in the water/wastewater industry. The
main technical barriers that impede its commercialisation
remain on the post-recovery of the catalyst particles after water
treatment.

More recently, a water disinfection method that uses paper
impregnated with silver nanoparticles for point-of-use water
treatment has been proposed.155 This technique seems to be
very useful for people that are not connected to a DW network
and for emergency situations following natural disasters. Low-
cost filter materials (zeolite, sand, fibreglass, anion and cation
resin substrates) coated with silver nanoparticles also have
potential for disinfection of groundwater and production of
safe DW.156 Here, a filter system with an Ag/cation resin
substrate (that completely eliminated the pathogens tested)
can be used as a potential cost-effective filter for water
disinfection. The association of silver nanoparticles with the
bacterial cell surface of Lactobacillus fermentum (referred to as
biogenic silver) has been reported to exhibit antiviral proper-
ties.157 This study shows the potential of this membrane
technology for water disinfection on a small scale.

Another application of nanomaterials for water disinfection
is zero-valent iron and nanoscale zero-valent iron. It was
proposed that nanoscale zero-valent iron can be applied to
decentralized DWDS to improve the performance of point-of-
use devices. This technology was able to effectively remove
several relevant DW contaminants, including viruses, bacteria,

chlorine, DBPs and other chemicals, but it is not yet widely
used.158 Excellent comprehensive reviews have been under-
taken by the Eugene Cloete’s group,159,160 where the knowl-
edge of nanomaterials in water treatment, purification and
disinfection was reviewed and described. The health and
environmental impacts of some of the nanomaterials, parti-
cularly the extent of toxicity, is still an issue that requires
additional research.159,161,162

4.5 Targeting key microbes

An alternative preventative strategy aims to target the key
microorganisms involved in biofilm formation.91,163 In a
synthetic DW biofilm composed of Acinetobacter calcoaceticus,
Burkholderia cepacia, Methylobacterium spp., Mycobacterium
mucogenicum, Sphingomonas capsulata and Staphylococcus
spp., A. calcoaceticus had a bridging functionality in the
consortium of pathogens (co-aggregated with all the other
bacteria, except Methylobacterium spp.) and its presence in
multispecies biofilms provided increased resistance. It is
conceivable that interfering with key bacteria in the biofilm
may cause dispersion. This may be achieved by interfering
with the biofilm command language referred to as quorum
sensing (QS). The way that cells communicate and are
organized in a social community is controlled by the secretion
of signalling molecules and this process is called ‘‘quorum
sensing’’. Bacteria have the ability to signal and sense the
state of population density in order to change physiological
needs under different growth conditions. QS benefits the
biofilm community by controlling unnecessary overpopula-
tion and competition for nutrients. The discovery that many
bacteria use QS molecules to form biofilms makes it an
attractive target for their control.79,164,165 QS inhibition may
represent a natural, wide spread, antimicrobial strategy that
could have a significant impact on biofilm formation.79,166

For example, N-acyl-homoserine lactone derivatives often not
only have a function in modulating QS, but may also have
direct bactericidal effects towards Gram-positive species, like
Bacillus, Staphylococcus, Enterococcus and others species.167

However, there are no studies on the inhibition of QS on DW
biofilm prevention and control and its application may
require significant efforts on the assessment of toxicity and
safety of QS inhibitors. Such biological and ecological
mechanisms, alone or as part of synergistic procedures,
could provide a new line of efficient and targeted biofilm
control strategies.79,168–170

5 Conclusions and future perspectives

Biofilms in DWDS are responsible for several undesirable
effects in the quality of the distributed water. One of the main
drawbacks of biofilms is their potential to serve as a protective
niche for waterborne pathogens that are responsible for
several outbreaks of disease due to contaminated DW
consumption. The knowledge of the main problems that
result from biofilm formation in DWDS is essential to improve
the current control strategies and/or to develop more effective
alternatives. The use of membrane technology to control DW
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quality will certainly increase even if this is expensive,
particularly for large-scale applications. However, this is highly
attractive for point-of-use DW devices. Chlorine disinfection is
the main strategy used in DWDS for microbial control and it is
conceivable that future DWDS disinfection strategies still
persist with chlorine due to economic and final product safety
aspects. However, the increased resistance of biofilms to
conventional disinfection processes, and also the well-known
effects of DBPs on public health, clearly proposes that novel
means for DW disinfection and biofilm control are required.
The progress in combinatorial chemistry, the use of engi-
neered nanostructures and the advent of high-throughput
screening methods for the assessment of large numbers of
chemicals with disinfectant activity will certainly provide new
and efficient DW disinfectants. Recently, a new line of DW
biofilm control has emerged through the interference with
some biological and ecological mechanisms involved in
biofilm formation. The practical application of these strategies
in the water industry is still far from possible due to the
incipient knowledge of all the mechanisms promoting DW
biofilm formation and resistance.
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