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Executive Summary 

This whitepaper describes the integrated technologies produced in SCAPE and the results of its 

assessment against the ISO 16363 – a framework for Audit and Certification of Trustworthy Digital 

Repositories. The work aims to demonstrate that a preservation ecosystem composed of building 

blocks as the ones developed in SCAPE is able to comply with most of the system-related 

requirements of the ISO 16363.  

The SCAPE Preservation Environment (SPE) is composed of a repository system, an execution 

environment, planning & watch services, preservation control policies, and best practice guidelines 

and reports. From a total of 108 metrics included in the ISO 16363, the SPE fully supports 69 of them. 

31 metrics were considered to be “out of scope” as they refer to organisational issues that cannot be 

solved by technology alone nor can they be analysed outside the framework of a breathing 

organisation, leaving 2 metrics to be considered “partially supported” and 6 metrics to be considered 

“not supported”. This gives an overall compliancy level of roughly 90% (if the organisational oriented 

metrics are not taken into account). 

Even though we consider this to be an excellent result, proving and giving guidelines on how it would 

be possible to have a system compliant with most of the metrics included in ISO 16363, this also 

enabled us to identify the main weak points of the SCAPE Preservation Environment that should be 

addressed in the near future. In summary the gaps found were: 

 The ability to manage and maintain contracts or deposit agreements through the repository 

user interfaces; 

 Support for tracking intellectual property rights; 

 Improve technical documentation, especially on the conversion of Submission Information 

Packages (SIP) into Archival Information Packages (AIP); 

 The ability to aid the repository manager to perform better risk management. 

Our goal is to ensure that the SCAPE Preservation Environment fully supports the system-related 

metrics of the ISO 16363. In order to close the gaps encountered, additional features have been 

added to the roadmap of the SPE. 
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1 Introduction 

Over the last three years, the SCAPE project worked in several directions in order to propose new 

solutions for digital preservation, as well as improving existing ones. One of the results of this work is 

the SCAPE preservation environment (SPE). It is a loosely coupled system, which enables extending 

existing digital repository systems (e.g. RODA) with several components that cover collection 

profiling (i.e. C3PO), preservation monitoring (i.e. SCOUT) and preservation planning (i.e. Plato). 

Those components address key functionalities defined in the Open Archival Information System 

(OAIS) functional model. Existing repository systems lack most of these functionalities or have them 

implemented them in a very superficial way. As those functionalities are implemented into existing 

repository systems it is expected that they will improve and further automate the overall digital 

preservation process.  

Establishing trustworthiness of digital repositories is a major concern of the digital preservation 

community as it makes the threats and risks within a digital repository understandable. There are 

several approaches developed over recent years on how to address trust in digital repositories. Most 

notable is Trustworthy Repositories Audit and Certification (TRAC) which has later been promoted to 

an ISO standard by the International Standards Organization (ISO 16363, released in 2012). The 

standard comprises of three pillars: organizational infrastructure, digital object management, and 

infrastructure and security management and for each of these it provides a set of requirements and 

the expected evidence needed for compliance.  

This report presents the compliance validation of the integrated preservation ecosystem that 

resulted from the SCAPE project according to the specified metrics of the ISO 16363 standard. It 

presents in short the SCAPE preservation ecosystem and the information flow between the 

components. It gives a brief overview of the ISO 16363 and the metrics used throughout the 

assessment process.  

The validation is presented in the form of a table in which assessment metrics are backed up with 

evidence and explanations on how the SCAPE preservation environment is able to meet those 

requirements.  

1.1 Goals 

The main goal of this work is to provide an analysis of the SCAPE preservation environment in terms 

of compliance to the ISO 16363. The report shows how certain requirements of the standard are 

supported by the preservation ecosystem developed in SCAPE. This should result in a better 
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understanding of capabilities which can be acquired when such system would be implemented in a 

certain organization. 

1.2 Target audience 

This whitepaper aims primarily at the following stakeholders: 

 Digital content holders and/or repository owners 

 Digital repository vendors and developers 

 ISO 16363 auditors 

 Digital preservation experts  

2 The SCAPE Preservation Environment 

This section presents the SCAPE Preservation Environment (SPE), an architecture that includes 

storage and data management, preservation planning, monitoring and operations (or actions). The 

SPE allows for long-term preservation of digital information by continuously monitoring internal and 

external influencers and determining the best actions to undertake in order to preserve the digital 

materials in custody. 

This section also defines the reference architecture of the SPE by describing the components that 

support each of the underlying preservation activities. It also includes a description of one concrete 

repository implementation – RODA with SCAPE outcomes – that will be the object of this compliance 

validation. 

2.1 Reference architecture 

The Repository is an instance of a system which contains the digital content and may include 

processes such as ingest, access, storage and metadata management. The repository may be as 

simple as a shared folder with files that represent the content or as complex as information 

management systems such as DSpace1, Eprints2 and RODA3. 

Preservation watch is the process that monitors internal and external influencers and notifies the 

relevant parties when risks and opportunities for the repository take place. The most noticeable 

party would be the Preservation manager, i.e. the person whose role is to manage the digital 

preservation lifecycle and the repository content.  

Preservation planning is the process that takes place after a watch notification. It analyses the 

current situation and helps the Preservation manager to decide what action to take. 

                                                           

1
 http://www.dspace.org 

2
 http://www.eprints.org 

3
 http://www.roda-community.org 

http://www.dspace.org/
http://www.eprints.org/
http://www.roda-community.org/
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Preservation operations are the processes responsible for changing the contents of the repository 

according to preservation plans that result from the Planning activity. For example, a recently issued 

preservation plan might trigger an action that consists of migrating all objects in a given format to a 

different one in order to save costs in storage or improve its accessibility. 

 

 

 

Figure 1 illustrates the entire preservation lifecycle of the SPE. One of the main components of the 

SPE is the Watch component. Its role is to monitor aspects of the world and detect risks and 

opportunities related to digital content. It monitors the internals of the repository (i.e. content and 

operations) and the environment around it. It begins with a characterization process that extracts the 

key characteristics of the digital content held in the repository. Those characteristics are aggregated 

and fed to the watch component so that the content can be validated against institutional policies to 

discover non-conformances.  

Repository events are the second aspect that is monitored by the watch component. This enables 

prompt reaction on any event happening in a repository that may trigger a response from the 

Planning perspective. This can include events such as ingest or access but also anomalies occurring 

during the execution of preservation plans. 

Furthermore, the Watch functional unit validates information about collections against institutional 

policies (if available in a machine readable format) and notifies the preservation planning process to 

address the detected violations4.     

The Planning process carefully examines the risks or opportunities, considering the institution 

policies, objectives and constraints. It evaluates and compares possible alternatives and produces an 

action plan that defines which operations should be implemented and which service levels have been 

agreed on, and documents the reasoning that supports this decision [CB09]. This action plan is 

implemented in the repository by the Operations component. An action plan can also invoke quality 

                                                           

4
 See deliverable D13.2 - Catalogue of preservation policy elements for more information. 

Figure 1 - Digital preservation lifecycle. 
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assurance tools that will measure the outcome of the executed plan to determine if the quality goals 

are being met. Watch is able to gather information on quality assurance via the repository events 

and notifies the preservation manager if the quality of the results is below the expected threshold. 

This may require plans to be re-evaluated.  

Also, if certain aspects of the preservation environment change, this may render existing 

preservation plans invalid. The watch component can also notify the relevant parties that a re-

evaluation of existing plans is required. This approach creates a continuous cycle that ensures that 

content remains aligned with the requirements and goals set for the repository. 

2.2 Reference implementation 

The reference implementation of the SPE, which will be the subject of evaluation in this report, is 

comprised by a set of software components that support the processes defined on the previous 

section.  The SPE reference implementation is composed of: 

1. RODA digital repository5 - The digital content in the SPE is managed by RODA, the repository 

system elected to integrate the various functional components developed in SCAPE. RODA is 

a state-of-the-art open-source digital repository system designed for digital preservation. It is 

supported by Fedora Commons and provides simple to use graphical user interfaces for 

ingest, data management, archival storage, dissemination and administration. 

2. Scout - The monitoring/watch process is implemented by Scout6, a Preservation Watch 

system supported by a knowledge base that centralizes all necessary information to detect 

preservation risks and opportunities [CB12, LF12]. It uses plugins to ease the integration of 

new information sources such as file format registries, tools for characterization, migration 

and quality assurance, policies and human knowledge. The knowledge base can be easily 

browsed and triggers can be created to automatically notify parties of new risks and 

opportunities. Examples of such notification could be: content fails to conform to defined 

policies, a format became obsolete or new tools which are able to render your content are 

available. 

3. Plato - The Planning process is supported by Plato7, a well-established tool for systematic 

preservation planning. It allows for the definition of preservation objectives, criteria and 

restrictions necessary for decision-making and helps with the evaluation of all action 

alternatives, arriving to the best possible solution, documenting all the reasoning behind the 

decisions, and providing traceability, one of the basis for maintaining the authenticity of 

digital assets [CB09]. The result of preservation planning is an action plan that, besides 

documenting the decision making process itself, defines the necessary operations to perform 

on the content. 

                                                           

5
 http://www.roda-community.org 

6
 https://github.com/openplanets/scout 

7
 http://ifs.tuwien.ac.at/dp/plato 

http://www.roda-community.org/
https://github.com/openplanets/scout
http://ifs.tuwien.ac.at/dp/plato
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4. Taverna - the Operations process is supported by Taverna8, a workflow management system 

widely used, especially in the biology domain. Taverna allows the execution of complex 

workflows that bring together preservation components like characterization, migration and 

quality assurance tools. Many common preservation tools were wrapped into a special 

Taverna workflow, defined as preservation component, and published in the myExperiment 

site9. Research was also done in SCAPE on how to run such complex workflows in large-scale 

[RS12]. Taverna was chosen as the reference implementation as it is easier to reproduce than 

the complex systems needed for large-scale execution. 

 

Figure 2 - SPE reference implementation. 

 

Figure 2 illustrates how all of these components function together.  

Besides the functional components included in the SCAPE Preservation Environment SCAPE has also 

produced relevant outputs that should be considered as being part of the SPE, namely: 

1. Policies - Human-readable top-level preservation policies as well as machine-readable 

control policies have been produced in SCAPE. These policies are important to fully support 

automated monitoring activities10.  

2. Best practice guidelines – SCAPE produced best practice guidelines on the following aspects 

of preservation that are relevant in the context of ISO 16363, Data Seal of Approval (DSA) 

and Nestor (D20.6 - Final best practice guidelines and recommendations11). These are:  

a. Large-scale long-term repository migration 

b. Preservation of research data 

                                                           

8
 http://www.taverna.org.uk 

9
 http://www.myexperiment.org 

10
 D13.1 Final Version of Policy Specification Model and D13.2 Catalogue of preservation policy elements. 

11
 http://www.scape-project.eu/wp-content/uploads/2014/03/SCAPE_D20.6_KB_V1.0.pdf  

http://www.taverna.org.uk/
http://www.myexperiment.org/
http://www.scape-project.eu/wp-content/uploads/2014/03/SCAPE_D20.6_KB_V1.0.pdf
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c. Bit preservation 

3. SCAPE reports – SCAPE produced several reports12 that detail each of the functional 

components included the SPE. These reports fully describe the inner workings of these 

components and may assist adopting organisations in the implementation process. 

 

3 The evaluation framework 

In 2003, the Research Library Group (RLG) and the National Archives and Records Administration 

(NARA) set up a working group to discuss issues related to trust and certification of digital 

repositories. The goal of that group was to establish a set of criteria that would allow one to assess 

the ability of a digital repository to store, and provide continuous access to digital materials. 

The challenge was to assemble a set of measurable attributes and build sustainable ground that 

would eventually lead to the certification of digital repositories, these being managed by small 

institutions or large-scale repositories hosted by national or international wide organizations. 

In 2007 a document named Trustworthy Repositories Audit & Certification: Criteria & Checklist was 

finally published. This document, which later became known as TRAC, brought together a set of 

requirements considered necessary to establish a climate of trustworthiness around the digital 

repository. The requirements are loosely grouped into 3 categories:  

1. Organizational Infrastructure;  

2. Digital Object Management, and  

3. Technologies, Technical Infrastructure, & Security. 

In mid-2012, TRAC was promoted to an ISO standard. The original document has been refined, 

reshaped and republished as ISO 16363 - Audit and certification of trustworthy digital repositories. 

The ISO 16363 audit and certification standard provides for those who fund or who deposit their 

valuable resources into the repository the reassurance that their assets will be well preserved for 

future use. The standard identifies which aspects of the repository are considered to be of trust and 

warns them about the aspects which are not trustworthy. It also gives them the comfort of knowing 

that someone else besides the repository owners can actually say that that the repository has (or has 

not) been doing a good job. The notion of “doing a good job” goes well beyond the simple notion of 

doing bit preservation. Instead, what the standard aims for is the reassurance is that the digitally 

encoded information will be accessible and usable into the future, independently of any legal, 

financial, technical or human constraints.  

As TRAC, the ISO 16363 is divided into 3 sections, each of which comprised of considerably large set 

of requirements. Sections 3 to 5 of the ISO provide the normative metrics against which a digital 

                                                           

12
 http://www.scape-project.eu/downloads  

http://www.scape-project.eu/downloads


 

7 

 

repository and the organisation which operates it may be judged. These sections provide metrics 

grouped as follows: 

• Section 3 covers Organizational Infrastructure;  

• Section 4 covers Digital Object Management;  

• Section 5 covers Infrastructure and Security Risk Management.  

Each section of metrics is further divided into one or more subsections. 

As it happens in most, if not all, ISO standards, in order to meet a requirement, the repository owner 

must provide tangible evidence that the repository actually meets the requirement. It is worth 

mentioning that a considerable number of metrics in the standard are not related to technology. For 

instance, the first group of metrics is mostly concerned with the risks associated with the 

organization that owns the repository. For example, it contains metrics related to the financial 

sustainability, training of the staff members and details on the organizational procedures, which in 

practice cannot be assessed solely from a technology perspective. 

In this work, we used the ISO 16363 - Audit and Certification of Trustworthy Digital Repositories - as 

an evaluation framework to determine how apt is the SCAPE preservation environment to cope with 

highly demanding requirements of a trustworthy preservation ecosystem. 

4 Compliance validation 

ISO standards are part of a suite of standards at the repository, national, and international levels that 

demonstrate trustworthiness, responsible data management and stewardship.  They provide digital 

repositories of all sizes directions for demonstrating their adherence to quality and consistency, to 

show respect for data integrity, and a commitment to the long-term preservation of and access to 

the information entrusted to their care13.  

In this study we will assess the SCAPE Preservation Environment solely from a technological 

perspective. This means that metrics that solely focus aspects of the owner organization or hosting 

infrastructure will not be assessed. We will, however, provide explanations on how the SCAPE 

Preservation Environment may be able to provide support for those metrics based on the existing 

functionalities of the technology. 

The following sections provide details on the assessment of the SPE according to the requirements of 

the ISO 16363. For each requirement/metric we provide the level of compliance, and explanations 

for that assessment. In the cases where compliance has been met, evidence on how the SPE meets 

the requirement is also provided.  

                                                           

13
 You may obtain a copy of the Self-Assessment Template for ISO 16363 at 

http://www.iso16363.org/assets/Self-AssessmentTemplateforISO16363.xls. 

http://www.iso16363.org/assets/Self-AssessmentTemplateforISO16363.xls
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The considered levels of compliance are as follows: 

 OUT OF SCOPE – The requirement is not system-related and depends of organisational 

aspects that are out of the scope of this assessment. 

 NOT SUPPORTED – The SPE does not meet the requirement. 

 PARTIALLY SUPPORTED – The SPE does not fully meet the requirement, however, it provides 

functionality that allows it to partially meet the requirement or to support other non-system-

related activities necessary to meet the requirement. 

 FULLY SUPPORTED – The existing functionality fully meets the requirement. 

For the purpose of simplicity and conformity to the terminology used in the standard, from now on 

the SCAPE preservation environment will also be referred to as the “repository”. 

It is also worth mentioning that the metrics described in this document are numbered according to 

the original numbering of the ISO Standard and not according to the numbering of the sections 

included in this document. This makes it easier for reader to locate further information about a 

metric in any additional publication. 

4.1 Organizational Infrastructure 

4.1.1 Governance & organizational viability   

No. Metric/Requirement Level of compliance Explanations and evidence  

3.1.1  

The repository shall have a mission statement that 

reflects a commitment to the preservation of, long-term 

retention of, management of, and access to digital 

information. 

OUT OF SCOPE 

This is not a system-related metric, however 

functionally exists that aids in its 

implementation. The SPE enables the 

administrator to set static HTML pages where 

information such as the mission can be 

published. Detailed information about 

policies, risk management and contingency 

plans can be found on SCAPE deliverables 

D13.1, D13.2 and D20.6. 

3.1.2 

The repository shall have a preservation strategic plan 

that defines the approach the repository will take in the 

long-term support of its mission 
OUT OF SCOPE 

This is not a system-related metric, however 

the SPE documentation includes a policy 

model that provides guidance on the creation 

of preservation strategic plans. Detailed 

information about policies, risk management 

and contingency plans can be found on SCAPE 

deliverables D13.1, D13.2 and D20.6. 

3.1.2.1  

The repository shall have an appropriate, formal 

succession plan, contingency plans, and/or escrow 

arrangements in place in case the repository ceases to 

operate or the governing or funding institution 

substantially changes its scope.  OUT OF SCOPE 

This is not a system-related metric, however 

the SPE documentation includes guidelines 

and recommendations on how to perform 

large-scale repository migrations which 

provides technical guidance on the creation of 

succession plans. Detailed information about 

policies, risk management and contingency 

plans can be found on SCAPE deliverables 

D13.1, D13.2 and D20.6. 
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3.1.2.2 

The repository shall monitor its organizational 

environment to determine when to execute its formal 

succession plan, contingency plans, and/or escrow 

arrangements  

OUT OF SCOPE 

This is not a system-related metric, however 

functionally exists on the SPE that aids in its 

implementation. The SPE includes a Watch 

component that if configured with the right 

indicators is able to notify users that certain 

conditions have evolved in ways that may 

trigger the succession plan. For example, the 

Watch component may be used to notify the 

owner of the repository if the ingest process is 

experiencing constant delays in the SIPs 

validation step. This may indicate that the 

repository is lacking the necessary human 

resources and therefore is unable to pursue its 

mission. Detailed information about policies, 

risk management and contingency plans can 

be found on SCAPE deliverables D13.1, D13.2 

and D20.6. 

3.1.3 

The repository shall have a collection policy or other 

document that specifies the type of information it will 

preserve, retain, manage and provide access to.  

OUT OF SCOPE 

This is not a system-related metric, however 

the SPE allows the definition of policies that 

can specify the content set, i.e. a collection of 

objects that are the focus of the policy. 

Detailed information about policies, risk 

management and contingency plans can be 

found on SCAPE deliverables D13.1, D13.2 and 

D20.6. 

 

4.1.2 Organizational structure & staffing 

No. Metric/Requirement Level of compliance Explanations and evidence 

3.2.1 

The repository shall have identified and established the 

duties that it needs to perform and shall have appointed 

staff with adequate skills and experience to fulfil these 

duties.  

OUT OF SCOPE This is not a system-related metric. 

3.2.1.1 
The repository shall have identified and established the 

duties that it needs to perform.   OUT OF SCOPE This is not a system-related metric. 

3.2.1.2 
 The repository shall have the appropriate number of staff 

to support all functions and services.  OUT OF SCOPE 

This is not a system-related metric, however 

functionally exists on the SPE that aids in its 

implementation. The Watch component can 

be used to monitor the success of the 

repository, i.e. if the repository is meeting the 

objectives defined in its strategic plan. If the 

objectives are not being met, it could be 

because there is insufficient number of staff 

members. 

3.2.1.3 

The repository shall have in place an active professional 

development program that provides staff with skills and 

expertise development opportunities. 
OUT OF SCOPE This is not a system-related metric. 
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4.1.3 Procedural accountability & preservation policy framework  

No. Metric/Requirement Level of compliance Explanations and evidence 

3.3.1 

The repository shall have defined its designated 

community and associated knowledge base(s) and 

shall have these definitions appropriately accessible.  
OUT OF SCOPE 

This is not a system-related metric, however 

functionally exists on the SPE that aids in its 

implementation. The SPE enables the 

administrator to set static HTML pages where 

information such as the definition of the 

designated community can be published.  

3.3.2  
The repository shall have preservation policies in place 

to ensure its preservation strategic plan will be met.  FULLY SUPPORTED 

The SPE provides documentation and guidance 

on how to create preservation strategic plans. 

Preservation control policies can then be 

formalised to enable monitoring with the 

Watch component of organizational objectives 

and repository compliance. Detailed 

information about control policies can be 

found on SCAPE deliverables D13.1 and D13.2. 

3.3.2.1 

The repository shall have mechanisms for review, 

update, and on-going development of its Preservation 

Policies as the repository grows and as technology and 

community practice evolve.  
OUT OF SCOPE 

This is not a system-related metric, however, 

the Watch component can be configured to 

alert the repository owner to review its 

policies after a defined period of time. 

Detailed information about policies can be 

found on SCAPE deliverables D13.1 and D13.2. 

3.3.3  

The repository shall have a documented history of the 

changes to its operations, procedures, software, and 

hardware.  
OUT OF SCOPE This is not a system-related metric.  

3.3.4  

The repository shall commit to transparency and 

accountability in all actions supporting the operation 

and management of the repository that affect the 

preservation of digital content over time.  

FULLY SUPPORTED 

The SPE is fully auditable. All actions 

performed on the SPO either by its human 

operators or by automated processes are 

logged for auditing purposes.  

Transparency can be implemented by 

publishing reports with statistics, goals 

accomplishment and other relevant metrics. 

These reports can be published on the open 

access pages of the repository. Evidence in 

appendix 6.1. 

3.3.5  

The repository shall define, collect, track, and 

appropriately provide its information integrity 

measurements.  
FULLY SUPPORTED 

The SPE automatically verifies the integrity of 

its data by periodically running a data integrity 

assessment routine. This routine verifies the 

checksum of each file in the repository against 

the checksum stored in the technical 

metadata. Evidence in appendix 6.3. 

3.3.6  
The repository shall commit to a regular schedule of 

self-assessment and external certification.  OUT OF SCOPE 

This is not a system-related metric. Detailed 

information about policies, risk management 

and contingency plans can be found on SCAPE 

deliverables D13.1, D13.2 and D20.6 

 

 

 



 

11 

 

4.1.4 Financial sustainability  

No. Metric/Requirement Level of compliance Explanations and evidence 

3.4.1  

The repository shall have short- and long-term 

business planning processes in place to sustain the 

repository over time.  
OUT OF SCOPE This is not a system-related metric. 

3.4.2  

The repository shall have financial practices and 

procedures which are transparent, compliant with 

relevant accounting standards and practices, and 

audited by third parties in accordance with territorial 

legal requirements.  

OUT OF SCOPE This is not a system-related metric. 

3.4.3  

The repository shall have an on-going commitment to 

analyse and report on risk, benefit, investment, and 

expenditure (including assets, licenses, and liabilities).  
OUT OF SCOPE This is not a system-related metric. 

 

4.1.5 Contracts, licenses, & liabilities 

No. Metric/Requirement Level of compliance Explanations and evidence 

3.5.1  

The repository shall have and maintain 

appropriate contracts or deposit agreements 

for digital materials that it manages, preserves, 

and/or to which it provides access.  

NOT SUPPORTED 

Some repository systems present an online license 

agreement that users must accept before submitting 

new data to the repository. The SPE assumes that 

the deposit agreement or contract is established 

outside of the system. After the producer and the 

repository agree on the terms of the contract, 

deposit privileges are granted to the producer. The 

producer may then submit new material to the 

repository be ingested. 

3.5.1.1 

The repository shall have contracts or deposit 

agreements which specify and transfer all 

necessary preservation rights, and those rights 

transferred shall be documented.  

NOT SUPPORTED See metric 3.5.1. 

3.5.1.2 

The repository shall have specified all 

appropriate aspects of acquisition, 

maintenance, access, and withdrawal in written 

agreements with depositors and other relevant 

parties.  

NOT SUPPORTED See metric 3.5.1. 

3.5.1.3 

The repository shall have written policies that 

indicate when it accepts preservation 

responsibility for contents of each set of 

submitted data objects 

NOT SUPPORTED See metric 3.5.1. 

3.5.1.4 

The repository shall have policies in place to 

address liability and challenges to 

ownership/rights.  
NOT SUPPORTED See metric 3.5.1. 

3.5.2  

The repository shall track and manage 

intellectual property rights and restrictions on 

use of repository content as required by deposit 

agreement, contract, or license.  

PARTIALLY 

SUPPORTED 

The SPE includes an action that verifies the 

permissions of each individual AIP against the access 

restrictions defined on the descriptive metadata. If 

the permissions are not set correctly, the repository 

owner is notified. Evidence in appendix 6.4. 

 



 

12 

 

4.2 Digital Object Management 

4.2.1 Ingest: acquisition of content 

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

4.1.1  

The repository shall identify the content 

information and the information 

properties that the repository will 

preserve.  

FULLY 

SUPPORTED 

The SPE includes a catalogue of preservation control policies 

enables the repository to formalise, in machine-readable 

form, the information properties which the repository is 

committed to preserve. See 4.1.1.1 and 4.1.1.2. 

4.1.1.1  

The repository shall have a procedure(s) for 

identifying those Information Properties 

that it will preserve.  

FULLY 

SUPPORTED 

The SPE includes a catalogue of preservation control policies 

enables the repository to formalise, in machine-readable 

form, the information properties which the repository is 

committed to preserve. These control policies can be 

uploaded to the Watch component so that these can be 

verified against the contents of the repository. Evidence at 

appendix 6.5. 

4.1.1.2  

The repository shall have a record of the 

Content Information and the Information 

Properties that it will preserve.  

FULLY 

SUPPORTED 

The SPE supports the extraction of information properties 

from ingested content using characterization tools such as 

FITS14 or Apache Tika15. The outputs of characterization are 

then aggregated in C3PO16 and fed to the Watch component 

to check its compliance with the control policies. Evidence in 

appendix 6.6. 

4.1.2  

The repository shall clearly specify the 

information that needs to be associated 

with specific content information at the 

time of its deposit.  

FULLY 

SUPPORTED 

The SPE administrator is capable of specifying the mandatory 

metadata fields that should be provided by the producer. 

Additionally, the SIP specification and the SIP validation 

procedures that take place during ingest are sufficient 

guarantee that all the necessary information that should be 

associated with a specific content information is provided at 

the time of deposit. Evidence in appendix 6.7. Representation 

information is collected during the creation of the 

preservation policy. Repository only ingests representations 

that compliant with the preservation policy. 

4.1.3  

The repository shall have adequate 

specifications enabling recognition and 

parsing of the SIPs.  

FULLY 

SUPPORTED 

The specification of the supported SIP structure exists solely 

in the form of source code. Written documentation is scarce 

at the moment. Java libraries are provided to support 

developers in the creation of SIP files. 

Additional technical documentation should be created in 

order to fully support this metric. Evidence at appendix 6.8. 

4.1.4  

The repository shall have mechanisms to 

appropriately verify the depositor of all 

materials.  

FULLY 

SUPPORTED 

Individual depositors are granted user-specific credentials to 

use the system and specific permissions to deposit on a given 

collection. Evidence in appendix 6.9. 

                                                           

14
 https://code.google.com/p/fits/ 

15
 http://tika.apache.org 

16
 http://ifs.tuwien.ac.at/imp/c3po, https://github.com/peshkira/c3po 

http://ifs.tuwien.ac.at/imp/c3po
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4.1.5  

The repository shall have an ingest process 

which verifies each SIP for completeness 

and correctness.  

FULLY 

SUPPORTED 

The SPE validates each individual SIP according to well 

documented ingest workflow. This workflow entails the 

following activities: 

1. Unpacking 

2. Virus check 

3. Envelope and metadata validation 

4. Depositor authorization 

5. Format normalisation (optional) 

6. Format identification and property extraction 

7. Human inspection 

8. SIP transformation into AIP 

This ingest workflow is specific to RODA, one of the 

components of the SPE. Variations of this may exist in 

different preservation environements. 

Evidence in appendix 6.7. 

4.1.6  

The repository shall obtain sufficient 

control over the digital objects to preserve 

them.  

FULLY 

SUPPORTED 

The SPE has full control over the digital objects after these are 

ingested. The repository does not support external assets to 

be part of the collections. The legal control is assured by the 

deposit agreement previously established with the producer. 

Evidence at [RODA09]. 

4.1.7  

The repository shall provide the 

producer/depositor with appropriate 

responses at agreed points during the 

ingest processes.  

FULLY 

SUPPORTED 

The depositor can inspect the status of the ingest process by 

logging into the system and accessing the ingest graphical 

user interfaces. For each individual SIP the SPE exposes the 

step of the ingest workflow on which the SIP is currently at 

and also provides detailed information on the outcome of 

each step. Evidence in appendix 6.7. 

4.1.8  

The repository shall have contemporaneous 

records of actions and administration 

processes that are relevant to content 

acquisition.  

FULLY 

SUPPORTED 

A complete ingest report is available on the SPE which 

records all ingest actions and their outcome for every 

processed SIP. Evidence in appendix 6.7. 

 

4.2.2 Ingest: creation of the AIP 

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

4.2.1  

The repository shall have for each AIP or class of AIPs 

preserved by the repository an associated definition 

that is adequate for parsing the AIP and fit for long-

term preservation needs. 

FULLY 

SUPPORTED 

Documentation exists that specifies how the 

AIPs are structured and how individual files are 

related to each other. [RODA09] 

4.2.1.1  
The repository shall be able to identify which 

definition applies to which AIP.  
FULLY 

SUPPORTED 

The AIP specification refers to all AIPs in the 

repository. There is only one AIP format. 
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4.2.1.2  

The repository shall have a definition of each AIP 

that is adequate for long term preservation, 

enabling the identification and parsing of all the 

required components within that AIP.  
FULLY 

SUPPORTED 

Documentation exists that specifies how each 

individual component of the AIP is related to 

each other and how these can be retrieved 

without resorting to the system itself, i.e. just by 

looking at the file system. Evidence include 

documentation on how to rebuild Fedora 

Commons17 and documentation on how Fedora 

Commons objects relate to each other in RODA 

[RODA09]. 

4.2.2  
The repository shall have a description of how AIPs 

are constructed from SIPs.  NOT SUPPORTED 

Apart from the RODA source code itself, which 

can be inspected, documentation on how SIPs 

are transformed in AIPs is yet to be written. 

4.2.3.1  

The repository shall follow documented procedures 

if a SIP is not incorporated into an AIP or discarded 

and shall indicate why the SIP was not incorporated 

or discarded. 

FULLY 

SUPPORTED 

The SPE fully documents the reason why SIPs 

have been rejected. This information is kept by 

the system. Evidence at appendix 6.10. 

4.2.4  
The repository shall have and use a convention that 

generates persistent, unique identifiers for all AIPs 
FULLY 

SUPPORTED 

The SPE implements the Handle System18 and 

assigns a Persistent Identifier to each AIP. 

4.2.4.1  
The repository shall uniquely identify each AIP 

within the repository.  
FULLY 

SUPPORTED 

Each AIP has both an internal unique identifier 

and a persistent identifier. Evidence is the same 

as in 4.2.4. 

4.2.4.1.1  The repository shall have unique identifiers.  FULLY 

SUPPORTED 

Each AIP has both an internal unique identifier 

and a Persistent Identifier that is also unique. 

Evidence is the same as in 4.2.4. 

4.2.4.1.2 

The repository shall assign and maintain persistent 

identifiers of the AIP and its components so as to be 

unique within the context of the repository.  

FULLY 

SUPPORTED 

Each individual component of the AIP has a 

unique internal identifier. The AIP as a whole 

also has a Persistent Identifier based on the 

Handle System. 

4.2.4.1.3  
Documentation shall describe any processes used 

for changes to such identifiers.  
FULLY 

SUPPORTED 

It is not possible to manually change those 

identifiers. They are generated and managed by 

the repository system. 

4.2.4.1.4  

The repository shall be able to provide a complete 

list of all such identifiers and do spot checks for 

duplications.  

FULLY 

SUPPORTED 

The repository supports SOAP and REST APIs 

that can be used to obtain a list of all metadata 

records in the repository, which also includes 

the identifiers. 

4.2.4.1.5  

The system of identifiers shall be adequate to fit the 

repository’s current and foreseeable future 

requirements such as numbers of objects.  

FULLY 

SUPPORTED 

There is no design limitation to the number of 

IDs supported by the Handle system or the 

Fedora Commons repository on which the SPE is 

based. See section 1.2 about the scalability of 

the Handle system at 

http://www.handle.net/tech_manual/Handle_T

echnical_Manual.pdf. Also, see the theoretical 

maximum number of objects in Fedora19. 

                                                           

17
 https://wiki.duraspace.org/display/FEDORA34/Command-Line+Utilities 

18
 http://www.handle.net  

19
 Based on http://fedora-commons.org/documentation/2.2.4/Fedora%20Identifiers.html, the PID can be a 

maximum of 64 characters, is automatically increment from 1 upwards, which removing the 5 chars needed for 

the “roda” namescape and “:” separator, give 1x10
59

 objects, which is 8 times more than the number of atoms 

in the sun. 

http://www.handle.net/tech_manual/Handle_Technical_Manual.pdf
http://www.handle.net/tech_manual/Handle_Technical_Manual.pdf
https://wiki.duraspace.org/display/FEDORA34/Command-Line+Utilities
http://www.handle.net/
http://fedora-commons.org/documentation/2.2.4/Fedora%20Identifiers.html
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4.2.4.2  

The repository shall have a system of reliable 

linking/resolution services in order to find the 

uniquely identified object, regardless of its physical 

location.  

FULLY 

SUPPORTED 

The SPE implements the Handle System and 

assigns a Persistent Identifier to each AIP. The 

Handle system provides identifiers that are 

independent of the physical location of the 

assets.  

4.2.5.1  
The repository shall have tools or methods to 

identify the file type of all submitted Data Objects.  
FULLY 

SUPPORTED 

The SPE performs file format identification using 

FITS during the ingest process. FITS includes file 

format identification tools such as Droid20, 

FIDO21, Unix file, Apache Tika and others. 

Evidence in appendix 6.14. 

4.2.5.2  

The repository shall have tools or methods to 

determine what Representation Information is 

necessary to make each Data Object understandable 

to the Designated Community.  

FULLY 

SUPPORTED 

All files ingested into the repository are 

identified using Droid. A PRONOM's Persistent 

Unique Identifier is produced and kept in the 

preservation metadata for each file. The PUID 

enables the repository to obtain the 

Representation Information from the PRONOM22 

registry Web site. Evidence in appendix 6.14 and 

the PRONOM page for PDF 1.3, see23. 

4.2.5.3 
 The repository shall have access to the requisite 

Representation Information.  
FULLY 

SUPPORTED 

All files ingested into the repository are 

identified using Droid. A PUID is produced and 

kept in the preservation metadata for each file. 

The PUID enables the repository to obtain the 

Representation Information from the PRONOM 

registry Web site. Evidence is the same as in 

4.2.5.2. 

4.2.5.4  

The repository shall have tools or methods to ensure 

that the requisite Representation Information is 

persistently associated with the relevant Data 

Objects.  

FULLY 

SUPPORTED 

The SPE relies on the PRONOM registry for 

Representation Information. The risk of losing 

access to relevant Representation Information is 

mitigated by preserving local replicas of the 

PRONOM registry. Scout fetches information 

from the PRONOM registry, evidence at 

appendix 6.13. 

4.2.6  

The repository shall have documented processes for 

acquiring preservation description information (PDI) 

for its associated content information and acquire 

PDI in accordance with the documented processes. 

FULLY 

SUPPORTED 

PREMIS preservation metadata is generated 

during ingest for each representation and 

individual file. The preservation metadata is an 

integral part of the AIP and can be inspected on 

the UI by all users that have access to the 

representation. Evidence at appendix 6.14. 

4.2.6.1  
The repository shall have documented processes for 

acquiring PDI.  
FULLY 

SUPPORTED 

The acquisition of PDI is specified in source 

code24 and the SIP description. [RODA09]  

                                                           

20
 http://sourceforge.net/projects/droid/ 

21
 https://github.com/openplanets/fido 

22
 http://apps.nationalarchives.gov.uk/PRONOM/ 

23
 http://apps.nationalarchives.gov.uk/PRONOM/Format/proFormatSearch.aspx?status=detailReport&id=616 

24
 https://github.com/keeps/roda 

http://en.wikipedia.org/wiki/PRONOM_technical_registry
http://apps.nationalarchives.gov.uk/PRONOM/Format/proFormatSearch.aspx?status=detailReport&id=616
https://github.com/keeps/roda
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4.2.6.2  
The repository shall execute its documented 

processes for acquiring PDI.  
FULLY 

SUPPORTED 

PREMIS preservation metadata is generated 

during ingest for each representation and 

individual file. The preservation metadata is an 

integral part of the AIP and can be inspected on 

the UI by all users that have access to the 

representation. Evidence is the same as in 

4.2.5.2. 

4.2.6.3  

The repository shall ensure that the PDI is 

persistently associated with the relevant Content 

Information.  

FULLY 

SUPPORTED 

PDI in the form of PREMIS is an integral part of 

the AIP. Although it can be inspected 

individually, it cannot be separated from the AIP. 

Evidence is the same as in 4.2.5.2. 

4.2.7  

The repository shall ensure that the content 

information of the AIPs is understandable for their 

designated community at the time of creation of the 

AIP.  

FULLY 

SUPPORTED 

The final step of the ingest procedure is a 

manual/semantic validation. In this step, a 

human user is expected to validate the 

correctness and usefulness of the descriptive 

metadata and also validate that the AIP is 

rendered properly. This acts as a proxy for the 

designated community. The outcome of this step 

is recorded in the system and related to the SIP. 

After ingest, user feedback is used to determine 

if a given content is not readily understandable. 

Evidence is in appendix 6.11. 

4.2.7.1  

Repository shall have a documented process for 

testing understandability for their Designated 

Communities of the Content Information of the AIPs 

at their creation.  

FULLY 

SUPPORTED 

The final step of the ingest procedure is a 

manual/semantic validation. In this step, a 

human user is expected to validate the 

correctness and usefulness of the descriptive 

metadata and also validate that the AIP is 

rendered properly. The outcome of this step is 

recorded in the system and related to the SIP. 

Evidence is in appendix 6.11. 

4.2.7.2  
The repository shall execute the testing process for 

each class of Content Information of the AIPs.  
FULLY 

SUPPORTED 

The testing process is executed for each AIP 

ingested. Evidence is the same as in 4.2.7.1. 

4.2.7.3 

 The repository shall bring the Content Information 

of the AIP up to the required level of 

understandability if it fails the understandability 

testing.  

FULLY 

SUPPORTED 

If the Content Information fails render properly 

the SIPs are rejected. The producers are notified 

and a new SIP is expected to be deposited. 

Evidence in appendix 6.12. 

4.2.8  

The repository shall verify each AIP for 

completeness and correctness at the point it is 

created.  

FULLY 

SUPPORTED 

The final step of the ingest procedure is a 

manual/semantic validation. In this step, a 

human user is expected to validate the 

correctness and usefulness of the descriptive 

metadata and also validate that the AIP is 

rendered properly. The outcome of this step is 

recorded in the system and related to the SIP. 

Evidence is in appendix 6.11. 

4.2.9 

 The repository shall provide an independent 

mechanism for verifying the integrity of the 

repository collection/content.  

 

FULLY 

SUPPORTED 

The SPE automatically verifies the integrity of its 

data by periodically running a data integrity 

assessment routine. This routine verifies the 

checksum of each file in the repository against 

the checksum stored in the technical metadata.  

The administrator can setup a specific 

verification routine by using the scheduler 

mechanism offered by the system. The set of 

objects of collection to analyse can be 

configured on the task itself. 

Evidence is at appendix 6.15. 
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4.2.10  

The repository shall have contemporaneous records 

of actions and administration processes that are 

relevant to AIP creation.  

FULLY 

SUPPORTED 

All actions performed by humans or automatic 

processes are logged by the SPE for auditing 

purposes. The log can be consulted and queried 

on the user interface by the administrator of the 

repository. Evidence at appendix 6.1 and 6.2. 

 

 

4.2.3 Preservation planning  

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

4.3.1 

The repository shall have documented 

preservation strategies relevant to its 

holdings.  

FULLY 

SUPPORTED 

Preservation plans created by Plato document all 

preservation strategies relevant to its holdings. Evidence in 

appendix 6.22. 

4.3.2 

The repository shall have mechanisms in 

place for monitoring its preservation 

environment.  

FULLY 

SUPPORTED 

Scout monitors the environment by allowing external 

information sources to be monitored. Evidence in appendix 

6.16. 

4.3.2.1 

The repository shall have mechanisms in 

place for monitoring and notification 

when Representation Information is 

inadequate for the Designated 

Community to understand the data 

holdings.     

FULLY 

SUPPORTED 

Scout allows cross-referencing the content with monitored 

information on internal and external influencers, create 

triggers that can indicate inadequacies between the 

representations and the designated community, and send 

notification to the users when non-conformances are 

detected. Evidence in appendix 6.17. 

4.3.3 

The repository shall have mechanisms to 

change its preservation plans as a result 

of its monitoring activities. 

FULLY 

SUPPORTED 

The plan management GUI enables a plan to be updated. 

The reason for updating the plan should be inside of the plan 

itself, as inputted in Plato. Evidence is in appendix 6.18. 

4.3.3.1 

The repository shall have mechanisms for 

creating, identifying or gathering any 

extra Representation Information 

required.   

FULLY 

SUPPORTED 

The SPE characterizes all content and provides a collection 

profile by using C3PO, which is monitored by Scout. This 

identifies and gathers any extra representation information 

required. Plato can then be used to select the best action to 

create any new required representation information. 

Evidence in appendix 6.6. 

4.3.4 

The repository shall provide evidence of 

the effectiveness of its preservation 

activities.  

FULLY 

SUPPORTED 

The SPE includes quality assurance processes within the 

preservation activities. The output of the quality assurance 

processes is captured by Scout in order to provide evidence 

of its effectiveness.  Evidence in appendix 6.19. 

 

4.2.4 AIP preservation 

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

4.4.1  

The repository shall have specifications for 

how the AIPs are stored down to the 

bit level. 

FULLY 

SUPPORTED 

AIPs are stored in the file system according to the 

specifications of Fedora Commons. Evidence at Fedora 

Digital Object Model documentation25. 

                                                           

25
 http://fedora-commons.org/documentation/2.2.4/Fedora%20Digital%20Object%20Model.html 

http://fedora-commons.org/documentation/2.2.4/Fedora%20Digital%20Object%20Model.html
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4.4.1.1  
The repository shall preserve the Content 

Information of AIP’s. 
FULLY 

SUPPORTED 

The content of the AIPs is preserved within the AIPs. 

Specifications exist on how these AIPs are stored, see 

4.4.1. 

4.4.1.2 
 The repository shall actively monitor the 

integrity of AIPs. 
FULLY 

SUPPORTED 

The SPE automatically verifies the integrity of its data by 

periodically running a data integrity assessment routine. 

This routine verifies the checksum of each file in the 

repository against the checksum stored in the technical 

metadata, which indirectly check the data model as it 

needs to go through all parts of the AIP to reach the files 

and the technical metadata. Evidence  in appendix 6.15. 

4.4.2  

The repository shall have contemporaneous 

records of actions and administration 

processes that are relevant to storage and 

preservation of the AIPs. 

FULLY 

SUPPORTED 

All actions performed by humans or automatic 

processes are logged by the SPE for auditing purposes. 

The log can be consulted and queried on the UI by the 

administrator of the repository. Evidence  in appendices 

6.1 and 6.2. 

4.4.2.1  
The repository shall have procedures for all 

actions taken on AIPs. OUT OF SCOPE 
This requirement is about written documentation. This 

documentation varies from one institution to another. 

4.4.2.2  

The repository shall be able to demonstrate 

that any actions taken on AIPs were 

compliant with the specification of those 

actions 

FULLY 

SUPPORTED 

All actions performed to AIPs can be inspected by 

looking at the system log where all the actions are 

recorded or by inspecting the preservation metadata 

associated to an AIP. The latter records any events that 

have been performed on a specific AIP. Evidence in 

appendices 6.1, 6.2 and 6.3. 

4.2.5 Information management  

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

4.5.1  

The repository shall specify minimum 

information requirements to enable the 

designated community to discover and identify 

material of interest.  

FULLY 

SUPPORTED 

The SPE allows the administrator to set the mandatory 

descriptive metadata fields. SIPs that don’t not comply 

with the definition are rejected during ingest. Evidence 

in appendix 6.20. 

4.5.2  

The repository shall capture or create minimum 

descriptive information and ensure that it is 

associated with the AIP.  

FULLY 

SUPPORTED 

The SPE has support for descriptive metadata in 

Encoded Archival Description (EAD) and NSESS formats. 

Evidence at appendix 6.20. 

4.5.3  

The repository shall maintain bi-directional 

linkage between each AIP and its descriptive 

information.  

FULLY 

SUPPORTED 

The descriptive metadata is part of the AIP and is 

constantly linked to it as it can be observed on the 

RODA data model. [RODA09] 

4.5.3.1 

The repository shall maintain the associations 

between its AIPs and their descriptive 

information over time.  

FULLY 

SUPPORTED 

The descriptive information is always associated with 

the AIP representations, even when new 

representations are created by migration actions 

defined by normalization rules or preservation plans. 

See evidence on the RODA data model in [RODA09]. 

 

4.2.6 Access management  

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

4.6.1 
The repository shall comply with access 

policies.  
FULLY 

SUPPORTED 

The SPE has fine-grained permissions at the user and 

group levels. It also supports CAS authentication for a 

centralised user management. A full range of access 

policies can be implemented. Evidence in appendix 6.21. 
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4.6.1.1  
The repository shall log and review all access 

management failures and anomalies.  
FULLY 

SUPPORTED 

All authentication operations are logged by the system 

and can easily be inspected by the system 

administrators. Evidence in appendix 6.1. 

4.6.2 

The repository shall follow policies and 

procedures that enable the dissemination of 

digital objects that are traceable to the 

originals, with evidence supporting their 

authenticity.  

FULLY 

SUPPORTED 

All representations in the SPE are accompanied by 

preservation metadata. In that metadata, all the 

information about the events that involve a given 

representation is kept for later reference (e.g. format 

migrations, checksum verifications, etc.). Inspecting the 

PREMIS metadata it is possible to trace the object back 

to the SIP file that has been originally ingested into the 

repository. Evidence in appendix 6.15 and [RODA09]. 

Detailed information about policies can be found on 

SCAPE deliverables D13.1 and D13.2. 

4.6.2.1  

The repository shall record and act upon 

problem reports about errors in data or 

responses from users.  

FULLY 

SUPPORTED 

The repository notifies the system administrators when 

certain events occur. For example, in the event of a 

system failure, the monitoring system will warn the 

people in charge. Feedback channels are also in place 

that enable users to report any issues found in the data 

or in the repository. 

 

4.3 Infrastructure and Security Risk Management 

4.3.1 Technical infrastructure risk management  

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

5.1.1  

The repository shall identify and manage the 

risks to its preservation operations and goals 

associated with system infrastructure.  

PARTIAL 

SUPPORTED 

Some of the sub-requirements are out of scope as they 

refer to hardware technologies, organizational or 

funding issues. See the sub-requirements below for 

more details. 

5.1.1.1  

The repository shall employ technology 

watches or other technology monitoring 

notification systems.  

FULLY 

SUPPORTED 

The SPE uses Scout to for preservation watch, which 

notifies the user when non-conformities are found. 

Evidence at appendix 6.16 and 6.17.  

5.1.1.1.1 

The repository shall have hardware 

technologies appropriate to the services it 

provides to its designated communities.  

OUT OF 

SCOPE 

Hardware technologies are outside the scope of this 

evaluation which focuses on the SPE software package. 

5.1.1.1.2 

The repository shall have procedures in place 

to monitor and receive notifications when 

hardware technology changes are needed.  

FULLY 

SUPPORTED 

Hardware technologies can also be monitored by Scout, 

by developing adaptors for sources of information on 

the specific hardware technology to be monitored, or by 

allowing manual input of such information into Scout 

knowledge base. 

5.1.1.1.3  

The repository shall have procedures in place 

to evaluate when changes are needed to 

current hardware.  

FULLY 

SUPPORTED 

The SPE allows to monitor current hardware resource 

consumption using RODA’s integration with Munin26, a 

networked resource monitoring tool that can help 

analyze resource trends. This system enables evaluation 

of the current hardware to check if is it properly scaled 

to the usage requirements. Plato can also be used to 

decide what is the best alternative for hardware change.  

                                                           

26
 http://munin-monitoring.org 
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5.1.1.1.4  

The repository shall have procedures, 

commitment and funding to replace 

hardware when evaluation indicates the need 

to do so.  

OUT OF 

SCOPE 

This is not a system-related metric as it relates to 

organisational and funding domains. 

5.1.1.1.5  

The repository shall have software 

technologies appropriate to the services it 

provides to its designated communities.  

FULLY 

SUPPORTED 

The SPE depends solely on state-of-the-art open 

technologies that are under permanent development 

and supported by thousands of developers worldwide. A 

roadmap exists for the development of the RODA 

repository system itself. 

5.1.1.1.6 

The repository shall have procedures in place 

to monitor and receive notifications when 

software changes are needed.  

FULLY 

SUPPORTED 

The SPE can monitor software and send notification via 

Scout. Plato can be used to evaluate what is the best 

alternative and if change is indeed needed. 

5.1.1.1.7 

The repository shall have procedures in place 

to evaluate when changes are needed to 

current software.  

FULLY 

SUPPORTED 

The SPE can monitor current software and send 

notification via Scout by manual creation of a software 

inventory. Plato can be used to evaluate what is the 

best alternative and if change is indeed needed. 

5.1.1.1.8 

The repository shall have procedures, 

commitment and funding to replace software 

when evaluation indicates the need to do so.  

OUT OF 

SCOPE 

This is not a system-related metric as it relates to 

organisational and funding domains. 

5.1.1.2 

The repository shall have adequate hardware 

and software support for backup 

functionality sufficient for preserving the 

repository content and tracking repository 

functions.  

FULLY 

SUPPORTED 

By backing up all files in storage, all information can be 

recovered, see requirement 4.2.1.2.  

5.1.1.3 
The repository shall have effective 

mechanisms to detect bit corruption or loss.  
FULLY 

SUPPORTED 

The SPE automatically verifies the integrity of its data by 

periodically running a data integrity assessment routine. 

This routine verifies the checksum of each file in the 

repository against the checksum stored in the technical 

metadata. Evidence at appendix 6.3. 

 

5.1.1.3.1 

The repository shall record and report to its 

administration all incidents of data 

corruption or loss, and steps shall be taken to 

repair/replace corrupt or lost data.  

OUT OF 

SCOPE 

The SPE however is capable of notifying administrators 

by email when errors occur in the system. The recording 

of incidents is made on a platform that is independent 

of the repository (i.e. a ticketing system).  

5.1.1.4 

The repository shall have a process to record 

and react to the availability of new security 

updates based on a risk-benefit assessment.  

OUT OF 

SCOPE 

This requirement is related to the availability of written 

procedures. Nonetheless, modern operating systems 

generally notify and record any actions taken to improve 

security via updates.  

5.1.1.5 

The repository shall have defined processes 

for storage media and/or hardware change 

(e.g., refreshing, migration).  

OUT OF 

SCOPE 
This is not a system-related metric. 

5.1.1.6  

The repository shall have identified and 

documented critical processes that affect its 

ability to comply with its mandatory 

responsibilities.  

OUT OF 

SCOPE 
This is not a system-related metric. 

5.1.1.6.1 

The repository shall have a documented 

change management process that identifies 

changes to critical processes that potentially 

affect the repository's ability to comply with 

its mandatory responsibilities.  

OUT OF 

SCOPE 
This is not a system-related metric. 
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5.1.1.6.2 

The repository shall have a process for testing 

and evaluating the effect of changes to the 

repository's critical processes.  

OUT OF 

SCOPE 
This is not a system-related metric. 

5.1.2 
The repository shall manage the number and 

location of copies of all digital objects.  
FULLY 

SUPPORTED 

The SPE does not support more than one master copy of 

the digital object. Other copies are made by the backup 

system which should manage the location by itself. This 

is then considered to be indirectly supported by 

common backup systems.  

5.1.2.1 

The repository shall have mechanisms in 

place to ensure any/multiple copies of digital 

objects are synchronized.  

FULLY 

SUPPORTED 
See requirement 5.1.2. 

4.3.2 Security risk management  

No. Metric/Requirement 
Level of 

compliance 
Explanations and evidence 

5.2.1  

The repository shall maintain a systematic 

analysis of security risk factors associated with 

data, systems, personnel, and physical plant. 

OUT OF 

SCOPE 

This is not a system-related metric. The 

implementation of ISO 27001 greatly helps in being 

compliant with this requirement. 

5.2.2  

The repository shall have implemented controls 

to adequately address each of the defined 

security risks. 

OUT OF 

SCOPE 

This is not a system-related metric. The 

implementation of ISO 27001 greatly helps in being 

compliant with this requirement. 

5.2.3  

The repository staff shall have delineated roles, 

responsibilities, and authorizations related to 

implementing changes within the system. 

OUT OF 

SCOPE 

This is not a system-related metric, however, the SPE 

has built in support for fine-grained permissions, 

roles, groups and user management. Any 

authorization policy can easily be implemented with 

existing functionality. 

The implementation of ISO 27001 greatly helps in 

being compliant with this requirement. 

5.2.4  

The repository shall have suitable written 

disaster preparedness and recovery plan(s), 

including at least one off-site backup of all 

preserved information together with an offsite 

copy of the recovery plan(s). 

OUT OF 

SCOPE 

This is not a system-related metric. The 

implementation of ISO 27001 greatly helps in being 

compliant with this requirement. 

 

5 Conclusions 

In this work, the ISO 16363 Audit and Certification of Trustworthy Digital Repositories has been used 

to determine the trustworthiness of the SCAPE preservation environment, a combination of SCAPE 

outcomes that provides a full life-cycle preservation support to digital preservation activities. The 

SCAPE Preservation Environment has been assessed solely from a technological perspective. 

Nevertheless, responses have been given for the metrics that focus primarily on the organizational 

and infrastructural aspects of repository.   

The requirements included in the ISO 16363 are divided into three main sections: 1) Organizational 

Infrastructure, 2) Digital Object Management and 3) Infrastructure and Security Management. Table 

1 summarises the results of the assessment work described in this report. 
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Table 1 - Assessment results. 

Metric/Requirement 
FULLY 

SUPPORTED 

PARTIALLY 

SUPPORTED 

NOT 

SUPPORTED 

OUT OF 

SCOPE 

Organizational Infrastructure 3 1 5 16 

Governance & organizational viability  - - - 5 

Organizational structure & staffing - - - 4 

Procedural accountability & preservation policy framework  3 - - 4 

Financial sustainability  - - - 3 

Contracts, licenses, & liabilities - 1 5 - 

Digital Object Management 56 0 1 1 

Ingest: acquisition of content 10 - - - 

Ingest: creation of the AIP 27 - 1 - 

Preservation planning  6 - - - 

AIP preservation 5 - - 1 

Information management  4 - - - 

Access management  4 - - - 

Infrastructure and Security Risk Management 10 1 0 13 

Technical infrastructure risk management  10 1 - 9 

Security risk management  - - - 4 

Totals 69 2 6 31 

 

The Organizational Infrastructure requirement is subdivided into five subsections: 

1. Governance & organizational viability 

2. Organizational structure & staffing 

3. Procedural accountability & preservation policy framework 

4. Financial sustainability 

5. Contracts, licenses & liabilities.  

Mostly all metrics in this section are “out of scope” for the SPE except for three metrics, which are 

“fully supported”, one metric that is “partially supported” and 5 metrics that were considered “not 

supported”. The fully supported metrics deal with preservation policies, transparency and 

accountability of all actions and integrity verifications. Not supported metrics have to do with the 

ability of the repository to manage contracts established with producers. This could very well be 

considered to be out of scope, but since there are some repository systems (e.g. DSpace) that 

provide support for acknowledging deposit agreements, we opt to mark this set of requirements as 

“not supported”. The out of scope metrics are focused on organisational issues, such as management 

of human resources and existence of written procedures and governance. 

All the “out of scope” metrics are related to policies and procedures. These metrics are supported by 

the SCAPE deliverables D13.1 and D13.2 - Catalogue of preservation policy element. These 

deliverables describe a framework consisting of three levels of policy making going from a high level 

abstract view of preservation within an organization - the Guidance Policy - to more defined 

descriptions of policy intent - the Preservation Procedure Policies - through to concrete applicable 

statements which can support automated workflow - the Control Policies. This set of documents 
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serve as good reference point for any institution willing to adopt good practices in preservation 

policy making. 

The section dealing with Digital Object Management is divided into the following subsections: 

1. Ingest: acquisition of content,  

2. Ingest: creation of the AIP 

3. Preservation Planning 

4. AIP preservation 

5. Information Management 

6. Access Management.  

The SPE fully supports all metrics in this section except for one: the need for a description of how 

AIPs are constructed from SIPs. Here, the SCAPE Preservation Environment only provides information 

on a source code level. Additional documentation must be written in order to cope with this 

requirement. There was also one metric that was considered to be out of scope:  the repository shall 

have procedures for all actions taken on AIPs. We interpreted this as being a 

procedural/documentation issue and evaluated it as being “out of scope”. 

The results of the third and last section are about Infrastructure and Security Risk Management. It is 

subdivided onto: 

1. Technical Infrastructure Risk Management  

2. Security Risk Management 

The latter is entirely out of scope for SPE but the former metrics are partially fulfilled (10 out of 20 

metrics are fully supported). The development of SCOUT, a software application designed to watch 

the repositories actions like ingest etc., is a key player here. SCOUT extends a preservation repository 

with monitoring capabilities with respect to technology and software changes. In this section, 9 of 

the metrics were considered out of scope has they have mostly to do with the existence of written 

procedures for managing several aspects of the infrastructure.  

In summary, the SCAPE Preservation Environment, which is composed of a repository system, an 

execution environment, planning & watch services, preservation control policies, and best practice 

guidelines and reports, is able to meet almost all metrics in the Digital Object Management section 

and covers a good part of the metrics in the Infrastructure and Security Risk Management of ISO 

16363.  

Only metrics that deal with organizational or hosting infrastructure are not supported or are out of 

scope of the SCAPE Preservation Environment.  These would need to be addressed by those adopting 

the SPE but are organisationally specific and out o the remit of the technical support of the SPE 

although addressed within the Policy work and Best Practices resources.   

This assessment enabled the technical coordination team to include items on the SPE roadmap that 

will enable the preservation environment and its individual components to comply with the metrics 

where it was considered to be lacking full support. In summary these include the following aspects: 
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 The ability to manage and maintain contracts or deposit agreements through the repository 

user interfaces; 

 Support for tracking intellectual property rights; 

 Improve technical documentation, especially on the conversion of SIPs into AIPs; 

 The ability to aid the repository manager to perform better risk management. 
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6 Appendix 

6.1 Screenshot of RODA user action logs 
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6.2 Screenshot of RODA’s executed tasks 
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6.3 Screenshot of RODA fixity check 

 



 

28 

 

6.4 Screenshot of RODA ‘Notify access restrict expiration’ plugin 
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6.5 Screenshot of policies in Scout 
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6.6 Screenshot of a content profile in Scout 
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6.7 Screenshot of an ingest status in RODA 
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6.8 Screenshot of the well-formed ingest status in RODA 
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6.9 Screenshot of authorized ingest status in RODA 
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6.10 Screenshot of rejected ingest status in RODA 
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6.11 Screenshot of SIP manual accept form on RODA ingest 
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6.12 Screenshot of SIP manual reject on RODA ingest 
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6.13 Screenshot of PRONOM format information in Scout 
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6.14 Screenshot of PRONOM and MIME IDs inside of PREMIS from RODA 
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6.15 Screenshot of fixity event inside preservation tab in RODA 
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6.16 Screenshot of Scout source adaptors 
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6.17 Scout notification 
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6.18 Plan details and available action on Plan Management GUI 
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6.19 Repository events in Scout 
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6.20 Screenshot of descriptive metadata edit in RODA 
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6.21 Screenshot of object permissions edit in RODA 
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6.22 Screenshot of action alternatives in Plato 

 

 


