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RESUMO 

 

 No âmbito do trabalho desta dissertação, intitulada “Localização como um Serviço de 
Rede”, é proposta a especificação de um novo Serviço Global de Localização baseado no 
Domain Name System (DNS). Este serviço é capaz de interagir com diferentes Servidores de 
Localização, para fornecer informações de localização a Serviços Baseados em Localização 
com erro geográfico adicional mínimo. 

 Inicialmente, selecionou-se um grupo de serviços de Internet populares, sendo cada 
um estudado. Seguiu-se um estudo comparativo, onde aspetos importantes para um Serviço 
Global de Localização foram avaliados para cada um dos serviços de Internet. Isto culminou 
na seleção do Domain Name System (DNS). Com o DNS como o serviço escolhido, foram 
feitas considerações relativas ao armazenamento e organização dos dados, a integração com 
Servidores de Localização, e preocupações de segurança. Para a avaliar a viabilidade do 
sistema foi construído e posto em funcionamento um protótipo. 

 Finalmente, usando o ambiente de teste criado, a proposta de um Serviço Global de 
Localização foi testada em dois cenários distintos. Os seus resultados foram avaliados, e 
foram feitas conclusões quanto ao desempenho do sistema.  
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ABSTRACT 

 

Within the scope of this dissertation’s work, titled “Localization as a Network Service”, the 

specification of a novel Global Localization Service based on the Domain Name System (DNS) is 

proposed. This service is capable of interacting with different Localization Servers, and is capable 

of providing location information to Location Based Services with minimal additional geographical 

error.  

Initially, a set of popular Internet services is selected, and each one exposed. Followed by 

a comparative study, where important aspects to a Global Localization Service are evaluated 

regarding each service. This culminates in the selection of the Domain Name System (DNS). With 

the DNS as the selected service, considerations are made regarding the storing and organization 

of data, the integration with Localization Servers, and security concerns. A prototype is built and 

deployed. 

Finally, using the created testbed, the Global Localization Service proposal is tested in two 

distinct scenarios. Its results are evaluated, and conclusions regarding the performance of the 

system are made. 
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Chapter I – Introduction  

 

1.1. Motivation 

 

The increasing number of mobile devices and the technical advances in ubiquitous 

computing and wireless networking led to the emergence of new applications and services that 

take advantage of the user’s location knowledge. This knowledge has experienced an extraordinary 

growth in usage with the relatively recent boom of mobile platforms, such as Android and iOS, and 

its applications that may benefit from a user’s location knowledge, yielding a new type of 

applications, designated as Location-Aware Applications [1]. These applications deliver online 

content to users based on their physical location and create a series of possibilities, from the more 

“traditional” interactive map to the recent exploration of Location Based Marketing, already 

considered vital by the experts in mobile advertising. All these factors show that the need for 

localization systems is indeed present and growing. Also it won’t diminish anytime soon because 

of the areas of research it is generating and the consequent interest it instigates.  

A localization system enables to determine a mobile device location and makes this 

information available for location based services and applications such as navigating, tracking and 

monitoring applications. Some Location Based Systems have been used in hospitals, where 

equipment may need to be localized and tracked [2]. The same idea may be applied to locate 

products stored in a warehouse. Navigation systems are also needed in large public areas to 

provide position indications to the visitors. Tourists may need navigation services in museums [3] 

and other public buildings with a large geographical footprint. These are some examples of the 

large variety of possibilities that localization systems bring, making localization an important 

information asset.  

Localization is on its way to become as important as addressing, naming or routing and, 

because of this, should be promptly accessible. When a device connects to a new network, it 

immediately uses a set of services in order to acquire network addresses to use, names to inherit, 
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default servers to query and default routers to dispatch its packets. Therefore, it should also be 

able to continuously acquire its position, relatively accurate, with the same level of simplicity and 

transparency from the network itself. This way, turning the resolution of a device’s location into a 

standard procedure, and potential standard protocol, because the responsibility of this process 

shifts from the device to the network. For example, becoming as completely transparent as getting 

an IP address. This introduces a new level of simplicity and versatility, freeing the device from 

processing complexity and possible limitations related to its hardware. This makes possible 

relieving the location-aware applications developers of current major concerns, related to the 

resolution of a device’s location, because its most crucial information is provided by a standard 

network service. 

To develop such localization service, the usage of existent network services must be 

considered. Some network services that were initially designed for highly distributed and scalable 

directory services, nowadays have the proper security tools and mechanisms necessary to address 

the high demanding privacy and security issues of navigation and positioning services. It is 

necessary to identify all these services, study and test them in interesting scenarios as a way to 

define the best candidates. Some changes to the services may be considered and the consequent 

impact evaluated. Advantages and disadvantages must be clear and compared as to, finally, pick 

one network service to deploy and test in real-life scenarios. 

The main goal of this work is to demonstrate that it is not only possible but advantageous 

to deploy a localization service as a standard network service. 

 

1.2. Objectives 

 

According to the goal previously defined, the main objectives of this work are: 

 

a) To identify the current network services that can accommodate navigation and 

positioning services; 

b) To elaborate a comparative study of the alternatives, considering potential 

modifications that may need to be made and related advantages and 

disadvantages; 
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c) To select the most suited network service; 

d) To build the localization service, deploying and testing it in an experimental 

scenario; 

e) Deploy the localization service as a distributed service in a real-life scenario; 

f) Conclude about its feasibility and efficiency. 

 

1.3. Methodology 

 

First, the revision of literature related with localization services and network services was 

made, as a way to understand the connection between these two technologies and their 

functionality. Then, followed by a research on past similar work that may have been done was 

carried on. With this knowledge, a set of distinct and relevant network services was gathered. 

Having this set as a basis, different approaches based on each one of the listed network 

services were evaluated. Through a comparative test, all these proposals were confronted with one 

another with the objective of studying their usage as localization network services to further develop 

and investigate. 

Built off the selected network service, an API was created with the objective of enabling 

this service as a localization service. This API was tested in a limited scenario with satisfactory 

results. 

Finally, having an API created and a selected network service, a series of more practical 

tests was accomplished. These tests were conducted in a distributed topology in a real-life scenario 

resulting in an evaluation of the proposed localization service. 
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1.4. Main Contributions 

  

The main contributions that this thesis provides in its area of expertise are: 

a) A practical study of various network directory services adapted to behave as 

localization services, showing each one’s viability; 

b) An API specifically made to enable the selected network service as a localization 

service; 

c) A true network localization service and its practical results in a distributed real-

time scenario; 

d) A paper providing practical knowledge regarding an implementation of the 

localization service [4]. 

 

1.5. Structure of this Document 

 

This section provides an overview of this document’s structure with the goal of providing a 

smoother reading experience. 

 

The presented document consists of six distinct main chapters, following a relatively 

standard organization. 

Starting by chapter one, responsible for exposing an introduction to this work. The 

motivation for choosing this theme, as well as the objectives aimed to fulfil, are presented first. 

Next the methodology chosen in order to organize the workflow, followed by the main contributions 

the work provides academically. 

In chapter two, the reader is further familiarized with the ideas that are being discussed. 

This is accomplished by first exposing relevant concepts as an introduction to the knowledge area. 

After this, the related work presents the reader with similar projects. Their behavior and important 

components are thoroughly explained. Concluding with a summary of the state of the art. 

Chapter three begins the analysis of possible services as localization services. Introducing 

directory services as the main focus of this analysis and culminating in the selection of one service. 

Finally, considerations regarding the chosen service are made. 



 

5 

 

Getting into the chapter four, the reader begins to be made aware of all the aspects 

considered in order to implement the purposed localization service. The setup used, as well as 

technical information are exposed, concluding in a testbed and an API. 

Next, the chapter five aims to expose the obtained results. Two distinct scenarios are 

shown, all its results are then evaluated. 

Finally, the reader reaches the chapter six, responsible for expressing the conclusions 

obtained throughout the work, and presenting a discussion of what might be future work. 
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Chapter II – Concepts and Related 

Work 

In this section, first some important principles are exposed that serve as a basis to this 

work. Following these principles, an overview of the existing projects regarding positioning systems 

and related technologies is made. Starting from the most well-known and used technologies, and 

then narrowing the scope to interesting projects regarding indoor localization systems and network 

localization systems. More specifically, considerations regarding the implementation and behavior 

of these projects are made, resulting in a summary that exposes the state of the art. 

 

2.1. Location Based Services 

 

One definition of Location Based Services (LBS) is given by Virrantaus (et al. 2011): “LBSs 

are information services accessible with mobile devices through the mobile network and utilizing 

the ability to make use of the location of the mobile device.” This definition describes LBSs as an 

intersection of three important factors: the mobile device (e. g. a smartphone or a laptop), the 

mobile network and the location of the mobile device. According to [5], these three aspects can be 

broadened resulting in four basic components of an LBS, as shown in Figure 1:  

 Mobile Devices: A tool for the user to request or, in some cases, provide location 

information. The user can request the information through an application receiving 

the results by speech, images etc., or contribute for the generation of a map, for 

example, providing anonymous data; 

 Communication Network: The mobile network that transfers the user’s requests 

to the service provider and back; 

 Positioning Component: The user’s location has to be determined. In more 

traditional scenarios obtained through the mobile communications network or the 

Global Positioning System (GPS). However, other possibilities emerge when 

considering indoor navigation, for example WLAN stations or radio beacons can 

be used to determine the position of an user; 
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 Service and Content Provider: The service provider offers miscellaneous services 

and processes the users’ requests. Such services can provide different results, 

being the most obvious the calculation of an user’s location; 

 

 

Figure 1 - The basic components of an LBS: User, Communication Network, Positioning, Service 

Provider and Content Provider [5] 

These concepts constitute an important knowledge basis, as it is a broad category in which 

this work’s context is included. Next the specific aspects are exposed and explained. 

 

2.1.1. Real-Time Locating Systems 

 

Real-time locating systems, also known as real-time location systems, are local systems 

for the identification and tracking of the location of assets and/or persons in real or near-real-time 

and can be considered a component of the Location Based Services [6]. Lately this type of systems 

have been experiencing a dramatic growth, as the ability to keep track of assets and people is very 

appealing and brings many advantages. In [7], it is stated that these advantages have been 

particularly noticed in healthcare scenarios, such as increased revenues and operational 

productivity while reducing general expenditures. This is possible because of the workflow 

optimization these systems permit. Additionally, hospitals like the Toronto General Hospital have 

been testing RTLSs in order to better control and manage diseases outbreaks [8]. 



 

9 

 

 As an example, the Global positioning system (GPS) [9] is the most popular system to find 

the location of devices, being the current worldwide standard. GPS capability can be added to a 

device just by adding a GPS card to it. It receives signals from multiple satellites and uses the Time 

Difference of Arrival (TDOA) technique to determine the device’s location. The accuracy of this 

location, using GPS, varies between one to five meters, which in an outdoor environment is perfectly 

satisfactory. However, in an indoor environment using GPS, the needed line-of-sight transmission 

between the device and the GPS Satellite is not possible due to the building infrastructure that 

severely attenuates and reflects the signal from the satellite. To overcome this issue, High 

Sensitivity GPS receivers can be used, but the results remain unsatisfactory because the GPS based 

location accuracy in indoor environment remains very low. This area regarding indoor RTLS 

solutions is  suffering from a considerable development, specifically in healthcare applications [6], 

as previously referred. These indoor RTLSs can be referred to as Indoor Localization Information 

Systems. Next the key factors regarding them are exposed. 

 

2.1.2. Indoor Localization Information Systems 

 

When regarding the core technology of Indoor Localization Information Systems, a series 

of different techniques and topologies are used, like Wi-Fi, RFID, Sound, Infrared and 

UltraWideBand. 

Regarding Wi-Fi, variations in signal strength are measured in order to create a distinct 

map of radiation signatures that can be used to determine the user’s location. Wi-Fi is the primary 

standard for wireless LANs and is virtually everywhere. Additionally it is possible to adapt access 

point’s firmwares to accommodate positioning systems, making software-only solutions viable, as 

[10], [11] show. This makes Wi-Fi a very popular option.  

Considering the Radio-Frequency Identification (RFID) technology, RFID scanners are 

placed in key locations to communicate with the mobile devices equipped with an Active RFID tag. 

The positioning and number of the RFID scanners is crucial to achieve good accuracy. However, 

installing additional RFID scanners in a room to improve accuracy can be cost-prohibitive (relatively 

high cost for multiple scanners) and, in addition, some RFID systems operate in the same 

frequency band of wireless LANs. Although these reasons make this technology a bit complicated 
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to work with, there are successful projects, [12] being one of them. A possible alternative is to 

place RFID tags in key locations, reducing the cost of equipping a room, and make the mobile 

device act as the RFID scanner. This approach makes preparing a room for RFID-based positioning 

substantially cheaper. However, articles like [13] and [14], consider that implementing a RFID 

scanner in each and every mobile device is much more complicated than implementing a tag and, 

consequently, more expensive. 

Some projects have made use of Sound with systems based on the time-of-flight of the 

ultrasonic signals, estimating the distance between the mobile device and the transmitter node. 

This type of solution usually requires at least four ultrasonic nodes, this way it is possible to sample 

the quadrature values. In [15], [16] and [17] are provided examples and considerations regarding 

the use of this technology. However, this can be an expensive solution because it will, eventually, 

rely in proprietary technology and requires many nodes. 

Another interesting core technology is Infrared Light (IR). With this technology, the mobile 

device being tracked includes a proprietary emitter that periodically transmits an IR beacon 

containing a unique code. Specialized IR receivers placed throughout the room detect the beacons 

and determine the approximate position of the device. This type of technology requires the 

installation of many IR receivers in the room because IR signals don’t penetrate opaque materials. 

The orientation of the receiver is also important, this adds to the cost and complexity of this type 

of systems. However, studies made in [10] and [15] consider an advantage the fact that IR systems 

are almost immune to interference, mainly because most other wireless communications systems 

operate in the RF spectrum, far below the frequencies of light.  

A not so well-known and more experimental technology are Magnetism Maps. This 

technology makes use of the mobile device’s internal compass that senses unique magnetic 

distortions inside rooms. These distortions in the Earth’s magnetic field are caused by structural 

steel elements in a building, for example. The presence of these large steel members wraps the 

geomagnetic field in a way that is spatially varying but temporally stable. With this information it is 

possible to map a room with unique magnetic identities for which location. By cross-referencing 

the mobile device’s readings with the magnetic identities in the database, the device’s location is 

resolved. This type of technology has been used with a certain level of success in [18]. 
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Regarding Sensor Networks, a vast number of proprietary sensors are deployed in the 

room, these sensors detect the mobile device and report it to, usually, an altered Wi-Fi access 

point. The access point contains an altered firmware prepared to receive proprietary packets from 

the sensors, it proceeds to resolve them and relay the location to the mobile device. Previously 

referred problems such as high cost due to the high number of sensors and signal and layout 

interference are applied here, as [10] shows, making this a complex and expensive solution. This 

type of solution has been implemented using directional antennas and it is exposed in [19]. 

Finally, a relatively new technology is Ultra-Wideband (UWB). In this technology, radio 

transceivers operate using radio signals with very wide bandwidth, position calculations are made 

based on time-of-arrival techniques instead of signal strength. The radio transceivers need to be 

installed in the mobile device and on key locations. The system is analogous with the principle of 

a boomerang, the static transceiver emits radio signals and the mobile node receives it and emits 

it back. Using time-of-arrival techniques a radium of possible locations is established and combining 

various readings the mobile device is located. Using UWB the signal impairments reduce 

considerably, making the coexistence with Wi-Fi networks acceptable. However, the studies 

presented in [10] and [15], state that this type of technology has yet to be standardized and 

possible impact in health is being investigated. 

 

2.1.3. Network-Based and Client-Based Solutions 

 

One important characteristic that can distinguish Indoor Localization Information Systems 

is if it is a network-based or client-based proposal. In network-based solutions the processing weight 

is on the network infrastructure, bringing some advantages like centralized management, and the 

mobile devices don’t need to process much information. In client-based methods the calculation 

of an object’s location is done completely independently from the infrastructure. This may 

constitute a more complicated approach because of the diversity of sensors different devices have. 

However in [20], an effort to create a precise indoor localization system only using a smartphone’s 

standard embedded hardware sensors is made, resulting in a resolution of up to 1.5 meters. 
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2.1.4. Positioning Techniques and Algorithms 

 

Localization systems implement various techniques to resolve the position of a certain 

object, these are referred to as the Positioning Techniques. These techniques are based on 

mathematical principles and used in Positioning Algorithms, explained further on this document. 

Although there are many techniques, the most used are the Angle of Arrival (AOA), Time of Arrival 

(TOA), Time Difference of Arrival (TDOA) and Received Signal Strength (RSS) [15].  

In the Angle of Arrival, the target object can be found by intersection of several pairs of 

angle direction lines, also known as direction finding (DF). With this technique at least two reference 

points are necessary in order to derive the two dimensional location of the target, and there is no 

need for time synchronization between measuring points. It is a complex technique that requires 

large and complex hardware.  

Next, Time of Arrival is the first of the pair of time based positioning techniques. Here, as 

the name points, the time taken by the signal to go from the source mobile target to the measuring 

unit is accounted. Because the distance from the mobile target to the measuring unit is directly 

proportional to the propagation time, a distance is estimated. For correct readings all transmitters 

and receivers in the system have to be precisely synchronized. To get a two dimensional positioning 

it is necessary, at least, three reference points. The other time based positioning technique is the 

Time Difference of Arrival. In order to determine the relative position of a mobile transmitter, the 

difference in time at which the signal arrives at multiple measuring units is examined. To estimate 

the target’s location, the intersection of two or more TDOA measurements is required.  

Finally, the Received Signal Strength technique. In this case, the core idea is to establish 

a one-to-one relationship between the received signal strength from several reference nodes and 

the current position of the mobile device.  

 To conclude, the last aspect regarding Indoor Localization Information Systems are the 

Positioning Algorithms. These algorithms establish a set of rules to determine a certain position by 

using positioning techniques. Using the aforementioned techniques it is possible to create various 

algorithms aiming to provide an efficient way to locate an object. Some of the most used algorithms 

are Triangulation, Trilateration, Scene Analysis (Fingerprinting) and Proximity [15]. The 

triangulation algorithm estimates an object’s location by computing angles relative to multiple 
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reference points. In this algorithm the object to be located is used as a fixed point of a triangle. 

Using the Angle of Arrival technique the angle is measured. With multiple measurements the 

object’s location is determined. A similar algorithm is the Trilateration. This algorithm estimates 

the position of an object by measuring its distances from multiple reference points. The distance 

is computed by multiplying the radio signal velocity and the travel time, usually the Time of Arrival 

and Time Difference of Arrival techniques are used for distance measuring. Next in this analysis is 

the Scene Analysis or Fingerprinting algorithm. This type of algorithm first collects features of a 

scene and then estimates the location of an object by matching two stages, offline and online. 

Received Signal Strength (RSS) is commonly used in Scene Analysis although it can be affected by 

diffraction, reflection and scattering requiring extra actions to mitigate those interferences. Some 

fingerprinting-based positioning algorithms use probabilistic methods, such as the k-nearest 

neighbor, neural networks, support vector machine (SVM) and smallest M-vertex polygon (SMP). 

Finally, the Proximity algorithm. This algorithm provides symbolic relative location information, 

relying upon a dense grid of antennas, having a well-known position. If the mobile target is detected 

by a single antenna it is collocated with that single antenna. But if it is located by multiple antennas, 

the collocation is done with the antenna with highest Received Signal Strength (RSS). RSS is 

commonly used in proximity because of its simplicity regarding the implementation. 

 

2.2. Network Services and Localization 

 

In these last years, many efforts have been made to build indoor localization systems using 

different types of technologies, such as infrared [21], computer vision [22], ultrasound [23] and 

Radio Frequency (RF). In turn, regarding the use of RF, this may include Radio Frequency 

Identification (RFID) [24], Bluetooth, Ultra-WideBand (UWB) [25] and Wireless Local Area Networks 

(WLAN) [26]. It is clear that there are several technologies related with indoor localization systems. 

To deal with such great diversity, it is necessary to establish a set of parameters in order to choose 

the most appropriate technology to build an indoor localization system. The localization accuracy, 

the deployment time and price are well-stated consensual parameters. In addition, depending on 

the project at hand, there is the possibility of considering other factors, as for example the need to 

implement real-time localization in order to support continuous mobile tracking. 
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Regarding the technology used as the basis for the system, most indoor localization 

systems tend to rely on the client node capabilities (GPS, WiFi triangulation, RFID or Bluetooth 

Detection) in order to define the location of a node. This means that, current localization 

methodologies determine the location of client nodes using processes that are running in the nodes 

themselves, relaying most of the processing weight to the client, eventually using the network 

infrastructure to transmit information. The network infrastructure has a role consisting more of a 

helper than being the main factor. However, switching these roles, turning the network 

infrastructure into the center of this system, can bring some advantages. The most obvious is that 

it takes off the mobile node, the burden of computing its location, freeing the device from local 

resource consumption (both CPU and energy resources). This approach also broadens up the 

usage of this localization information, opening new possibilities, such as the usage of this 

information beyond the client itself, if properly allowed and authorized, by the network infrastructure 

for other purposes, for example to establish a Localization Network Service. 

Related to this change of paradigm, there are numerous challenges in establishing a 

localization service itself, granting all the necessary security and safety procedures. Several well-

known candidate network services can be considered and adapted to support this new service, for 

example the Domain Name System (DNS), the Dynamic Host Configuration Protocol (DHCP) or the 

Lightweight Directory Access Protocol (LDAP), just to mention some more immediate possibilities.  

 

2.2.1. Geopriv: Using DHCP for Geolocation 

 

The Geopriv project [27], proposes the modification of a DHCP Server to accommodate a 

plugin that facilitates the connection to a third party Localization Server and the ability to provide 

its clients with localization information. 

In [28], the Geopriv project defines a DHCP Option for transmitting a client’s geolocation 

Uniform Resource Identifier (URI). This location URI points to a remote Location Server, in which 

the geolocation of the client is stored, previously uploaded into its wiremap database. In this project, 

the Location Server, stores the target’s location in specific files, presence documents, that were 

named Presence Information Data Format – Location Object (PIDF-LO). When contacted and 

requested to dereferenciate the target’s location, the Location Server verifies the client’s 
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permissions, and only if adequately authorized the location of the target is received. This server 

should have the ability to deal with any request for a target’s location, based on a set of rules 

defined on the project’s Rule Holder, thereby providing additive security properties before location 

revelation. The main goal of defining a location URI, in this project’s context, is to increase ease-of-

use when requesting a target’s location. Instead of constantly requesting a PIDF-LO to the Location 

Server, that changes with the location, the client issues requests using this new URI that is 

permanent, considering that it does not leave the current domain. What proves interesting in this 

work’s context is the effort that the team behind the Geopriv’s project made to include the option 

to transmit this URI to its clients through the DHCP. It is, then, important to understand its concept 

and operation with the DHCP. 

The Geopriv project defines two types of URIs, a Location URI Option in IPv4 and in IPv6, 

along with a set of rules for the correct treatment of this option. 

 

 
Figure 2 - Location URI Option, IPv4 Fields [28]  

 

 
Figure 3 - Location URI Option, IPv6 Fields [28] 

 

In Figure 2, the “Code XXX” field has the IANA assigned code for this IPv4 option, followed 

by “Length=XX” that contains the length of this option counted in bytes. In Figure 3, the “option-

code” field has the IANA assigned code for this IPv6 option and “option-len”, the length of this 

option counted in bytes. Finally, in both Figures, the field “Valid-For” contains the time, in seconds, 
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that the Location URI shall be considered valid and the field “LocationURI”, the URI pointing at the 

location record where the PIDF-LO for the Location Target resides.  

To perform as expected, this option, defines a set of rules that must be followed. Firstly, 

this option must be implemented both on the DHCP server and on the client, and the standard 

interaction is that the Location URI Option is requested from the server by the client, although there 

is the possibility of custom policies that can have the servers make an unsolicited push of this 

Location URI Option to a client. Regarding the “Valid-For” field, clients can make use of the received 

URI until this field reaches zero. If this field is not defined it can be used for as long as the client 

wants. The choice of defining this field or not is completely up to the DHCP server and the expected 

behavior in its domain. Following these rules some insight to an optimal operation of this option is 

given, including the creation of Location URI and the importance of masking the target’s 

information, since DHCP is a cleartext delivery protocol. In Figure 4 it is shown a bad practice 

where the URI reveals identity information, whereas in Figure 5 an optimal URI with a random 

generated number is shown. This number would be related to a target but, this way, no personal 

information would be revealed. Therefore, it is preferable to use the second example as it protects 

the user’s privacy.  

 

 
Figure 4 - Location URI Example [28] 

 

 
Figure 5 - Location URI Example [28] 

 

Still on the spectrum of the Geopriv project, work has been done regarding the 

configuration of location information, both as geodetic (coordinate-based) and as geocivic (civic 

addresses) formats. 

 In [29],  Dynamic Host Configuration Protocol Options for Coordinate-Based Location 

Configuration Information (LCI) are defined. This LCI contains the Latitude, Longitude and Altitude, 

with resolution or uncertainty indicators for each. This document proposes the GeoConf and 
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GeoLoc options as a mean to provide a client its location in a geodetic format, both being very 

similar. 

 However, in this context the GeoLoc proves more interesting, as it makes use of uncertainty 

indicators, and will be explained further. This option gets its information from the previously referred 

PIDF-LO file and conversion in both ways is assured. Although, when converting a PIDF-LO file to 

the GeoLoc option the uncertainty is increased by less than a factor of two in each dimension. In 

Figures 6 and 7, the DHCPv4 and DHCPv6 GeoLoc options formats are defined, these options 

have a similar format, the biggest difference being the option code. On both formats, there are 

fields that accommodate each dimension’s value (Latitude, Longitude and Altitude), and each 

corresponding uncertainty.  

 Beyond these standard fields there are two other important ones, namely the “AType” and 

“Datum” fields. The “AType” field provides a way to discriminate the type of altitude information 

that is being given, having the possibility of being interpreted either in meters or floors. This 

provides the option with an increased versatility when providing location information. In the 

“Datum” field is defined the datum being used, a datum is a coordinate system in geodetic terms. 

Three types of datums are defined on this document to be used with this option, they are: the 

World Geodetic System 1984 coordinate reference system (WGS84), a combination of the North 

American Datum 1983 for horizontal values (Latitude and Longitude) and the American Vertical 

Datum of 1988 for vertical values (NAD83 plus NAVD88), and finally, a combination of the North 

American Datum 1983 for horizontal values and the Mean Lower Low Water vertical datum (NAD83 

plus MLLW).  

 

 
Figure 6 - DHCPv4 GeoLoc Option Format [29] 
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Figure 7 - DHCPv6 GeoLoc Option Format [29] 

 

 As with the URI option, the Geopriv project clarifies some aspects regarding the correct 

behavior and security issues with this option. As expected both the DHCP Server and the client 

must implement this option for its correct behavior. In terms of security, some considerations are 

made. Since there is no privacy protection for DHCP messages, the man in the middle problem is 

very present, being very simple to discover a requested LCI. To prevent this problem the project 

suggests the use of authentication on DHCP messages and the use of the Dynamic Host 

Configuration Protocol for IPv6 (DHCPv6). Finally, the possibility of using link-layer confidentiality 

and integrity protection is also referred, as a way to reduce the risk of location disclosure and 

tampering, however no further development is made in this document beyond the proposal.  

 Regarding the geocivic format of location information [30], the Geopriv project proposes a 

Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Location 

Configuration Information. This option contains the civic location of the client or the DHCP server. 

The Location Configuration Information, in this case, instead of including coordinates, includes 

information about the country, administrative units such as states, provinces and cities, as well as 

street addresses, postal community names and building information. This option allows multiple 

renditions of the same address in different scripts and languages, and can be used in junction with 

the previously explained Dynamic Host Configuration Protocol Options for Coordinate-Based 

Location Configuration Information in order to increase the chance to deliver accurate and timely 

location information to, for example, emergency responders. This type of LCI, containing civic 

information, proves its importance since it often provides additional, human-usable information, 

particularly within buildings. Also, it brings some advantages, such as, compared to geospatial 

information, it is easier to obtain because it is readily available for most in use structures and 

usually can be interpreted with little effort even if incomplete. The same is not applicable to 

coordinate-based information, which if a portion of the data is missing it becomes completely 
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unreadable.  However, unlike the geospatial information data format, that is a global standard, the 

format for civic and postal information differs depending on the country in cause. In spite of, in this 

document, the initial set of data fields is derived from standards published by the United States 

National Emergency Number Association (NENA), it also takes into account addressing conventions 

for some other countries in different areas of the world, although it is not explicit which ones. It is 

also anticipated that other countries can reuse portions of the data elements, but the document 

also states that an IANA registry is prepared for defining additional civic location data fields. This 

may prove its usefulness when, for example, Asian countries want to use the system. These 

countries usually represent their civic information in their own alphabet and also in a romanized 

version. It is, then, important that this option accommodates both versions, showing its level of 

versatility. Figures 8 and 9, define the option format for DHCPv4 and DHCPv6 respectively. Both 

are very similar, and in line with the other Geopriv’s options. Only the code fields 

(“GEOCONF_CIVIC” and “N” for DHCPv4, “OPTION_GEOCONF_CIVIC” and “option-len” for 

DHCPv6) differ. The “what” field serves the purpose of identifying if it is the location of the DHCP 

server, the location of the network element believed to be closest to the client, or the location of 

the client. The “country code” field contains the two letter code used to represent each country, 

for example, “US” or “PT”. Finally, the “civic address elements” field contains zero or more 

elements comprising the civic and/or the postal address.  

 

 
Figure 8 - Option Format for DHCPv4 [30] 

 

 
Figure 9 - Option Format for DHCPv6 [30] 
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The format of these elements can be observed in Figure 10. The “CAtype” field is a one-

octet descriptor of the data civic address value, the “CAlength” is the length in octets, of the 

“CAvalue”, not including the “CAlength” field itself and, the “CAvalue” field is the civic address 

value that is comprised of civic address components.  

 

 
Figure 10 - Format of the Civic Address Elements [30] 

 

The civic address components are defined in five levels that should be sufficient for sub-

national divisions above street level. These levels constitute a simple hierarchical notation that is 

then instantiated for each country, since each country has different administrative hierarchies with 

often the same English names. Table 1 shows the six different hierarchical levels, one at street 

level (A6) and five above street level (A1 to A5).  For each specific country it is expected that 

organizations make use of this levels, and if necessary, create new ones. The project states that 

mappings and considerations from additional countries may be informally gathered from time to 

time in independent documents published by the IETF. These documents should propose a similar 

system of hierarchical levels for the country in question and may be used, in the future, for other 

countries if applicable, being nonexclusive to the original country. The document goes ahead and 

offers a series of examples. Some of them are the house number, the floor, the room and the road 

section, to name a few. 

 

CAtype label description 

1 A1 National subdivisions (state, canton, region, province, prefecture) 

2 A2 County, parish, gun (JP), district (IN) 

3 A3 City, township, shi (JP) 

4 A4 City division, borough, city district, ward, chou (JP) 

5 A5 Neighborhood, block 

6 A6 Group of streets below the neighborhood level (street level) 

Table 1 - Hierarchical Civic Address Components Levels [30] 
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Still on the context of the Geopriv project, it is important to expose the work that has been 

done regarding the representation of civic location information in the LIS. In [31], information is 

offered regarding this matter.  

Finally, when visiting the workgroup’s website [32] it is stated that the work regarding this 

project is concluded, therefore the presented information probably won’t be further investigated 

and can be considered as final.  

 

2.2.2. A Universal Location Service Based on LDAP  

 

Another interesting work in this context, although somewhat dated, is the paper “Location-

aware mobile applications based on directory services”. This paper suggests a universal location 

information server (LIS), and its revised and extended version [33] is of importance for this work’s 

area of knowledge. In a time when location-aware applications were an emerging technology and 

were becoming increasingly attractive, due to the widespread dissemination of wireless networks 

and the emergence of small and cheap technologies, this paper proposed a location information 

server with the goal of simplifying and speeding up the development of location-aware applications 

by offering a set of generic location retrieval and notification services to this type of applications.  

The data model and the access protocols of these services were based on the X.500 

directory service and the lightweight directory access protocol. This paper approached this concept 

with a smooth migration path from conventional to location-aware applications, a type of approach 

needed due to the novelty of the technology. It presented the location information server concepts, 

defined its directory data model and access services, and finally, discussed the implementation 

options of the location information server.  

This proposed Location Information Server (LIS) offered its service model to location-aware 

applications. It stated that, all LIS data that would be made available to a location-aware application 

would be represented by the location information server in an X.500-conformant directory 

information tree (DIT). In order to access the location information server, local and remote 

applications would need to communicate with it through the standardized directory access 

protocols LDAP or DAP. Consequently, programmers creating location-aware applications to work 
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with this LIS would need to implement the APIs for DAP and LDAP in their programs. The LIS also 

supported the use of the Directory System Protocol (DSP) or LDAP to access other support 

functions of the mobile application platform and remote LIS servers in other parts of the network.  

However, to make use of the LIS, the application would have to know about the directory 

schema of the LIS, and which directory services implemented the desired locating functionality, in 

which sequence they would have to be invoked and which parameters would have to be conveyed 

to the LIS, showing how complex the process would have to be. Finally, the LIS would have to 

implement functionality normally offered by an X.500 Directory System Agent (DSA) in order to 

implement the required parts of the X.500 service model and protocols.  

Additionally it would have to interface to the physical locating infrastructures and would 

have to process all the data received from them in order to represent it in the directory information 

tree. After these considerations, the author clarifies that if this service model should be 

implemented from scratch into the location information server, or if existing directory services 

should be extended with the LIS functionality is arguable. In terms of concepts and requirements, 

the location information server should be able to hide the actually used locating technology from 

the application, making it a completely transparent process, resulting in a generic locating model 

that the author of this paper defined on Figure 11. In this model, where the location information 

server locates objects, that either represent persons or resources inside areas. In order to make 

an object automatically locatable, they would have to have a tag attached to them. This tag would 

identify and localize its wearer. In this context the author defines that tags could be, for example, 

badges, cordless phones, PDAs or laptops. It is important to notice that the omission of, presently, 

obvious possibilities such as other wireless technologies (RFID, Wi-Fi) and the use of mobile phones 

is due to the time that this paper was written. This does not, however, undermine the principles 

that the author exposes and its relevance to the present day and this work.  

Following these assumptions the author exposes some requirements for the correct 

implementation of the model. Using tags, some locating principles would have to be used. In terms 

of localization, the tag would be located relatively to areas by means of a sensor installed in the 

area in question. This information would be collected by the locator, responsible to be the interface 

between the locating infrastructure and the location information server, and published to the LIS. 

The LIS would then use a map to translate the data from sensor identifiers into area identifiers, 
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originating usable location information. Also, the tag would have the ability to determine its absolute 

geographical position and publish this information through the locator to the LIS. By means of a 

map the LIS would then translate the geographical position into an area-identifier.  

Finally, for navigation applications, the author foresaw that the LIS would additionally 

provide graphical map information in human-readable format and would be able to calculate 

shortest paths between areas. Additionally, the LIS would find objects that were nearest to a 

specified area and fulfill a set of defined conditions. It is also important to note that, all entities 

would have a unique identifier. The network where an object would also be located would be 

identified by a mobility management domain identifier (mmd-ID). 

 

 
Figure 11 - Generic Locating Model [33] 

 

Regarding the X.500 data model of this LIS, it is necessary to first understand some 

principles about the X.500 directory service and the LDAP. In [34], a set of recommendations 

regarding the X.500 are defined, these recommendations aim to standardize a distributed directory 

service, an OSI layer seven service and protocol. In this system, the directory service is offered by 

the Directory System Agent (DSA) to the Directory User Agent (DUA), representing an application 

or human directory user. The DSA is able to provide a set of services, listed on table 2, in order to 

access the directory information via the Directory Access Protocol (DAP). In favor of establishing a 

world-wide global directory service, the content of the directory is not held by a single DSA, but may 

instead, be distributed over a set of co-operating DSAs. To accomplish this purpose, a DSA interacts 
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with other DSAs through the Directory System Protocol (DSP) to hide the physical data distribution 

from the directory client.  

 

Read Read a single entry from the dictionary 

Compare Compare an attribute value with a given value 

Search Search for one or more entries in the dictionary 

List List the subordinate entries of a directory entry 

Add Add an entry to the dictionary 

Delete Delete an entry from the dictionary 

Modify Modify the content of an entry 

ModifyRDN Modify the last component of the entry’s name (RDN) 

Abandon Cancel an outstanding directory access operation 

Table 2 - X.500 DAP Directory Services [33] 

 

 
Figure 12 - X.500 Directory Model [33] 

 

As illustrated in Figure 12, two interaction principles have been defined. The first one 

consists of the process of chaining forward a user request to a DSA that might contain the desired 

information. On the other hand, the second one consists of a referral process. Referrals return a 

handle to the DSA that might contain the desired information to the DUA or DSA that is then 

responsible for following the pointer. Regarding content, the overall directory content, called 

Directory Information Base (DIB) in this context, is held in entries that are arranged into a 
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hierarchical Directory Information Tree (DIT), as it is clear in Figure 13. Each DSA is able to store 

one or more subtrees of the DIT. And each entry consists of a collection of attributes that may have 

one or more values. The entry’s object class is responsible for defining which attributes must and 

which may be contained in a particular entry. In this spectrum, typically object classes would be 

country, organization, person, etc. An entry is identified by its globally unique Distinguished Name 

(DN), this name consists of the concatenation of the Relative Distinguished Names (RDN) of all its 

superior entries. In turn, this RDN is a unique value distinguishing an entry from its sister entries 

inside a subtree.  

Finally, the Directory Schema, which controls which information may be contained in an 

X.500 directory, is the set of defined object classes and the allowed hierarchical relationship 

between the entries.  

 

 
Figure 13 - X.500 Directory Information Tree [33] 

 

However, in spite of the X.500 directory service recommendations being commonly 

accepted as a standard distributed directory, its widespread usage was hampered by the complexity 

of the OSI upper layers and the power, and again complexity, of the X.500 model. To combat this, 

the IETF decided to create the Lightweight Directory Access Protocol (LDAP) [35]. This protocol 

aimed to bring almost all of the X.500 functionalities but with much lower costs, this reduction of 

complexity by making certain alterations. In terms of transport, now the LDAP operated directly on 

top of TCP/IP, the offered set of functionalities was cleared of redundancies. For example, the 

Read and List services were removed because the Search service could be used to obtain the same 
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result. Data representation was simplified as LDAP represents data mainly in simple strings instead 

of the more complicated to handle and complex X.500 data structures. Finally the encoding rules 

were simplified. With these assumptions in mind it is now possible to understand the X.500 data 

model of the paper’s proposed LIS.  

 For this Location Information Server, the X.500 data model consists of the following 

principles. The location information server maintains an X.500-conformant directory information 

tree that contains entries for all the relevant real-world objects such as persons, resources, tags 

and areas. Additionally, the information exchange between the applications and the location 

information server is realized through dedicated attributes in those entries, and the locating 

services are mapped on X.500 directory access services that retrieve and manipulate the attributes 

of those entries.  

 Following this principles, the author goes ahead and defines the X.500 object classes used 

in the location information server and gives examples of LIS information trees. For each considered 

point, the paper defines and explains extensively each object class. However in this context, it is 

more interesting to ignore such technical details that only need to be studied when building an 

implementation, for example. The first point to be considered is the directory schema for retrieval 

operations. Figure 14 shows the hierarchical organization of this DIT and its classes. It shows an 

example of the directory information tree that is maintained inside the location information server. 

This Figure, only shows the entries that are relevant for the location retrieval operations. The 

general ideas is that the LIS tree would be a subtree of a larger DIT of the mobile application 

platform, with the entry serverRoot = LIS being the root entry of the LIS part that has to be searched 

by the location-aware application. If the LIS was to be implemented as an extension of a 

conventional directory server, the read-only property that some of the LIS attributes have, would 

have to be controlled by adding new access control information attributes to the location 

information server entries. 
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Figure 14 - LIS Directory Information Tree for Retrieval Operations [33] 

 

 The next point the author considers is the directory schema for event operations. This 

schema explains the process of sending notifications from the LIS to the client. For this, the client 

would have to create a request to be notified when a certain event occurs. As soon as the requested 

event occurs, search result message would be sent asynchronously to the application containing 

all requested information. In case the application is, for some reason, unreachable at that time, it 

would receive the requested information later when it re-requests the event by issuing the search 

request again. After this, the search result would be returned immediately since the notification 

entry was already created. This entry would be automatically deleted by the LIS when its lifetime 

expired. In Figure 15 it is exposed an example of the directory information tree for the location 

information server event operations.  
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Figure 15 - LIS Directory Information Tree for Event Services [33] 

 

Following these clarifications about the Directory Information Trees, the author proceeds 

to address the X.500-based services that this Location Information Server offers. It was defined 

how location-aware applications could invoke the LIS services by sending LDAP or DAP directory 

access messages. These operations are executed on the previously explained DITs and return 

application-requested attribute values of the LIS entries. In the paper each service is thoroughly 

explained and a format for service definitions is established. These will be exposed next, but only 

referring to one of the services, as an example. The following notation is used to define the directory 

operations, as seen in Figure 16. 

 

 
Figure 16 - Format for Service Definitions [33] 

 

The LDAP search operations arguments are: SEARCH (base-object, scope, filter, 

attributes). Regarding the base object argument, it defines where to start the search, the scope 

defines whether only the base object, a single level, or a whole subtree search is to be performed. 
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The filter argument, specifies attribute-value conditions that must be met by entries and, finally, 

attributes optionally defines which attribute values are to be returned on the search result message. 

The distinguished name of the found entries is returned by default. In terms of LDAP arguments 

for modify operations, these are object and modification. The first object argument, specifies the 

distinguished name of the entry to be changed, the latter, modification, contains a list of delete and 

add operations to be performed on the entry’s attribute values. In the following service definition 

example, only common elements of DAP and LDAP are used. Because these operations can easily 

be mapped on both protocols.  

However, LDAP application clients might simplify the modify requests by combining the 

delete and add parts into a single replace operation which DAP does not support. The chosen 

example refers to object location and update. In Figure 17, it is shown the LIS services available to 

retrieve the location of objects that the author created. 

 

 
Figure 17 - Retrieval LIS Services Definition [33] 

 
Figure 18 - Update LIS Service Definition [33] 

 

It is considered that real-world objects may have a tag associated with them to 

automatically determine their location but sometimes this may not be feasible due to a set of 

possible factors, such as cost, size, or infrequent movements. If this applies and for static objects, 

it is possible to configure their area manually, by the system administrator. However, for mobile 
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objects, they have to update their current location information whenever they change their area. 

The service that has to be used is presented in Figure 18. The LIS has to retrieve the current 

location of a mobile object from the locator on demand. This is achieved by extending the X.500 

directory with the concept of “external attributes” that are retrieved from external sources. The way 

these attribute values are to be obtained is controlled by an operational attribute in the directory 

entry specifying the type and address of the source. In Figure 19, it is clear the interaction for 

retrieving and object’s current location.  

 

 
Figure 19 - Invocation of the RetrieveObjectLocation Service [33] 

 

Besides these services, the author additionally defines services regarding, tag location 

retrieval, location-dependent object selection, map retrieval, identifier mapping, relationships, and 

finally events. 

To conclude the examination of this paper, it is interesting to address the distributed 

operation of this Location Information Server, which is made in a brief chapter of the paper. The 

author states that the LIS can be operated in multi-site corporate networks where locating 

infrastructures and mobile application platforms are already installed at multiple locations. The LIS 

API hides this distribution form the application by transparently interrogating all involved mobility 

platforms until the requested location information is determined. In the service model presented in 

the paper the result of any location retrieval operation can be a referral instead of the requested 

information. This referral contains the address, given as a URL, of that location information server 

that should be interrogated next by the application. In Figure 20, it is clear that this referral process 

is automatically interpreted by the LIS API and the retrieval operation is sent to the indicated LIS. 

This way, the location information of objects and tags can be transparently distributed over an 
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arbitrary number of Location Information Servers, usually this coincides with the physical sites or 

administrative domains of the network.  

 

 
Figure 20 - Distributed Operation of the LIS [33] 

 

2.2.3. Summary 

 

Concluding the analysis of related work, it is clear that some work has been done in this 

area. The Geopriv project provided very interesting considerations regarding the supply of location 

information, the formats and organizational principles, besides the adaptation of the DHCP server 

to accommodate this process. It is a promising work and already provides valuable knowledge. The 

second work that was referred was the paper named “Location-aware mobile applications based 

on directory services”. This work excels in its thorough considerations when projecting a location 

information server based on the X.500 directory service. It is very important in the context of this 

document, as it provides some very important technical details regarding the purpose of this work. 

Although, only two works are referred in this section, they are of the utmost value and importance 

and provide an excellent knowledge base. It must be considered as proof of the importance of this 

area and its promise in future applications. With the knowledge contributions these works made in 

mind, this work presents another proposal for a localization service that brings a number of unique 

advantages. This will be made clear along this document, resulting in a broader selection of 

possible services in this area. 
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Chapter III – Designing a Global 

Localization Service 

This chapter details the process of preparing the implementation of this localization service. 

First, the whole process of studying localization service candidates as well as evaluating them is 

exposed. Next, based on the previous considerations, a service is selected. The capabilities of the 

chosen service are further investigated and explained in a localization service context, followed by 

a section dedicated to security concerns. 

 

3.1. Localization Service Candidates 

 

 This section covers the subject of localization service candidates. It does so starting by 

introducing the concept of directory services through a quick overview, because of their importance 

in this chapter, followed by an analysis of candidate services according to their ability to support 

the concept of localization service. 

 

 Directory services are generic distributed databases that map names information into a set 

of attributes. A particular case is the mapping of names to addresses. Because a name locates a 

certain resource, the user no longer needs to know the physical address of that resource. 

Resources, in the context of directory services, are objects to which information can be related in 

the form of attributes. The attributes can be secured using a set of permissions that this type of 

services provides. Finally, the set of these resources identified by names constitutes the 

namespace, on which the directory service is established. With these characteristics it is impossible 

not to think of traditional relational databases. However, directory services have a set of options 

and purposes that distinguish them from pure relational databases. One of these aspects is that in 

directory services, features that are related to transactions and rollback are given less importance, 

as these type of services aim to mainly provide information, because their information is usually 

read more often than it is written. The other major point of divergence with relational databases is 
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that data redundancy may be present and it is considered even good practice, if performance 

advantages are gained, which is against the principles of traditional relational databases. 

 Directory services were first officially standardized in the ITU and OSI set of standards, 

X.500 [36]. This set had the goal of defining standards to support the requirements of inter-carrier 

electronic messaging and network lookup. With it was defined the Directory Access Protocol (DAP) 

that would later originate, the Lightweight Directory Access Protocol (LDAP) [35], a simplified 

version of DAP that works over TCP/IP. Although X.500 was the first standard to define generic 

directory services, specific forms of these services had already been deployed. Some examples 

are, the internet name service, the first service of this kind on the Internet and still used all over 

the world, the Domain Name System (DNS); the NetInfo service, developed by NeXT and later 

acquired by Apple to be used as the directory service for Mac OS X, before being replaced by a 

LDAP-based directory service; and finally the NT Domains, developed by Microsoft, which were 

used to provide directory services for Windows machines prior to the release of the LDAP-based 

Active Directory in Windows 2000. Based on the LDAP/X.500 standards, numerous 

implementations were made. Some of the most popular are: the previously referred Active 

Directory, from Microsoft and created to be used with the company’s Exchange Server. It was first 

shipped with Windows 2000 Server and continues to be supported by all of the successive Windows 

versions; the Apache Directory Server, a top level project of the Apache Software Foundation, which 

is written in Java and supports LDAP, Kerberos 5 and the Change Password Protocol; finally the 

Red Hat Directory Server, acquired from AOL’s Netscape Security unit, it was released as a 

commercial product called Red Hat Directory Server to run on top of the Red Hat Enterprise Linux 

distribution.  

 

 To establish a Localization Service, there are several options available in terms of services 

to serve as the basis. It is important to consider the most popular ones and establish their 

advantages and implementation requirements. This section has the goal to expose these 

candidates thoroughly in order to understand their characteristics and how they relate with the 

providing of location information. Some of the following services are included in the previously 

explained category, directory services, however this evaluation cannot be limited to them and other 

type of services are presented. 
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 When thinking of a service that frequently provides information to a variable number of 

clients on the Internet, usually the first service that comes to mind is the RESTful Web Service [37]. 

This type of service is widely used on the Internet, and extremely popular in Application Interfaces. 

REST stands for Representational State Transfer, and is an architectural style with the aim of 

defining services. RESTful Web Services bring certain properties, such as performance, scalability, 

and modifiability that make them an interesting service. These characteristics are clearly valuable 

when working on the Internet.  

 The REST architectural style, considers data and functionality as resources that must be 

accessed by the means of Uniform Resource Identifiers (URIs). These identifiers are usually 

represented as links on the Internet. The resources are acted upon by using operations previously 

defined, these must be simple and well-defined. This architectural style creates limits in the 

architecture as it defines a client/server model and is to be used in a stateless communication 

protocol, usually HTTP.  

 Some principles related to this architecture have the benefit of promoting applications to 

be simple, lightweight and fast. The fact that resources are identified by URIs, which provides a 

global addressing space for resource and service discovery, provides simplicity to the client. The 

uniform interface enables that resources are manipulated by using a set of four operations: create 

(PUT), read (GET), update (POST) and delete (DELETE). PUT creates resources that can be deleted 

with DELETE. GET retrieves the current state of a resource in some representation and POST 

transfers a new state onto a resource. The messages in this architecture are self-descriptive. 

Resources are decoupled from their representation so that their content can be accessed in a 

variety of formats such as HTML, XML, JSON, or even plaint text, to mention a few. Also, metadata 

about the resource is available and used to control caching, detect transmission errors, negotiate 

the appropriate representation format and perform authentication or access control.  

 Finally, the stateful interactions are made through hyperlinks. Every interaction with a 

resource is stateless, which means that request messages are self-contained. On the other hand, 

stateful interactions are based on the concept of explicit state transfer. There are several techniques 

to exchange state, such as URI rewriting, cookies and hidden form fields. By these means, state 

can be embedded in response messages to point to valid future states of the interaction.  
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 With the aforementioned characteristics and advantages some may argue that, when 

projecting a Localization Service, there is a de facto base service: HTTP REST Web Service. It is a 

widely used service and all modern mobile applications consume one or more of them. These Web 

Services can save content on storage providers, peek information from remote databases, present 

objects on maps and send e-mails, just to enumerate some of the possible uses. Localization, 

should, therefore be just one more. Interaction would be made in simple text messages (JSON) on 

top of HTTP, operations mapped on HTTP methods GET, PUT, POST and DELETE. A clever design 

of the URI components would facilitate simplicity in the usage of the service and a reliable 

localization service would be set. However, authentication, message integrity and confidentiality 

are common security issues in this case. This can be easily solved by using HTTPS, which provides 

a completely safe environment. But in this case, HTTPS constitutes an “overkill”, meaning that not 

all the security mechanisms are necessary in this context, creating unnecessary overheads. To 

compensate what can be considered a handicap, some clever use of this architecture can be made 

to obtain the necessary features, such as the use of cookies. Still, this type of workarounds prove 

problematic when projecting a localization service that can have a huge variety of usage scenarios 

and clients, and the usage of HTTPS is not the optimal solution, therefore complicating the 

implementation of these techniques and making this candidate less interesting. 

 A different family of services must also be considered, the previously explained and very 

much important Directory Services. They all share the same factor as the cause for they being 

originated, the need to provide distributed information services for network survival tasks. As 

previously stated above, this type of services have been around for a long time now. However, since 

the definition of the set of standards X.500, the amount of directory services, based on the LDAP 

mostly, has grown exponentially due to the existence of a “guiding document” per se. It can be 

considered that the Domain Name System continues to be the most popular directory service, 

although being prior to the X.500 creation, even with the emergence of LDAP-based directory 

services.  

The DNS is an application-layer service built to solve a network-layer problem, the name to 

address resolution process. It is a hierarchical distributed naming system for the various resources 

connected to the Internet or a private network and its principal use is to translate names into IP 

addresses. It is, therefore, one of the cornerstones of the Internet as we know it. Although it was 
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conceived with the main goal of name to address translation, it has the capacity to associate various 

types of information with domain names assigned to the participating entities. One of these types 

being precisely, location information.  

In terms of functionality, a more than often used analogy is that the DNS is the phonebook 

of the Internet. It brings the major advantage of the users not needing to know the IP address of a 

certain resource, which may be subject to change, and just need to know its name. This way, a 

level of transparency is implemented that eases the access to the resource. The Domain Name 

System is based on a distributed architecture. It assigns authoritative name servers for each 

domain, which are responsible for their domains and can delegate authority over subdomains to 

other services. This type of architecture prevents the need of a central database and provides a 

distributed and fault tolerant service. Designed to handle massive asynchronous requests of 

information owned and managed cooperatively by many distinct organizations, the DNS survived 

all major network paradigm changes until now, proving its versatility and value. Its messages are 

compact binary sequences encapsulated on UDP datagrams, allowing a complete stateless 

operation mode for the great majority of the requests. In recursive mode, a server may have to 

query several other remote servers to obtain and provide the answer to the requester. In iterative 

mode, it provides a reference to the best known server that can be queried to obtain the needed 

answer.  

Figure 21 shows both modes of operation accompanied by the correspondent DNS tree. The 

DNS client performs a recursive query to resolve “www.example.com” to its LAN’s DNS server, 

however the server doesn’t have this entry. Because of this, it begins to perform a series of iterative 

queries to remote servers, starting by the root name server and working its way through the DNS 

tree through the correspondent name servers, until the IP address of “www.example.com” is found 

and replied to the LAN’s DNS server that consequently finally replies to the client.  

All these characteristics show the power of the DNS in handling various types of information 

in a distributed and fault proof way. It is, therefore, a very interesting and promising candidate as 

a localization service. 
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Figure 21 - Recursive and Iterative Queries in DNS Name Resolution [38] 

 

Still in the spectrum of directory services, now after the emergence of the X.500 standards, 

another candidate service is the Lightweight Directory Access Protocol. The LDAP is an industry 

standard application protocol for accessing and managing directory services over the Internet. 

LDAP is very popular when projecting Intranet solutions because of its ability of storing and sharing 

information, for example, in the case of being a corporation, information about its users.  

A very common usage of LDAP is to establish single sign on systems on corporate 

environments. This way, a single password is associated with many services, and when a worker 

logs in to one of these services through a company machine he is directly logged on the company’s 

Intranet. Figure 22 exemplifies a possible simple system that takes advantage of the LDAP 

technology. The user accesses the Single Sign-on Server, upon entering his credentials LDAP is 

queried in or order to authenticate them and authorize the access to the system in question. Also, 

a Database is used to manage the users’ sessions. 
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Figure 22 - LDAP-based Single Sign-on System Example[39] 

 

It is clear that the LDAP is essential on the process of providing a single sign on system. Like 

DNS, the LDAP was designed with a concrete distribution model, allowing each organization to 

keep authority and ownership of their own data, defining and applying access policies in a 

consistent and well known manner. With this service, data is structured in objects, belonging to 

classes and with a set of mandatory and optional attributes. This way, both simple and complex 

object inheritance is available. There is also the possibility for new objects of new classes to be 

designed, as LDAP keeps all schema information available to its clients. In the previous section, 

Related Work, a project regarding a Localization Server based on LDAP was exposed. Although this 

type of service demands a complex design and implementation, its value as a proper candidate 

service is well documented as well as its feasibility proved. 

 Lastly, a service that also must be considered is the Dynamic Host Configuration Protocol 

(DHCP). It is a standardized networking protocol in the Internet with the goal of dynamically 

distributing network configuration parameters, for example, IP addresses for interfaces and default 

services. The existence of the DHCP in a network, reduces the need of a network administrator or 

a user to configure various networking parameters manually, by setting these parameters 

automatically. Mainly, the DHCP is a simple network service designed to solve a simple problem, 
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dynamic IP address allocation. Therefore, it cannot be considered as part of the family of Directory 

Services. DHCP interactions between the client and the server usually occur only within the scope 

of a single Local Area Network (LAN). A device that is connecting for the first time to a new LAN 

will have to first perform a DHCP operation that consists of four phases. The Figure 23 shows these 

four phases commonly abbreviated as DORA, standing for discovery, offer, request and 

acknowledgement.  

Firstly, the client broadcasts a request in order to discover the DHCP server, the server in 

response sends an IP address lease offer, and the client then again broadcasts an IP address 

request to which the server replies with an IP address lease acknowledgement. With this process 

finished the client finally has an IP address associated with itself by the means of a dynamic 

process. Now the client is able to make a series of requests to the DHCP server such as, local 

network prefix, default gateway and information about other default servers, like the local DNS 

server for example. As it uses UDP, it is stateless by nature and very efficient even in the presence 

of multiple clients. It is also relatively simple to setup a fail-safe mode with more than one server. 

In terms of security, it is not a major concern as it may be handled before or after its usage. DHCP 

can also operate in proxy mode, receiving local queries in a LAN and forwarding them to a remote 

DHCP server on another network.  

This service could therefore, be used to store the location information by itself or as a simple 

redirector that provides knowledge of the localization server to the new nodes that just connected 

to the network. The feasibility of a redirection option is partially proved by the previously referred 

project Geopriv, the inclusion of a system that directly provides location information through the 

DHCP is yet to be made though. However, this analysis proves that DHCP is indeed a candidate 

service to deal with localization information. 

This concludes the presentation and evaluation of what are considered the most interesting, 

and promising, existing services to manage and provide localization information. This way some 

fundamental aspects are now known so that the selection of the most appropriate service is 

possible. 
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Figure 23 - DORA Operation 

 

3.2. Selecting a Candidate Service 

 

This section provides a comparative study based on the previous stated candidate services 

with the goal of choosing the most appropriate one. Technical details are considered, such as the 

transport and connection overhead for example, in order to achieve a comparative table that clearly 

shows each service’s properties in different factors. Based on this comparative table and related 

considerations, a service is selected. 
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 HTTP REST DNS LDAP DHCP 

Transport Overhead 20 bytes (TCP), 

>200 bytes with 

HTTP headers 

8 bytes 

(UDP 

header) 

20 bytes (TCP) 8 bytes (UDP 

header) 

Connection 

Overhead 

2 RTT 1 RTT 2 RTT 1 RTT 

Messages Plain Text, JSON, 

or any other kind  

Resource 

Records 

BER coded 

attributes 

DHCP 

extensions 

Service Penetration High High Medium High 

Application 

Integration 

Common Common Uncommon Uncommon 

Security (integrity, 

authentication, etc) 

SSL/TLS tunnel SIG and 

KEY RRs 

SSL/TLS tunnel Not required 

Data Access Control App defined List queries 

only 

Powerful/Flexible Not required 

Data Model App defined RR only Yes No 

Distributed 

Operation 

App defined Yes Yes No 

Global No Yes Yes No 

Table 3 - Comparative Study of Candidate Services 

 

Table 3, presents a comparison between the considered candidate services. This table 

includes what are considered to be the most important aspects to characterize a service in the 

Internet, as well as in the context of a localization information service. The considered services are 

the HTTP REST Web Service, the DNS, the LDAP and the DHCP. These services are characterized 

based on a set of aspects, being them, the transport overhead, the connection overhead, the type 

of messages, the service penetration level, the app integration level, the type of security, the data 

access control system, the data model, if it is a distributed operation, and finally if it is a global 

service.  



 

43 

 

First, aspects that concern the expected efficiency of the service are considered. The first 

aspect in this concern is the transport overhead. This overhead is constituted by the fields in the 

datagrams that are not relevant data for what is being transmitted, but headers added to the 

datagram. Therefore, they depend entirely on the protocol that is being used. In terms of protocols, 

both HTTP REST Web Services and LDAP use the Transmission Control Protocol (TCP). This means 

that the associated overhead, correspondent to TCP, is at least of twenty bytes. However, as HTTP 

REST Web Services further rely on the Hypertext Transfer Protocol (HTTP), more overhead is added 

resulting in a total overhead of over two hundred bytes. On the other hand, the DNS and the DHCP 

work over the User Datagram Protocol (UDP) that brings an associated overhead of eight bytes, 

the standard UDP header.  

Another aspect related to efficiency is the connection overhead. Because TCP is a 

connection oriented protocol, with error control mechanisms, more data must be transmitted and 

acknowledgements of the operations must be sent. This results in a connection overhead of two 

round-trip times (RTTs) for connection establishment, instead of just one, as in the case of the UDP 

that has no session or error control.  

The next considered aspect is the type of messages used by the service. Usually, services 

that are built over REST Web Services use text messages of a variety of formats.  It is possible to 

use plain text but more frequently Javascript Object Notation (JSON) is used. This means that with 

the HTTP REST Web Service, the messages will usually require more bytes comparatively to the 

other candidate services. The DNS’ messages are based on the defined Resource Records (RRs) 

and are constituted by four distinct sections, the question section, the answer section, the authority 

section and the additional section. In all these sections, RRs are represented through compact 

binary sequences with a common format resulting in messages of small size. Regarding the LDAP, 

its messages are based on its objects represented by a set of attribute/value pairs of values, and 

each object is represented by a binary sequence. These binary sequences result  from the use of 

the Basic Encoding Rules (BER, see [40]) which let information be encoded in a binary form. 

However, contrary to DNS, this turns out to be a disadvantage in the case of the LDAP, as these 

BER rules generate overhead and are not commonly used in machines. As LDAP is not a common 

service that all applications can integrate in an easy way, LDAP libraries may be required for its 
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correct behavior and to encode/decode the messages, making these type of messages 

complicated to work with.  

Finally, regarding the aspect of messages, the DHCP is the most complex candidate. This 

is to be expected as DHCP is a service with a very specific task to complete, and therefore its 

messages are not prepared to being used in the context of a general purpose service. This means 

that all data to be transmitted would need to be packed in DHCP requests as extended options, 

resulting in a troublesome approach raising compatibility issues.  

The next aspect to consider is the service’s penetration in the current state of the Internet. 

What this basically means is the level of popularity and dissemination of these services on the 

networks around the world. Three levels of service penetration are considered: Low, a service that 

is proven to be complex to implement and is not very popular neither with companies nor clients; 

Medium, a service that is proven to be complex to implement but is popular with companies with 

several implementations, although not much with clients due to the related difficulty; and High, a 

service relatively simple to implement and that is popular with both servers and clients or is the 

standard in its field. In this aspect, it is clear that the HTTP REST Web Service (extremely popular 

in web applications all over the Internet), the DNS (the de facto name to address translator service 

present in each and all networks around the world) and the DHCP (also the standard in dynamic 

address allocation) all benefit of a level of high penetration because of their ease of use and in 

some cases just being the standard for a long time in their field. The only service that breaks the 

norm here is the LDAP, which has a penetration level of only medium because of its complexity 

and the amount of proprietary solutions that complicate the unification of applications prepared to 

deal with it.  

In accordance with service penetration aspect, in terms of application integration all these 

services, except the LDAP, are commonly integrated throughout numerous applications. This is 

directly related to the service penetration aspect, and shares the same causes.  

Moving on to the next aspect, regarding security these services have different possibilities. 

When using HTTP REST Web Services, security considerations are completely up to the designer 

of the application when choosing a security mechanism, making the possibility of a secure system 

completely open, using a SSL or a TLS tunnel for example. Similar with this service, the LDAP 

offers several security mechanisms. With the release of its 3rd version, it is possible to use the 
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LDAPv3 Transport Layer Security (TLS) for a secure connection. Regarding the DHCP, this service 

has no security requirements at all, because all of its interactions are unauthenticated by nature. 

Finally, the DNS, in conjunction with its security suite, the DNSSEC, provides specialized Resource 

Records for digital signatures (SIG) and public keys (KEY). Since confidentiality is not a requirement 

by design, the DNS only offers message integrity and proof of origin when interacting with the 

system. In terms of data access control, HTTP REST Web Services applications can implement it 

or not. The DNS is a service that can be accessed by everyone through normal queries by default, 

restrictions only apply to list queries (disabled by default for security concerns). The LDAP has a 

vast catalog of possible ways to access data, being powerful as well as flexible. Finally, the DHCP 

does not require access control. When considering a defined data model, HTTP Web Services 

applications can implement personalized data models that better fit the purpose of the system. 

The DNS uses its Resource Records to organize data, the LDAP has its own standard and 

expansible data model, and the DHCP simply does not have one.  

Regarding the distributed operation of these services, two services that were designed to 

work in a distributed way: the DNS and the LDAP. With HTTP REST Web Services there is the 

possibility of creating a distributed system, being again, completely up to the designer of the 

application as it is using non-structured service. The DHCP does not permit this, as it is by design 

a structured LAN service.  

The last aspect to consider, to end these considerations, is if services provide a global 

structured service. When considering HTTP REST Web Services, these are not global for obvious 

reasons, it is a type of system with the aim of resolving proprietary issues. The DHCP, as previously 

referred, works in a LAN scenario. Only the DNS and the LDAP are designed to be global services, 

having since conception this priority.  

 

Following these considerations, one aspect that can be considered decisive when 

projecting a global localization service is the availability of a distributed operation model. This 

characteristic guarantees that the client does not have to query a specific server, but can simply 

query one of the many that constitute the distributed network of the localization service.  

With this important requirement only two services that accomplish it can be candidates, 

the DNS and the LDAP. Between these two, the LDAP provides a much richer data model and a 
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powerful flexible way to establish access control mechanisms over data. The administrator can 

define read/write/compare access not only to objects in general but also to specific attribute-value 

pairs.  

On the other hand, the DNS always allows for individual read access to each Resource 

Record, but provides means to avoid list operations (AXFR, IXFR) that could result in entire database 

traversal and copy. The effort to integrate it in applications is minimal as all current applications 

have to use it.  

With all these facts in mind, DNS was selected as the base service for the proposed system. 

 

3.3. DNS as a Localization Service 

 

 Building a Localization Service on top of the Domain Name System raises certain issues 

that must be addressed, like the data model to use (which data and how it is organized), the 

distribution model, and how to interact with the service. 

 Starting by the data model, it is crucial to study the way the localization information is 

stored in the DNS, making use of the system’s Resource Records (RR). Another aspect with extreme 

importance when considering these type of systems is the distribution model. Administrative 

criteria has to be defined in order to organize the data access in the DNS naming tree with 

delegated authority for subtrees, this way making the information globally available as with standard 

DNS information.  

 In order to enable the interaction with a wide variety of other localization services, a 

localization service API has to be defined. This interface needs to be implemented in order to 

integrate the existent localization services with the DNS, and build a model of integration between 

the DNS and the possible heterogeneous indoor localization services.  

 Lastly, a localization service interface is needed, so clients can receive localization 

information. The way the information is to be made available needs to be considered and the 

security and privacy concerns around it too.  

 

 

 



 

47 

 

3.3.1. Data Model 

 

 Considering the data model in this system, the DNS’ Resource Records (RRs) are the basis 

of this model. The way DNS provides data is using RR sets with a defined simple generic format, 

as shown in Figure 24. 

 

 

 

 The name field identifies the domain name to which the information data is related. Class 

is “IN” for internet by default and type specifies the type of information and consequently the 

<rdata> field of the record, which size is specified in <rdlength>. <rdata> is specific for each RR 

type. The <ttl> field specifies the amount of time the RR can be stored in cache before being 

considered outdated. In terms of packet size, when considering a type “A” (address) record, it 

requires a 32 bit <rdata> field when used with an IPv4 address.  

 When projecting a localization service we may consider two types of location information, 

numeric and textual, having both the need to be represented as Resource Records. Textual 

information is a human readable and possibly complex location description, on the other hand, 

numeric information uses geodesic coordinates to specify a location (latitude, longitude, altitude). 

In indoor scenarios, coordinates may be relative or absolute. Relative coordinates are coordinates 

that have their reference point marked in a specific location of the building, making its values 

relative to the marked location. Absolute coordinates, by using geodesic coordinates consisting of 

latitude, longitude and altitude, are global coordinates that do not need any further information 

regarding reference points. These distinct types of location information create the need of specific 

location RRs to be defined if they do not exist already. However, when evaluating this issue, it 

should be considered using existent records, like generic TXT RR or specific LOC RR, to avoid 

modifications on installed DNS clients and servers that could break compatibility and global 

availability. Only if no RR is suitable, new proposals have to be created and implemented with the 

cost of losing compatibility with the already deployed Domain Name Systems. 

 

<name> <type> <class> <ttl> <rdlength> <rdata>   

Figure 24 - Generic RR Format 
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3.3.2. Distributed Model 

 

 Another issue to consider, that is one of the most relevant when considering a global 

service, is the location data ownership. Location data, specifically indoor location data, should be 

provided and managed by authorized organizations in order to maintain its reliability. When thinking 

of location information of public buildings, the authority of managing this data may be shared 

between responsible entities or delegated to a single one.  

 However, in the case of private buildings, each organization should provide its data and 

access rules, making this management also private. To accomplish this, it is possible to use the 

mechanisms that the DNS domain name space provides in order to distribute data and delegate 

authority over it. Usually this is accomplished by following the standard organizational model that 

the DNS was based upon: country, organization, organization unit, and object (ex: 

user.eeum.uminho.pt). This model is also valid for location information, which could be stored 

below organizational nodes if wanted. Two distinct buildings of some organization could be linked 

under the same organization domain name: building1.eeum.uminho.pt and 

building2.eeum.uminho.pt for example, and objects located inside buildings would be their sub-

nodes identified by unique keys (mac-address for instance). But since administrative boundaries 

are established by location criteria, by a practical point-of-view, this concept should be reflected in 

the entire naming hierarchy, using politic divisions like countries, regions, districts, cities, and 

streets important for querying for the position of a certain object inside a certain building (for 

example, mac1.building1.azurem.guimaraes.pt). This idea would constitute a localization model, 

which is completely possible to define by adapting the standard organizational model to represent 

these well-known political divisions.  

 Other alternative hierarchies could be defined, with cross-references (aliases), for example, 

if necessary. Following this principle, a person, whose position in the globe is unknown, could be 

found by querying its organizational name (user.eeum.uminho.pt) and dereferencing it to other 

node in the DNS specific locational tree (mac1.building1.azurem.guimaraes.pt).  

 By analyzing all these considerations, the major conclusion here is that there is, indeed, 

enough flexibility in the DNS to provide multiple references and multiple domain name subtrees in 

standard ways. This makes the DNS an exceptionally powerful system in a global way, making 
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possible the discovery of a device’s or person’s location anywhere in the world by simply querying 

its organizational URL. 

 

3.3.3. Integration Model 

 

 In terms of integration of the DNS localization service with specific localization services, it 

is an aspect of great importance when projecting a global service. There are several technologies 

that constitute viable possibilities as localization services. This heterogeneity eventually will 

continue to exist, because different applications may have different requirements for precision and 

accuracy, and demand distinct cost efforts.  

 To accommodate these factors, it is necessary to create models that define a localization 

service interface as well as a client interface, and evaluate their potential in order to select the most 

appropriate one.  

 

 

 
Figure 25 - Dynamic-Update DNS Integration Model 

 

In Figure 25, perhaps the simplest of the models of integration is exposed. The left portion 

of this Figure constitutes a possible localization service, here shown to better understand the 

behavior of the whole system. This service is based on RSSI fingerprinting. The access points 

represented in the far left plant collect RSSI samples referring to the position of the user’s device, 

and store them in an online database on the localization server. This server, then proceeds to 
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compute the associated location by comparing it with reference values stored in an offline database 

using fingerprinting algorithms. When the user changes its position, the fingerprinting algorithm 

must compute the new location. This change of location information needs to be populated to the 

primary DNS server that keeps location information for that building. In this particular model, the 

ability of the DNS to receive dynamic update queries (DDNS), defined in [41], is explored, granted 

that the necessary (simple) configuration was correctly implemented on the DNS server. To be 

possible to use these dynamic updates, a public API capable of interacting with the DNS must be 

created and implemented in the localization server. This brings certain advantages right “out of the 

box”. When this query is performed, a new RR is provided, together with a SIG record with a digital 

signature provided by the localization server. This way, origin authentication and message integrity 

is successfully granted. Which is important in guarantying that only authorized entities update the 

location information stored in the DNS.  

Finally, in the far right of this Figure, the client side. To receive ready-to-use location 

information, the user’s device must use an application or operative system that has implemented 

a simple API. The API is able to process the received DNS packets and extract from them the 

location information, making it ready to be used in a variety of different scenarios.  

 

 
Figure 26 - Push and Pool DNS Integration Model 

 

A more complex integration model is outlined in the Figure 26. This “Push and Pool” 

model, releases the localization server of the burden associated with the update task by making 

use of the pooling principle. The operation regarding the gathering of RSSI data and computation 

of location by the localization server, stays the same as in the previous model. The way the client 
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queries the DNS server is also the same. In this model, whenever a client issues a request towards 

the DNS server, the latter first proceeds to analyze the location information that it has stored. By 

analyzing the time-to-live of this information, it decides, based on pre-configured preferences, 

whether or not the location information needs to be updated. When this proves to be the case, by 

the means of a custom protocol implemented in the API, the DNS server sends a request to the 

localization server to update the requested location information. This way, the refresh of location 

information in the DNS server is made by user request. In order to deal with heterogeneity, this 

protocol between the DNS and the localization server has to be defined, as well as the application 

interface (API) that enables it on both sides of the communicating entities.  

This integration model is very versatile, however it requires that a more complex API is 

defined and a custom protocol designed. 

 

 
Figure 27 - Merged DNS Integration Model 

 

To conclude this integration models analysis, in the Figure 27 is presented the full or 

merged integration model. In this model, the localization server and the DNS server are merged 

into a single server. This implementation of both servers, the localization and the DNS one, in a 

single one is more suitable for high duty application scenarios. The RSSI data is directly fed to the 

main server, as per the client side, it uses the API to issue location information requests. With this 

approach, there is no communication through the network when resolving location information 

making it a more efficient service. There is also no need for an API between in the servers.  
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However, the server is a complex and big piece of software that integrates both logics, 

making necessary the adaptation of DNS servers, and because of this eventually more complicated 

to deploy in several networks. 

 

Finally, one important aspect to note is the need for secondary servers. The use of 

secondary DNS servers is widely accepted as the norm for the obvious advantages a backup server 

offers. However, regarding location information and the possibility of this data being updated in 

real-time, the thought of a secondary server is not very appealing. Mainly because the very high 

frequency updates the master DNS server would have to make, creating a huge processing demand 

of the server. 

 

3.3.4. Security Model 

 

When considering the security model for this service, traditional concerns such as integrity, 

authentication and confidentiality are easily solved. Regarding integrity and authentication, the DNS 

guarantees these aspects by using DNSSEC, which provides the RRSIG/SIG Resource Record (RR) 

that enable integrity and authentication options. As far as confidentiality is concerned, it does not 

constitute a problem in this context because it is a public service by design, as is the DNS. This 

leaves us with one last aspect, privacy.  

In this kind of service, that handles location information regarding a user’s device or object, 

the subject of privacy is a crucial one. It is important to evaluate the sensibility of the data to be 

stored in the DNS server and the need to provide privacy options when using the system. An aspect 

that heavily conditions the privacy of data in this system is the utilized identifier. As this system has 

a public purpose, like the DNS, meaning that its stored information is meant to be public and easily 

accessible, the need for a completely private identifier is debatable.  

Nevertheless, there is the possibility of reaching a compromise in the scale of completely 

private to completely public, this is achieved by using the MAC address of the device as its identifier. 

The MAC address of a certain device is not widely available for everyone to know granting a certain 

level of privacy, and it is a fairly easy identifier to be queried, when provided, that assures its 

uniqueness. This way, the identifier is not completely transparent, like the email of the user would 



 

53 

 

be for example, granting a certain level of abstraction to the location information, but still managing 

to be easily accessible.  

However, the likelihood of a scenario where the user wants all its location information to 

be completely private must be studied. In case a user wants to protect the related location 

information of its devices, precautions must be made. Because the identifier is publicly available 

to be queried in the DNS, procedures like storing instead of the MAC itself a hash of it, using MD5 

for example, are out of question. The reason behind this is, if the querying entity discovers the MAC 

address of a device, it can easily generate its hash value and therefore freely query the location 

information. To solve this problem, a possible solution is to add a level of abstraction between the 

location information stored in the DNS and the corresponding devices. This can be done by instead 

of storing the MAC address of a device in the DNS, store an associated custom identifier.  

With this addition of privacy options comes, however, the need for a framework of support 

for these functions. This framework can be a simple management system implemented with 

functions like, devices registry and identifier attribution, sustained by an online secure relational 

database. When new location information is gathered, the system communicates with the 

localization server in order to relate the location information with the correct identifier and issue 

dynamic updates to the DNS. To further mask the data in the DNS records, a hash of the identifier 

can be used making it unreadable.  

Figure 28 exemplifies this process through a simplified view of the system for better 

understanding. Inside the localization server, the management module starts by receiving the usual 

MAC address. Using this information, it lookups in its relational database the corresponding 

identifier. Next, to prevent easily readable identifiers, it proceeds to calculate its hash value. Finally 

the latter is sent to the DNS server. 
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Figure 28 - Information Processing Flow 

 

With this proposal, systems that require high privacy management have a simple process 

that masks the information that is public on the DNS assuring that it is still accessible universally. 

Although it adds a new level of complexity to the overall localization service, its implementation is 

only required when the user still wants to disclose its location but in a completely private way. In a 

standard scenario, the MAC address use in the DNS records is still encouraged to simplify the 

discover and querying of devices, while still assuring a certain level of privacy. 
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Chapter IV – Building a Global 

Localization Service 

This chapter presents the process of implementing the previously discussed global 

localization service. The choices that were made and the execution flow are exposed in order to 

easily acquaint the reader with the whole process.  

 

4.1. Setup  

 

As preparation for the implementation of this system, some resources had to be configured 

in order to set it up. An integration model was also chosen. The chosen integration model was the 

Dynamic-Update DNS integration model. When considering all three models, this one stood out 

because of its simplicity and versatility when setting it up on different LANs, which is a strong 

aspect when considering a universal system like this.  

The widely used BIND 9 software, was the chosen solution for the DNS implementation in 

all servers. It was configured with the ability of receiving dynamic updates from the localization 

server with DNSSEC capabilities in order to authenticate updates. Finally, the chosen localization 

server is defined in [42]. This localization server was written in Java language and computes the 

location of a device based on the RSSI fingerprint algorithm. With this solution, access points placed 

throughout the building continuously collect and send RSSI samples to the localization server in 

order to feed its online database. Location is then, computed for each distinct MAC address 

identified in the area. Thorough description and explanation of this system is beside the scope of 

this work, however it is important to note that the system here proposed could interact with any 

other localization system, as it is of a universal purpose. 
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4.2. Resource Records 

 

The basic data elements of the DNS are its resource records (RRs). These RRs aim to cover 

different types of data and a big variety is available to be used. The first step that was needed to 

be made in this implementation was the decision of which DNS RR to use, and if no RR was suitable 

ponder the possibility of defining a new one.  

Two distinct RRs were needed, one to represent and store location information in the 

format of numeric values (geodesic coordinates), and another one to handle textual location 

information. The quest for ordinary and already defined RRs was an important one, as this would 

guarantee backward compatibility with all the already deployed DNS servers, and avoid strong 

modifications that could compromise global availability.  

When evaluating the DNS’ RRs, two types proved interesting, the TXT RR and the LOC RR. 

The TXT RR is defined in [43], and as it is a RR with a general purpose, it seems ideal to represent 

textual location information that can be presented in various formats.  

Concerning numeric values representing location information, the LOC RR is defined in 

[44]. This resource record was defined with the purpose of storing location information in the 

format of WGS84 Latitude, Longitude and Altitude coordinates. It provides the means to store this 

type of location with a precision of up to the order of centimeters, which is very satisfactory in an 

indoor localization scenario. Originally, this RR was intended for mapping the path of an IP packet 

on a map. This was however later considered harmful as it provided too much information for 

possible attackers. With this approach, this RR can be repurposed to be used in an indoor context 

by converting all indoor locations to absolute coordinates.  

The Figure 29 presents an example zone with both types of resource records, the TXT RR 

and the LOC RR. As it is clear, the TXT RR provides easily readable location and the LOC TXT 

provides absolute geodesic coordinates. 
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Figure 29 - TXT and LOC RRs Examples 

 

4.3. Domain Name Subtree 

 

In order to organize the stored location information, it was necessary to study the DNS 

trees. Based on this, the second implementation decision was on the domain name subtree to use 

and the authority delegation points. Traditionally, most of DNS information is stored and organized 

around the organizational DNS tree. This type of tree was created to accommodate the standard 

use of the DNS that is focused on organizations.  

The Figure 30 shows an example of this principle. When considering this type of tree to 

organize location information, objects, machines or persons, could be registered above a node that 

belongs to an organizational unit. Therefore, it could also store indoor positioning information 

regarding those entities.  However, when thinking about indoor positioning, certain aspects come 

to mind. 

 

 
Figure 30 - Traditional Organizational View of Domain Names 

 

foreign.locp     IN SOA  ns.foreign.locp. admin.locp. ( 
                                2014072056 ; serial 
                                28800      ; refresh (8 hours) 
                                3600       ; retry (1 hour) 
                                604800     ; expire (1 week) 
                                38400      ; minimum (10 hours 40 minutes) 
                                ) 
                        NS      ns.foreign.locp. 
                        MX      10 mta.locp. 
$ORIGIN foreign.locp. 
0C8BFD9DABBA TXT 1st Floor, Door 12A 
  LOC 41 27 20.900 N 8 17 11.900 W 240.33m 1m 10000m 10m  
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Indoor position is clearly more related to the buildings themselves than to the organizations 

that happen to own and/or manage the buildings. Furthermore, it is not intuitive to find the correct 

organization in order to locate a building. These reasons created the need for a reorganization of 

the DNS tree. This materialized in the implementation decision to distribute location information 

according to location criteria only, by the means of a completely new subtree. Starting immediately 

under the root “.” domain, this subtree is defined beside the traditional one, with the top level 

domain named “LOCP”.  

In order to enable a subtree that correctly organizes information according to location 

criteria, its nodes must follow well accepted geographic divisions, like country, region, district, city, 

street, etc. However, this hierarchy of geographic divisions is not absolute, which means that, as 

long as the nodes are defined under the top level domain “LOCP” and respect the local geographic 

divisions’ definitions, it is possible to have all types of nodes hierarchies. This makes the subtree 

versatile enough to accommodate information from different parts of the world and applications.  

The Figure 31 represents an example of this subtree. In this case following the hierarchy 

of: country, district in the case of “.pt” (Portugal”) and state in the case of “.us” (United States of 

America), city, known public building and device. Using this subtree, the position of the device with 

the MAC address [MAC Address] can therefore be obtained by issuing a query of type LOC with 

domain name [MAC Address].eeum.gmr.br.pt.locp. The answer will be the most recent RR 

corresponding to that MAC address. 

 

 
Figure 31 - Geographically Structured DNS Subtree 
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Of course this subtree is not bulletproof because this type of structure may not be suitable 

for all kinds of queries. This locational subtree excels at making it easy to find the answer to 

questions such as, where is object X in building Y, or follow object X in building Y, or even list 

objects in building Y (with some clever tricks regarding the access control rules), however, 

questions like locate person P in the world will prove a challenge without having additional 

information, like where this person might be in advance.  

However, when thinking of a person in the Internet, probably the most immediate identifier 

someone thinks of, is his/her e-mail, that is above an organizational domain name. The name of 

this e-mail can therefore be used as a key to query the DNS for a LOC record containing the 

person’s location (for example, personp.eeum.uminho.pt IN LOC [..]). If the person is in the local 

building, owned by the same organization, update permissions may be granted and a local 

localization server may be implemented in order to update LOC information on the organization’s 

primary DNS server for that domain name.  

But, when considering a scenario where this person is visiting a foreign building, this 

process is not possible. This can be solved by using a simple mechanism such as the alias record. 

The record will redirect requests for the correct DNS server that is currently updating person P’s 

location. However, some privacy concerns come to surface when using this redirection, so it must 

be done and/or authorized by each user. Considerations regarding this matter are further 

elaborated in the following Testbed section. 

 

4.4. Testbed 

 

The development environment in which a system is to be tested is of much importance, 

and should provide a platform for experimentation and evaluation of the system’s capabilities. This 

section describes the topology chosen as the testbed for this project. 

In order to test the capabilities of DNS in terms of distributed operation and query 

response, a distributed topology is necessary. The chosen environment is constituted by three DNS 

distinct servers, in three distinct LANs geographically apart.  
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The first server is responsible for managing two zones. One of these zones is the 

organizational zone where users are registered, this is the zone that will be constantly queried and 

will point to the correct locational zone. The other zone is the first locational zone corresponding to 

its geographic location. It is advised that in a real-world scenario these zones are in distinct DNS 

servers, in order to not overload the organizational server with location updates.  

The second and third server are responsible to maintain another two distinct locational 

zones, regarding their geographical locations. With this topology there is available for testing one 

organizational zone and three different locational zones distanced kilometers away. This way it is 

presented a productive testing environment to study the propagation of location information and 

the system’s efficiency. 

In previous sections, it was described how location information is related to the correct 

device, however there’s another important factor, how to associate the user with its devices. A 

process that relates a user with one or more devices is required. Another important factor is that, 

in this system, the location of a certain device is updated to the DNS of the LAN that the device is 

in, in order to not overload one DNS server. A foreign device must be able to update its location to 

the domain that is currently in, and still be able to be queried using its original organizational URL. 

In order to explain the behavior of this system, next a fictional scenario is exposed that covers the 

relevant aspects regarding the operation and the method used. These considerations constitute 

the foundations of a correct implementation of this system. 

Considering the user has two devices, a smartphone and a tablet, simply named “phone” 

and “tablet” respectively for the simplicity of this scenario, currently at their original LAN. Firstly 

the permanent user’s URL, of an organizational nature, must be defined (user.uminho.pt for 

instance). In order to relate one or more devices to the same user, a new level in the organizational 

tree is defined, in which the IDs of each device are defined below the user’s node (resulting in the 

URLs: phone.user.uminho.pt and tablet.user.uminho.pt). With the organizational URLs defined it is 

possible to relate localization information to them. This relation is accomplished by using CNAME 

records that create an alias of the device’s URL, in this case forwarding the query to localization 

information. It is important to note that, as the locational zones are much more frequently updated 

than the organizational ones, it is advised that they are in distinct DNS servers. With this, each URL 
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consisting of the current location domain, defined in the LOCP subtree, and MAC address of the 

device is always related to the original user’s device URL. 

Figure 32 shows the organizational zone updated with the CNAME record that points 

queries originally on the device’s organizational URL (phone.user.uminho.pt) to the locational URL 

(0C8BFD9DABBA .home.locp). 

Figure 33 presents an example DNS zone in the LOCP subtree. In this case the location is 

“home”, the PTR record relates the organizational URL of the user with the locational URL of the 

device in this zone. This means that the user’s devices that have the organizational URLs 

“phone.user.uminho.pt” and “tablet.user.uminho.pt” (which correspond to the device’s MAC 

addresses “0C8BFD9DABBA” and “123BFD6FABBA” respectively) are having their location 

updated. This is being made possible because following the PTR record, a LOC record, which is 

constantly being updated, stores the current location of the device. It is also possible to define the 

Time-to-Live (TTL) of each localization information in accordance with its context. This way the 

information in the DNS Server Cache can expire sooner or later as desired. Finally, if this user had 

more devices with their location information being updated, more specific device URLs would have 

to be created and the exposed process replicated. With this approach the localization information 

of all of a certain user’s devices are stored related to him in the organizational tree.  

However, it does not attribute the user’s device to the location information, meaning that 

it will not be able to be queried using the user’s device organizational URL. For this to be possible 

the organizational zone must be updated with a CNAME record.  

 

 
Figure 32 - Example DNS Organizational Zone 

 

uminho.pt     IN SOA  ns.uminho.pt. admin.uminho.pt. ( 
                                2014072056 ; serial 
                                28800      ; refresh (8 hours) 
                                3600       ; retry (1 hour) 
                                604800     ; expire (1 week) 
                                38400      ; minimum (10 hours 40 minutes) 
                                ) 
                        NS      ns.uminho.pt. 
                        MX      10 mta.uminho.pt. 
$ORIGIN uminho.pt. 
phone.user CNAME 0C8BFD9DABBA.home.locp. 
tablet.user CNAME 123BFD6FABBA.home.locp. 
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Figure 33 - Example DNS Location Zone at Home LAN 

 

 For the better understanding of this logic, Figure 34 shows both DNS subtrees under the 

“root” zone, and the relationship established between the organizational subtree and the locational 

subtree, starting at node “pt” and “locp” respectively. This is accomplished by using the PTR and 

CNAME Resource Records (RR). 

 

 
Figure 34 - Organizational and Location Trees Relationship by Means of PTR and CNAME Resource Records 

 

 Another type of scenario must be considered, if the user leaves its home LAN with its 

device there is the need to preserve this relation with the permanent URL in order to be possible 

to still query the device’s location. To accomplish this, the PTR record must be replicated in every 

home.locp     IN SOA  ns.home.locp. admin.locp. ( 
                                2014072056 ; serial 
                                28800      ; refresh (8 hours) 
                                3600       ; retry (1 hour) 
                                604800     ; expire (1 week) 
                                38400      ; minimum (10 hours 40 minutes) 
                                ) 
                        NS      ns.home.locp. 
                        MX      10 mta.locp. 
$ORIGIN home.locp. 
0C8BFD9DABBA PTR phone.user.uminho.pt.  ;smartphone 
  LOC 41 27 11.900 N 8 17 20.900 W 235.33m 1m 10000m 10m  
123BFD6FABBA PTR tablet.user.uminho.pt. ;tablet 
  LOC 41 27 11.900 N 8 17 20.900 W 235.33m 1m 10000m 10m 
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DNS zone the device happens to enter, and the organizational zone must be updated with the 

correct locational URL. The information location is then updated in the current zone. Resulting in 

the example presented in the Figure 35 regarding the locational zone, and Figure 36 representing 

the organizational zone updated with the correct locational URL. 

 

 
Figure 35 - Example DNS Zone at Foreign LAN 

 
Figure 36 - Example DNS Organizational Zone 

 

 As with the previous example, Figure 37 shows the relationship between the intervening 

zones by the means of PTR and CNAME Resource Records. 

foreign.locp     IN SOA  ns.foreign.locp. admin.locp. ( 
                                2014072056 ; serial 
                                28800      ; refresh (8 hours) 
                                3600       ; retry (1 hour) 
                                604800     ; expire (1 week) 
                                38400      ; minimum (10 hours 40 minutes) 
                                ) 
                        NS      ns.foreign.locp. 
                        MX      10 mta.locp. 
$ORIGIN foreign.locp. 
0C8BFD9DABBA PTR phone.user.uminho.pt.  
  LOC 41 27 20.900 N 8 17 11.900 W 240.33m 1m 10000m 10m  

 

uminho.pt     IN SOA  ns.uminho.pt. admin.uminho.pt. ( 
                                2014072056 ; serial 
                                28800      ; refresh (8 hours) 
                                3600       ; retry (1 hour) 
                                604800     ; expire (1 week) 
                                38400      ; minimum (10 hours 40 minutes) 
                                ) 
                        NS      ns.uminho.pt. 
                        MX      10 mta.uminho.pt. 
$ORIGIN uminho.pt. 
phone.user CNAME 0C8BFD9DABBA.foreign.locp. 
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Figure 37 - Organizational and Location Trees Relationship by Means of PTR and CNAME Resource Records 

 

 With this method it is assured that the device will always be accessible to location queries 

wherever it is. However, one major question is still unanswered, that is the one related to who will 

create these CNAME records. There are two obvious options, the client or the localization server. 

Both have their advantages but, as expected, bring some compromises that have to be made 

regarding the overall system and design.  

 If this responsibility of managing the CNAME records would be attributed to the client end, 

there would be the necessity of a client application capable of performing dynamic updates to the 

DNS each time the device changed zones. This would go against the principle of a completely 

network sided proposal and would demand the application to be deployed in each device meant to 

be located. However, it could bring certain advantages, especially regarding the user’s 

management of his privacy. This application, each time it changed domain would ask the client if 

he would want to share its location or not, in the positive case the application would issue a dynamic 

update to the DNS creating the new CNAME record, and making its location discoverable when 

querying the permanent user’s URL. This way, the client privacy would be managed in a zone-wise 

way and not by previously defined preferences.  

 Figure 38 shows this process, where it is clear if the client agrees to disclose its location 

the CNAME Record update is made directly by its device. 
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Figure 38 - Client-Sided CNAME Update 

 

 Transferring this responsibility to the localization server would implicate certain changes to 

its structure, turning it into not only a localization server but also into a user management server. 

This would be necessary because the client does not interact with the system to update the correct 

CNAME record, so when a device would change zones, the localization server would be the one to 

update the correct CNAME record. This process would be possible relating the device’s MAC with 

a certain user and its permanent URL, which presupposes the need for a sign up service for the 

interested clients. When a device would enter a different zone, the localization server would detect 

its MAC address and lookup, in its global relational database built upon the clients’ data, the 

correspondent permanent URL in order to issue the dynamic update to the DNS containing the 

CNAME record. With this method, the system would continue to be completely network sided and, 

besides the user management portion, the server wouldn’t need more modifications because it 

already performs dynamic updates.  

 In the Figure 39, it is exposed this process, where the localization server detects a new 

MAC Address, lookups the correct permanent URL in the online database, and proceeds to update 

de the CNAME record. However, regarding privacy, more complex methods would need to be 

implemented by using a set of preferences, as it was discussed in the previous security section 

(see 3.3.4. Security Model).  
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Figure 39 - Server-Sided CNAME Update 

 

4.5. Application Interface 

 

In this section the application interface created to make use of the localization service is 

exposed. First, a general purpose definition (programming language independent) is made, 

followed by a ready to use API based on the Java programming language.  

 

4.5.1. General Purpose API Definition 

 

INIT (IP Address, Function, [Private Key, Domain]) 
 If Function == Update 

Require Private Key and Domain 
returns Success/Failure in establishing information 

Figure 40 - init() Function Signature 

 The init() function, function signature exposed in Figure 40, initializes the information 

needed to perform operations on the remote DNS server, both update and request operations. 

Without this initialization it is impossible to make use of the functions in this API. Its parameters 

are: IP Address, the IP address of the Domain Name Server; Function, a flag parameter that defines 

if the initialization is being made for Update or Request operations; Domain, in case the Function 

parameter is defined as Update this parameter is required, the domain on which update operations 

are to be performed; and Private Key, in case the Function parameter is defined as Update this 

parameter is required, it is the Private Key of the system, that is paired with the public key on the 
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DNS to be able to perform authenticated updates. This function returns Success or Failure in 

establishing the necessary information. Failure can be caused by the IP address of the DNS being 

unreachable or the defined Domain non-existent in the DNS. 

 

UPDATE_POSITION (MAC Address, X, Y, Z, 
Other) 

 Send TXT Resource 
Record dynamic 
update to DNS 

returns Success/Failure in 
updating DNS 

Figure 41 - update_position() Function Signature 

 The update_position() function, function signature exposed in Figure 41, performs remote 

dynamic updates to a TXT Resource Record on the DNS that stores only relative coordinates 

represented in x, y, z axis values and other textual data if intended. It is only useable if the 

initialization was made with the Function parameter as Update. Its parameters are: MAC Address, 

the unique MAC address of the device that is having its location information updated; X, the value 

of the X axis of the coordinates; Y, the value of the Y axis of the coordinates; and Z, the value of 

the Z axis of the coordinates and Other, a string able to contain textual directions and other data. 

This function returns Success or Failure in updating the DNS’s domain. Failure can be caused by 

loss of connectivity with the DNS or non-existence of the Domain in cause. 

 

UPDATE_APOSITION (MAC Address, Coordinates) 
 Send LOC dynamic update 

to DNS 
returns Success/Failure in updating 

DNS 
Figure 42 - update_aposition() Function Signature 

 The update_aposition() function, function signature exposed in Figure 42, performs remote 

dynamic updates to the LOC Resource Record on the DNS that stores only absolute coordinates 

represented in Latitude, Longitude and Altitude values. It is only useable if the initialization was 

made with the Function parameter as Update. Its parameters are: MAC Address, the unique MAC 

address of the device that is having its location information updated; and Coordinates, a string 
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consisting of coordinates’ information in a standard format ready to be sent to the DNS. This 

function returns Success or Failure in updating the DNS’s domain. Failure can be caused by loss 

of connectivity with the DNS or non-existence of the Domain in cause. 

 

CONVERT (Reference Point ID, X, Y, Z) 
 Lookup Reference Point 

Absolute Coordinates by ID 
Calculate Absolute 
Coordinates of X, Y, Z 

returns Success returns absolute 
coordinates or Failure 

Figure 43 - convert() Function Signature 

 The convert() function, function signature exposed in Figure 43, converts relative 

coordinates into absolute coordinates, by calculating the latter based on a reference point. The 

reference point’s absolute coordinates are also stored in a LOC Resource Record on the DNS. Its 

parameters are: Reference Point ID, the identification of the reference point on which the relative 

coordinates are centered, in other words a name in the DNS database; X, the value of the X axis 

of the coordinates; Y, the value of the Y axis of the coordinates; and Z, the value of the Z axis of the 

coordinates. This function returns a string consisting of absolute coordinates in a standard format 

ready to be sent to the DNS or Failure. Failure can be caused by a non-existent Reference Point ID, 

loss of connectivity with the DNS or non-existence of the Domain in cause. 

 

GET_POSITION (URL) 
  
returns Absolute coordinates regarding the 

device with the requested URL or 
Failure 

Figure 44 - get_position() Function Signature 

 The get_position() function, function signature exposed in Figure 44, performs remote 

requests to LOC Resource Records on the DNS that have stored absolute coordinates represented 

in Latitude, Longitude and Altitude values. It is useable both with initializations made with the 

Function parameter as Update and Request. Its parameter is: URL, the organizational URL of the 

device that is having its location information being requested. This function returns the absolute 
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coordinates of the device with the defined URL or Failure. Failure can be caused by a non-existent 

URL, loss of connectivity with the DNS or non-existence of the Domain in cause. 

 

GET_TPOSITION (URL) 
  
returns Textual coordinates regarding the 

device with the requested URL or 
Failure 

Figure 45 - get_tposition() Function Signature 

The get_tposition() function, function signature exposed in Figure 45, performs remote 

requests to TXT Resource Records on the DNS that have stored relative coordinates with user 

friendly data. It is useable both with initializations made with the Function parameter as Update 

and Request. Its parameter is a URL, the organizational URL of the device that is having its location 

information being requested. This function returns the relative coordinates of the device with the 

defined MAC Address, along with the additional data the TXT Resource Record might have, or 

Failure. Failure can be caused by a non-existent URL, loss of connectivity with the DNS or non-

existence of the Domain in case. 

 

4.5.2. Java API Definition 

 

 This section exposes the type signatures of the first release of a ready to use JAVA API. At 

the moment this API can only perform requests, update functionality being planned for future 

releases. Functionality is based upon the Java implementation of DNS, dnsjava (2.1.6), and method 

definition follows the guidelines defined in the previous section. Annex A contains the Java code for 

this API implementation, named locAPI. Annex B contains the altered Java code of the Dig class, 

also provided with dnsjava, a Java implementation of the Dig program used to perform requests in 

this API.  
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static int 
init 

(String IP, String function, String pkey, String 
domain) 

  
returns 0 (Success), -1 (Failure) 

Figure 46 - init() Method Type Signature 

 

 The init() method, with its type signature in Figure 46, initializes necessary data for the 

operation of this API and tests connectivity with the remote DNS Server. This method receives as 

arguments four Strings. The IP, IP Address of the remote DNS Server; function, the flag that 

defines the initialization for requests only (“r”) or for both requests and updates (“u”); pkey, the 

private key needed to perform dynamic updates, and domain, the domain to be updated. When 

initializing a request mode, pkey and domain should be defined as null. It returns integral values 

representing success (0) or failure (-1). Failure can be caused by an unreachable server or incorrect 

arguments. 

 

static String 
get_position 

(String URL) 

  
returns String loc (Absolute Coordinates), “-1” (Failure) 

Figure 47 - get_position() Method Type Signature 

 

The get_position() method, with its type signature in Figure 47, performs recursive queries 

of LOC Resource Record type to the established remote DNS Server. This method receives a String 

as argument. The URL, organizational URL of the device that is having its location information 

queried. It returns a String with the absolute coordinates retrieved from the correct LOC record or 

“-1” representing failure. Failure can be caused by non-existent data or loss of connectivity. 
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static String 
get_tposition 

(String URL) 

  
returns String loc (TextualCoordinates), “-1” (Failure) 

Figure 48 - get_tposition() Method Type Signature 

 

 The get_tposition() method, with its type signature in Figure 48, performs recursive queries 

of TXT Resource Record type to the established remote DNS Server. This method receives a String 

as argument. The URL, organizational URL of the device that is having its location information 

queried. It returns a String with the relative coordinates and other textual data that may be 

available in the TXT record or “-1” representing failure. Failure can be caused by non-existent data 

or loss of connectivity. 

 

4.5.2.1. Example 

 

 For a better understanding of the Java API, this section presents a working example code, 

and its output, using the previously presented methods. This example was made using the 

NetBeans IDE. 

 

 

 Figure 49 contains the code written as an example. The initialization is made inside an if 

clause using the init() method. The IP of the DNS Server is defined and request mode set, the other 

String abs = null; 

String rel = null; 

 

//initialization 

if (init("192.168.1.79", "r", null, null) == 0) { 

 //initialization success 

 

 //get absolute coordinates 

 abs = get_position("phone.antonio.home.pt"); 

 System.out.println("\nAbsolute coordinates:" + abs); 

 

 //get relative coordinates 

 rel = get_tposition("phone.antonio.home.pt"); 

 System.out.println("Relative coordinates:" + rel); 

} 

 

Figure 49 - Example Code Using the Java API 
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two arguments are set as null as they are reserved for update mode. When the initialization is well 

succeeded, the absolute and relative locations of the device with URL “phone.antonio.home.pt” 

are requested. Using the methods get_position() and get_tposition() respectively.  

 The output of this program is showed in Figure 50. The output lets the user know that the 

remote server is reachable, and the request mode was initialized. The requested absolute and 

relative locations are also provided. 

 

 

Figure 50 - Output of the Presented Code Example 
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Chapter V – Experimental Scenarios 

In this chapter are presented the experimental scenarios used to evaluate the proposed 

system, with the previously defined considerations being used. The entities that constitute each 

scenario are explained, followed by the imposed conditions and obtained results. Finally, a 

discussion about the obtained data and its practical value is done. 

 

5.1. Single Server Scenario 

 

The first experimental scenario was a relatively simple one, with a centralized operation 

meaning that only one DNS server was used. In this case the main goal was evaluating the 

performance between Wide Area Network (WAN) operation and Local Area Network (LAN) 

operation.  

The first step was defining an experimental testbed, in this case in University of Minho’s 

School of Engineering. The Figure 51 shows the physical route used, beginning at the entrance of 

the building and going into its main hall. In this experiment, a user is simulated moving through 

the seven fixed positions designated by A, B, C, D, E, F and G. The accumulated distance since 

the user exits from position A until it reaches the position G and the correspondent elapsed time is 

shown in Table 4.  

The simulation considers the average walking speed of a human being, as well as variations 

in walking speed throughout the total 40 meters of the path.  
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Figure 51 - Building used in this scenario and positions traveled by the user (A, B, C, D, E, F and G) 

 

 

 

 

Table 4 - Positions travelled by the user, correspondent accumulated distance in meters and elapsed time in seconds 

 

In order to perform this experiment, a program was used with the aim of simulating the 

movement of the user and the operation of the localization server. Whenever the user arrives at a 

defined position, the program simulates the localization server by triggering a dynamic update 

which will, in turn, update the user’s location information in the local DNS server. With this 

experiment the obtained values should only translate into time it takes to query information. In 

order to guarantee this ideal scenario, that does not take into account an eventual 

desynchronization between DNS updates and requests, a DNS request is triggered immediately 

after an update is made. With these considerations in mind, tests were made in intra-LAN and inter-

LAN contexts. The results are presented in Figures 52, 53 and 54. 

The first results to be obtained were regarding LAN operation, with a heavy loaded network. 

Figure 52 shows the results obtained when the localization system, the DNS server and the client 

Position A B C D E F G G G G 
Accumulated 
Distance (m) 

0 7,5 15 19 32 38 40 40 40 40 

Elapsed 
Time (s) 

0 5 7 10 18 20 29 39 49 59 
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were in the same LAN. The blue line represents the Round Trip Times (RTTs) of the update 

operation, with times ranging from around two milliseconds to almost six milliseconds (2000 to 

6000 microseconds). The orange line represents the RTTs of the request operation, with very 

consistent times around the two milliseconds (2000 microseconds). Finally, the grey line 

represents the total RTT (sum of update and request RTTs). The total RTT represents the total time 

for the client to obtain the new position of the user since the update operation is triggered. In 

practical terms this would be the delay between the real world action and the received information 

in a real-time tracking application, for example. These values were obtained for each position the 

user travelled, with total values ranging from four milliseconds to almost eight milliseconds (4000 

and 8000 microseconds), which translates to geographical error from half a centimeter to 1.5 

centimeters. The system had an excellent performance with very low values, as was expected since 

all entities are in the same LAN. 

 

 
Figure 52 - Results obtained when the Localization Server, the DNS server and the client are in the same Local Area Network 

 

Following the LAN testing, tests in a WAN context were made, with an ISP connection. 

Figure 53 shows results obtained when the localization system, the DNS server and the client 

different networks, were attached to the Internet using different Internet Service Providers.  

The value representation is analogous with Figure 52, the obtained values for the update 

RTT, request RTT and total RTT were as expected higher than in the previous case. However, with 

update and request RTTs ranging from thirty milliseconds to forty milliseconds (30000 

microseconds and 40000 microseconds), resulting in a total RTT between sixty and seventy 
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milliseconds (60000 microseconds and 70000 microseconds), which translates into a 

geographical error from 8 to 10 centimeters, it can be concluded that the solution performs well 

in these conditions. 

 

 
Figure 53 - Results obtained when the Localization Server, the DNS and the client are connected through the wide Internet 

 

 
Figure 54 - Comparison between the behavior of the system in a LAN or in the wide Internet 

 

Finally, in Figure 54 a comparison is made between the total RTTs previously obtained 

regarding WAN and LAN operation. The grey line representing the WAN values and the green line 

representing the LAN values. As it is clear there is a significant difference between these values, 

however in both cases they can be considered very low for this type of system and therefore are 

very satisfactory. In terms of geographical these tests provided values varying from half a 
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centimeter to 10 centimeters, which regarding this localization system are negligible in a real-world 

scenario. 

 

5.2. Recursive Operation Scenario 

 

 
Figure 55 - DNS Servers' Geographical Locations 

 

For a second experimental scenario the recursive capabilities of DNS were evaluated. This 

test makes use of the built testbed. A single DNS Server is responsible for all the organizational 

data, referring to the correct locational URL. The first locational DNS Server is in the same LAN of 

the organizational server. The other two DNS Servers are in distinct LANs. In order to get data 

referring to a recursive operation of this service, the recursion between the servers is imposed by 

configuration. This results in the scenario exposed in Figures 55 and 56. Figure 55 represents the 

geographical locations, of the real-world scenario, in which the servers are deployed. The user 

starts in its home LAN (Póvoa de Varzim), moving to foreign LANs. First Braga, and then Guimarães. 

Figure 56 represents the type of zones the servers have and the levels of recursion between them. 
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Figure 56 - DNS Servers and Recursion between Them 

 

All localization information queries are directed to DNS Server 1, using organizational 

URLs. This server resolves the corresponding locational URL by means of its CNAME records. 

Followed by an attempt of resolving the device’s location. As it doesn’t have any locational zones, 

it recursively queries the DNS Server 2 for the needed localization information. If the query is 

regarding data in DNS Server 2 locational zone, the server immediately responds. However, if the 

server does not have any data regarding the needed zone it proceeds to query DNS Server 3 for 

the needed localization information. Analogously, if DNS Server 3 has the needed information, it 

responds to DNS Server 2 with the information so that the latter can respond to DNS Server 1 and 

consequently the client, if it has not the queried information it proceeds to query DNS Server 4. 
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The DNS Server 4 ends this chain of recursion. With this scenario, values regarding recursive query 

response are retrieved, with three levels of recursion.  

 

The first batch of tests that were made refer to the first level of recursion. This means that 

the recursive queries made to DNS Server 1 require localization information present in the DNS 

Server 2, in other words the user is at its original LAN (Póvoa de Varzim). Ten consecutive requests 

were made with their query times (Round-Trip Times, RTT) collected. Figure 57 exposes the 

collected data. As expected, with a scenario with both servers in the same (domestic) LAN, the 

collected query times are almost negligible, ranging from around 1500 to 2000 microseconds. 

Considering the average walking speed of a human, this translates into a geographical error of two 

to three millimeters. 

 

 
Figure 57 - Query Times, 1st Level of Recursion, Same LAN 

 

For the second batch of tests the second level of recursion was evaluated. The 

organizational DNS server (DNS Server 1) was queried with a URL which localization information 

is present in DNS Server 3, because the user is now at the DNS Server 3 LAN (Braga). Connection 

to the LAN of DNS Server 3 is achieved by means of an ISP connection. As for the previous test a 

set of ten consecutive requests were made, however in this case two different network conditions 

were considered. These requests were made when the network was experiencing very low usage 

and when under heavy usage, in order to get data regarding both best and worst case scenarios. 

Figure 58 shows the Query Times regarding both Heavy Usage (HU) and Low Usage (LU). As 

expected the values obtained with the network under Low Usage are lower than when in Heavy 
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Usage, however not substantially. When comparing to the first level of recursion tests, these values 

are substantially higher. However, with values ranging from around thirty milliseconds (Low Usage) 

to around a hundred milliseconds (Heavy Usage), which translate to a geographical error of four to 

ten centimeters, the results are very satisfactory. 

 

 
Figure 58 - Query Times, 2nd Level of Recursion, Different LANs, ISP Connection 

 

 The final batch of tests evaluates the third, and last, level of recursion. In this case the 

organizational server was queried with a URL which localization information is only present in the 

DNS Server 4 locational zone, which means the user has finished its trip and is now at the DNS 

Server 4 LAN (Guimarães). As previously stated, the connection between the DNS Server 1 and 2 

LAN and the DNS Server 3 LAN was made by means of an ISP connection. Connection between 

DNS Server 3 and 4 LANs was made by means of an inter-campus academic connection. As with 

the previous test, requests were made in High and Low Usage scenarios. Figure 59 shows the 

Query Times regarding both Heavy Usage (HU) and Low Usage (LU). When comparing to the 

second level of recursion tests, these values are higher. However, with values ranging from around 

fifty milliseconds (Low Usage) to around a hundred and twenty milliseconds (Heavy Usage), which 

translate to a geographical error of seven to seventeen centimeters, the results are again very 

satisfactory. 
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Figure 59 - Query Times, 3rd Level of Recursion, Different LANs, ISP Connection and Inter-Campus Academic Connection 

 

 To conclude, these tests have provided data that show that a localization service making 

use of the distributed capabilities of DNS, such as recursive operations, is a viable option and 

produces very satisfactory results in a variety of scenarios. 
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Chapter VI – Conclusions & Future 

Work 

This work had as its main challenge a specific goal, to find a network service suitable to 

become a Global Localization Service. With localization services and technologies gaining more and 

more popularity, it was curious that when thinking of implementations, network-sided approaches 

seemed somewhat overlooked. This work’s research was made in order to show that, in fact, a 

network-sided approach brings certain advantages that a client-sided approach does not. 

Research was made so that concepts and present state of advance were clear enough to 

successfully challenge this subject. This established a basis of knowledge for selecting a group of 

network services with the potential of becoming Global Localization Services, from which the 

Domain Name System (DNS) was selected. With the DNS set as the basis for this work’s Global 

Localization Service, the necessary study of the service was made and a functional application 

exposed, as well as concrete data regarding interesting real-world scenarios. 

 

The first study responsible for setting off this dissertation, which presents a collection of 

information in the spectrum of Location Based Services, offered a knowledge base essential to 

understand the principles and technologies behind Localization Services. Succeeding the 

presentation of those important concepts, a more in-depth study was made as an effort to establish 

what projects can be considered related to this work. This proved to be a trickier task than it was 

previously thought, as what research showed was that work in this area is still very limited. Although 

only two projects were found important to the study, both had substantial amounts of information 

regarding the theme at hand, resulting in the extensive study of their features.  

With the concepts and related work exposed, the process of designing a Global Localization 

Service started taking place. First of all, a study was made in order to select a set of localization 

service candidates. It was a thorough study, where the most popular and with most potential 

services were exposed, their operation explained, and their advantages and disadvantages 

registered. Following these considerations, a comparative study of those services were made, with 

aspects important to a Global Localization Service evaluated. These characteristics were then 
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compared between all the services, and with a strong distributed operation aspect and wide-spread 

implementation, the Domain Name Server (DNS) was selected as the basis for this work’s Global 

Localization Service.  

This work took on the DNS and reimagined its usage in a location information scenario. A 

Data Model was defined using the DNS Resource Records (RRs), in order to accommodate location 

information in more than one format. The Distributed Model exposed the DNS’ capacities in 

providing location information in a distributed fashion by means of a specifically created subtree. 

Following these, an Integration Model was evaluated showing possible ways of interaction between 

this work’s service and the Localization Server. Finally, security concerns were discussed in the 

Security Model. The result of this preliminary work was presented at the fifth international 

conference on Indoor Positioning and Indoor Navigation (IPIN 2014), and later published in the 

conference proceedings [4]. 

Following this preparation, a Global Localization Service based on the DNS started to take 

shape. This work presented a service based on the Bind 9.0 implementation of the DNS Server. 

After experimenting, it was clear that its Resource Records were able to store location information, 

being the LOC record used for absolute location coordinates, and the TXT record for relative location 

coordinates and other data. However, in order to accommodate this new type of information in the 

DNS, it was concluded that a new subtree had to be designed. Because of this, the LOCP subtree 

was implemented with the aim to organize locational data side-by-side the organizational data the 

DNS usually stored. With these measures, the DNS was considered to be prepared to handle the 

task thought out for it. 

With these configurations made, this work defined a testbed that provides a testing 

environment where characteristics, such as recursive requests and distributed operation were 

possible, in order to truly evaluate the system’s performance. By using CNAME and PTR records, 

a relationship between the DNS’ organizational and locational data was possible. This was very 

important, as it made possible the desired behavior of being able to request a location of a device 

by its organizational URL.  

Succeeding the testbed, both a general purpose API definition and a Java API definition 

were made. With this, a basis for work on this matter was preemptively given, constituting an 

incentive for future development in this area. Regarding the Java API, in its current form it can only 
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handle requests, being this functionality exposed in this work. However, update functionality was 

already planned and its implementation would be significant future work. 

Using the built testbed, two distinct experimental scenarios were evaluated. One that 

focused on the delay between when the real-world action took place and when the user would be 

notified about it, and another that evaluated the recursive requests and distributed behavior of 

DNS. Results from both scenarios were considered very satisfactory, as the values measured 

translated into minimal geographical errors. 

 

The DNS proved itself as a service capable of providing a Global Localization Service. Being 

able to store the necessary data, organize it hierarchically and even relate it to organizational data 

making possible a more user-friendly approach to the system. When tested in real-world scenarios 

it provided results capable of competing with the current real-time locating systems, when also 

bringing advantages related to being network-sided. 

As future work, as it was already referred it is recommended the continuation of 

development regarding the Java API, turning it into a more powerful tool to make use of this system. 

Eventually, the development of client applications that use the API. It would also be interesting to 

implement this work’s service with a Localization Server, using the update functionality of the API, 

and deploy the whole system in order to it being used by its clients. 

With the conclusion of this work, a new Global Localization Service with strong potential 

was presented. Although some setbacks occurred, the initially agreed objectives were met. With 

even new goals being added, such as the API, although future work is clearly needed. This work as 

challenging as it was, it turned out to be very rewarding as a new service is being presented for the 

first time.  
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Annex A – LocAPI Java Code 
 

package locapi; 

import java.io.IOException; 

import java.net.InetAddress; 

import java.net.UnknownHostException; 

 

 

 

/** 

 * 

 * @author António 

 */ 

public class LocAPI { 

 

    static String IPaddress = null; 

    static String PrivateKey = null; 

    static String Domain = null; 

     

     

     

    static int 

    init(String IP, String function, String pkey, String domain)  

            throws UnknownHostException, IOException { 

         

        if (function == "r" && InetAddress.getByName(IP).isReachable(3000)) { 

            IPaddress = IP; 

            System.out.println("Remote Server is reachable: request mode 

initialized."); 

            return 0; 

        } else if (function == "u" && 

InetAddress.getByName(IP).isReachable(3000)){ 

            IPaddress = IP; 

            PrivateKey = pkey; 

            Domain = domain; 

            System.out.println("Remote Server is reachable: update mode 

initialized."); 

            System.out.println("Currently not implemented in this release."); 

            return 0; 

        } else if (function == "r" || function == "u") { 

            System.out.println("Unreachable Server."); 

        } else 

            System.out.println("Unknown Function."); 

            return -1; 

         

             

         

    } 

     

      

 

   

   

    static String 

    get_position(String URL) throws IOException { 

         

        String[] argv = null; 

        String loc =  null; 

        String data = "@" + IPaddress + " " + URL + " loc"; 

        argv = data.split(" "); 
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        loc = Dig.digLOC(argv); 

         

        if (loc == "-1") { 

            return "Failure requesting data."; 

        } else  

            return loc; 

         

    } 

 

     

    static String 

    get_tposition(String URL) throws IOException { 

         

        String[] argv = null; 

        String loc =  null; 

        String data = "@" + IPaddress + " " + URL + " txt"; 

        argv = data.split(" "); 

         

        loc = Dig.digTXT(argv); 

         

        if (loc == "-1") { 

            return "Failure requesting data."; 

        } else  

            return loc; 

         

    } 

     

   

     

}   
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Annex B – Altered Dig Class Java Code  

 

package locapi; 

 

// Copyright (c) 1999-2004 Brian Wellington (bwelling@xbill.org) 

 

import java.io.*; 

import java.net.*; 

 

import org.xbill.DNS.*; 

 

/** @author Brian Wellington &lt;bwelling@xbill.org&gt; */ 

 

public class Dig { 

 

static Name name = null; 

static int type = Type.A, dclass = DClass.IN; 

static long queryTime = 0; 

static Message data = null; 

 

static void 

usage() { 

.out.println("Usage: dig [@server] name [<type>] [<class>] " + 

     "[options]"); 

.exit(0); 

} 

 

static void 

doQuery(Message response, long ms) throws IOException { 

.out.println("; java dig 0.0"); 

.out.println(response); 

.out.println(";; Query time: " + ms + " ms"); 

} 

 

static void 

doAXFR(Message response) throws IOException { 

.out.println("; java dig 0.0 <> " + name + " axfr"); 

 if (response.isSigned()) { 

 .out.print(";; TSIG "); 

  if (response.isVerified()) 

  .out.println("ok"); 

  else 

  .out.println("failed"); 

 } 

 

 if (response.getRcode() != Rcode.NOERROR) { 

 .out.println(response); 

  return; 

 } 

 

[] records = response.getSectionArray(Section.ANSWER); 

 for (int i = 0; i < records.length; i++) 

 .out.println(records[i]); 

 

.out.print(";; done ("); 

.out.print(response.getHeader().getCount(Section.ANSWER)); 

.out.print(" records, "); 

.out.print(response.getHeader().getCount(Section.ADDITIONAL)); 

.out.println(" additional)"); 

} 
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static int 

digger(String argv[]) throws IOException { 

server = null; 

 int arg; 

query, response; 

rec; 

res = null; 

 boolean printQuery = false; 

 long startTime, endTime; 

 

 if (argv.length < 1) { 

  usage(); 

 } 

 

 try { 

 = 0; 

  if (argv[arg].startsWith("@")) 

  = argv[arg++].substring(1); 

 

  if (server != null) 

  = new SimpleResolver(server); 

  else 

  = new SimpleResolver(); 

 

 nameString = argv[arg++]; 

  if (nameString.equals("-x")) { 

   name = ReverseMap.fromAddress(argv[arg++]); 

   type = Type.PTR; 

   dclass = DClass.IN; 

  } 

  else { 

   name = Name.fromString(nameString, Name.root); 

   type = Type.value(argv[arg]); 

   if (type < 0) 

    type = Type.A; 

   else 

   ++; 

 

   dclass = DClass.value(argv[arg]); 

   if (dclass < 0) 

    dclass = DClass.IN; 

   else 

   ++; 

  } 

 

  while (argv[arg].startsWith("-") && argv[arg].length() > 1) { 

   switch (argv[arg].charAt(1)) { 

   case 'p': 

   portStr; 

    int port; 

    if (argv[arg].length() > 2) 

    = argv[arg].substring(2); 

    else 

    = argv[++arg]; 

   = Integer.parseInt(portStr); 

    if (port < 0 || port > 65536) { 

    .out.println("Invalid port"); 

     return -1; 

    } 

   .setPort(port); 

    break; 

 

   case 'b': 

   addrStr; 

    if (argv[arg].length() > 2) 

    = argv[arg].substring(2); 

    else 
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    = argv[++arg]; 

   addr; 

    try { 

    = InetAddress.getByName(addrStr); 

    } 

    catch (Exception e) { 

    .out.println("Invalid address"); 

     return -1; 

    } 

   .setLocalAddress(addr); 

    break; 

 

   case 'k': 

   key; 

    if (argv[arg].length() > 2) 

    = argv[arg].substring(2); 

    else 

    = argv[++arg]; 

   .setTSIGKey(TSIG.fromString(key)); 

    break; 

 

   case 't': 

   .setTCP(true); 

    break; 

 

   case 'i': 

   .setIgnoreTruncation(true); 

    break; 

 

   case 'e': 

   ednsStr; 

    int edns; 

    if (argv[arg].length() > 2) 

    = argv[arg].substring(2); 

    else 

    = argv[++arg]; 

   = Integer.parseInt(ednsStr); 

    if (edns < 0 || edns > 1) { 

    .out.println("Unsupported " + 

         "EDNS level: " + 

         edns); 

     return -1; 

    } 

   .setEDNS(edns); 

    break; 

 

   case 'd': 

   .setEDNS(0, 0, ExtendedFlags.DO, null); 

    break; 

 

   case 'q': 

      = true; 

    break; 

 

   default: 

   .out.print("Invalid option: "); 

   .out.println(argv[arg]); 

   } 

  ++; 

  } 

 

 } 

 catch (ArrayIndexOutOfBoundsException e) { 

  if (name == null) 

   usage(); 

 } 

 if (res == null) 
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 = new SimpleResolver(); 

 

= Record.newRecord(name, type, dclass); 

= Message.newQuery(rec); 

 if (printQuery) 

 .out.println(query); 

= System.currentTimeMillis(); 

= res.send(query); 

= System.currentTimeMillis(); 

 

 if (type == Type.AXFR) 

  doAXFR(response); 

 else 

                queryTime = endTime - startTime; //added 

                data = response; 

                return 1; 

  //doQuery(response, endTime - startTime); //removed 

         

         

} 

 

//ADDED 

 

static long  

digTime (String[] argv) throws IOException { 

     

    int success = 0; 

     

    success = digger(argv); 

     

    if (success > 0) { 

        return queryTime; 

    } else  

        return -1; 

     

} 

 

static String 

digLOC (String[] argv) throws IOException { 

     

    String loc = null; 

    int success = 0; 

     

    success = digger(argv); 

     

    if (success > 0) { 

        digger(argv); 

        String raw = data.toString(); 

        //cleaning 

        String[] split = raw.split("NAME"); 

        String[] ssplit = split[1].split("LOC"); 

        String[] sssplit = ssplit[1].split(";;"); 

        //String loc = sssplit[0].substring(0, sssplit[0].length()-1); 

        //sssplit[0].replace(" ", ""); 

        loc = sssplit[0]; 

     

        return loc; 

         

    } else  

        return "-1"; 

     

} 

 

static String 

digTXT (String[] argv) throws IOException { 

     

    String txt = null; 
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    int success = 0; 

     

    success = digger(argv); 

     

    if (success > 0) { 

        digger(argv); 

        String raw = data.toString(); 

        //cleaning 

        String[] split = raw.split("NAME"); 

        String[] ssplit = split[1].split("TXT"); 

        String[] sssplit = ssplit[1].split(";;"); 

        //String loc = sssplit[0].substring(0, sssplit[0].length()-1); 

        //sssplit[0].replace(" ", ""); 

        txt = sssplit[0]; 

     

        return txt; 

         

    } else  

        return "-1"; 

     

} 

 

}  

 


