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7KLV LV DFDGHPLF ZRUN WKDW FDQ EH XVHG E\ WKLUG SDUWLHV DV ORQJ DV LQWHUQDWLRQDOO\ DFFHSWHG UXOHV DQG JRRG

SUDFWLFHV UHJDUGLQJ FRS\ULJKW DQG UHODWHG ULJKWV DUH UHVSHFWHG�

$FFRUGLQJO\� WKLV ZRUN PD\ EH XVHG XQGHU WKH OLFHQVH SURYLGHG EHORZ�

,I WKH XVHU QHHGV SHUPLVVLRQ WR PDNH XVH RI WKH ZRUN XQGHU FRQGLWLRQV QRW SURYLGHG IRU LQ WKH LQGLFDWHG

OLFHQVLQJ� WKH\ VKRXOG FRQWDFW WKH DXWKRU WKURXJK WKH 5HSRVLWRUL80 RI 8QLYHUVLGDGH GR 0LQKR�

/LFHQVH JUDQWHG WR WKH XVHUV RI WKLV ZRUN

&UHDWLYH &RPPRQV $WWULEXWLRQ ��� ,QWHUQDWLRQDO

&& %< ���
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$FNQRZOHGJHPHQWV

(VWH GRFXPHQWR PDUFD R ILP GH XPD ORQJD MRUQDGD� -RUQDGD HVVD TXH VH UHYHORX H[WUHPDPHQWH GHVDIL�

DQWH PDV VREUHWXGR HQULTXHFHGRUD� H TXH QmR WHULD VLGR SRVVtYHO VHP D DMXGD GH GLYHUVDV SHVVRDV TXH

HVWLYHUDP SUHVHQWHV DR ORQJR GH WRGR R VHX SHUFXUVR�

(P SULPHLUR OXJDU� JRVWDULD GH DJUDGHFHU DR PHX RULHQWDGRU� 'RXWRU -RmR 3DXOR� 6LQWR�PH SULYHOLJLDGR

SHOD VXD LQFDQViYHO RULHQWDomR� SHODV LQ~PHUDV GLVFXVV}HV IHLWDV DR ORQJR GH WRGR R SHUFXUVR� H VREUHWXGR�

SRU PROGDU D IRUPD FRP TXH HQFDUR D LQYHVWLJDomR� $JUDGHoR SRU WHU VLGR R SULPHLUR D DFUHGLWDU HP PLP�

H HVSHUR TXH HVWD MRUQDGD PDUTXH DSHQDV R LQtFLR GH XPD ORQJD FDUUHLUD HP FRODERUDomR�

$JUDGHoR WDPEpP DR 3URIHVVRU -RVp 2UODQGR 3HUHLUD� TXH FR�RULHQWRX HVWH WUDEDOKR� SRU WRGDV DV GL�

FXVV}HV� FRQVHOKRV� H SDUWLOKD GH FRQKHFLPHQWR� TXH IRUDP GHWHUPLQDQWHV SDUD R VXFHVVR GHVWH WUDEDOKR�

, KDYH EHHQ IRUWXQDWH IRU FROODERUDWLQJ ZLWK VR PDQ\ SHRSOH WKURXJKRXW WKHVH \HDUV� , WKDQN -DVRQ

+DJD� <XVXNH 7DQLPXUD� 9LMD\ &KLGDPEDUDP� $O\VVRQ %HVVDQL� $OEHUWR )DULD� 0DUFR 'DQWDV� :HLMLD ;X�

&OiXGLD &RUUHLD� &OiXGLD %ULWR� 7kQLD (VWHYHV� 'LRJR /HLWmR� ;LQOLDQ /LX� 0DULDQD 0LUDQGD� $PLW 5XKHOD�

6WHSKHQ +DUUHOO� 7RGG (YDQV� %HUQDUGR 3RUWHOD� DQG 'DQQ\ +DUQLN� , DP DOVR JUDWHIXO WR 2DQD %DOPDX

IRU KHU UHVHDUFK DGYLFHV DQG FRPPHQWV RQ SDSHUV� 1RQH RI WKLV ZRUN ZRXOG EH SRVVLEOH ZLWKRXW WKH

QXPHURXV DQG LQVLJKWIXO GLVFXVVLRQV WKDW , KDG ZLWK HDFK RI WKHP�

$RV PHXV FROHJDV GH ODERUDWyULR� $OEHUWR )DULD� $QD $ORQVR� &DWDULQD /HRQHV� &OiXGLD %ULWR� 'DQLHO

&UX]� 'LRJR &RXWR� )iELR &RHOKR� )UDQFLVFR &UX]� )UDQFLVFR 0DLD� )UDQFLVFR 1HYHV� -RmR 'LDV� -RmR

0DUFR� /XLV 0HUXMH� 0DULDQD 0LUDQGD� 1XQR 0DFKDGR� 3DXOD 5RGULJXHV� 5LFDUGR 9LODoD� 5RJpULR 3RQWHV�

5XL 0LJXHO� 7kQLD (VWHYHV� 9LWRU (QHV� H GHPDLV FRUSR GRFHQWH� SHORV PRPHQWRV GH DOHJULD H FRPSDQ�

KHLULVPR SDUWLOKDGRV DR ORQJR GHVWD MRUQDGD� 8P HVSHFLDO REULJDGR j 'RQD $XURUD�

$RV PHXV SDLV� %HQMDPLP H +HOHQD� TXH VHPSUH JDUDQWLUDP DV FRQGLo}HV QHFHVViULDV SDUD DWLQJLU

RV PHXV REMHFWLYRV H PH DSRLDUDP DR ORQJR GD PLQKD YLGD� 0XLWR REULJDGR SRU SRGHU FRQWDU FRQYRVFR�

3RU ILP� TXHUR GHL[DU XP DJUDGHFLPHQWR HVSHFLDO j SHVVRD TXH PH WHP DFRPSDQKDGR DR ORQJR GHVWHV

~OWLPRV DQRV� H TXH FRQWULEXL WRGRV RV GLDV SDUD D PLQKD IHOLFLGDGH� 2EULJDGR ,VDEHO SRU FDPLQKDUHV

VHPSUH DR PHX ODGR� SDUWLOKDQGR FRPLJR RV ERQV PRPHQWRV H DSRLDQGR QRV PDXV�

$GLFLRQDOPHQWH� RV PHXV DJUDGHFLPHQWRV jV LQVWLWXLo}HV TXH DSRLDUDP R WUDEDOKR DTXL DSUHVHQWDGR�

$ )XQGDomR SDUD D &LrQFLD H 7HFQRORJLD �)&7� DSRLRX HVWH WUDEDOKR DWUDYpV GD EROVD GH GRXWRUDPHQWR

6)5+�%'������������� 2 'HSDUWDPHQWR GH ,QIRUPiWLFD GD 8QLYHUVLGDGH GR 0LQKR� R +$6/DE� H

,1(6& 7(& RIHUHFHUDP�PH DV FRQGLo}HV QHFHVViULDV SDUD R GHVHQYROYLPHQWR GHVWH WUDEDOKR�

LLL
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, KHUHE\ GHFODUH KDYLQJ FRQGXFWHG WKLV DFDGHPLF ZRUN ZLWK LQWHJULW\� , FRQILUP WKDW , KDYH QRW XVHG

SODJLDULVP RU DQ\ IRUP RI XQGXH XVH RI LQIRUPDWLRQ RU IDOVLILFDWLRQ RI UHVXOWV DORQJ WKH SURFHVV OHDGLQJ WR

LWV HODERUDWLRQ�

, IXUWKHU GHFODUH WKDW , KDYH IXOO\ DFNQRZOHGJHG WKH &RGH RI (WKLFDO &RQGXFW RI WKH 8QLYHUVLGDGH GR

0LQKR�

%UDJD 6HSWHPEHU �WK� �����

�5LFDUGR *RQoDOYHV 0DFHGR�

LY



5HVXPR

3ODQRV GH 'DGRV 'HILQLGRV SRU 6RIWZDUH QR (VSDoR GR 8WLOL]DGRU

2V VLVWHPDV FHQWUDGRV HP GDGRV FRPR EDVHV GH GDGRV� VLVWHPDV GH DUPD]HQDPHQWR FKDYH�YDORU�

H PRWRUHV GH DSUHQGL]DJHP DXWRPiWLFD� VmR KRMH FRPSRQHQWHV IXQGDPHQWDLV SDUD DV LQIUDHVWUXWXUDV

GH FRPSXWDomR PRGHUQDV� 'H IRUPD D DWLQJLU ERP GHVHPSHQKR� HVWHV VLVWHPDV LPSOHPHQWDP YiULDV

RWLPL]Do}HV GH DUPD]HQDPHQWR� FRPR HVFDORQDPHQWR GH (�6� GLIHUHQFLDomR� H FDFKLQJ� (VWD GLVVHUWD�

omR DUJXPHQWD TXH HVWDV RWLPL]Do}HV WrP YLQGR D VHU LPSOHPHQWDGDV GH IRUPD VXEyWLPD� (P SULPHLUR

OXJDU� DV RWLPL]Do}HV HVWmR IRUWHPHQWH DFRSODGDV j LPSOHPHQWDomR GR VLVWHPD� H UHTXHUHP XP FRQKH�

FLPHQWR H[WHQVR GR PHVPR SRU SDUWH GH TXHP DV LPSOHPHQWD� EHP FRPR PXGDQoDV VLJQLILFDWLYDV QR

VHX FyGLJR� GLILFXOWDQGR D VXD PDQXWHQomR H SRUWDELOLGDGH� (P VHJXQGR OXJDU� HVWDV RWLPL]Do}HV VmR

PDLRULWDULDPHQWH LPSOHPHQWDGDV GH IRUPD LVRODGD H FRP YLVLELOLGDGH SDUFLDO GD LQIUDHVWUXWXUD� OHYDQGR�DV

D FRPSHWLU SRU UHFXUVRV GH (�6 SDUWLOKDGRV� D FRQWHQomR QR VLVWHPD� H YDULDELOLGDGH QR GHVHPSHQKR�

(VWD GLVVHUWDomR UHVROYH HVWHV GHVDILRV UHGHILQLQGR D IRUPD FRPR DV RWLPL]Do}HV GH (�6 VmR LPSOH�

PHQWDGDV� (P HVSHFtILFR� DV RWLPL]Do}HV GHYHP ��� VHU GHVDFRSODGDV GR VLVWHPD� ��� WRPDU GHFLV}HV

FRRUGHQDGDV VREUH RV UHFXUVRV GH (�6 GH IRUPD D JDUDQWLU FRQWUROR KROtVWLFR� H ��� VHUHP SURJUDPiYHLV

H DGDSWiYHLV GH DFRUGR FRP RV UHTXLVLWRV GR VLVWHPD� 3DUD DWLQJLU HVWHV REMHWLYRV� GHIHQGHPRV TXH R

SDUDGLJPD GH $UPD]HQDPHQWR 'HILQLGR SRU 6RIWZDUH �$'6� IRUQHFH XP GHVHQKR DGHTXDGR� HPERUD LQ�

FRPSOHWR� SDUD LPSOHPHQWDU HVWDV RWLPL]Do}HV� $VVLP� FRPHoDPRV SRU VLVWHPDWL]DU R WUDEDOKR HP $'6�

LGHQWLILFDQGR RV SULQFtSLRV GH GHVHQKR FRPXQV HQWUH VLVWHPDV� GLVFXWLPRV DV FDUDFWHUtVWLFDV TXH LPSXOVL�

RQDUDP D DSOLFDELOLGDGH GH FDGD VROXomR� H LGHQWLILFDPRV DV FDXVDV TXH LPSRVVLELOLWDP D VROXomR GHVWHV

GHVDILRV SRU SDUWH GRV VLVWHPDV DWXDLV� &RPR FRQWULEXLomR SULQFLSDO� LQWURGX]LPRV R VLVWHPD 3$,2� XP

QRYR SODQR GH GDGRV GH $'6 TXH SHUPLWH FRQVWUXLU RSWLPL]Do}HV GH (�6 SRUWiYHLV H JHQpULFDV QR HVSDoR

GR XWLOL]DGRU� 3RU ILP� GHPRQVWUDPRV R GHVHPSHQKR H D HILFiFLD GH RWLPL]Do}HV LPSOHPHQWDGDV FRP R

3$,2 FRQVWUXLQGR WUrV SODQRV GH GDGRV� R SULPHLUR JDUDQWH FRQWUROR GD ODWrQFLD QRV SHUFHQWLV DOWRV HP

VLVWHPDV GH DUPD]HQDPHQWR FKDYH�YDORU� R VHJXQGR JHUH D ODUJXUD GH EDQGD GH DSOLFDo}HV QXP DPELHQWH

GH DUPD]HQDPHQWR SDUWLOKDGR� H R WHUFHLUR JDUDQWH FRQWUROR QD TXDOLGDGH GH VHUYLoR GDV RSHUDo}HV GH

PHWDGDGRV QXP VLVWHPD GH ILFKHLURV SDUDOHOR� &RP HVWDV FRQWULEXLo}HV� PRVWUDPRV TXH p SRVVtYHO FRQV�

WUXLU RWLPL]Do}HV GH (�6 GHVDFRSODGDV GR VLVWHPD� TXH DWXDP FRP YLVLELOLGDGH JOREDO� H TXH JDUDQWHP

UHVXOWDGRV HTXLSDUiYHLV RX PHOKRUHV TXH RWLPL]Do}HV LPSOHPHQWDGDV GH IRUPD WUDGLFLRQDO�

3DODYUDV�FKDYH� $UPD]HQDPHQWR GHILQLGR SRU VRIWZDUH� $UPD]HQDPHQWR SURJUDPiYHO� 2WLPL]Do}HV GH

DUPD]HQDPHQWR� 3ODQR GH GDGRV�

Y



$EVWUDFW

8VHU�OHYHO 6RIWZDUH�'HILQHG 6WRUDJH 'DWD 3ODQHV

'DWD�FHQWULF V\VWHPV VXFK DV GDWDEDVHV� NH\�YDOXH VWRUHV �.96�� DQG PDFKLQH OHDUQLQJ HQJLQHV KDYH

EHFRPH DQ LQWHJUDO SDUW RI PRGHUQ ,�2 LQIUDVWUXFWXUHV� *RRG SHUIRUPDQFH IRU WKHVH V\VWHPV RIWHQ UHTXLUHV

LPSOHPHQWLQJ PXOWLSOH VWRUDJH RSWLPL]DWLRQV VXFK DV ,�2 VFKHGXOLQJ� GLIIHUHQWLDWLRQ� DQG FDFKLQJ� 7KLV

GLVVHUWDWLRQ DUJXHV WKDW VXFK RSWLPL]DWLRQV DUH LPSOHPHQWHG LQ D VXE�RSWLPDO PDQQHU� )LUVW� RSWLPL]DWLRQV

DUH WLJKWO\ FRXSOHG WR WKH V\VWHP LPSOHPHQWDWLRQ� DQG UHTXLUH D GHHS XQGHUVWDQGLQJ RI WKH V\VWHP·V

LQWHUQDO RSHUDWLRQ PRGHO DQG SURIRXQG FRGH UHIDFWRULQJ� OLPLWLQJ WKHLU PDLQWDLQDELOLW\ DQG SRUWDELOLW\ DFURVV

RWKHU V\VWHPV WKDW ZRXOG HTXDOO\ EHQHILW IURP WKHP� 6HFRQG� RSWLPL]DWLRQV DUH RIWHQ LPSOHPHQWHG LQ

LVRODWLRQ DQG ZLWK SDUWLDO YLVLELOLW\ RI WKH LQIUDVWUXFWXUH� FRPSHWLQJ IRU VKDUHG ,�2 UHVRXUFHV� DQG JHQHUDWLQJ

,�2 FRQWHQWLRQ DQG SHUIRUPDQFH YDULDWLRQ�

7KLV GLVVHUWDWLRQ DGGUHVVHV WKHVH FKDOOHQJHV E\ UHGHILQLQJ KRZ ,�2 RSWLPL]DWLRQV DUH LPSOHPHQWHG�

6SHFLILFDOO\� RSWLPL]DWLRQV VKRXOG ��� EH GHFRXSOHG IURP WKH WDUJHWHG V\VWHP� ��� SHUIRUP FRRUGLQDWHG

GHFLVLRQV RYHU ,�2 UHVRXUFHV WR HQVXUH KROLVWLF FRQWURO� DQG ��� EH SURJUDPPDEOH DQG DGDSWDEOH WR WKH

UHTXLUHPHQWV RI WKH WDUJHWHG V\VWHP� :H DGYRFDWH WKDW WKH 6RIWZDUH�'HILQHG 6WRUDJH �6'6� SDUDGLJP

SURYLGHV D FRPSHOOLQJ EXW LQFRPSOHWH GHVLJQ IRU LPSOHPHQWLQJ VXFK RSWLPL]DWLRQV� $V VXFK� ZH VWDUW E\

VXUYH\LQJ DQG V\VWHPDWL]LQJ WKH FXUUHQW ERG\ RI ZRUN RQ 6'6� LGHQWLI\LQJ FRPPRQ GHVLJQ IHDWXUHV VKDUHG

EHWZHHQ H[LVWLQJ V\VWHPV� GLVFXVVLQJ WKH FKDUDFWHULVWLFV WKDW KDYH GULYHQ WKH GHVLJQ DQG DSSOLFDELOLW\ RI

HDFK VROXWLRQ XQGHU D JLYHQ VWRUDJH VFHQDULR� DQG XQFRYHULQJ ZK\ H[LVWLQJ V\VWHPV GR QRW VXFFHVVIXOO\

DGGUHVV WKHVH FKDOOHQJHV� 7KHQ� DV RXU PDLQ FRQWULEXWLRQ� ZH LQWURGXFH 3$,2� D QHZ 6'6 GDWD SODQH

IUDPHZRUN WKDW HQDEOHV EXLOGLQJ XVHU�OHYHO� SRUWDEOH� DQG JHQHUDOO\ DSSOLFDEOH VWRUDJH RSWLPL]DWLRQV� )L�

QDOO\� ZH GHPRQVWUDWH WKH SHUIRUPDQFH DQG HIIHFWLYHQHVV RI FRPSOH[ ,�2 RSWLPL]DWLRQV LPSOHPHQWHG ZLWK

3$,2 E\ EXLOGLQJ WKUHH GDWD SODQH VWDJHV� 1DPHO\� WKH ILUVW VWDJH HQVXUHV WDLO ODWHQF\ FRQWURO LQ /RJ�

6WUXFWXUHG 0HUJH WUHH .96V� WKH VHFRQG DFKLHYHV SHU�DSSOLFDWLRQ EDQGZLGWK FRQWURO LQ VKDUHG VWRUDJH

VHWWLQJV� DQG WKH WKLUG HQVXUHV 4R6 FRQWURO RI PHWDGDWD RSHUDWLRQV LQ SDUDOOHO ILOH V\VWHPV� :LWK WKHVH

FRQWULEXWLRQV� WKLV GLVVHUWDWLRQ GHPRQVWUDWHV WKDW LW LV SRVVLEOH WR EXLOG FRPSOH[ ,�2 RSWLPL]DWLRQV WKDW

DUH GHFRXSOHG IURP WKH WDUJHWHG V\VWHP DQG DFWXDWH ZLWK JOREDO LQIUDVWUXFWXUH YLVLELOLW\� ZKLOH DFKLHYLQJ

VLPLODU RU EHWWHU UHVXOWV WKDQ WUDGLWLRQDOO\ LPSOHPHQWHG RQHV�

.H\ZRUGV� 'DWD 3ODQH� 3URJUDPPDEOH 6WRUDJH� 6RIWZDUH�'HILQHG 6WRUDJH� 6WRUDJH 2SWLPL]DWLRQV�

YL



&RQWHQWV

/LVW RI )LJXUHV [

/LVW RI 7DEOHV [LL

/LVW RI $OJRULWKPV [LLL

$FURQ\PV [LY

� ,QWURGXFWLRQ �

��� 3UREOHP 6WDWHPHQW DQG 2EMHFWLYHV � � � � � � � � � � � � � � � � � � � � � � � � �

��� &RQWULEXWLRQV � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� 5HVXOWV � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� 2XWOLQH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� 6RIWZDUH�'HILQHG 6WRUDJH %DFNJURXQG �

��� 2YHUYLHZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� 'DWD 3ODQH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 3URSHUWLHV � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 6WDJH 'HVLJQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 6XPPDU\ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &RQWURO 3ODQH ³ &RQWUROOHUV � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 3URSHUWLHV � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� &RQWUROOHU 'LVWULEXWLRQ � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 6XPPDU\ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &RQWURO 3ODQH ³ &RQWURO $SSOLFDWLRQV � � � � � � � � � � � � � � � � � � � � � � � ��

��� 6XUYH\ RI 6RIWZDUH�'HILQHG 6WRUDJH 6\VWHPV � � � � � � � � � � � � � � � � � � � � ��

����� 6XUYH\ E\ ,QIUDVWUXFWXUH � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 6XUYH\ E\ &RQWURO 6WUDWHJ\ � � � � � � � � � � � � � � � � � � � � � � � � ��

YLL



&217(176

����� 6XUYH\ E\ (QIRUFHPHQW 6WUDWHJ\ � � � � � � � � � � � � � � � � � � � � � ��

����� 'LVFXVVLRQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� /HVVRQV /HDUQHG DQG 2SHQ 5HVHDUFK &KDOOHQJHV � � � � � � � � � � � � � � � � � ��

� 3$,2� $ 6RIWZDUH�'HILQHG 6WRUDJH 'DWD 3ODQH )UDPHZRUN ��

��� 3$,2 LQ D 1XWVKHOO � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� $EVWUDFWLRQV LQ 3$,2 � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� +LJK�OHYHO $UFKLWHFWXUH � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� $ 'D\ LQ WKH /LIH RI D 5HTXHVW � � � � � � � � � � � � � � � � � � � � � � � ��

��� ,�2 'LIIHUHQWLDWLRQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� ,�2 (QIRUFHPHQW � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
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��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���� ���� ���� ���
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,236 ,QSXW�2XSXW 2SHUDWLRQV SHU 6HFRQG [� ��� ��� ��� ��

,R7 ,QWHUQHW RI 7KLQJV �� ��� ��

.96 .H\�9DOXH 6WRUH [� �� �� �� �� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���

��� ���

/R& /LQHV RI &RGH �� ��� ��� ��� ��� ��

/3 /LQHDU 3URJUDPPLQJ ��� ��� ��

/60 /RJ�6WUXFWXUHG 0HUJH WUHH [� �� �� �� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���

/67) /HDVW 6ODFN 7LPH )LUVW ��� ��

0'6 0HWDGDWD 6HUYHU ��� ��

0'7 0HWDGDWD 7DUJHW ��� ��� ��� ��� ��� ��� ���

0/ 0DFKLQH /HDUQLQJ ��� ��� ��� ��

1(56& 1DWLRQDO (QHUJ\ 5HVHDUFK 6FLHQWLILF &RPSXWLQJ &HQWHU ��

1)6 1HWZRUN )LOH 6\VWHP ��

1,& 1HWZRUN ,QWHUIDFH &RQWUROOHU [� ��

190H 1RQ�9RODWLOH 0HPRU\ ([SUHVV [L� ��� ��� ��� ��� ��

26 2SHUDWLQJ 6\VWHP �� ��� ��� ��

266 2EMHFW 6WRUDJH 6HUYHU [L� ��� ��� ��� ���

267 2EMHFW 6WRUDJH 7DUJHW ��

3&,H 3HULSKHUDO &RPSRQHQW ,QWHUFRQQHFW ([SUHVV ��

3)/236 1015 IORDWLQJ SRLQW RSHUDWLRQV SHU VHFRQG ��

3)6 3DUDOOHO )LOH 6\VWHP [L� �� �� �� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ����

���� ���

3,' 3URFHVV ,GHQWLILHU ��� ��� ��

30 3ULRULW\0HLVWHU ��� ��� ��� ��� ��� ��� ��� ��� ��

30'. 3HUVLVWHQW 0HPRU\ 'HYHORSPHQW .LW ��� ��� ���

326,; 3RUWDEOH 2SHUDWLQJ 6\VWHP ,QWHUIDFH [L� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���

��� ��� ��� ��� ��� ��� ��� ��� ��� ���� ���� ���

4R6 4XDOLW\ RI 6HUYLFH [L� [LL� �� �� �� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���

��� ��� ��� ��� ��� ���� ���� ���
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5$0 5DQGRP $FFHVV 0HPRU\ ��� ��� ��� ��

53& 5HPRWH 3URFHGXUH &DOO ��� ��� ��� ��� ��� ��� ��

6$7$ 6HULDO $GYDQFHG 7HFKQRORJ\ $WWDFKPHQW [L� ��� ��� ��� ��

6'1 6RIWZDUH�'HILQHG 1HWZRUNLQJ �� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��

6'6 6RIWZDUH�'HILQHG 6WRUDJH [� [LL� �� �� �� �� �� �� �� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���

��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���

��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ��� ���� ���� ���

6/2 6HUYLFH /HYHO 2EMHFWLYH ��� ��� ��� ��� ��� ��� ��� ��� ��

62$ 6HUYLFH�2ULHQWHG $UFKLWHFWXUH ��

63'. 6WRUDJH 3HUIRUPDQFH 'HYHORSPHQW .LW ��� ��� ���

66' 6ROLG 6WDWH 'ULYH [L� ��� ��� ��� ��� ��� ��� ��� ��� ��

667 6RUWHG 6WULQJV 7DEOH ��� ��� ��� ��

9)6 9LUWXDO )LOH 6\VWHP ��� ��� ��

90 9LUWXDO 0DFKLQH ��� ��� ��� ��� ��

:$/ :ULWH�$KHDG /RJJLQJ ��� ��� ��� ��

:& :RUNORDG&RPSDFWRU ��� ��� ��� ��� ��� ��� ��

<&6% <DKRR� &ORXG 6HUYLQJ %HQFKPDUN ��

[YL
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,QWURGXFWLRQ

$ PDVVLYH� HYHU�JURZLQJ DPRXQW RI GLJLWDO LQIRUPDWLRQ JHQHUDWHG IURP D QXPEHU RI GLIIHUHQW VRXUFHV LV

SURFHVVHG DQG VWRUHG HYHU\ GD\ LQ ERWK SXEOLF DQG SULYDWH SUHPLVHV >�� ���@� 7KH FRQVHTXHQW FRQWLQXDO

QHHG IRU JUHDWHU VWRUDJH DQG SURFHVVLQJ FDSDFLW\ KDV VLJQLILFDQWO\ LQFUHDVHG WKH FRPSOH[LW\ RI XQGHUO\LQJ

LQIUDVWUXFWXUHV� ,QGHHG� PRGHUQ ,�2 LQIUDVWUXFWXUHV VXFK DV HQWHUSULVH�JUDGH GDWD FHQWHUV �H�J�� FORXG

FRPSXWLQJ� VHUYHUOHVV FRPSXWLQJ� DSSOLFDWLRQ�VSHFLILF VWRUDJH VWDFNV� DQG +LJK�3HUIRUPDQFH &RPSXWLQJ

�+3&� VXSHUFRPSXWHUV� IHDWXUH VHYHUDO OD\HUV DORQJ WKH ,�2 SDWK SURYLGLQJ FRPSXWH� QHWZRUN� DQG VWRUDJH

IXQFWLRQDOLWLHV� LQFOXGLQJ RSHUDWLQJ V\VWHPV� K\SHUYLVRUV� REMHFW VWRUHV� GDWDEDVHV� ,�2 OLEUDULHV� ILOH V\V�

WHPV� DQG GHYLFH GULYHUV >���� ���� ���@� 7R DFKLHYH JRRG SHUIRUPDQFH LQ WKHVH OD\HUV� HLWKHU IURP WKH

SHUVSHFWLYH RI WKH HQG�XVHU RU WKH RYHUDOO LQIUDVWUXFWXUH �H�J�� WKURXJKSXW� UHVRXUFH PDQDJHPHQW� HQHUJ\

HIILFLHQF\�� WKHVH RIWHQ UHTXLUH LPSOHPHQWLQJ PXOWLSOH LPSRUWDQW VWRUDJH RSWLPL]DWLRQV VXFK DV VFKHGXO�

LQJ >��� ��� ���@� SULRULWL]DWLRQ DQG GLIIHUHQWLDWLRQ >���� ���� ���@� FDFKLQJ >��� ���@� UHSOLFDWLRQ >����

���@� DQG PRUH >���� ���@� )RU LQVWDQFH� /RJ�6WUXFWXUHG 0HUJH WUHH �/60� .H\�9DOXH 6WRUHV �.96� KDYH

EHFRPH DQ LQWHJUDO SDUW RI PRGHUQ LQIUDVWUXFWXUHV >��� ��� ���� ���@� DQG WR DFKLHYH KLJK WKURXJKSXW

DQG ORZ ODWHQF\ DFFHVV WR ODUJH YROXPHV RI GDWD� VHYHUDO ,�2 RSWLPL]DWLRQV KDYH EHHQ LPSOHPHQWHG RYHU

WKHVH� LQFOXGLQJ FDFKHV >���@� FKHFNVXPPLQJ >��@� ,�2 VFKHGXOHUV >��@� DQG WLHULQJ >��� ���@�

$ NH\ SUREOHP WKDW HPHUJHV IURP WKHVH RSWLPL]DWLRQV KRZHYHU� VWHPV IURP KRZ WKHVH DUH LPSOH�

PHQWHG LQ WKH ,�2 VWDFN� EHLQJ WLJKWO\ LQWHJUDWHG ZLWKLQ WKH FRUH RI HDFK V\VWHP� 6SHFLILFDOO\� WR LPSOHPHQW

WKHVH RSWLPL]DWLRQV� V\VWHP GHVLJQHUV UHTXLUH D GHHS XQGHUVWDQGLQJ RI WKH V\VWHP·V LQWHUQDO RSHUDWLRQ

PRGHO DQG SHUIRUP SURIRXQG FRGH UHIDFWRULQJ� 7KLV LV SUREOHPDWLF JLYHQ WKDW PXOWLSOH V\VWHPV XVHG LQ

SURGXFWLRQ VXFK DV &HSK >���@� 5RFNV'% >���@� DQG 7HQVRU)ORZ >�@� DUH PDGH RI WKRXVDQGV WR PLOOLRQV

RI /LQHV RI &RGH �/R&� DQG DUH XSGDWHG ZLWK QHZ IXQFWLRQDOLWLHV DQG IL[HV RQ D UHJXODU EDVLV� $V D UHVXOW�

WKLV QRW RQO\ LQFUHDVHV WKH ZRUN QHHGHG WR PDLQWDLQ DQG SRUW RSWLPL]DWLRQV WR RWKHU V\VWHPV WKDW ZRXOG

HTXDOO\ EHQHILW IURP WKHP� EXW PLJKW DOVR MHRSDUGL]H \HDUV RI GHYHORSPHQW RI WKH WDUJHWHG V\VWHP E\ LQ�

WURGXFLQJ EXJV LQ SURGXFWLRQ� )RU LQVWDQFH� WR LPSURYH WKH WDLO ODWHQF\ SHUIRUPDQFH RI 5RFNV'% >���@�

DQ LQGXVWU\�VWDQGDUG /60�EDVHG .96� 6,/. SURSRVHV DQ ,�2 VFKHGXOHU WR FRQWURO WKH LQWHUIHUHQFH DPRQJ

GLIIHUHQW RSHUDWLRQV >��@� +RZHYHU� DSSO\LQJ WKLV RSWLPL]DWLRQ RYHU 5RFNV'% UHTXLUHG FKDQJLQJ FRUH PRG�

XOHV PDGH RI WKRXVDQGV RI /R& >��� ��@� )XUWKHUPRUH� SRUWLQJ WKLV RSWLPL]DWLRQ WR RWKHU .96V� VXFK

�
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DV /HYHO'% >��@ RU 3HEEOHV'% >���@� ZKLOH IHDVLEOH� LV QRW WULYLDO� DV HYHQ WKRXJK WKH\ VKDUH WKH VDPH

KLJK�OHYHO GHVLJQ� WKH LQWHUQDO ,�2 ORJLF GLIIHUV DFURVV LPSOHPHQWDWLRQV �H�J�� GDWD VWUXFWXUHV >��� ���@�

FRPSDFWLRQ DOJRULWKPV >���� ���@��

$QRWKHU LPSRUWDQW SUREOHP WKDW DULVHV IURP LQGLVFULPLQDWHO\ HPSOR\LQJ RSWLPL]DWLRQV LQ WKH ,�2 VWDFN�

LV WKDW WKHVH DUH RIWHQ LPSOHPHQWHG LQ LVRODWLRQ DQG ZLWK SDUWLDO YLVLELOLW\ RI WKH LQIUDVWUXFWXUH� 6SHFLILFDOO\�

RSWLPL]DWLRQV DUH ILQH�WXQHG WR DWWHQG WKH UHTXLUHPHQWV RI D JLYHQ V\VWHP� EHLQJ REOLYLRXV RI WKH UHPDLQGHU

,�2 OD\HUV UXQQLQJ LQ WKH LQIUDVWUXFWXUH� 8QGHU WKLV GHVLJQ� HQVXULQJ KROLVWLF SHUIRUPDQFH LV KDUG� DQG LI

QRW FRUUHFWO\ DVVHVVHG FDQ OHDG WR KLJK OHYHOV RI ,�2 LQWHUIHUHQFH DQG SHUIRUPDQFH GHJUDGDWLRQ >���� ���@�

7KLV HIIHFW EHFRPHV IXUWKHU DPSOLILHG ZKHQ ,�2 UHVRXUFHV DUH DFFHVVHG FRQFXUUHQWO\� HLWKHU E\ GLIIHUHQW

OD\HUV RI WKH ,�2 VWDFN �H�J�� PXOWLSOH DSSOLFDWLRQV VKDULQJ D ILOH V\VWHP DQG FRPSHWLQJ IRU GLVN EDQGZLGWK�

RU HYHQ IURP LQWHUQDO EDFNJURXQG DFWLYLWLHV RI D JLYHQ OD\HU WKDW DUH FRPSHWLQJ IRU UHVRXUFHV ZLWK WKH

FRUUHVSRQGLQJ IRUHJURXQG WDVNV� DV LV WKH FDVH RI GDWDEDVHV >���@� ILOH V\VWHPV >���@� DQG .96V >���@�

)RU LQVWDQFH� EDFNJURXQG WDVNV VXFK DV FRPSDFWLRQ� FKHFNSRLQWLQJ� DQG UHSOLFDWLRQ DUH SUHGHILQHG ,�2�

LQWHQVLYH DFWLYLWLHV WKDW FDQ UDSLGO\ RYHUORDG VKDUHG UHVRXUFHV� LQWURGXFLQJ VLJQLILFDQW ,�2 LQWHUIHUHQFH

DQG ZRUNORDG EXUVWLQHVV� XOWLPDWHO\ LPSDFWLQJ RYHUDOO WKURXJKSXW DQG ODWHQF\� 7R PLQLPL]H LQWHUIHUHQFH

ZLWK IRUHJURXQG DFWLYLWLHV� EDFNJURXQG WDVNV DUH SURFHVVHG LQ D EHVW�HIIRUW PDQQHU� EHLQJ H[HFXWHG HLWKHU

SHULRGLFDOO\ RU ZKHQHYHU D FHUWDLQ WKUHVKROG LV KLW� +RZHYHU� WKH GHFLVLRQ RI ZKHQ DQG KRZ WR H[HFXWH

VXFK RSHUDWLRQV LV WDNHQ E\ WKH OD\HU LWVHOI UHJDUGOHVV RI WKH RYHUDOO ORDG RQ WKH LQIUDVWUXFWXUH DW WKH WLPH�

7KHVH SUREOHPV UHVXOW IURP KRZ ODUJH�VFDOH ,�2 LQIUDVWUXFWXUHV �DQG FRUUHVSRQGLQJ OD\HUV� KDYH EHHQ

WUDGLWLRQDOO\ GHVLJQHG� DQG UHIOHFW WKH DEVHQFH RI D WUXH SURJUDPPDEOH ,�2 VWDFN DQG WKH XQFRRUGLQDWHG

FRQWURO RI OD\HUV�

7R RYHUFRPH WKHVH FKDOOHQJHV� WKH 6RIWZDUH�'HILQHG 6WRUDJH �6'6� SDUDGLJP HPHUJHG DV D FRPSHOOLQJ

VROXWLRQ WKDW UHRUJDQL]HV WUDGLWLRQDO ,�2 VWDFNV E\ GHFRXSOLQJ WKH ,�2 PHFKDQLVPV IURP WKH SROLFLHV WKDW

JRYHUQ WKHP LQWR WZR SODQHV RI IXQFWLRQDOLW\ ³ FRQWURO DQG GDWD >���@� 7KH FRQWURO SODQH LV D ORJLFDOO\

FHQWUDOL]HG HQWLW\ WKDW FRPSULVHV V\VWHP�ZLGH YLVLELOLW\ DQG DFWV DV D JOREDO FRRUGLQDWRU� HQIRUFLQJ SROLFLHV

RYHU WKH ,�2 VWDFN LQ KROLVWLF PDQQHU� 3ROLFLHV DUH EXLOW RQ WRS RI WKLV FHQWUDOL]HG FRQWUROOHU DV FRQWURO

DOJRULWKPV� DQG GHILQH KRZ ,�2 UHTXHVWV VKRXOG EH WUHDWHG LQ HDFK SRLQW RI WKH LQIUDVWUXFWXUH� ([DPSOHV

RI VXFK FRQWURO DOJRULWKPV DUH XVHG IRU DFKLHYLQJ 4XDOLW\ RI 6HUYLFH �4R6� SURYLVLRQLQJ >���� ���@� SHUIRU�

PDQFH FRQWURO >���� ���@� DQG UHVRXUFH IDLUQHVV >���� ���@� 7KH GDWD SODQH LV D PXOWL�VWDJH FRPSRQHQW

GLVWULEXWHG RYHU WKH ,�2 VWDFN� (DFK GDWD SODQH VWDJH LPSOHPHQWV FXVWRP ,�2 ORJLF WR DSSO\ RYHU UHTXHVWV

WR PHHW D JLYHQ SROLF\ �GHILQHG E\ WKH FRQWURO SODQH�� ,Q SDUWLFXODU� VWDJHV FDQ SURYLGH VLPSOH GDWD WUDQV�

IRUPDWLRQV DV HQFU\SWLRQ DQG FRPSUHVVLRQ VFKHPHV >��� ���@� RU PRUH FRPSOH[ PHFKDQLVPV VXFK DV

WRNHQ�EXFNHWV� ,�2 VFKHGXOHUV� DQG ORDG EDODQFHUV >���� ���� ���� ���@�

6'6 DGRSWV NH\ FRQFHSWV IURP WKH 6RIWZDUH�'HILQHG 1HWZRUNLQJ �6'1� SDUDGLJP DQG DSSOLHV WKHP

WR VWRUDJH�RULHQWHG HQYLURQPHQWV� EULQJLQJ QHZ LQVLJKWV WR VWRUDJH LQIUDVWUXFWXUHV VXFK DV ��� LPSURYHG

V\VWHP SURJUDPPDELOLW\ DQG H[WHQVLELOLW\� ��� ILQH�JUDLQHG UHVRXUFH RUFKHVWUDWLRQ� ��� KROLVWLF ,�2 FRQWURO�

DQG ��� HDVH LQ SRUWDELOLW\ DQG PDLQWDLQDELOLW\�

�
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��� 3UREOHP 6WDWHPHQW DQG 2EMHFWLYHV

,Q VSLWH RI WKH FRQVLGHUDEOH DGYDQWDJHV LQWURGXFHG E\ 6'6� WKH GLIIHUHQW UHTXLUHPHQWV LQ SHUIRUPDQFH�

VFDODELOLW\� UHVLOLHQFH� DQG UHVRXUFH PDQDJHPHQW LPSRVHG RYHU PRGHUQ LQIUDVWUXFWXUHV KDYH GULYHQ H[�

LVWLQJ V\VWHPV WR IROORZ D VLPLODU SDWK DV WUDGLWLRQDOO\ LPSOHPHQWHG ,�2 RSWLPL]DWLRQV� 1DPHO\� FXUUHQW

6'6 V\VWHPV DUH WDUJHWHG IRU VSHFLILF ,�2 OD\HUV� DV WKHLU GHVLJQ LV WLJKWO\ FRXSOHG WR DQG GULYHQ E\ WKH

DUFKLWHFWXUH DQG VSHFLILFLWLHV RI WKH VRIWZDUH VWDFNV WKDW WKH\ DUH DSSOLHG WR� )RU LQVWDQFH� ZKLOH VHYHUDO

V\VWHPV HQIRUFH WKURXJKSXW DQG ODWHQF\ SROLFLHV XQGHU VKDUHG VWRUDJH VFHQDULRV� VXFK DV ,2)ORZ >���@�

&U\VWDO >��@� DQG 5HWUR >���@� HDFK RI WKHVH LV WLJKWO\ LQWHJUDWHG DQG FR�GHVLJQHG ZLWK WKH LQWHUQDO PRGXOHV

RI WKHLU WDUJHWHG ,�2 OD\HUV �H�J�� K\SHUYLVRU� REMHFW VWRUH� ILOH V\VWHP�� 8QGHU WKLV VFHQDULR� H[LVWLQJ 6'6

V\VWHPV FDQQRW EH XVHG DV D GURS�LQ UHSODFHPHQW RI RQH DQRWKHU� QRU LPSOHPHQW ,�2 RSWLPL]DWLRQV RYHU

OD\HUV QRW WDUJHWHG E\ WKHVH�

7KH PDLQ REMHFWLYH RI WKLV WKHVLV LV WKHQ WR UHGHILQH KRZ ,�2 RSWLPL]DWLRQV DUH LPSOHPHQWHG E\ HQDEOLQJ

V\VWHP GHVLJQHUV WR EXLOG RSWLPL]DWLRQV WKDW DUH VLPXOWDQHRXVO\ ��� GHFRXSOHG IURP WKH WDUJHWHG V\VWHP�

DQG GR QRW UHTXLUH VLJQLILFDQWO\ FKDQJLQJ WKH ,�2 OD\HUV WKHPVHOYHV� ��� SHUIRUP FRRUGLQDWHG GHFLVLRQV

RYHU ,�2 UHVRXUFHV WR HQVXUH KROLVWLF FRQWURO WKURXJKRXW WKH RYHUDOO LQIUDVWUXFWXUH� ��� LPSRVH PLQLPDO

SHUIRUPDQFH RYHUKHDG� DQG ��� DUH SURJUDPPDEOH DQG DGDSWDEOH� VR WKHVH FDQ EH ILQH�WXQHG WR PHHW WKH

UHTXLUHPHQWV DQG VWRUDJH REMHFWLYHV RI WKH WDUJHWHG OD\HU� :LWK WKLV� ZH DLP DW HQVXULQJ WKDW GHFRXSOHG

,�2 RSWLPL]DWLRQV FDQ DFKLHYH VLPLODU RU JUHDWHU OHYHOV RI SHUIRUPDQFH DQG FRQWURO DV V\VWHP�VSHFLILF RQHV�

0RUHRYHU� ZKLOH 6'6 KDV JDLQHG VLJQLILFDQW UHOHYDQFH LQ WKH UHVHDUFK FRPPXQLW\� PDQ\ DVSHFWV RI

WKH SDUDGLJP DUH VWLOO XQFOHDU� XQGHILQHG� DQG XQH[SORUHG �H�J�� ZKDW FRQVWLWXWHV D 6'6 V\VWHP� ZKDW DUH

WKH NH\ GHVLJQ IHDWXUHV RI WKH GDWD DQG FRQWURO SODQHV� ZKHUH DUH 6'6 V\VWHPV DSSOLHG WR�� OHDGLQJ WR DQ

DPELJXRXV FRQFHSWXDOL]DWLRQ DQG D GLVSDUDWH IRUPDOL]DWLRQ EHWZHHQ FXUUHQW DQG IRUWKFRPLQJ VROXWLRQV�

7KXV� DQRWKHU REMHFWLYH RI WKLV WKHVLV LV WR V\VWHPDWL]H WKH FXUUHQW ERG\ RI ZRUN RQ 6'6� LGHQWLI\LQJ FRPPRQ

GHVLJQ IHDWXUHV VKDUHG EHWZHHQ H[LVWLQJ V\VWHPV� DQG GLVFXVV WKH GLVWLQFWLYH FKDUDFWHULVWLFV WKDW KDYH

GULYHQ WKH GHVLJQ DQG DSSOLFDELOLW\ RI HDFK VROXWLRQ XQGHU D JLYHQ VWRUDJH FRQWH[W�

��� &RQWULEXWLRQV

7R DFKLHYH WKH DIRUHPHQWLRQHG JRDOV� WKLV WKHVLV SUHVHQWV WKUHH PDLQ FRQWULEXWLRQV�

,� 6'6 VXUYH\� $V D ILUVW FRQWULEXWLRQ RI WKLV WKHVLV� ZH SUHVHQW D FRPSUHKHQVLYH VXUYH\ RI FXUUHQW 6'6

V\VWHPV� H[SODLQLQJ DQG FODULI\LQJ IXQGDPHQWDO DVSHFWV RI WKH ILHOG� :H SURYLGH D WKRURXJK GHVFULSWLRQ

RI HDFK SODQH RI IXQFWLRQDOLW\� DQG SURSRVH D WD[RQRP\ DQG FODVVLILFDWLRQ RI H[LVWLQJ V\VWHPV UHJDUGLQJ

VWRUDJH LQIUDVWUXFWXUH W\SH� QDPHO\ FORXG FRPSXWLQJ� +3&� DQG DSSOLFDWLRQ�VSHFLILF VWRUDJH VWDFNV� DV ZHOO

DV WKHLU FRQWURO DQG HQIRUFHPHQW VWUDWHJLHV�

,,� 3$,2� $V WKH FRUH FRQWULEXWLRQ RI WKLV WKHVLV� ZH SUHVHQW 3$,2� D 6'6 GDWD SODQH IUDPHZRUN WKDW HQDEOHV

EXLOGLQJ XVHU�OHYHO� SRUWDEOH� DQG JHQHUDOO\ DSSOLFDEOH VWRUDJH RSWLPL]DWLRQV� 7KH NH\ LGHD LV WR LPSOHPHQW

�
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WKH RSWLPL]DWLRQV RXWVLGH WKH WDUJHWHG V\VWHP DV GDWD SODQH VWDJHV� E\ LQWHUFHSWLQJ DQG KDQGOLQJ WKH ,�2

SHUIRUPHG E\ WKHVH� 7KHVH RSWLPL]DWLRQV DUH WKHQ FRQWUROOHG E\ D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU WKDW KDV

WKH JOREDO FRQWH[W QHFHVVDU\ WR SUHYHQW LQWHUIHUHQFH DPRQJ WKHP� 7R SHUIRUP FRPSOH[ ,�2 RSWLPL]DWLRQV

WKDW DUH GHSHQGHQW RQ WKH LQWHUQDO V\VWHP ORJLF� 3$,2 QHHGV WR SURSDJDWH FRQWH[W GRZQ WKH ,�2 VWDFN� IURP

KLJK�OHYHO $SSOLFDWLRQ 3URJUDPPLQJ ,QWHUIDFHV �$3,V� GRZQ WR WKH ORZHU OD\HUV WKDW SHUIRUP ,�2 LQ VPDOOHU

JUDQXODULWLHV� ,W DFKLHYHV WKLV E\ FRPELQLQJ LGHDV IURP FRQWH[W SURSDJDWLRQ >���@� HQDEOLQJ DSSOLFDWLRQ�

OHYHO LQIRUPDWLRQ WR EH SURSDJDWHG WR GDWD SODQH VWDJHV ZLWK PLQRU FRGH FKDQJHV DQG ZLWKRXW PRGLI\LQJ

H[LVWLQJ $3,V�

'XH WR WKH GLIIHUHQW ,�2 UHTXLUHPHQWV EHWZHHQ VWRUDJH LQIUDVWUXFWXUHV� WKHUH LV QR RQH�VL]H�ILWV�DOO

6'6 VROXWLRQ� 7KXV� 3$,2 DLPV DW ILOOLQJ WKLV JDS E\ SURYLGLQJ WKH QHFHVVDU\ EXLOGLQJ EORFNV IRU V\VWHP

GHVLJQHUV WR EXLOG FXVWRP�PDGH GDWD SODQH VWDJHV� ILQH�WXQHG IRU WKHLU VWRUDJH UHTXLUHPHQWV� 8VLQJ 3$,2�

RQH FDQ GHFRXSOH FRPSOH[ VWRUDJH RSWLPL]DWLRQV IURP FXUUHQW V\VWHPV� VXFK DV ,�2 GLIIHUHQWLDWLRQ DQG

VFKHGXOLQJ� ZKLOH DFKLHYLQJ UHVXOWV VLPLODU WR RU EHWWHU WKDQ WLJKWO\ FRXSOHG RSWLPL]DWLRQV�

,,,� 'DWD SODQH VWDJHV� $V D WKLUG FRQWULEXWLRQ� ZH GHPRQVWUDWH KRZ 3$,2 FDQ EH XVHG IRU LPSOHPHQWLQJ

FRPSOH[ ,�2 RSWLPL]DWLRQV E\ EXLOGLQJ WKUHH GDWD SODQH VWDJHV� (DFK VWDJH WDUJHWV D VSHFLILF ,�2 OD\HU� DQG

LV ILQH�WXQHG WR FRSH ZLWK WKH UHTXLUHPHQWV DQG VWRUDJH REMHFWLYHV RI WKH WDUJHWHG V\VWHP� $OO VFHQDULRV

ZHUH GULYHQ E\ UHDO XVH FDVHV WKDW H[LVW LQ SURGXFWLRQ FOXVWHUV�

� )LUVW� ZH EXLOW D GDWD SODQH VWDJH WKDW DFKLHYHV WDLO ODWHQF\ FRQWURO LQ /60�EDVHG .96V �L�H�� 5RFNV'%�

E\ RUFKHVWUDWLQJ WKH LQWHUIHUHQFH EHWZHHQ IRUHJURXQG DQG EDFNJURXQG RSHUDWLRQV� 5HVXOWV VKRZ

WKDW D 3$,2�HQDEOHG 5RFNV'% LPSURYHV WDLO ODWHQF\ E\ �× XQGHU GLIIHUHQW ZRUNORDGV� DQG HQDEOHV
VLPLODU SHUIRUPDQFH DQG ,�2 FRQWURO DV V\VWHP�VSHFLILF RSWLPL]DWLRQV �L�H�� 6,/. >��@��

� 6HFRQG� ZH EXLOW D GDWD SODQH VWDJH WKDW HQVXUHV SHU�DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV XQGHU D

VKDUHG VWRUDJH HQYLURQPHQW DW WKH $, %ULGJLQJ &ORXG ,QIUDVWUXFWXUH �$%&,� VXSHUFRPSXWHU� ZKHUH

DSSOLFDWLRQV WKDW H[HFXWH RQ WKH VDPH FRPSXWH QRGH FRPSHWH IRU ORFDO GLVN EDQGZLGWK >�@� 5HVXOWV

VKRZ WKDW DOO 3$,2�HQDEOHG DSSOLFDWLRQV DUH SURYLVLRQHG ZLWK WKHLU EDQGZLGWK JRDOV�

� )LQDOO\� ZH EXLOW 3$'//� D VWRUDJH PLGGOHZDUH WKDW HQVXUHV 4R6 RYHU PHWDGDWD ZRUNIORZV LQ +3&

VWRUDJH V\VWHPV� 5HVXOWV VKRZ WKDW 3$'// FDQ G\QDPLFDOO\ FRQWURO PHWDGDWD�DJJUHVVLYH ZRUN�

ORDGV� SUHYHQW ,�2 EXUVWLQHVV� DQG HQVXUH IDLUQHVV DQG SULRULWL]DWLRQ EHWZHHQ MREV WKDW FRPSHWH IRU

PHWDGDWD UHVRXUFHV RYHU 3DUDOOHO )LOH 6\VWHPV �3)6V��

7KH ILUVW GDWD SODQH VWDJH GHPRQVWUDWHV KRZ 3$,2 FDQ EH XVHG WR UHLPSOHPHQW FRPSOH[ ,�2 RSWLPL]D�

WLRQV WKDW DFKLHYH VLPLODU SHUIRUPDQFH DV V\VWHP�VSHFLILF RQHV� ZKLOH WKH VHFRQG DQG WKLUG VWDJHV SURYLGH

QHZ RSWLPL]DWLRQV WKDW DGGUHVV XQVROYHG FKDOOHQJHV SUHVHQW LQ PRGHUQ ,�2 LQIUDVWUXFWXUHV�

�
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��� 5HVXOWV

&RUH SXEOLFDWLRQV� 7KH ZRUN GLVFXVVHG LQ WKLV WKHVLV UHVXOWHG LQ D QXPEHU RI SXEOLFDWLRQV LQ LQWHUQDWLRQDO

FRQIHUHQFHV� MRXUQDOV� DQG ZRUNVKRSV�

5LFDUGR 0DFHGR� <XVXNH 7DQLPXUD� -DVRQ +DJD� 9LMD\ &KLGDPEDUDP� -RVp 3HUHLUD� -RmR 3DXOR� 3$,2�

*HQHUDO� 3RUWDEOH ,�2 2SWLPL]DWLRQV :LWK 0LQRU $SSOLFDWLRQ 0RGLILFDWLRQV� ,Q ��WK 86(1,;

&RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� �����

7KLV SDSHU GHVFULEHV 3$,2� D QRYHO 6'6 IUDPHZRUN WKDW HQDEOHV V\VWHP�GHVLJQHUV WR EXLOG FXVWRP�

PDGH GDWD SODQH VWDJHV� DSSOLFDEOH RYHU GLIIHUHQW XVHU�OHYHO ,�2 OD\HUV >���@� 5DWKHU WKDQ LPSOHPHQWLQJ

V\VWHP�VSHFLILF ,�2 RSWLPL]DWLRQV� WLJKWO\ FRXSOHG ZLWKLQ WKH FRUH RI HDFK V\VWHP� 3$,2 IROORZV D GHFRX�

SOHG GHVLJQ WKDW VHSDUDWHV WKH PHFKDQLVPV UHTXLUHG WR LPSOHPHQW WKH ,�2 ORJLF IURP WKH SROLFLHV WKDW

JRYHUQ WKHP� :H GHPRQVWUDWH WKH SHUIRUPDQFH DQG DSSOLFDELOLW\ RI 3$,2 ZLWK WZR GDWD SODQH VWDJHV� LP�

SOHPHQWHG RYHU 5RFNV'% DQG 7HQVRU)ORZ� WR HQIRUFH GLIIHUHQW VWRUDJH SROLFLHV� 3$,2 LV SXEOLFO\ DYDLODEOH

DW KWWSV���JLWKXE�FRP�GVUKDVODE�SDLR�

5LFDUGR 0DFHGR� -RmR 3DXOR� -RVp 3HUHLUD� $O\VVRQ %HVVDQL� $ 6XUYH\ DQG &ODVVLILFDWLRQ RI 6RI�

WZDUH�'HILQHG 6WRUDJH 6\VWHPV� ,Q $&0 &RPSXWLQJ 6XUYH\V ��� � ����� �����

7KLV MRXUQDO SXEOLFDWLRQ SURYLGHV D FRPSUHKHQVLYH VXUYH\ DQG FODVVLILFDWLRQ RI FXUUHQW 6'6 V\VWHPV >���@�

,W GHWDLOV WKH PDLQ FKDOOHQJHV� GHVLJQ SULQFLSOHV� DQG IXQFWLRQDOLWLHV RI WKH 6'6 SDUDGLJP� DQG SURSRVHV D

WD[RQRP\ WKDW LGHQWLILHV NH\ GHVLJQ IHDWXUHV FRPPRQ WR DOO V\VWHPV RYHU GLVWLQFW VWRUDJH LQIUDVWUXFWXUHV�

QDPHO\ FORXG� +3&� DQG DSSOLFDWLRQ�VSHFLILF�

5LFDUGR 0DFHGR� $OEHUWR )DULD� -RmR 3DXOR� -RVp 3HUHLUD� $ &DVH IRU '\QDPLFDOO\ 3URJUDPPDEOH

6WRUDJH %DFNJURXQG 7DVNV� ,Q ��WK ,QWHUQDWLRQDO 6\PSRVLXP RQ 5HOLDEOH 'LVWULEXWHG 6\VWHPV :RUN�

VKRSV� �����

7KLV ZRUNVKRS SXEOLFDWLRQ SUHVHQWV D GHWDLOHG VWXG\ RI WKH LPSDFW RI VWRUDJH EDFNJURXQG WDVNV RYHU ORFDO

DQG GLVWULEXWHG VWRUDJH VWDFNV >���@� ,W PDNHV DQ LQLWLDO FDVH WKDW VWRUDJH EDFNJURXQG PHFKDQLVPV� VXFK

DV FRPSDFWLRQV DQG FKHFNSRLQWLQJ� VKRXOG IROORZ D 6'6 GHVLJQ E\ EHLQJ G\QDPLFDOO\ SURJUDPPDEOH DQG

RUFKHVWUDWHG E\ D FRQWURO PRGXOH ZLWK JOREDO YLVLELOLW\� 7KLV YLVLRQ ZDV IXUWKHU H[SORUHG LQ >���� ���@�

5HVXOWV DUH SXEOLFO\ DYDLODEOH DW KWWSV���UJPDFHGR�JLWKXE�LR�GUVV���ZHEVLWH��

5LFDUGR 0DFHGR� &OiXGLD &RUUHLD� 0DUFR 'DQWDV� &OiXGLD %ULWR� :HLMLD ;X� <XVXNH 7DQLPXUD� -DVRQ +DJD�

-RmR 3DXOR� 7KH &DVH IRU 6WRUDJH 2SWLPL]DWLRQ 'HFRXSOLQJ LQ 'HHS /HDUQLQJ )UDPHZRUNV�

,Q �VW :RUNVKRS RQ 5H�HQYLVLRQLQJ ([WUHPH�6FDOH ,�2 IRU (PHUJLQJ +\EULG +3& :RUNORDGV� FR�ORFDWHG

ZLWK ,((( ,QWHUQDWLRQDO &RQIHUHQFH LQ &OXVWHU &RPSXWLQJ� �����

7KLV ZRUNVKRS SXEOLFDWLRQ PDNHV D FDVH WKDW ,�2 RSWLPL]DWLRQV LPSOHPHQWHG RYHU PRGHUQ 'HHS /HDUQLQJ

�'/� IUDPHZRUNV DUH VLQJOH�SXUSRVHG� OLPLWLQJ WKHLU DSSOLFDELOLW\ DQG SRUWDELOLW\ DFURVV RWKHU IUDPHZRUNV

�

https://github.com/dsrhaslab/paio
https://rgmacedo.github.io/drss19-website/
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WKDW ZRXOG HTXDOO\ EHQHILW IURP WKHP >���@� 7KH SDSHU SURSRVHV D QHZ 6'6 DUFKLWHFWXUH IRU LPSOHPHQWLQJ

,�2 RSWLPL]DWLRQV LQ '/ IUDPHZRUNV� DV ZHOO DV 3ULVPD� D IUDPHZRUN�DJQRVWLF 6'6�HQDEOHG PLGGOHZDUH

WKDW LPSOHPHQWV D SDUDOOHO GDWD SUHIHWFKLQJ PHFKDQLVP� :H YDOLGDWH WKH DSSOLFDELOLW\ DQG SRUWDELOLW\

RI RXU DSSURDFK E\ RSWLPL]LQJ WKH WUDLQLQJ SHUIRUPDQFH RI 7HQVRU)ORZ DQG 3\7RUFK >���@� 3ULVPD LV

SXEOLFO\ DYDLODEOH DW KWWSV���JLWKXE�FRP�GVUKDVODE�SULVPD�

5LFDUGR 0DFHGR� 0DULDQD 0LUDQGD� <XVXNH 7DQLPXUD� -DVRQ +DJD� $PLW 5XKHOD� 6WHSKHQ /LHQ +DUUHOO�

5LFKDUG 7RGG (YDQV� -RmR 3DXOR� 3URWHFWLQJ 0HWDGDWD 6HUYHUV )URP +DUP 7KURXJK $SSOLFDWL�

RQ�OHYHO ,�2 &RQWURO� ,Q �QG :RUNVKRS RQ 5H�HQYLVLRQLQJ ([WUHPH�6FDOH ,�2 IRU (PHUJLQJ +\EULG +3&

:RUNORDGV� FR�ORFDWHG ZLWK ,((( ,QWHUQDWLRQDO &RQIHUHQFH LQ &OXVWHU &RPSXWLQJ� �����

7KLV ZRUNVKRS SXEOLFDWLRQ GLVFXVVHV H[LVWLQJ SUREOHPV LQ 3)6V WKDW HPHUJH IURP PHWDGDWD�DJJUHVVLYH

ZRUNORDGV >���@� ,W SURSRVHV DQ LQLWLDO SURWRW\SH RI 3$'//� D VWRUDJH PLGGOHZDUH WKDW HQDEOHV V\VWHP

DGPLQLVWUDWRUV WR SURDFWLYHO\ FRQWURO DQG HQVXUH 4R6 RYHU PHWDGDWD ZRUNIORZV LQ +3& VWRUDJH V\VWHPV�

$Q H[SHULPHQWDO HYDOXDWLRQ GHPRQVWUDWHV WKDW 3$'// HIIHFWLYHO\ FRQWUROV WKH UDWH RI PHWDGDWD ZRUNIORZV

DQG SUHYHQWV ,�2 EXUVWLQHVV�

5LFDUGR 0DFHGR� 0DULDQD 0LUDQGD� <XVXNH 7DQLPXUD� -DVRQ +DJD� $PLW 5XKHOD� 6WHSKHQ /LHQ +DU�

UHOO� 5LFKDUG 7RGG (YDQV� -RmR 3DXOR� 7DPLQJ 0HWDGDWD�LQWHQVLYH +3& -REV 7KURXJK '\QDPLF�

$SSOLFDWLRQ�DJQRVWLF 4R6 &RQWURO� ,Q VXEPLVVLRQ�

7KLV SDSHU GLVFXVVHV WKH IXOO GHVLJQ� LPSOHPHQWDWLRQ� DQG HYDOXDWLRQ RI 3$'//� ,W SURSRVHV DQ DSSOLFDWLRQ

DQG ILOH V\VWHP DJQRVWLF 6'6 VWRUDJH PLGGOHZDUH WKDW HQDEOHV 4R6 FRQWURO RYHU PHWDGDWD ZRUNIORZV LQ

+3& VWRUDJH V\VWHPV� 0RUHRYHU� WKH SDSHU SURYLGHV D FRPSUHKHQVLYH VWXG\ WKDW DQDO\]HV WUDFHV IURP

D SURGXFWLRQ /XVWUH ILOH V\VWHP DW $%&,� DQG UHYHDOV QHZ LQVLJKWV DERXW PHWDGDWD RSHUDWLRQV DW VFDOH�

)XUWKHU� LW SUHVHQWV D QHZ SURSRUWLRQDO VKDULQJ DOJRULWKP WKDW LPSURYHV WKH SHUIRUPDQFH RI PHWDGDWD�

DJJUHVVLYH MREV ZKLOH PHHWLQJ VSHFLILF VWRUDJH SROLFLHV� 7KLV SDSHU LV FXUUHQWO\ XQGHU VXEPLVVLRQ�

&RPSOHPHQWDU\ SXEOLFDWLRQV� 7KH IROORZLQJ ZRUN ZDV SXEOLVKHG LQ FROODERUDWLRQ ZLWK PXOWLSOH UH�

VHDUFKHUV IURP ERWK DFDGHPLD DQG LQGXVWU\� :KLOH FRPSOHPHQWDU\ WR WKH FRUH FRQWULEXWLRQV RI WKLV WKHVLV�

WKHVH ZRUNV OHYHUDJHG IURP WKH WRSLFV GLVFXVVHG LQ LW�

0DUFR 'DQWDV� 'LRJR /HLWmR� 3HWHU &XL� 5LFDUGR 0DFHGR� ;LQOLDQ /LX� :HLMLD ;X� -RmR 3DXOR� $FFHO�

HUDWLQJ 'HHS /HDUQLQJ 7UDLQLQJ 7KURXJK 7UDQVSDUHQW 6WRUDJH 7LHULQJ� ,Q ���� ��QG ,(((

,QWHUQDWLRQDO 6\PSRVLXP RQ &OXVWHU� &ORXG DQG ,QWHUQHW &RPSXWLQJ� �����

7KLV FRQIHUHQFH SXEOLFDWLRQ SURSRVHV 0RQDUFK� D IUDPHZRUN�DJQRVWLF VWRUDJH WLHULQJ PLGGOHZDUH IRU DF�

FHOHUDWLQJ VLQJOH�QRGH '/ WUDLQLQJ LQ +3& LQIUDVWUXFWXUHV >��@� ,W HQDEOHV '/ IUDPHZRUNV WR WUDQVSDUHQWO\

OHYHUDJH ORFDO VWRUDJH PHGLXPV RI FRPSXWH QRGHV� HYHQ IRU GDWDVHWV WKDW PD\ QRW ILW HQWLUHO\ RQ VXFK

UHVRXUFHV� IRU LPSURYLQJ '/ WUDLQLQJ SHUIRUPDQFH ZKLOH DOVR UHGXFLQJ WKH ,�2 SUHVVXUH LPSRVHG RYHU WKH

VKDUHG 3)6� 0RQDUFK LV SXEOLFO\ DYDLODEOH DW KWWSV���JLWKXE�FRP�GVUKDVODE�PRQDUFK�

�

https://github.com/dsrhaslab/prisma
https://github.com/dsrhaslab/monarch
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$OEHUWR )DULD� 5LFDUGR 0DFHGR� -RVp 3HUHLUD� -RmR 3DXOR� %'86� ,PSOHPHQWLQJ %ORFN 'HYLFHV LQ

8VHU 6SDFH� ,Q ��WK $&0 ,QWHUQDWLRQDO 6\VWHP DQG 6WRUDJH &RQIHUHQFH� ����� %HVW SDSHU UXQQHU�XS�

7KLV FRQIHUHQFH SXEOLFDWLRQ VWXGLHV WKH IHDVLELOLW\ RI LPSOHPHQWLQJ XVHU�OHYHO EORFN GHYLFHV >��@� 7KH

SDSHU SURYLGHV DQ LQ�GHSWK SHUIRUPDQFH HYDOXDWLRQ RYHU H[LVWLQJ XVHU�OHYHO EORFN GHYLFH IUDPHZRUNV�

LGHQWLILHV H[LVWLQJ SUREOHPV DQG OLPLWDWLRQV� DQG SURSRVHV %'86� D IXOO\ IXQFWLRQDO IUDPHZRUN ZLWK ORZ

RYHUKHDG WKDW HQDEOHV WKH GHYHORSPHQW RI FXVWRP EORFN GHYLFH GULYHUV LQ XVHU VSDFH� %'86 LV SXEOLFO\

DYDLODEOH DW KWWSV���JLWKXE�FRP�DOEHUWRIDULD�EGXV�

0DUFR 'DQWDV� 'LRJR /HLWmR� &OiXGLD &RUUHLD� 5LFDUGR 0DFHGR� :HLMLD ;X� -RmR 3DXOR� 0RQDUFK� +L�

HUDUFKLFDO 6WRUDJH 0DQDJHPHQW IRU 'HHS /HDUQLQJ )UDPHZRUNV� ,Q �VW :RUNVKRS RQ 5H�

HQYLVLRQLQJ ([WUHPH�6FDOH ,�2 IRU (PHUJLQJ +\EULG +3& :RUNORDGV� FR�ORFDWHG ZLWK ,((( ,QWHUQDWLRQDO

&RQIHUHQFH LQ &OXVWHU &RPSXWLQJ� �����

7KLV ZRUNVKRS SXEOLFDWLRQ SURSRVHV DQ LQLWLDO YHUVLRQ RI WKH 0RQDUFK V\VWHP >��@� 7KH SDSHU H[SHULPHQ�

WDOO\ GHPRQVWUDWHV WKH EHQHILWV RI XVLQJ ORFDO VWRUDJH GHYLFHV WR LPSURYH '/ WUDLQLQJ SHUIRUPDQFH� DQG

SURYLGHV DQ LQLWLDO SURWRW\SH DQG D SUHOLPLQDU\ H[SHULPHQWDO HYDOXDWLRQ ZLWK 7HQVRU)ORZ�

$OEHUWR )DULD� 5LFDUGR 0DFHGR� -RmR 3DXOR� 3RGV�DV�9ROXPHV� (IIRUWOHVVO\ ,QWHJUDWLQJ 6WRUDJH

6\VWHPV DQG 0LGGOHZDUH LQWR .XEHUQHWHV� ,Q �WK ,QWHUQDWLRQDO :RUNVKRS RQ &RQWDLQHU 7HFKQROR�

JLHV DQG &RQWDLQHU &ORXGV� FR�ORFDWHG ZLWK ��QG $&0�,),3 ,QWHUQDWLRQDO 0LGGOHZDUH &RQIHUHQFH� �����

7KLV ZRUNVKRS SXEOLFDWLRQ GHVFULEHV 3RGV�DV�9ROXPHV �3D9�� D .XEHUQHWHV >���@ SOXJLQ WKDW VLPSOLILHV

WKH FRQVWUXFWLRQ RI YROXPH SURYLVLRQHUV >��@� ,W HQDEOHV WKH VWUDLJKWIRUZDUG FUHDWLRQ RI VWRUDJH PLGGOH�

ZDUH FRPSRQHQWV� LPSURYLQJ PRGXODULW\ DQG XQORFNLQJ WKH DELOLW\ WR EXLOG DGYDQFHG VWRUDJH VWDFNV DQG

DUFKLWHFWXUHV XVLQJ .XEHUQHWHV� 3D9 LV SXEOLFO\ DYDLODEOH DW KWWSV���JLWKXE�FRP�DOEHUWRIDULD�SDY�

7kQLD (VWHYHV� 5LFDUGR 0DFHGR� $OEHUWR )DULD� %HUQDUGR 3RUWHOD� -RmR 3DXOR� -RVp 3HUHLUD� 'DQQ\ +DUQLN�

7UXVW)6� $Q 6*;�HQDEOHG 6WDFNDEOH )LOH 6\VWHP )UDPHZRUN� ,Q ��WK ,QWHUQDWLRQDO 6\PSRVLXP

RQ 5HOLDEOH 'LVWULEXWHG 6\VWHPV :RUNVKRSV� �����

7KLV ZRUNVKRS SXEOLFDWLRQ GHVFULEHV 7UXVW)6� D SURJUDPPDEOH DQG PRGXODU VWDFNDEOH ILOH V\VWHP IUDPH�

ZRUN IRU LPSOHPHQWLQJ VHFXUH FRQWHQW�DZDUH VWRUDJH IXQFWLRQDOLWLHV RYHU KDUGZDUH�DVVLVWHG WUXVWHG H[�

HFXWLRQ HQYLURQPHQWV >��@� ,W H[WHQGV WKH RULJLQDO GHVLJQ RI WKH 6DIH)6 V\VWHP >���@ WR SURYLGH WKH

LVRODWHG H[HFXWLRQ JXDUDQWHHV RI ,QWHO 6RIWZDUH *XDUG ([WHQVLRQV >��@�

��� 2XWOLQH

7KH UHVW RI WKH GRFXPHQW LV RUJDQL]HG DV IROORZV�

�

https://github.com/albertofaria/bdus
https://github.com/albertofaria/pav


&+$37(5 �� ,1752'8&7,21

� &KDSWHU �� :H SUHVHQW D GHWDLOHG VXUYH\ RI 6'6 V\VWHPV ����� :H LQWURGXFH EDFNJURXQG FRQFHSWV

RI WKH 6'6 ILHOG� DQG SURSRVH D WD[RQRP\ DQG FODVVLILFDWLRQ RI H[LVWLQJ V\VWHPV UHJDUGLQJ VWRUDJH

LQIUDVWUXFWXUH� FRQWURO VWUDWHJ\� DQG HQIRUFHPHQW VWUDWHJ\�

� &KDSWHU �� :H LQWURGXFH WKH GHVLJQ� LPSOHPHQWDWLRQ� DQG HYDOXDWLRQ RI 3$,2� D QRYHO 6'6 IUDPH�

ZRUN WKDW HQDEOHV V\VWHP GHVLJQHUV WR EXLOG FXVWRP�PDGH� XVHU�OHYHO GDWD SODQH VWDJHV DSSOLFDEOH

RYHU GLIIHUHQW ,�2 OD\HUV �����

� &KDSWHUV �� �� DQG �� :H SUHVHQW WKH GHVLJQ RI WKUHH GDWD SODQH VWDJHV EXLOW ZLWK 3$,2� :H

VKRZ KRZ WR DFKLHYH WDLO ODWHQF\ FRQWURO LQ /60�EDVHG .96V ����� HQVXUH SHU�DSSOLFDWLRQ EDQGZLGWK

JXDUDQWHHV LQ VKDUHG VWRUDJH HQYLURQPHQWV ����� DQG HQVXUH PHWDGDWD FRQWURO LQ +3& 3)6V �����

� &KDSWHU �� :H GLVFXVV IXWXUH UHVHDUFK ZRUN DQG SUHVHQW WKH ILQDO UHPDUNV RI WKLV WKHVLV �����

�



2

6RIWZDUH�'HILQHG 6WRUDJH %DFNJURXQG

7KH HYHU�JURZLQJ QHHG IRU VWRULQJ PDVVLYH DPRXQWV RI GLJLWDO LQIRUPDWLRQ ZLWK KLJK WKURXJKSXW DQG ORZ

ODWHQF\ KDV WXUQHG PRGHUQ VWRUDJH LQIUDVWUXFWXUHV H[WUHPHO\ FRPSOH[ >�� ���@� 7RGD\·V GDWD FHQWHUV VXFK

DV FORXG FRPSXWLQJ DQG +3& IDFLOLWLHV� DUH YHUWLFDOO\ GHVLJQHG DQG IHDWXUH VHYHUDO OD\HUV DORQJ WKH ,�2 SDWK

WKDW SURYLGH FRPSXWH� QHWZRUN� DQG VWRUDJH IXQFWLRQDOLWLHV� LQFOXGLQJ 2SHUDWLQJ 6\VWHPV �26�� K\SHUYLVRUV�

FDFKHV� VFKHGXOHUV� ILOH V\VWHPV� DQG GHYLFH GULYHUV >���@� (DFK RI WKHVH OD\HUV LQFOXGHV D SUHGHWHUPLQHG

VHW RI ,�2PHFKDQLVPV �H�J�� FDFKLQJ� UDWH OLPLWLQJ� GDWD SODFHPHQW� FRPSUHVVLRQ� ZLWK VWULFW LQWHUIDFHV DQG

LVRODWHG SURFHGXUHV WR HPSOR\ RYHU UHTXHVWV� OHDGLQJ WR D FRPSOH[� OLPLWHG� DQG FRDUVH�JUDLQHG WUHDWPHQW

RI ,�2 ZRUNIORZV� 7R RYHUFRPH WKHVH VKRUWFRPLQJV� WKH 6RIWZDUH�'HILQHG 6WRUDJH SDUDGLJP HPHUJHG DV

D FRPSHOOLQJ VROXWLRQ WR HDVH GDWD DQG FRQILJXUDWLRQ PDQDJHPHQW� ZKLOH LPSURYLQJ HQG�WR�HQG FRQWURO

IXQFWLRQDOLW\ RI FRQYHQWLRQDO VWRUDJH LQIUDVWUXFWXUHV� 7KLV FKDSWHU SUHVHQWV WKH IXQGDPHQWDOV RI WKH 6'6

SDUDGLJP DQG FODULILHV XQFOHDU DVSHFWV DQG PLVFRQFHSWLRQV RI WKH ILHOG� )LUVW� ZH LGHQWLI\ DQG GLVFXVV WKH

GLVWLQFWLYH GHVLJQ SULQFLSOHV DQG FKDUDFWHULVWLFV RI DQ 6'6�HQDEOHG LQIUDVWUXFWXUH �����³������ :H WKHQ

SURSRVH D WD[RQRP\ DQG FODVVLILFDWLRQ RI 6'6 V\VWHPV� DQG VXUYH\ H[LVWLQJ VROXWLRQV JURXSHG E\ VWRUDJH

LQIUDVWUXFWXUH ��������� FRQWURO VWUDWHJ\ ��������� DQG HQIRUFHPHQW VWUDWHJ\ ��������� )LQDOO\� ZH GLVFXVV

RSHQ UHVHDUFK FKDOOHQJHV RI WKH ILHOG �������

7KLV FKDSWHU IRFXVHV RQ SURJUDPPDEOH DQG DGDSWDEOH 6'6 V\VWHPV� 1DPHO\� ZH GR QRW DGGUHVV WKH

GHVLJQ DQG OLPLWDWLRQV RI HLWKHU VSHFLDOL]HG VWRUDJH V\VWHPV �H�J�� ILOH V\VWHPV� EORFN GHYLFHV� REMHFW VWRUHV�

RU RWKHU ILHOGV RI VWRUDJH UHVHDUFK �H�J�� GHGXSOLFDWLRQ >���@� FRQILGHQWLDOLW\ >��@� GHYLFH IDLOXUHV >���@��

$XWRQRPLF FRPSXWLQJ V\VWHPV DUH DOVR RXW RI WKH VFRSH RI WKLV WKHVLV >��@� 0RUHRYHU� ZKLOH RWKHU VRIWZDUH�

GHILQHG DSSURDFKHV VKDUH VLPLODU GHVLJQ SULQFLSOHV� WKH\ DUH RXW RI WKH VFRSH RI WKLV ZRUN� LQFOXGLQJ EXW

QRW OLPLWHG WR QHWZRUNLQJ >���@� 26 >��� ���@� GDWD FHQWHUV >�� ���@� FORXG >���@� IODVK >���� ���@�

VHFXULW\ >���� ���@� DQG ,QWHUQHW RI 7KLQJV �,R7� >��� ���@�

��� 2YHUYLHZ

6RIWZDUH�'HILQHG 6WRUDJH LV DQ HPHUJLQJ VWRUDJH SDUDGLJP WKDW EUHDNV WKH YHUWLFDO DOLJQPHQW RI FRQYHQ�

WLRQDO VWRUDJH LQIUDVWUXFWXUHV E\ UHRUJDQL]LQJ WKH ,�2 VWDFN WR GHFRXSOH ,�2 ZRUNIORZV LQWR WZR SODQHV RI

�
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1RUWKERXQG�,QWHUIDFH

6RXWKERXQG�,QWHUIDFH

&WUO$SS

&� &�

&�

&RQWURO�3ODQH

'DWD�3ODQH

:
�(�,QW��

&WUO$SS
&RQWURO�$SSOLFDWLRQV�������

&RQWUROOHUV�������

6WDJHV�������
6WDJH 6WDJH

)LJXUH ���� /D\HUHG YLHZ RI WKH 6'6 SODQHV RI IXQFWLRQDOLW\� FRPSUHKHQGLQJ ERWK FRQWURO DQG GDWD WLHUV�

IXQFWLRQDOLW\ ³ FRQWURO DQG GDWD�� )LJXUH ��� GHSLFWV D OD\HUHG YLHZ RI VXFK GHVLJQ� 7KH FRQWURO SODQH

SURYLGHV WKH FRQWURO EXLOGLQJ EORFNV XVHG IRU GHVLJQLQJ V\VWHP�ZLGH FRQWURO DSSOLFDWLRQV >��� ���� ����

���@� ,W KROGV WKH LQWHOOLJHQFH RI WKH 6'6 V\VWHP DQG FRQVLVWV RI ��� D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU

������� ZKLFK DFWV DV D JOREDO FRRUGLQDWRU ZLWK V\VWHP�ZLGH YLVLELOLW\ DQG FHQWUDOL]HG FRQWURO� DQG ��� VHY�

HUDO FRQWURO DSSOLFDWLRQV ������ EXLOW RQ WRS� 7KH GDWD SODQH ������ LV FRPSRVHG RI VHYHUDO VWDJHV WKDW

HPSOR\ VSHFLILF ,�2 PHFKDQLVPV RYHU UHTXHVWV �H�J�� UDWH OLPLWHUV� FDFKHV� HQFU\SWLRQ DQG FRPSUHVVLRQ

VFKHPHV� >��� ���� ���@� &RPPXQLFDWLRQ EHWZHHQ FRPSRQHQWV LV HVWDEOLVKHG WKURXJK VSHFLDOL]HG LQ�

WHUIDFHV� QDPHO\ 1RUWKERXQG� 6RXWKERXQG� DQG :HVWERXQG�(DVWERXQG LQWHUIDFHV� 6'6 LQKHULWV OHJDF\

FRQFHSWV IURP 6'1 >���@ DQG DSSOLHV WKHP WR VWRUDJH�RULHQWHG HQYLURQPHQWV� EULQJLQJ QHZ LQVLJKWV WR

WKH VWRUDJH VWDFN� VXFK DV LPSURYHG V\VWHP SURJUDPPDELOLW\ DQG H[WHQVLELOLW\ >���� ���@� ILQH�JUDLQHG

UHVRXUFH RUFKHVWUDWLRQ >���� ���@� DQG HQG�WR�HQG 4R6� PDLQWDLQDELOLW\� DQG IOH[LELOLW\ >���� ���@�

8QOLNH WUDGLWLRQDO VWRUDJH VROXWLRQV� ZKLFK UHTXLUH GHVLJQLQJ DQG LPSOHPHQWLQJ LQGLYLGXDO FRQWURO WDVNV

DW HDFK ,�2 OD\HU VXFK DV FRRUGLQDWLRQ� PHWDGDWD PDQDJHPHQW� DQG PRQLWRULQJ� 6'6 EULQJV D JHQHUDO

V\VWHP DEVWUDFWLRQ ZKHUH FRQWURO SULPLWLYHV DUH LPSOHPHQWHG DW D GHGLFDWHG FRPSRQHQW� 7KLV VHSDUDWLRQ

RI FRQFHUQV EUHDNV WKH VWRUDJH FRQWURO LQWR WUDFWDEOH SLHFHV� RIIHULQJ WKH SRVVLELOLW\ WR SURJUDPPH ,�2

UHVRXUFHV DQG SURYLGH HQG�WR�HQG DGDSWLYH FRQWURO RYHU ODUJH�VFDOH VWRUDJH LQIUDVWUXFWXUHV�

:KLOH WKH VWRUDJH LQGXVWU\ GHILQHV 6'6 DV D VWRUDJH DUFKLWHFWXUH WKDW VLPSO\ VHSDUDWHV VRIWZDUH IURP

YHQGRU ORFN�LQ KDUGZDUH >��� ���@� H[LVWLQJ 6'6 VROXWLRQV DUH PRUH FRPSUHKHQVLYH WKDQ WKDW� $V VXFK�

ZH GHILQH D 6'6�HQDEOHG V\VWHP DV D VWRUDJH DUFKLWHFWXUH ZLWK IRXU PDLQ SULQFLSOHV�

� 6WRUDJH PHFKDQLVPV DUH GHFRXSOHG IURP WKH SROLFLHV WKDW JRYHUQ WKHP� ,QVWHDG RI

GHVLJQLQJ PRQROLWKLF� FXVWRP�PDGH VHUYLFHV DW HDFK ,�2 OD\HU� 6'6 GHFRXSOHV WKH FRQWURO ORJLF

�SROLF\� IURP WKH VWRUDJH PHFKDQLVP WR EH HPSOR\HG RYHU GDWD��

� 6WRUDJH PHFKDQLVPV DUH PRYHG WR D SURJUDPPDEOH GDWD SODQH� ,�2 PHFKDQLVPV �H�J��

�:H UHIHU WR WKH WHUP ZRUNIORZ �RU IORZ� DV WKH FRQQHFWLRQ EHWZHHQ WZR ,�2 OD\HUV WKURXJK ZKHUH UHTXHVWV DUH WUDQVPLWWHG�
�:H UHIHU WR WKH WHUP VHUYLFHV DV D VHW RI ,�2 PHFKDQLVPV HPSOR\HG RYHU UHTXHVWV WR DFKLHYH D JLYHQ SROLF\� VXFK DV

G\QDPLF UDWH OLPLWLQJ� FDFKLQJ� ORDG EDODQFLQJ� DQG PRUH�

��
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)LJXUH ���� 6'6�HQDEOHG DUFKLWHFWXUH PDWHULDOL]HG RQ WRS RI D JHQHUDO�SXUSRVH PXOWL�WHQDQW VWRUDJH LQIUDV�
WUXFWXUH� &RPSXWH VHUYHUV DUH YLUWXDOL]HG DQG KRVW YLUWXDO PDFKLQHV LQWHUFRQQHFWHG WR WKH K\SHUYLVRU E\
YLUWXDO GHYLFHV� QDPHO\ YLUWXDO 1HWZRUN ,QWHUIDFH &RQWUROOHU �1,&� DQG YLUWXDO KDUG GLVN� 6WRUDJH VHUYHUV
FRPSUHKHQG JHQHUDO QHWZRUN DQG VWRUDJH HOHPHQWV�

UDWH OLPLWHUV� FRPSUHVVLRQ DQG HQFU\SWLRQ VFKHPHV� WR EH HPSOR\HG RYHU ,�2 ZRUNIORZV DUH LPSOH�

PHQWHG RYHU SURJUDPPDEOH VWUXFWXUHV� DQG ILQH�WXQHG WR PHHW XVHU�GHILQHG UHTXLUHPHQWV�

� &RQWURO ORJLF LV PRYHG WR DQ H[WHUQDO FRQWURO SODQH� &RQWURO ORJLF LV LPSOHPHQWHG DW D

ORJLFDOO\ RU SK\VLFDOO\ GHFRXSOHG FRQWURO SODQH� DQG SURSHUO\ PDQDJHG E\ DSSOLFDWLRQV EXLOW RQ WRS�

� 6WRUDJH SROLFLHV DUH HQIRUFHG RYHU ,�2 IORZV� 6HUYLFH HQIRUFHPHQW LV GDWD�FHQWULF UDWKHU

WKDQ V\VWHP�FHQWULF� EHLQJ HPSOR\HG RYHU GLVWLQFW OD\HUV DQG VWRUDJH UHVRXUFHV DORQJ WKH ,�2 SDWK�

,Q DQ 6'6�HQDEOHG DUFKLWHFWXUH� VXFK DV GHSLFWHG LQ )LJXUH ���� FRQWURO DSSOLFDWLRQV DUH WKH HQWU\

SRLQW RI WKH FRQWURO HQYLURQPHQW �)LJXUH ���� &WUO$SS1 DQG &WUO$SS2� DQG WKH GH IDFWR ZD\ RI 6'6 XVHUV

�H�J�� V\VWHP GHVLJQHUV� V\VWHP DGPLQLVWUDWRUV� WR H[SUHVV GLIIHUHQW VWRUDJH SROLFLHV WR EH HQIRUFHG RYHU

WKH VWRUDJH LQIUDVWUXFWXUH� 3ROLFLHV DUH VHWV RI UXOHV WKDW GHFODUH KRZ ,�2 ZRUNIORZV DUH PDQDJHG� EHLQJ

GHILQHG DW FRQWURO DSSOLFDWLRQV� GLVVHPLQDWHG E\ FRQWUROOHUV� DQG LQVWDOOHG DW GDWD SODQH VWDJHV� )RU H[DP�

SOH� WR HQVXUH VXVWDLQHG ,�2 SHUIRUPDQFH� 6'6 XVHUV PD\ GHILQH PLQLPXP GLVN EDQGZLGWK JXDUDQWHHV IRU

D SDUWLFXODU VHW RI WHQDQWV >���@� RU GHILQH UHTXHVW SULRULWL]DWLRQ WR HQVXUH -C⌘ SHUFHQWLOH ODWHQF\ 6HUYLFH

/HYHO 2EMHFWLYH �6/2� >���@� 6LQFH FRQWUROOHUV VKDUH D FHQWUDOL]HG YLHZ� DSSOLFDWLRQV UHVRUW WR FHQWUDOL]HG

DOJRULWKPV WR LPSOHPHQW WKH FRQWURO ORJLF� ZKLFK DUH VLPSOHU DQG OHVV HUURU SURQH WKDQ GHVLJQLQJ WKH FRU�

UHVSRQGLQJ GHFHQWUDOL]HG YHUVLRQV >���@� 7KH VFRSH RI DSSOLFDWLRQV �DQG SROLFLHV HQIRUFHG E\ WKHVH� LV

EURDG� UDQJLQJ IURP SHUIRUPDQFH�UHODWHG VHUYLFHV >���� ���� ���@� WR UHVRXUFH DQG GDWD PDQDJHPHQW

IXQFWLRQDOLWLHV >���� ���� ���@� 7KHVH XVHU�GHILQHG SROLFLHV DUH VKDUHG EHWZHHQ DSSOLFDWLRQV DQG FRQ�

WUROOHUV WKURXJK D 1RUWKERXQG LQWHUIDFH� ZKLFK GHILQHV DQ LQVWUXFWLRQ VHW WKDW DEVWUDFWV WKH GLVWULEXWHG

FRQWURO HQYLURQPHQW LQWR D FHQWUDOL]HG RQH�

��
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&RQWUROOHUV FRQWLQXRXVO\ PRQLWRU WKH VWDWXV RI WKH VWRUDJH LQIUDVWUXFWXUH� LQFOXGLQJ GDWD SODQH VWDJHV�

VWRUDJH GHYLFHV� DQG RWKHU VWRUDJH�UHODWHG UHVRXUFHV� DQG RUFKHVWUDWH WKH RYHUDOO VWRUDJH VHUYLFHV KROLV�

WLFDOO\� +DYLQJ FHQWUDOL]HG FRQWURO HQDEOHV DQ HIILFLHQW HQIRUFHPHQW RI SROLFLHV DQG VLPSOLILHV VWRUDJH

FRQILJXUDWLRQ >���@� 3ROLFLHV DUH KDQGOHG E\ D SODQQLQJ HQJLQH WKDW WUDQVODWHV FHQWUDOL]HG SROLFLHV LQWR

VWDJH�VSHFLILF UXOHV DQG RSHUDWLRQ ORJLF� ZKLFK DUH GLVVHPLQDWHG WR WKH WDUJHWHG GDWD SODQH VWDJHV DQG V\Q�

FKURQL]HG ZLWK RWKHU FRQWUROOHUV� &RPPXQLFDWLRQ ZLWK WKH GDWD SODQH �FRQWURO IORZ� LV DFKLHYHG WKURXJK D

6RXWKERXQG LQWHUIDFH �LOOXVWUDWHG LQ )LJXUH ��� ZLWK JUD\�WRQHG DUURZV�� WKDW DOORZV FRQWUROOHUV WR H[HUFLVH

GLUHFW FRQWURO RYHU GDWD SODQH VWDJHV WKURXJK SROLF\ GLVVHPLQDWLRQ DQG PRQLWRULQJ� 0RUHRYHU� D :HVW�

ERXQG�(DVWERXQG LQWHUIDFH HVWDEOLVKHV WKH FRPPXQLFDWLRQ EHWZHHQ FRQWUROOHUV WR HQVXUH FRRUGLQDWLRQ

DQG DJUHHPHQW >��� ���@�

7KH GDWD SODQH LV D PXOWL�VWDJH FRPSRQHQW GLVWULEXWHG DORQJ WKH ,�2 SDWK �)LJXUH ���� 6WDJH1 WR

6WDJH4� WKDW KROGV ILQH�JUDLQHG VWRUDJH VHUYLFHV G\QDPLFDOO\ DGDSWDEOH WR WKH LQIUDVWUXFWXUH VWDWXV� (DFK

VWDJH HPSOR\V D GLVWLQFW VWRUDJH VHUYLFH RYHU LQWHUFHSWHG GDWD IORZV� VXFK DV SHUIRUPDQFH PDQDJHPHQW

�H�J�� SULRULWL]DWLRQ� >���� ���@� GDWD PDQDJHPHQW �H�J�� FRPSUHVVLRQ� HQFU\SWLRQ� >���� ���@� DQG GDWD

URXWLQJ �H�J�� IORZ FXVWRPL]DWLRQ� >���� ���@� )RU DOO LQWHUFHSWHG UHTXHVWV� DQ\ PDWFKLQJ SROLF\ ZLOO HPSOR\

WKH UHVSHFWLYH VHUYLFH RYHU ILOWHUHG GDWD� ZKLFK ZLOO WKHQ EH IRUZDUGHG WR WKH UHVW RI WKH H[HFXWLRQ SDWK �H�J��

)LJXUH ���� GDWD IORZ EHWZHHQ )LOH 6\VWHP↔ 6WDJH1 ↔ %ORFN 'HYLFH��

��� 'DWD 3ODQH

'DWD SODQH VWDJHV DUH PXOWL�WLHUHG FRPSRQHQWV GLVWULEXWHG DORQJ WKH ,�2 SDWK WKDW SHUIRUP VWRUDJH�UHODWHG

RSHUDWLRQV RYHU LQFRPLQJ ,�2 UHTXHVWV� 6WDJHV DUH WKH HQG�SRLQW RI 6'6 V\VWHPV DQG DEVWUDFW FRPSOH[

VWRUDJH PHFKDQLVPV �H�J�� UDWH OLPLWHUV� HQFU\SWLRQ DQG FRPSUHVVLRQ VFKHPHV� FDFKHV� LQWR D VHDPOHVV

GHVLJQ WKDW DOORZV XVHU�GHILQHG SROLFLHV WR EH HQIRUFHG RYHU ,�2 ZRUNIORZV� (DFK RI WKHVH VWDJHV HVWDE�

OLVKHV D IOH[LEOH HQIRUFHPHQW SRLQW IRU WKH FRQWURO SODQH WR VSHFLI\ ILQH�JUDLQHG FRQWURO LQVWUXFWLRQV� $V

SUHVHQWHG LQ )LJXUH ���� VWDJHV FDQ EH WUDQVSDUHQWO\ SODFHG EHWZHHQ WZR OD\HUV RI WKH ,�2 VWDFN� DFWLQJ DV

D PLGGOHZDUH �6WDJH1� 6WDJH3� DQG 6WDJH4�� RU ZLWKLQ DQ LQGLYLGXDO ,�2 OD\HU �6WDJH2�� 0RUHRYHU� VWDJHV

FRPSUHKHQG ,�2 LQWHUIDFHV WR KDQGOH WKH ,�2 ZRUNIORZV� DQG D FRUH WKDW HQFRPSDVVHV WKH VWRUDJH SULPL�

WLYHV WR EH HQIRUFHG RYHU VXFK ZRUNIORZV� 7R SUHVHUYH WKH ,�2 VWDFN VHPDQWLFV� LQSXW DQG RXWSXW LQWHUIDFHV

PDUVKDO DQG XQPDUVKDO GDWD ZRUNIORZV WR EH ERWK HQIRUFHG DW WKH FRUH DQG FRUUHFWO\ IRUZDUGHG WR WKH

QH[W ,�2 OD\HU� )RU LQVWDQFH� 6DIH)6 H[SRVHV D 3RUWDEOH 2SHUDWLQJ 6\VWHP ,QWHUIDFH �326,;� FRPSOLDQW

LQWHUIDFH WR HQDEOH WKH WUDQVSDUHQW HQIRUFHPHQW RI SROLFLHV RYHU ILOH V\VWHPV >���@� 7KH VWDJH FRUH FRP�

SULVHV D �L� SROLF\ VWRUH WR RUFKHVWUDWH HQIRUFHPHQW UXOHV LQVWDOOHG E\ WKH FRQWURO SODQH �VLPLODU WR D 6'1

IORZ WDEOH >���@�� DQ �LL� ,�2 ILOWHU� WKDW FODVVLILHV DQG GLIIHUHQWLDWHV UHTXHVWV EDVHG RQ WKH LQVWDOOHG SROLFLHV�

DQG �LLL� DQ HQIRUFHPHQW VWUXFWXUH WKDW HPSOR\V WKH UHVSHFWLYH VWRUDJH IHDWXUHV RYHU ILOWHUHG UHTXHVWV� $

WKRURXJK GHVFULSWLRQ RI WKLV FRPSRQHQW LV SUHVHQWHG LQ �������

:KLOH RYHUORRNHG LQ FXUUHQW 6'6 OLWHUDWXUH� WKH 6RXWKERXQG LQWHUIDFH LV WKH GH IDFWR FRPSRQHQW WKDW

��
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GHILQHV WKH VHSDUDWLRQ RI FRQFHUQV LQ VRIWZDUH�GHILQHG V\VWHPV� 7KLV LQWHUIDFH LV WKH EULGJH EHWZHHQ

FRQWURO DQG GDWD SODQHV� DQG HVWDEOLVKHV WKH RSHUDWRUV WKDW FDQ EH XVHG WR GLUHFWO\ FRQWURO HDFK VWDJH

�H�J�� SROLF\ SURSDJDWLRQ� VKDUH PRQLWRULQJ LQIRUPDWLRQ� ILQH�WXQH VWRUDJH PHFKDQLVPV�� ,W H[SRVHV WR WKH

FRQWURO SODQH DQ $3, WKDW GHILQHV WKH LQVWUXFWLRQV D VWDJH XQGHUVWDQGV� VR LW FDQ EH FRQILJXUHG WR SHUIRUP

ORFDO GHFLVLRQV �H�J�� PDQDJH VWRUDJH SROLFLHV� ILQH�WXQH FRQILJXUDWLRQV�� 6XFK DQ $3, FDQ EH UHSUHVHQWHG

LQ D YDULHW\ RI IRUPDWV� )RU H[DPSOH� ,2)ORZ >���@ DQG V5RXWH >���@ XVH WXSOHV FRPSULVLQJ KXPDQ�IULHQGO\

LGHQWLILHUV �H�J�� RSHUDWLRQ W\SH� KRVWQDPH� VWDJH LGHQWLILHU� WR FRQWURO VWDJHV� ZKLOH &U\VWDO >��@ UHVRUWV WR

D V\VWHP�DJQRVWLF GRPDLQ�VSHFLILF ODQJXDJH WR VLPSOLI\ VWDJH DGPLQLVWUDWLRQ� 0RUHRYHU� WKH 6RXWKERXQG

LQWHUIDFH DFWV DV D FRPPXQLFDWLRQ PLGGOHZDUH� DQG GHILQHV WKH FRPPXQLFDWLRQ PRGHO EHWZHHQ WKHVH

WZR SODQHV RI IXQFWLRQDOLW\ �H�J�� SXEOLVK�VXEVFULEH� 5HPRWH 3URFHGXUH &DOO �53&�� 5HSUHVHQWDWLRQDO 6WDWH

7UDQVIHU� 5HPRWH 'LUHFW 0HPRU\ $FFHVV��

'HVSLWH WKH 6'1 LQIOXHQFH� WKH GLYHUJHQFH EHWZHHQ VWRUDJH DQG QHWZRUNLQJ DUHDV KDV GULYHQ 6'6

WR FRPSUHKHQG IXQGDPHQWDOO\ GLIIHUHQW GHVLJQ SULQFLSOHV DQG V\VWHP SURSHUWLHV� )LUVW� HDFK ILHOG WDUJHWV

GLVWLQFW VWDFN FRPSRQHQWV� OHDGLQJ WR VLJQLILFDQWO\ GLIIHUHQW SROLF\ GRPDLQV� VHUYLFHV� DQG GDWD SODQH GH�

VLJQV� 6HFRQG� FRQWUDULO\ WR DQ 6'1 GDWD SODQH� ZKRVH VWDJHV DUH VLPSOH QHWZRUNLQJ GHYLFHV VSHFLDOL]HG

LQ SDFNHW IRUZDUGLQJ >���@� VXFK DV VZLWFKHV� URXWHUV� DQG PLGGOHER[HV� 6'6�HQDEOHG VWDJHV KROG D YDUL�

HW\ RI VWRUDJH PHFKDQLVPV� OHDGLQJ WR D PRUH FRPSUHKHQVLYH DQG FRPSOH[ GHVLJQ� 7KLUG� WKH VLPSOLFLW\

RI 6'1 VWDJHV HDVHV WKH SODFHPHQW VWUDWHJ\ ZKHQ LQWURGXFLQJ QHZ IXQFWLRQDOLWLHV WR EH HQIRUFHG >���@�

ZKLOH 6'6 RQHV GHPDQG DFFXUDWH HQIRUFHPHQW SRLQWV� RWKHUZLVH LW PD\ GLVUXSW WKH 6'6 HQYLURQPHQW DQG

LQWURGXFH D VLJQLILFDQW SHUIRUPDQFH SHQDOW\�

����� 3URSHUWLHV

:H QRZ GHILQH WKH SURSHUWLHV WKDW FKDUDFWHUL]H 6'6 GDWD SODQHV� QDPHO\ SURJUDPPDELOLW\� H[WHQVLELOLW\�

VWDJH SODFHPHQW� WUDQVSDUHQF\� DQG SROLF\ VFRSH� 7KHVH SURSHUWLHV DUH QRW PXWXDOO\ H[FOXVLYH �L�H�� D GDWD

SODQH FDQ FRPSULVH VHYHUDO RI WKHP�� DQG DUH FRQWHPSODWHG DV SDUW RI WKH WD[RQRP\ IRU FODVVLI\LQJ 6'6

V\VWHPV �������

3URJUDPPDELOLW\� 3URJUDPPDELOLW\ UHIHUV WR WKH DELOLW\ RI D GDWD SODQH WR DGDSW DQG SURJUDPPH H[LVW�

LQJ VWRUDJH PHFKDQLVPV SURYLGHG E\ WKH VWDJH·V HQIRUFHPHQW VWUXFWXUH �H�J�� VWDFNV� TXHXHV� VWRUOHWV� WR

GHYHORS ILQH�WXQHG DQG FRQILJXUDEOH VWRUDJH VHUYLFHV >���@� 6SHFLILFDOO\� LQ 6'6 GDWD SODQHV� SURJUDPPD�

ELOLW\ LV XVXDOO\ H[SORLWHG WR HQVXUH ,�2 FODVVLILFDWLRQ DQG GLIIHUHQWLDWLRQ >��� ���@� VHUYLFH LVRODWLRQ DQG

FXVWRPL]DWLRQ >���� ���� ���@� DQG GHYHORSPHQW RI QHZ VWRUDJH DEVWUDFWLRQV >���@� &RQYHQWLRQDO VWRU�

DJH LQIUDVWUXFWXUHV DUH RIWHQ WXQHG ZLWK PRQROLWKLF VHWXSV WR KDQGOH PXOWLSOH DSSOLFDWLRQV ZLWK WLPH�YDU\LQJ

UHTXLUHPHQWV� OHDGLQJ WKHP WR H[SHULHQFH WKH VDPH VHUYLFH OHYHO >�� ��@� 6'6 SURJUDPPDELOLW\ SUHYHQWV

WKLV E\ DGDSWLQJ GDWD SODQH VWDJHV WR SURYLGH GLIIHUHQWLDWLRQ RI ,�2 UHTXHVWV DQG HQVXUH VHUYLFH LVRODWLRQ

�IXUWKHU GHVFULSWLRQ RI WKLV SURFHVV LQ �������� 0RUHRYHU� SURJUDPPDEOH VWRUDJH V\VWHPV FDQ HDVH VHUYLFH

GHYHORSPHQW E\ UH�SXUSRVLQJ H[LVWLQJ DEVWUDFWLRQV RI WKH VWRUDJH VWDFN� DQG H[SRUWLQJ WKH FRQILJXUDELOLW\

��
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DVSHFW RI VSHFLDOL]HG VWRUDJH V\VWHPV WR D PRUH JHQHUDOL]HG HQYLURQPHQW� L�H�� H[SRVH UXQWLPH FRQILJXUD�

WLRQV �H�J�� UHSOLFDWLRQ IDFWRU� FDFKH VL]H� TXHXH GHSWK� DQG H[LVWLQJ VWRUDJH VXEV\VWHPV RI VSHFLILF VHUYLFHV

�H�J�� ORDG EDODQFLQJ� GXUDELOLW\� PHWDGDWD PDQDJHPHQW� WR D PRUH DFFHVVLEOH HQYLURQPHQW >���@� )RU H[�

DPSOH� 0DQWOH >���@ GHFRXSOHV FDFKH PDQDJHPHQW PHFKDQLVPV RI VWRUDJH V\VWHPV LQWR LQGHSHQGHQW

SROLFLHV VR WKH\ FDQ EH G\QDPLFDOO\ DGDSWHG DQG UH�SXUSRVHG�

([WHQVLELOLW\� ([WHQVLELOLW\ UHIHUV WR KRZ HDV\ LV IRU GDWD SODQH VWDJHV WR VXSSRUW DGGLWLRQDO VWRUDJH PHFK�

DQLVPV RU FXVWRPL]H H[LVWLQJ RQHV� $Q H[WHQVLEOH GDWD SODQH FRPSULVHV D IOH[LEOH DQG JHQHUDO�SXUSRVH

GHVLJQ VXLWDEOH IRU KHWHURJHQHRXV VWRUDJH HQYLURQPHQWV� DQG DOORZV D VWUDLJKWIRUZDUG LPSOHPHQWDWLRQ RI

VWRUDJH PHFKDQLVPV� 6XFK D SURSHUW\ LV NH\ IRU DFKLHYLQJ D FRPSUHKHQVLYH 6'6 HQYLURQPHQW� FDSDEOH RI

DWWHQGLQJ GLIIHUHQW UHTXLUHPHQWV RI D YDULHW\ RI DSSOLFDWLRQV� DV ZHOO DV WR EURDG WKH SROLF\ VSHFWUXP �L�H��

QXPEHU DQG W\SH RI SROLFLHV� VXSSRUWHG E\ WKH 6'6 V\VWHP� 7KH H[WHQVLELOLW\ RI WKH GDWD SODQH VWURQJO\

UHOLHV RQ WKH DFWXDO LPSOHPHQWDWLRQ RI LWV DUFKLWHFWXUH� ,Q IDFW� DV SUHVHQWHG LQ WKH OLWHUDWXUH� KLJKO\ H[WHQ�

VLEOH GDWD SODQH LPSOHPHQWDWLRQV DUH EXLOW DWRS IOH[LEOH DQG H[WHQVLEOH E\ GHVLJQ VWRUDJH V\VWHPV �H�J��

)LOH 6\VWHP LQ 8VHU�6SDFH �)86(� >���@� 2SHQ6WDFN 6ZLIW >��@�� )RU LQVWDQFH� 6DIH)6 >���@ DOORZV GHYHO�

RSHUV WR H[WHQG LWV GHVLJQ ZLWK QHZ VHOI�FRQWDLQHG VWRUDJH VHUYLFHV �H�J�� HQFU\SWLRQ� UHSOLFDWLRQ� HUDVXUH

FRGLQJ� ZLWKRXW UHTXLULQJ FKDQJLQJ LWV FRUH FRGHEDVH� +RZHYHU� EHKLQG WKLV IOH[LEOH DQG JHQHULF GHVLJQ�

OLHV D JUHDW GHDO RI VWRUDJH FRPSOH[LW\ WKDW LI QRW SURSHUO\ DVVHVVHG FDQ LQWURGXFH VLJQLILFDQW SHUIRUPDQFH

RYHUKHDG� 2Q DQRWKHU KDQG� DQ LQH[WHQVLEOH GDWD SODQH W\SLFDOO\ KROGV D ULJLG LPSOHPHQWDWLRQ DQG KDUG�

ZLUHG VWRUDJH PHFKDQLVPV� WDLORUHG IRU D SUHGHILQHG VXEVHW RI VWRUDJH SROLFLHV� 6XFK D GHVLJQ EHDUV D

PRUH VWUDLJKWIRUZDUG DQG ILQH�WXQHG V\VWHP LPSOHPHQWDWLRQ� DQG WKXV FRPSUHKHQGV D PRUH VWULFW SROLF\

GRPDLQ RQO\ DSSOLFDEOH WR D OLPLWHG VHW RI VFHQDULRV�

3ODFHPHQW� 7KH SODFHPHQW RI GDWD SODQH VWDJHV UHIHUV WR WKH RYHUDOO SRVLWLRQ RQ WKH ,�2 SDWK D VWDJH

FDQ EH GHSOR\HG �IRU LQVWDQFH� DV GHSLFWHG LQ )LJXUH ���� 6WDJH1 LV SODFHG EHWZHHQ D ILOH V\VWHP DQG EORFN

GHYLFH� ZKLOH 6WDJH2 LV SODFHG ZLWKLQ WKH K\SHUYLVRU�� ,W GHILQHV WKH FRQWURO JUDQXODULW\ RI 6'6 V\VWHPV DQG

LV D NH\ HQDEOHU WR HQVXUH HIILFLHQW SROLF\ HQIRUFHPHQW� (DFK VWDJH LV FRQVLGHUHG DV DQ HQIRUFHPHQW SRLQW�

/HVV HQIRUFHPHQW SRLQWV OHDG WR D FRDUVH�JUDLQHG WUHDWPHQW RI ,�2 ZRUNIORZV� ZKLOH PRUH SRLQWV DOORZ

IRU D ILQH�JUDLQHG PDQDJHPHQW� 6LQFH WKH FRQWURO SODQH KDV V\VWHP�ZLGH YLVLELOLW\� EURDGHQLQJ WKH HQ�

IRUFHPHQW GRPDLQ DOORZV FRQWUROOHUV WR DFFXUDWHO\ GHWHUPLQH WKH PRVW VXLWDEOH SODFH WR HQIRUFH D VSHFLILF

VWRUDJH SROLF\ >���@� ,PSURSHU QXPEHU DQG SODFHPHQW RI VWDJHV PD\ GLVUXSW WKH FRQWURO HQYLURQPHQW�

DQG WKHUHIRUH� LQWURGXFH VLJQLILFDQW SHUIRUPDQFH DQG VFDODELOLW\ SHQDOWLHV WR WKH RYHUDOO LQIUDVWUXFWXUH�

'HSHQGLQJ RQ WKH FRQWH[W DQG VL]H RI WKH VWRUDJH LQIUDVWUXFWXUH� VWDJHV DUH RIWHQ GHSOR\HG LQGLYLGXDOO\

L�H�� SUHVHQWLQJ D VLQJOH HQIRUFHPHQW SRLQW WR WKH 6'6 HQYLURQPHQW� 7KLV VLQJOH�SRLQW SODFHPHQW LV RIWHQ

DVVRFLDWHG WR ORFDO VWRUDJH HQYLURQPHQWV� EHLQJ WLJKWO\ FRXSOHG WR D VSHFLILF ,�2 OD\HU RU VWRUDJH FRPSR�

QHQW� DV LQ 6DIH)6 >���@ �ILOH V\VWHP� DQG 0HVQLHU HW DO� >���@ �EORFN OD\HU�� +RZHYHU� WKLV VHWWLQJ QDUURZV

WKH DYDLODEOH HQIRUFHPHQW VWUDWHJLHV� ZKLFK PD\ OHDG WR FRQWURO LQHIILFLHQFLHV DQG FRQIOLFWLQJ SROLFLHV �H�J��

HQIRUFLQJ -C⌘ SHUFHQWLOH ODWHQF\ XQGHU WKURXJKSXW�RULHQWHG VHUYLFHV��

$ VLPLODU SODFHPHQW SDWWHUQ FDQ EH DSSOLHG LQ GLVWULEXWHG VHWWLQJV� 'LVWULEXWHG SODFHPHQW RI VWDJHV

��
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�L�H�� GLVWULEXWHG VLQJOH�SRLQWV� LV DVVRFLDWHG WR GLVWULEXWHG VWRUDJH FRPSRQHQWV RI DQ LQGLYLGXDO ,�2 OD\HU

�H�J�� GLVWULEXWHG ILOH V\VWHPV >���@� REMHFW VWRUHV >��� ���@�� ,Q WKLV VFHQDULR� HDFK HQIRUFHPHQW SRLQW

LV D GDWD SODQH VWDJH GHSOR\HG DW WKH VDPH ,�2 OD\HU DV WKH RWKHUV� ,Q FRQWUDVW WR WKH SULRU SODFHPHQW

VWUDWHJ\� WKLV GHVLJQ GLVSOD\V PRUH HQIRUFHPHQW SRLQWV IRU WKH FRQWURO SODQH WR GHFLGH WKH HQIRUFHPHQW

VWUDWHJLHV� ,W LV� KRZHYHU� VWLOO OLPLWHG WR D SDUWLFXODU VXEVHW RI VWRUDJH FRPSRQHQWV DQG PD\ VXIIHU VLPLODU

GUDZEDFNV DV WKH VLQJOH�SRLQW DSSURDFK�

$QRWKHU SODFHPHQW DOWHUQDWLYH LV PXOWL�SRLQW GDWD SODQH VWDJHV� ZKLFK FDQ EH SODFHG DW VHYHUDO SRLQWV

RI WKH ,�2 SDWK� UHJDUGOHVV WKH ,�2 OD\HU >���� ���� ���@� 7KLV GHVLJQ SURYLGHV D ILQH�JUDLQHG FRQWURO

RYHU VWDJHV DQG LV NH\ WR DFKLHYH HQG�WR�HQG SROLF\ HQIRUFHPHQW� +RZHYHU� LW FDQ LQWURGXFH VLJQLILFDQW

FRPSOH[LW\ WR WKH GDWD SODQH GHYHORSPHQW� DQG RIWHQ UHTXLUHV GLUHFW LPSOHPHQWDWLRQ RYHU ,�2 OD\HUV L�H��

IROORZLQJ D PRUH LQWUXVLYH DSSURDFK�

7UDQVSDUHQF\� 7KH WUDQVSDUHQF\ RI D GDWD SODQH UHIOHFWV RQ KRZ VHDPOHVV LV LWV LQWHJUDWLRQ ZLWK ,�2

OD\HUV� $ WUDQVSDUHQW VWDJH LV RIWHQ SODFHG EHWZHHQ VWRUDJH FRPSRQHQWV DQG SUHVHUYHV WKH RULJLQDO ,�2

IORZ VHPDQWLFV >���@� )RU LQVWDQFH� 0RLUDL >���@ SURYLGHV GLUHFW FRQWURO RYHU WKH GLVWULEXWHG FDFKLQJ

LQIUDVWUXFWXUH� EHLQJ DSSOLFDEOH DFURVV GLIIHUHQW OD\HUV RI WKH ,�2 SDWK� 6XFK DQ LQWHJUDWLRQ KRZHYHU PD\

UHTXLUH VXEVWDQWLDO PDUVKDOLQJ DQG XQPDUVKDOLQJ DFWLYLWLHV� GLUHFWO\ LPSDFWLQJ WKH ODWHQF\ RI ,�2 UHTXHVWV�

&RQWUDULO\� DQ LQWUXVLYH VWDJH LPSOHPHQWDWLRQ LV WDLORUHG IRU VSHFLILF VWRUDJH FRQWH[WV DQG FDQ DFKLHYH

KLJKHU OHYHOV RI SHUIRUPDQFH VLQFH LW GRHV QRW UHTXLUH VHPDQWLF FRQYHUVLRQV >��� ���@� +RZHYHU� WKLV

PD\ HQWDLO VLJQLILFDQW FKDQJHV WR WKH RULJLQDO FRGHEDVH �H�J�� PRGLI\ LQWHUQDO DQG H[WHUQDO $3,V� DGDSW

LQWHUQDO V\VWHP FRPSRQHQWV DQG GDWD VWUXFWXUHV�� LPSRVLQJ PDMRU FKDOOHQJHV LQ GHYHORSLQJ� GHSOR\LQJ�

DQG PDLQWDLQLQJ VXFK VWDJHV� XOWLPDWHO\ UHGXFLQJ LWV IOH[LELOLW\ DQG SRUWDELOLW\�

3ROLF\ VFRSH� 7KH SROLF\ VFRSH RI D GDWD SODQH FDWHJRUL]HV WKH GLIIHUHQW VWRUDJH PHFKDQLVPV DQG RE�

MHFWLYHV HPSOR\HG RYHU ,�2 UHTXHVWV� 6'6 V\VWHPV FDQ EH DSSOLHG LQ GLIIHUHQW VWRUDJH LQIUDVWUXFWXUHV WR

DFKLHYH VHYHUDO SXUSRVHV� QDPHO\ SHUIRUPDQFH� VHFXULW\� DQG UHVRXUFH DQG GDWD PDQDJHPHQW RSWLPL]D�

WLRQV� 7R FRSH ZLWK WKHVH REMHFWLYHV� 6'6 V\VWHPV FRPSUHKHQG D ODUJH DUUD\ RI VWRUDJH SROLFLHV FDWH�

JRUL]HG LQ WKUHH PDLQ VFRSHV� QDPHO\ SHUIRUPDQFH PDQDJHPHQW� GDWD PDQDJHPHQW� DQG GDWD URXWLQJ�

1RWLFHDEO\� WKH VXSSRUW IRU GLIIHUHQW VFRSHV UHOLHV RQ WKH GDWD SODQH LPSOHPHQWDWLRQ DQG VWRUDJH FRQWH[W�

3HUIRUPDQFH PDQDJHPHQW PHFKDQLVPV DUH DVVRFLDWHG WR SHUIRUPDQFH�UHODWHG SROLFLHV WR HQVXUH LVRODWLRQ

DQG 4R6 SURYLVLRQLQJ >���� ���� ���� ���@ �H�J�� FDFKH PDQDJHPHQW� EDQGZLGWK DJJUHJDWLRQ� ,�2 SULRUL�

WL]DWLRQ�� 'DWD PDQDJHPHQW DVVHPEOHV PHFKDQLVPV RULHQWHG WR WKH PDQDJHPHQW RI GDWD UHTXHVWV� VXFK

GDWD UHGXFWLRQ >��� ���@� VHFXULW\ >���@� DQG UHGXQGDQF\ >��� ��@� 'DWD URXWLQJ SULPLWLYHV HQFRPSDVV

URXWLQJ PHFKDQLVPV WKDW UHGHILQH WKH GDWD IORZ� VXFK DV ,�2 SDWK FXVWRPL]DWLRQ >���@� UHSOLFD SODFHPHQW

VWUDWHJLHV >���@� DQG GDWD VWDJLQJ >���@� (YHQ WKRXJK PDLQO\ DSSOLHG LQ QHWZRUNLQJ FRQWH[WV >���@� GDWD

URXWLQJ PHFKDQLVPV DUH QRZ FRQWHPSODWHG DV DQRWKHU VWRUDJH SULPLWLYH LQ RUGHU WR G\QDPLFDOO\ GHILQH WKH

SDWK DQG GHVWLQDWLRQ RI DQ ,�2 ZRUNIORZ DW UXQWLPH >���@�

$V 6'6 V\VWHPV DUH HPSOR\HG RYHU GLIIHUHQW VWRUDJH VFHQDULRV� GDWD SODQHV FDQ LQFOXGH DGGLWLRQDO

��
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)LJXUH ���� 6'6 GDWD SODQH VWDJH GHVLJQV� QDPHO\ �D� 6WDFN�� �E� 4XHXH�� DQG �F� 6WRUOHW�EDVHG�

SURSHUWLHV �H�J�� GHSHQGDELOLW\� VLPSOLFLW\� JHQHUDOLW\� WKDW SRUWUD\ RWKHU DVSHFWV RI 6'6 >���� ���@� +RZ�

HYHU� DV WKH\ DUH QRW FRYHUHG E\ WKH PDMRULW\ RI V\VWHPV� WKH\ DUH QRW FRQWHPSODWHG LQ WKH WD[RQRP\

SUHVHQWHG LQ WKLV FKDSWHU� 2QH VXFK SURSHUW\ LV GHSHQGDELOLW\� ZKLFK UHIHUV WR WKH DELOLW\ RI D GDWD SODQH

WR HQVXUH DYDLODELOLW\ DQG WROHUDWH IDXOWV RI WKH VWRUDJH PHFKDQLVPV LPSOHPHQWHG DW VWDJHV� UHJDUGOHVV RI

HPSOR\LQJ SHUIRUPDQFH PDQDJHPHQW� GDWD PDQDJHPHQW� RU GDWD URXWLQJ REMHFWLYHV >��� ���@�

����� 6WDJH 'HVLJQ

:H QRZ FDWHJRUL]H GDWD SODQH VWDJHV LQ WKUHH PDLQ GHVLJQV� (DFK GHVLJQ UHVSHFWV WR WKH LQWHUQDO RUJD�

QL]DWLRQ RI D VWDJH·V HQIRUFHPHQW VWUXFWXUH� UHJDUGOHVV RI EHLQJ DSSOLFDEOH DW GLIIHUHQW SRLQWV RI WKH ,�2

SDWK� )LJXUH ��� LOOXVWUDWHV VXFK GHVLJQV� QDPHO\ �D� 6WDFN�� �E� 4XHXH�� DQG �F� 6WRUOHW�EDVHG GDWD SODQH

VWDJHV� 7KHVH GHVLJQV DUH FRQWHPSODWHG DV SDUW RI WKH WD[RQRP\ IRU FODVVLI\LQJ 6'6 V\VWHPV �������

6WDFN�EDVHG VWDJHV� 6WDFN�EDVHG GDWD SODQH VWDJHV SURYLGH DQ LQWHURSHUDEOH OD\HU GHVLJQ ZKHUH OD\�

HUV FRUUHVSRQG WR VSHFLILF VWRUDJH PHFKDQLVPV DQG DUH VWDFNHG DFFRUGLQJ WR LQVWDOOHG SROLFLHV >���@�

7KLV GHVLJQ HQDEOHV DQ LQGHSHQGHQW DQG VWUDLJKWIRUZDUG OD\HU GHYHORSPHQW� LQWURGXFLQJ D PRGXODU DQG

SURJUDPPDEOH VWRUDJH HQYLURQPHQW� 7KH RUJDQL]DWLRQ RI OD\HUV LV HVWDEOLVKHG E\ WKH FRQWURO SODQH� DQG

PD\ UHVXOW LQ D QXPEHU RI VWDFNLQJ FRQILJXUDWLRQV WXQHG WR VDWLVI\ WKH LQVWDOOHG SROLFLHV DQG DWWHQG WKH

,�2 UHTXLUHPHQWV� )LJXUH ��� �D� GHSLFWV DQ DEVWUDFW GHVLJQ RI D VWDFN�EDVHG GDWD SODQH VWDJH� ,W FRP�

SUHKHQGV D IRXU�OD\HU VWDFNLQJ FRQILJXUDWLRQ� HDFK ZLWK D VSHFLILF VWRUDJH VHUYLFH WR EH DSSOLHG RYHU ,�2

ZRUNIORZV� QDPHO\ PDOZDUH VFDQQLQJ� FDFKLQJ� FRPSUHVVLRQ� DQG HQFU\SWLRQ� 7KH ,�2 ZRUNIORZ IROORZV

D SDVVWKURXJK OD\RXW� HQVXULQJ WKDW DOO UHTXHVWV WUDYHUVH DOO OD\HUV RUGHUO\� VXFK WKDW HDFK OD\HU RQO\ UH�

FHLYHV UHTXHVWV IURP WKH OD\HU LPPHGLDWHO\ RQ WRS� DQG RQO\ LVVXHV UHTXHVWV WR WKH OD\HU LPPHGLDWHO\

EHORZ� 6DIH)6 >���@� IRU H[DPSOH� SURYLGHV D IUDPHZRUN IRU GHYHORSLQJ VWDFNDEOH VWRUDJH VHUYLFHV E\

UH�SXUSRVLQJ H[LVWLQJ )86(�EDVHG ILOH V\VWHP LPSOHPHQWDWLRQV WR HPSOR\ GLIIHUHQW SROLFLHV RYHU ,�2 IORZV�

��
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VXFK DV HQFU\SWLRQ DQG HUDVXUH FRGLQJ�

6WDFNLQJ IOH[LELOLW\ LV NH\ WR HIILFLHQWO\ UHXVH DQG DGDSW OD\HUV WR GLIIHUHQW HQYLURQPHQWV� +RZHYHU�

WKLV YHUWLFDO DOLJQPHQW PD\ OLPLW WKH DELOLW\ WR HQIRUFH VSHFLILF SROLFLHV �H�J�� GDWD URXWLQJ�� OLPLWLQJ WKH

DYDLODEOH SROLF\ VSHFWUXP H[SRVHG WR WKH FRQWURO SODQH� &XUUHQW VWDFN�EDVHG VROXWLRQV DUH DWWDFKHG WR

VSHFLDOL]HG ,�2 OD\HUV DQG XVXDOO\ GHSOR\HG DW ORZHU OHYHOV RI WKH ,�2 VWDFN� VXFK DV ILOH V\VWHPV DQG EORFN

GHYLFHV >���� ���@�

4XHXH�EDVHG VWDJHV� 4XHXH�EDVHG GDWD SODQH VWDJHV SURYLGH D PXOWL�TXHXH VWRUDJH HQYLURQPHQW�

ZKHUH TXHXHV DUH RUJDQL]HG WR HPSOR\ GLVWLQFW VWRUDJH IXQFWLRQDOLWLHV RYHU ,�2 UHTXHVWV >���@� (DFK TXHXH

LV D SURJUDPPDEOH VWRUDJH HOHPHQW WKDW FRPSUHKHQGV D VHW RI UXOHV WR UHJXODWH WUDIILF GLIIHUHQWLDWLRQ DQG

GHILQH LWV VWRUDJH SURSHUWLHV� 6XFK SURSHUWLHV JRYHUQ KRZ IDVW TXHXHV DUH VHUYLFHG� HPSOR\ VSHFLILF DFWLRQV

RYHU GDWD� DQG IRUZDUG ,�2 UHTXHVWV WR RWKHU SRLQWV RI WKH ,�2 SDWK� ([DPSOHV RI VXFK SURSHUWLHV LQFOXGH

WKH XVH RI WRNHQ�EXFNHWV >��@� SULRULW\ TXHXHV >��� ��@� DQG VFKHGXOLQJ PHFKDQLVPV >��� ���@ �WKHVH

SURSHUWLHV DUH IXUWKHU GHWDLOHG LQ �������� )LJXUH ��� �E� GHSLFWV WKH GHVLJQ RI D TXHXH�EDVHG GDWD SODQH

VWDJH� ,QFRPLQJ UHTXHVWV DUH LQVSHFWHG� ILOWHUHG� DQG DVVLJQHG WR WKH FRUUHVSRQGLQJ TXHXH� )RU LQVWDQFH�

,2)ORZ >���@ SURYLGHV SURJUDPPDEOH TXHXHV WR HPSOR\ SHUIRUPDQFH DQG URXWLQJ PHFKDQLVPV RYHU YLUWXDO

LQVWDQFHV DQG VWRUDJH VHUYHUV� HQDEOLQJ HQG�WR�HQG GLIIHUHQWLDWLRQ DQG SULRULWL]DWLRQ RI ,�2 ZRUNIORZV�

6XFK D GHVLJQPDNHV VWDJHVPRUH IOH[LEOH DQGPRGXODU� DQG VLPSOLILHV WKHLU RYHUDOO RUFKHVWUDWLRQ >���@�

+RZHYHU� DV GHPRQVWUDWHG E\ FRPSOHPHQWDU\ UHVHDUFK ILHOGV >��� ��@� TXHXH VWUXFWXUHV DUH SULPDULO\

XVHG WR DSSO\ SHUIRUPDQFH�RULHQWHG SROLFLHV� $V VXFK� WUDGLQJ FXVWRPL]DWLRQ RYHU D PRUH WDLORUHG GHVLJQ

WXUQV WKH LQWHJUDWLRQ DQG H[WHQVLRQ RI DOWHUQDWLYH VWRUDJH VHUYLFHV D FKDOOHQJLQJ HQGHDYRU�

6WRUOHW�EDVHG VWDJHV� 6WRUOHW�EDVHG GDWD SODQH VWDJHV DEVWUDFW VWRUDJH IXQFWLRQDOLWLHV LQWR SURJUDPPDEOH

VWRUDJH REMHFWV �VWRUOHWV� >��� ���@� /HYHUDJLQJ IURP WKH SULQFLSOHV RI DFWLYH VWRUDJH >���@ DQG 2SHQ6WDFN

6ZLIW 6WRUOHWV >���@� D VWRUOHW LV D SLHFH RI SURJUDPPLQJ ORJLF WKDW FDQ EH LQMHFWHG LQWR WKH GDWD SODQH

VWDJH WR SHUIRUP FXVWRP VWRUDJH PHFKDQLVPV RYHU LQFRPLQJ ,�2 UHTXHVWV� 7KLV GHVLJQ SURPRWHV D IOH[�

LEOH DQG VWUDLJKWIRUZDUG VWRUDJH GHYHORSPHQW� DQG LPSURYHV WKH PRGXODULW\ DQG SURJUDPPDELOLW\ RI GDWD

SODQH VWDJHV� IRVWHULQJ UHXWLOL]DWLRQ RI H[LVWLQJ SURJUDPPDEOH REMHFWV� )LJXUH ��� �F� GHSLFWV WKH DEVWUDFW

DUFKLWHFWXUH RI D VWRUOHW�EDVHG GDWD SODQH VWDJH� 6WDJHV FRPSUHKHQG D VHW RI SUH�LQVWDOOHG VWRUOHWV WKDW

FRPSO\ ZLWK LQLWLDO VWRUDJH SROLFLHV� 3ROLFLHV DQG VWRUOHWV DUH NHSW XS�WR�GDWH WR HQVXUH FRQVLVWHQW DFWLRQV

RYHU UHTXHVWV� 0RUHRYHU� WKH VWDJH SURYLGHV VHYHUDO VWRUOHW�PDGH SLSHOLQHV WR HIILFLHQWO\ HQIRUFH VWRUDJH

PHFKDQLVPV RYHU ,�2 ZRUNIORZV� $W UXQWLPH� ,�2 IORZV DUH LQWHUFHSWHG� ILOWHUHG� FODVVLILHG� DQG UHGLUHFWHG

WR WKH UHVSHFWLYH SLSHOLQH� &U\VWDO >��@� IRU H[DPSOH� SURYLGHV D VWRUOHW�HQDEOHG GDWD SODQH WKDW DOORZV

V\VWHP GHVLJQHUV UXQ FXVWRPL]HG SHUIRUPDQFH DQG GDWD PDQDJHPHQW VHUYLFHV RYHU ,�2 UHTXHVWV�

7KH VHDPOHVV GHYHORSPHQW RI VWRUOHWV HQVXUHV D SURJUDPPDEOH� H[WHQVLEOH� DQG UHXVDEOH 6'6 HQYL�

URQPHQW� +RZHYHU� DV WKH SROLF\ VFRSH LQFUHDVHV� LW EHFRPHV KDUGHU WR HIILFLHQWO\ PDQDJH WKH VWRUOHWV DW

VWDJHV� 6XFK DQ LQFUHDVH PD\ LQWURGXFH VLJQLILFDQW FRPSOH[LW\ LQ GDWD SODQH RUJDQL]DWLRQ DQG OHDG WR SHU�

IRUPDQFH SHQDOWLHV RQ SLSHOLQH FRQVWUXFWLRQ� SLSHOLQH IRUZDUGLQJ� DQG PHWDGDWD DQG VWRUOHW PDQDJHPHQW�

��
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����� 6XPPDU\

7KH 6'6 GDWD SODQH LV D PXOWL�VWDJH FRPSRQHQW GLVWULEXWHG DORQJ WKH ,�2 SDWK� ZKHUH HDFK VWDJH PHGLDWHV

WKH ,�2 ZRUNIORZV EHWZHHQ WZR OD\HUV� 6WDJHV LQWHUFHSW ,�2 UHTXHVWV DQG HQIRUFH VSHFLILF VWRUDJH PHFK�

DQLVPV �H�J�� UDWH OLPLWHUV� HQFU\SWLRQ DQG FRPSUHVVLRQ VFKHPHV� FDFKHV� WR FRPSO\ ZLWK WKH VSHFLILHG

SROLFLHV� 0RUHRYHU� VWDJHV FRPPXQLFDWH ZLWK WKH FRQWURO SODQH WKURXJK D VRXWKERXQG LQWHUIDFH� ,QWHU�

QDOO\� VWDJHV FDQ EH RUJDQL]HG ZLWK GLIIHUHQW GHVLJQV� LQFOXGLQJ VWDFN� TXHXH� DQG VWRUOHW�EDVHG� )XUWKHU�

GHSHQGLQJ RQ WKH LQIUDVWUXFWXUH UHTXLUHPHQWV DQG SROLFLHV WR EH HQIRUFHG� VWDJHV FDQ H[SRVH GLIIHUHQW

SURSHUWLHV� VXFK DV SURJUDPPDELOLW\� H[WHQVLELOLW\� SODFHPHQW� WUDQVSDUHQF\ DQG SROLF\ VFRSH�

��� &RQWURO 3ODQH ³ &RQWUROOHUV

6LPLODUO\ WR 6'1� 6'6 FRQWURO SODQHV SURYLGH D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU ZLWK V\VWHP�ZLGH YLVLELOLW\

WKDW RUFKHVWUDWHV D QXPEHU RI GDWD SODQH VWDJHV� +RZHYHU� HYHQ WKRXJK LGHQWLFDO LQ SULQFLSOH� WKH GLYHU�

JHQFH EHWZHHQ 6'1 DQG 6'6 UHVHDUFK REMHFWLYHV PD\ LPSDFW WKH HQWDLOHG FRPSOH[LW\ RQ GHVLJQLQJ DQG

LPSOHPHQWLQJ SURGXFWLRQ�TXDOLW\ 6'6 V\VWHPV� )LUVW� WKH LQWURGXFWLRQ RI D QHZ �VWRUDJH� IXQFWLRQDOLW\ WR

HPSOR\ RYHU ,�2 ZRUNIORZV FDQQRW EH DUELWUDULO\ DVVLJQHG WR VWDJHV� VLQFH LW PD\ LQWURGXFH VLJQLILFDQW SHU�

IRUPDQFH SHQDOWLHV DQG FRPSURPLVH WKH HQIRUFHPHQW RI RWKHU SROLFLHV� )RU LQVWDQFH� 6'1 GDWD SODQHV DUH

PDLQO\ FRPSRVHG ZLWK VLPSOH IRUZDUGLQJ VHUYLFHV� ZKLOH 6'6 GDWD SODQHV PD\ FRPSUHKHQG SHUIRUPDQFH

IXQFWLRQDOLWLHV� ZKLFK DUH VHQVLWLYH WR ,�2 SURFHVVLQJ DORQJ WKH ,�2 SDWK� EXW DOVR GDWD PDQDJHPHQW RQHV�

ZKLFK HQWDLO DGGLWLRQDO FRPSXWDWLRQ GLUHFWO\ LPSDFWLQJ WKH SURFHVVLQJ DQG SURSDJDWLRQ WLPH RI ,�2 ZRUN�

IORZV� 7KXV� FRQWUROOHUV DUH UHTXLUHG WR SHUIRUP H[WUD FRPSXWDWLRQV WR HQVXUH WKH HIILFLHQW SODFHPHQW RI

VWRUDJH IHDWXUHV� SUHYHQWLQJ SROLFLHV WR FRQIOLFW ZLWK HDFK RWKHU� DQG HQVXULQJ D FRUUHFW H[HFXWLRQ RI WKH

6'6 HQYLURQPHQW� 6HFRQG� VLQFH WKH GRPDLQ RI ERWK ,�2 PHFKDQLVPV DQG SROLFLHV LV EURDGHU WKDQ LQ

6'1� HQVXULQJ WUDQVSDUHQW FRQWURO DQG SROLF\ VSHFLILFDWLRQ LQWURGXFHV LQFUHDVHG FRPSOH[LW\ WR WKH GHVLJQ

RI FRQWUROOHUV �H�J�� GHFLVLRQ PDNLQJ� VHUYLFH SODFHPHQW��

$V GHSLFWHG LQ )LJXUH ���� FRQWUROOHUV DUH WKH PLG�WLHU RI D 6'6 V\VWHP DQG SURYLGH WKH EXLOGLQJ

EORFNV IRU RUFKHVWUDWLQJ GDWD SODQH VWDJHV DFFRUGLQJ WR WKH DFWLRQV RI FRQWURO DSSOLFDWLRQV EXLOW RQ WRS�

'HVSLWH GLVWULEXWHG� WKH FRQWURO SODQH VKDUHV LWV FRQWURO ORJLF WKURXJK D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU WKDW

FRPSUHKHQGV V\VWHP�ZLGH YLVLELOLW\� 7KLV HDVHV WKH GHVLJQ DQG GHYHORSPHQW RI JHQHUDO�SXUSRVH FRQWURO

DSSOLFDWLRQV� SURYLGHV D VLPSOHU DQG OHVV HUURU SURQH GHYHORSPHQW RI FRQWURO DOJRULWKPV� HQVXUHV DQ

HIILFLHQW GLVWULEXWLRQ DQG HQIRUFHPHQW RI SROLFLHV� DQG HQDEOHV GDWD SODQH VWDJHV WR EH DGMXVWHG KROLVWLFDOO\

�L�H�� HQFRPSDVVLQJ WKH JOREDO VWRUDJH HQYLURQPHQW� >��� ���� ���� ���� ���@� 8QOHVV VWDWHG RWKHUZLVH�

ZH GHILQH D FRQWUROOHU DV D ORJLFDOO\ FHQWUDOL]HG FRPSRQHQW� HYHQ WKRXJK SK\VLFDOO\ GLVWULEXWHG� $ FRQWUROOHU

FDQ EH SDUWLWLRQHG LQ WKUHH IXQFWLRQDO PRGXOHV� QDPHO\ D PHWDGDWD VWRUH� D V\VWHPPRQLWRU� DQG D SODQQLQJ

HQJLQH� DV LOOXVWUDWHG LQ )LJXUH ��� �D�� (DFK RI WKHVH PRGXOHV FRPSULVHV D SDUWLFXODU VHW RI FRQWURO

IHDWXUHV VKDUHG EHWZHHQ FRQWUROOHUV� RU GHVLJQHG IRU D VSHFLILF FRQWURO GHYLFH� 0RUHRYHU� WKHVH PRGXOHV

DUH SURJUDPPDEOH DQG DOORZ 6'6 XVHUV �H�J�� V\VWHP GHVLJQHUV� V\VWHP DGPLQLVWUDWRUV� WR LQVWDOO� DW

��
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)LJXUH ���� 6'6 FRQWUROOHUV DUFKLWHFWXUH� �D� SUHVHQWV WKH RUJDQL]DWLRQ RI WKH LQWHUQDO FRPSRQHQWV RI D
6'6 FRQWUROOHU� �E� DQG �F� GHSLFW WKH GHVLJQ RI 6'6 FRQWURO SODQH FRQWUROOHUV� QDPHO\ )ODW DQG +LHUDUFKLFDO�

UXQWLPH� FXVWRP FRQWURO DFWLRQV WR HPSOR\ RYHU WKH V\VWHP �H�J�� FRQWURO DOJRULWKPV IRU DFFXUDWH SROLF\

HQIRUFHPHQW� FROOHFWLRQ RI PRQLWRULQJ PHWULFV��

7KH PHWDGDWD VWRUH KROGV WKH HVVHQWLDO PHWDGDWD RI WKH VWRUDJH HQYLURQPHQW DQG HQVXUHV D V\QFKUR�

QL]HG YLHZ RI WKH LQIUDVWUXFWXUH� $V GHSLFWHG LQ )LJXUH ��� �D�� GLIIHUHQW W\SHV RI PHWDGDWD DUH VWRUHG LQ

VHSDUDWH LQVWDQFHV� QDPHO\ WRSRORJ\� SROLFLHV� RU PHWULFV� 7KH WRSRORJ\ LQVWDQFH PDLQWDLQV D WRSRORJ\

JUDSK WKDW FRPSUHKHQGV WKH GLVWULEXWLRQ RI GDWD SODQH VWDJHV� DORQJ WKH DVVLJQHG VWRUDJH PHFKDQLVPV

DQG LQIRUPDWLRQ DERXW WKH UHVRXUFHV RI HDFK QRGH D VWDJH LV GHSOR\HG �H�J�� DYDLODEOH VWRUDJH VSDFH� &HQ�

WUDO 3URFHVVLQJ 8QLW �&38� XVDJH� 3URFHVV ,GHQWLILHU �3,'�� KRVWQDPH�� )RU LQVWDQFH� V5RXWH·V FRQWUROOHU

PDLQWDLQV DQ XS�WR�GDWH WRSRORJ\ JUDSK ZLWK WKH FDSDFLW\ RI SK\VLFDO UHVRXUFHV� DQG VKDUHV LW ZLWK FRQWURO

DSSOLFDWLRQV WR GHILQH DFFXUDWH VWRUDJH SROLFLHV >���@� 7KH SROLFLHV LQVWDQFH KROGV WKH VWRUDJH SROLFLHV

VXEPLWWHG E\ DSSOLFDWLRQV� DV ZHOO DV WKRVH LQVWDOOHG DW GDWD SODQH VWDJHV� 7KH PHWULFV LQVWDQFH SHUVLVWV

GLJHVWHG PRQLWRULQJ PHWULFV DQG VWDWLVWLFV RI ERWK FRQWURO DQG GDWD IORZV� ZKLFK DUH XVHG WR DGDSW GDWD

SODQH VWDJHV WR PHHW DSSOLFDWLRQV· UHTXLUHPHQWV� )XUWKHU� WR HQVXUH D GHSHQGDEOH 6'6 HQYLURQPHQW� WKLV

PHWDGDWD LV XVXDOO\ V\QFKURQL]HG DPRQJ FRQWUROOHUV >���� ���@�

7KH V\VWHP PRQLWRU FROOHFWV� DJJUHJDWHV� DQG WUDQVIRUPV XQVWUXFWXUHG VWRUDJH PHWULFV DQG VWDWLVWLFV

LQWR JHQHUDO DQG YDOXDEOH PRQLWRULQJ GDWD >��� ��� ���@� ,W FDSWXUHV UHOHYDQW PHWULFV RI WKH SK\VLFDO

VWRUDJH HQYLURQPHQW �H�J�� GHYLFH DQG QHWZRUN SHUIRUPDQFH� DYDLODEOH VWRUDJH VSDFH� ,QSXW�2XSXW 2SHU�

DWLRQV SHU 6HFRQG �,236�� EDQGZLGWK XVDJH� IURP FRQWUROOHUV� GDWD SODQH VWDJHV� DQG H[LVWLQJ PRQLWRULQJ

WRROV �H�J�� GVWDW >���@� /proc ILOH V\VWHP >���@�� HQVXULQJ WKDW LW FRPSULVHV D FOHDU XQGHUVWDQGLQJ RQ

WKH SHUIRUPDQFH RI WKH VWRUDJH VWDFN� 6XFK PHWULFV DUH WKHQ DQDO\]HG DQG FRUUHODWHG� EULQJLQJ VLJQLILFDQW

LQVLJKWV DERXW WKH V\VWHP VWDWXV WKDW DOORZ WKH FRQWUROOHU WR RSWLPL]H WKH LQIUDVWUXFWXUH E\ �UH�FRQILJXULQJ

GDWD SODQH VWDJHV� DQG DVVLVW RWKHU PRGXOHV LQ SROLF\ HQIRUFHPHQW DQG IHDWXUH SODFHPHQW DFWLYLWLHV� )RU

H[DPSOH� 0LUDGRU >���@ FROOHFWV GHYLFH DQG QHWZRUN ORDG DQG WUDFHV ZRUNORDG SURILOHV WR EXLOG DQ DFFXUDWH

��
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PRGHO RI WKH LQIUDVWUXFWXUH WR DVVLVW LQ ZRUNIORZ FXVWRPL]DWLRQ DQG GDWD SODFHPHQW HQIRUFHPHQW�

7KH SODQQLQJ HQJLQH LPSOHPHQWV WKH FRQWURO ORJLF UHVSRQVLEOH IRU SROLF\ WUDQVODWLRQ� SROLF\ HQIRUFH�

PHQW� DQG GDWD SODQH FRQILJXUDWLRQ� 3ROLFLHV VXEPLWWHG E\ FRQWURO DSSOLFDWLRQV DUH SDUVHG� YDOLGDWHG� DQG

WUDQVODWHG LQWR VWDJH�VSHFLILF UXOHV� ZKLFK ZLOO EH LQVWDOOHG DW WKH UHVSHFWLYH GDWD SODQH VWDJH� 3ROLF\ HQ�

IRUFHPHQW LV DFKLHYHG WKURXJK GLIIHUHQW FRQWURO DOJRULWKPV DQG VWUDWHJLHV WKDW VSHFLI\ KRZ WKH GDWD SODQH

KDQGOHV ,�2 ZRUNIORZV DQG GHILQH WKH PRVW VXLWDEOH SODFH IRU SROLFLHV WR EH HQIRUFHG >���@� ([DPSOHV

RI VXFK FRQWURO DOJRULWKPV DQG FRQWURO VWUDWHJLHV LQFOXGH SURSRUWLRQDO VKDULQJ� ,�2 LVRODWLRQ DQG SULRULW\�

IHHGEDFN FRQWURO� DQG SHUIRUPDQFH PRGHOLQJ �IXUWKHU GHWDLO LQ �������� %RWK WUDQVODWLRQ DQG HQIRUFHPHQW

RSHUDWLRQV PD\ OHDG WKH FRQWUROOHU WR LQWHUDFW ZLWK D VLQJOH GDWD SODQH VWDJH �H�J�� WR LQVWDOO D SDUWLFXODU UXOH�

RU D QXPEHU RI VWDJHV WR SHUIRUP GLVWULEXWHG HQIRUFHPHQW� VXFK DV FOXVWHU�ZLGH EDQGZLGWK DJJUHJDWLRQ DQG

,�2 SULRULWL]DWLRQ >���� ���@� )XUWKHUPRUH� WKH SODQQLQJ HQJLQH FDQ DOVR H[HUFLVH DXWRPDWLRQ RSHUDWLRQV

ZLWKRXW DGGLWLRQDO DSSOLFDWLRQ LQSXW� UDQJLQJ IURP VLPSOH PDQDJHPHQW DFWLYLWLHV VXFK DV LQFUHDVLQJ RU GH�

FUHDVLQJ WKH QXPEHU RI FRQWUROOHUV� WR PRUH FRPSOH[ WDVNV �H�J�� ILQH�WXQLQJ VWRUDJH SROLFLHV� UHFRQILJXULQJ

GDWD SODQH VWDJHV� >��@�

7R SURYLGH D VHDPOHVV LQWHJUDWLRQ ZLWK WKH UHPDLQGHU 6'6 OD\HUV� WKH FRQWUROOHU FRQQHFWV WR D QRUWK�

ERXQG DQG D VRXWKERXQG LQWHUIDFHV WR LQWHUDFW ZLWK FRQWURO DSSOLFDWLRQV DQG GDWD SODQH VWDJHV� UHVSHF�

WLYHO\� 6LPLODU WR RWKHU VRIWZDUH�GHILQHG DSSURDFKHV� WKH FRQWURO SODQH FRPSUHKHQGV D QHWZRUN RI FRQ�

WUROOHUV FRQQHFWHG WKURXJK D ZHVWERXQG�HDVWERXQG LQWHUIDFH� DV LOOXVWUDWHG LQ )LJXUHV ��� DQG ��� �D��

7KLV LQWHUIDFH GHILQHV WKH LQVWUXFWLRQ VHW DQG FRPPXQLFDWLRQ SURWRFROV EHWZHHQ FRQWUROOHUV� EHLQJ XVHG

IRU V\QFKURQL]DWLRQ� H[FKDQJH GDWD� IDXOW WROHUDQFH� PRQLWRULQJ� DQG GHSHQGLQJ RQ WKH FRQWURO SODQH DUFKL�

WHFWXUH� DVVLJQ FRQWURO WDVNV WR RWKHU FRQWUROOHUV �IXUWKHU GHVFULSWLRQ LV SUHVHQWHG LQ �������� )XUWKHU� WKLV

LQWHUIDFH DLPV DW DFKLHYLQJ LQWHURSHUDELOLW\ EHWZHHQ GLIIHUHQW FRQWUROOHUV >���@� KRZHYHU� GHVSLWH LWV FOHDU

SRVLWLRQ LQ WKH 6'6 HQYLURQPHQW� FXUUHQW OLWHUDWXUH GRHV QRW H[SORUH QRU GHWDLOV DERXW VXFK DQ LQWHUIDFH�

����� 3URSHUWLHV

6LPLODUO\ WR RWKHU VRIWZDUH�GHILQHG DSSURDFKHV� GHVLJQLQJ DQG LPSOHPHQWLQJ SURGXFWLRQ�TXDOLW\ 6'6 V\V�

WHPV UHTXLUHV VROYLQJ LPSRUWDQW FKDOOHQJHV DW WKH FRQWURO SODQH >���@� :H QRZ GHILQH WKH SURSHUWLHV WKDW

FKDUDFWHUL]H 6'6 FRQWUROOHUV� QDPHO\ VFDODELOLW\� GHSHQGDELOLW\� DQG DGDSWDELOLW\� ZKLFK DUH DOVR FRQWHP�

SODWHG DV SDUW RI WKH WD[RQRP\ IRU FODVVLI\LQJ 6'6 V\VWHPV �������

6FDODELOLW\� 6FDODELOLW\ UHIHUV WR WKH DELOLW\ RI D FRQWURO SODQH WR HIILFLHQWO\ RUFKHVWUDWH DQG PRQLWRU D

QXPEHU RI GDWD SODQH VWDJHV� 6LPLODUO\ WR 6'1� WKH FRQWURO SODQH FDQ HLWKHU EH SK\VLFDOO\ FHQWUDOL]HG RU

GLVWULEXWHG >��@� $ SK\VLFDOO\ FHQWUDOL]HG FRQWURO SODQH FRQVLVWV RI D VLQJOH 6'6 FRQWUROOHU WKDW RUFKHVWUDWHV

WKH RYHUDOO VWRUDJH LQIUDVWUXFWXUH� ZKLFK LV DQ DWWUDFWLYH GHVLJQ FKRLFH LQ WHUPV RI VLPSOLFLW\ >���� ����

���@� +RZHYHU� SK\VLFDO FRQWURO FHQWUDOL]DWLRQ LPSRVHV VHYHUH VFDODELOLW\� SHUIRUPDQFH� DQG GHSHQGDELOLW\

UHTXLUHPHQWV WKDW DUH OLNHO\ WR H[KDXVW DQG VDWXUDWH XQGHUO\LQJ V\VWHP UHVRXUFHV� ODUJHO\ GLFWDWLQJ WKH HQG

SHUIRUPDQFH RI WKH VWRUDJH HQYLURQPHQW� $V WKH DPRXQW RI VWDJHV LQFUHDVHV VR GRHV WKH FRQWURO WUDIILF

GHVWLQHG WRZDUGV WKH FHQWUDOL]HG FRQWUROOHU� ERXQGLQJ WKH V\VWHP SHUIRUPDQFH WR WKH SURFHVVLQJ� PHPRU\�

��
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DQG QHWZRUN SRZHU RI WKLV VLQJOH FRQWURO XQLW� +HQFH� GHVSLWH WKH REYLRXV OLPLWDWLRQV LQ VFDOH DQG UHOLDELOLW\�

VXFK D GHVLJQ PD\ EH RQO\ VXLWDEOH WR RUFKHVWUDWH VPDOO�WR�PHGLXP VWRUDJH LQIUDVWUXFWXUHV >���@�

3URGXFWLRQ�JUDGH 6'6 FRQWUROOHUV PXVW EH GHVLJQHG WR DWWHQG WKH VFDODELOLW\� SHUIRUPDQFH� DQG GH�

SHQGDELOLW\ UHTXLUHPHQWV RI WRGD\·V SURGXFWLRQ VWRUDJH V\VWHPV� PHDQLQJ WKDW DQ\ OLPLWDWLRQV VKRXOG EH

LQKHUHQW WR WKH RYHUDOO LQIUDVWUXFWXUH DQG QRW IURP WKH DFWXDO 6'6 LPSOHPHQWDWLRQ� 7KXV� SK\VLFDOO\ GLV�

WULEXWHG FRQWUROOHUV FDQ EH VFDOHG XS WR DWWHQG VXFK UHTXLUHPHQWV� :KLOH VKDULQJ D ORJLFDOO\ FHQWUDOL]HG

VHUYLFH� PXOWLSOH FRQQHFWHG FRQWUROOHUV RUFKHVWUDWH WKH VWRUDJH LQIUDVWUXFWXUH E\ VKDULQJ FRQWURO UHVSRQ�

VLELOLW\� DQG WKXV DOOHYLDWLQJ RYHUDOO FRQWURO ORDG� /HYHUDJLQJ IURP H[LVWLQJ FODVVLILFDWLRQV LQ WKH 6'1 OLW�

HUDWXUH >��@� GLVWULEXWHG 6'6 FRQWUROOHUV FDQ IROORZ D IODW RU D KLHUDUFKLFDO GLVWULEXWLRQ ��������� )ODW

GHVLJQV �)LJXUH ��� �E�� LPSO\ KRUL]RQWDO FRQWURO SDUWLWLRQLQJ WR SURYLGH D UHSOLFDWHG FRQWURO VHUYLFH� IRUP�

LQJ D UHOLDEOH� IDXOW WROHUDQW� KLJKO\ DYDLODEOH FOXVWHU RI FRQWUROOHUV >��� ���� ���@� 2Q WKH RWKHU KDQG�

KLHUDUFKLFDO�EDVHG GHVLJQV �)LJXUH ��� �F�� LPSO\ WKH YHUWLFDO FRQWURO SDUWLWLRQLQJ WR SURYLGH D VFDODEOH 6'6

FRQWURO SODQH >���� ���@�

'HSHQGDELOLW\� 'HSHQGDELOLW\ UHIHUV WR WKH DELOLW\ RI D FRQWURO SODQH WR HQVXUH VXVWDLQHG DYDLODELOLW\�

UHVLOLHQF\� DQG IDXOW WROHUDQFH RI WKH FRQWURO VHUYLFH >��@� 3K\VLFDOO\ FHQWUDOL]HG FRQWUROOHUV UHSUHVHQW D

VLQJOH SRLQW RI IDLOXUH� OHDGLQJ WR WKH XQDYDLODELOLW\ RI WKH FRQWURO VHUYLFH XSRQ D IDLOXUH� $V D UHVXOW� WKH

RYHUDOO V\VWHP EHFRPHV XQVXSHUYLVHG� LQFDSDEOH RI UHJXODWLQJ LQFRPLQJ VWRUDJH SROLFLHV DQG RUFKHVWUDWH

WKH GDWD SODQH WLHU� 7KH V\VWHP VKRXOG KDQGOH IDLOXUHV JUDFHIXOO\� DYRLGLQJ VLQJOH SRLQWV RI IDLOXUH DQG

HQDEOLQJ IDXOW WROHUDQFH PHFKDQLVPV� 6LPLODUO\ WR 6'1 >��� ��� ���@� SK\VLFDOO\ GLVWULEXWHG 6'6 VROX�

WLRQV SURYLGH FRRUGLQDWLRQ IDFLOLWLHV IRU GHWHFWLQJ DQG UHFRYHULQJ IURP FRQWURO LQVWDQFH IDLOXUHV >��� ����

���@� ,Q WKLV PRGHO� FRQWUROOHUV DUH DGGHG WR WKH V\VWHP WR IRUP D UHSOLFDWHG� IDXOW WROHUDQW� DQG KLJKO\

DYDLODEOH 6'6 HQYLURQPHQW� 0RUHRYHU� H[LVWLQJ GLVWULEXWHG FRQWUROOHUV FRQVLGHU WKH GLIIHUHQW WUDGH�RIIV RI

SHUIRUPDQFH� VFDODELOLW\� DQG VWDWH FRQVLVWHQF\� DQG SURYLGH GLVWLQFW PHFKDQLVPV WR PHHW IDXOW WROHUDQFH

DQG UHOLDELOLW\ UHTXLUHPHQWV� )RU LQVWDQFH� FRQWUROOHUV PD\ DVVXPH D FOXVWHUHG IRUPDW WR DFKLHYH IDXOW

WROHUDQFH WKURXJK DFWLYH RU SDVVLYH UHSOLFDWLRQ VWUDWHJLHV E\ UHVRUWLQJ WR VWDWH PDFKLQH UHSOLFDWLRQ >����

���@ RU LPSOHPHQWLQJ D SULPDU\�EDFNXS DSSURDFK ZKHUH RQH PDLQ FRQWUROOHU RUFKHVWUDWHV DOO GDWD SODQH

HOHPHQWV ZKLOH UHPDLQGHU FRQWURO LQVWDQFHV DUH XVHG IRU UHSOLFDWLRQ RI WKH FRQWURO VHUYLFH >��@�

:KLOH VRPH VROXWLRQV FRPSUHKHQG D VWURQJ FRQVLVWHQF\ PRGHO WR HQVXUH FRUUHFWQHVV DQG UREXVWQHVV

RI WKH FRQWURO VHUYLFH� RWKHUV UHVRUW WR PRUH UHOD[HG PRGHOV ZKHUH HDFK FRQWUROOHU LV DVVLJQHG WR D VXEVHW

RI WKH VWRUDJH GRPDLQ DQG KROGV D GLIIHUHQW YLHZ RI WKH LQIUDVWUXFWXUH� 5HJDUGLQJ FRQWURO GLVWULEXWLRQ�

IODW FRQWUROOHUV DUH GHVLJQHG WR HQVXUH VXVWDLQHG UHVLOLHQFH DQG DYDLODELOLW\ >��� ���@� ZKLOH KLHUDUFKLFDO

FRQWUROOHUV IRFXV RQ WKH VFDODELOLW\ FKDOOHQJHV RI WKH 6'6 HQYLURQPHQW >���� ���@�

'HSHQGLQJ RQ WKH VWRUDJH FRQWH[W� WKH GHSHQGDELOLW\ RIIHUHG E\ WKH FRQWURO SODQH FDQ EH FRXSOHG WR

D VSHFLILF ,�2 OD\HU� 6SHFLILFDOO\� DV VRPH 6'6 V\VWHPV DUH GLUHFWO\ LPSOHPHQWHG RYHU H[LVWLQJ VWRUDJH

V\VWHPV� VXFK DV &HSK �H�J�� 0DQWOH >���@� 6XSHU&HOO >���@� DQG 2SHQ6WDFN �H�J�� &U\VWDO >��@�� WKH

FRQWURO SODQH·V GHSHQGDELOLW\ FDQ EH ERXQGHG E\ WKH GHSHQGDELOLW\ RI WKH UHVSHFWLYH VWRUDJH V\VWHP�

��
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$GDSWDELOLW\� $GDSWDELOLW\ UHIHUV WR WKH DELOLW\ RI D FRQWURO SODQH WR UHVSRQG� DGDSW� DQG ILQH�WXQH HQ�

IRUFHPHQW GHFLVLRQV XQGHU UHTXLUHPHQWV WKDW FKDQJH RYHU WLPH� 7KH KLJK GHPDQG IRU YLUWXDOL]HG VHUYLFHV

KDV GULYHQ GDWD FHQWHUV WR EHFRPH H[WUHPHO\ KHWHURJHQHRXV� OHDGLQJ VWRUDJH FRPSRQHQWV DQG GDWD SODQH

VWDJHV WR H[SHULHQFH YRODWLOH ZRUNORDGV >�� ��� ���@� 0RUHRYHU� GHVLJQLQJ KHWHURJHQHLW\�REOLYLRXV 6'6

V\VWHPV ZLWK PRQROLWKLF DQG KRPRJHQHRXV FRQILJXUDWLRQV FDQ VHYHUHO\ LPSDFW WKH VWRUDJH LQIUDVWUXFWXUH�

KLQGHULQJ WKH DELOLW\ WR DFFXUDWHO\ HQIRUFH SROLFLHV >��@�

7KHUHIRUH� 6'6 FRQWUROOHUV PXVW FRPSUHKHQG D VHOI�DGDSWLYH GHVLJQ� FDSDEOH RI EHLQJ G\QDPLFDOO\

DGMXVWHG DQG WXQHG �H�J�� SROLF\ YDOXHV� GDWD SODQH VWDJH FRQILJXUDWLRQV� WR SURYLGH UHVSRQVLYH DQG DF�

FXUDWH HQIRUFHPHQW GHFLVLRQV >��@� $V HQIRUFHPHQW VWUDWHJLHV GLUHFWO\ LPSDFW ,�2 ZRUNIORZV� HPSOR\LQJ

VHOI�DGDSWLYH DQG DXWRQRPRXV PHFKDQLVPV RYHU 6'6 FRQWUROOHUV EULQJV D PRUH DFFXUDWH DQG G\QDPLF

HQIRUFHPHQW VHUYLFH� 0RUHRYHU� GXH WR WKH IDVW FKDQJLQJ UHTXLUHPHQWV RI WKH VWRUDJH HQYLURQPHQW� GDWD

SODQH FRQILJXUDWLRQV UDSLGO\ EHFRPH VXESDU� DQG WKXV� DXWRPDWHG RSWLPL]DWLRQV RI GDWD SODQH UHVRXUFHV

LV NH\ WR HQVXUH HIILFLHQW SROLF\ HQIRUFHPHQW DQG UHVRXUFH XVDJH� &XUUHQW VWUDWHJLHV WR SURYLGH DGDSWDEOH

6'6 FRQWURO LQFOXGH FRQWURO�WKHRUHWLF PHFKDQLVPV� VXFK DV IHHGEDFN FRQWUROOHUV WKDW RUFKHVWUDWH V\VWHP

VWDWH EDVHG RQ FRQWLQXRXV PRQLWRULQJ DQG GDWD SODQH WXQLQJ >���� ���� ���@� DQG SHUIRUPDQFH PRGHOLQJ�

VXFK DV KHXULVWLFV >���@� OLQHDU SURJUDPPLQJ >���� ���@� DQG PDFKLQH OHDUQLQJ >���@ WHFKQLTXHV �IXUWKHU

GHWDLO RQ WKHVH VWUDWHJLHV LV SUHVHQWHG LQ ��������

����� &RQWUROOHU 'LVWULEXWLRQ

6'6 OLWHUDWXUH FODVVLILHV WKH GLVWULEXWLRQ RI FRQWUROOHUV DV ORJLFDOO\ FHQWUDOL]HG� GHVSLWH EHLQJ SK\VLFDOO\ GLV�

WULEXWHG IRU WKH REYLRXV UHDVRQV RI VFDOH DQG UHVLOLHQFH >���� ���@� :H QRZ FDWHJRUL]H GLVWULEXWHG FRQWURO

SODQHV UHJDUGLQJ WKHLU FRQWUROOHU GLVWULEXWLRQ �WRSRORJ\�� )LJXUH ��� LOOXVWUDWHV VXFK GHVLJQV� QDPHO\ �E�

IODW DQG �F� KLHUDUFKLFDO FRQWUROOHUV� %RWK GHVLJQV DUH FRQWHPSODWHG DV SDUW RI WKH WD[RQRP\ IRU FODVVLI\LQJ

6'6 FRQWURO HOHPHQWV �������

)ODW� )ODW FRQWURO SODQHV SURYLGH D KRUL]RQWDOO\ SDUWLWLRQHG FRQWURO HQYLURQPHQW� ZKHUH D VHW RI LQWHUFRQ�

QHFWHG FRQWUROOHUV DFW DV D FRRUGLQDWHG JURXS WR HQVXUH D UHOLDEOH DQG KLJKO\ DYDLODEOH FRQWURO VHUYLFH ZKLOH

SUHVHUYLQJ ORJLFDO FRQWURO FHQWUDOL]DWLRQ� 'HSHQGLQJ RQ WKH LQIUDVWUXFWXUH UHTXLUHPHQWV �H�J�� SHUIRUPDQFH�

UHVLOLHQF\�� FRQWUROOHUV PD\ EH RUJDQL]HG GLIIHUHQWO\� )RU LQVWDQFH� VRPH LPSOHPHQWDWLRQV PD\ SURYLGH D

FOXVWHU�OLNH GLVWULEXWLRQ� ZKHUH D VLQJOH FRQWUROOHU RUFKHVWUDWHV WKH RYHUDOO VWRUDJH GRPDLQ� ZKLOH RWKHUV

DUH XVHG DV EDFNXSV WKDW FDQ WDNH RYHU LQ FDVH WKH SULPDU\ IDLOV� 8QGHU WKLV VFHQDULR� WKH FHQWUDOL]HG

FRQWUROOHU KDQGOHV DOO VWDJH�UHODWHG HYHQWV �H�J�� FROOHFW UHSRUWV DQG PHWULFV�� GLVVHPLQDWHV SROLFLHV� JHQHU�

DWHV FRPSUHKHQVLYH HQIRUFHPHQW SODQV� DQG HQIRUFHV SROLFLHV� 0RUHRYHU� WKH FRQWURO SODQH SURYLGHV WKH

FRRUGLQDWLRQ IDFLOLWLHV WR HQVXUH IDXOW WROHUDQFH DQG VWURQJ FRQVLVWHQF\ E\ UHO\LQJ RQ VWDWH PDFKLQH UHSOL�

FDWLRQ >���� ���@ RU VLPSOH SULPDU\�EDFNXS VWUDWHJLHV >��@� 0LUDGRU >���@� IROORZV VXFK DQ DSSURDFK�

E\ UHVRUWLQJ WR D FRRUGLQDWLRQ VHUYLFH WR HQVXUH D KLJKO\ DYDLODEOH FRQWURO HQYLURQPHQW >��@� 7KLV GHVLJQ

DOORZV GLVWULEXWHG FRQWUROOHUV WR FRPSULVH VWURQJ FRQVLVWHQF\ SURSHUWLHV� HQVXUH KLJK DYDLODELOLW\ RI WKH

��
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FRQWURO VHUYLFH� DQG HDVH FRQWURO UHVSRQVLELOLW\� +RZHYHU� VLQFH FRQWURO UHPDLQV FHQWUDOL]HG� WKLV FOXVWHU�

EDVHG GLVWULEXWLRQ IDOOV VKRUW ZKHQ LW FRPHV WR VFDODELOLW\� OLPLWLQJ LWV DSSOLFDELOLW\ WR VPDOO�WR�PHGLXP VL]HG

VWRUDJH LQIUDVWUXFWXUHV >���@�

2WKHU VROXWLRQV� DV GHSLFWHG LQ )LJXUH ��� �E�� PD\ SURYLGH D QHWZRUN�OLNH IODW FRQWURO SODQH� ZKHUH HDFK

FRQWUROOHU LV UHVSRQVLEOH IRU D VXEVHW RI WKH GDWD SODQH >��� ���@� 1DPHO\� HDFK FRQWUROOHU RUFKHVWUDWHV D

GLIIHUHQW SDUW RI WKH LQIUDVWUXFWXUH� V\QFKURQL]LQJ LWV VWDWH ZLWK UHPDLQGHU FRQWUROOHUV ZLWK VWURQJ RU HYHQWXDO

FRQVLVWHQF\ PHFKDQLVPV� 8SRQ WKH IDLOXUH RI D FRQWUROOHU� DQRWKHU PD\ DVVXPH LWV UHVSRQVLELOLWLHV XQWLO

LW EHFRPHV DYDLODEOH� )RU LQVWDQFH� &U\VWDO >��@ KROGV D VHW RI DXWRQRPRXV FRQWUROOHUV� HDFK UXQQLQJ D

VHSDUDWH FRQWURO DOJRULWKP WR HQIRUFH GLIIHUHQW SRLQWV RI WKH VWRUDJH VWDFN� 7KLV QHWZRUN�OLNH GHVLJQ HQVXUHV

DQ HIILFLHQW FRQWURO VHUYLFH DQG SURYLGHV D IOH[LEOH FRQVLVWHQF\ PRGHO WKDW DOORZV WKH 6'6 V\VWHP WR VFDOH

WR ODUJHU HQYLURQPHQWV WKDQ FOXVWHU�EDVHG DSSURDFKHV� +RZHYHU� WKLV FRQWURO PRGHO KDUGHQV WKH FRQWURO

SODQH·V DELOLW\ WR VKDUH D ORJLFDO FHQWUDOL]HG VHWXS DQG V\QFKURQL]HG YLHZ WR FRQWURO DSSOLFDWLRQV� KLQGHULQJ

LWV DSSOLFDELOLW\ WR ODUJH�VFDOH SURGXFWLRQ VWRUDJH LQIUDVWUXFWXUHV� )XUWKHU� ZLWK WKH HPHUJHQFH RI QRYHO

FRPSXWLQJ SDUDGLJPV FRPSRVHG RI WKRXVDQGV RI QRGHV� VXFK D VHUYHUOHVV FORXG FRPSXWLQJ >���@ DQG

([DVFDOH VXSHUFRPSXWHUV >��@� WKLV GHVLJQ PD\ KROG VHYHUH VFDODELOLW\ DQG SHUIRUPDQFH FRQVWUDLQWV�

+LHUDUFKLFDO� 7KH FRQWLQXRXV FRPPXQLFDWLRQ EHWZHHQ FRQWUROOHUV DQG GDWD SODQH VWDJHV� WKURXJK HQ�

IRUFHPHQW RI SROLFLHV DQG VWDWLVWLF FROOHFWLRQ� KLQGHUV WKH VFDODELOLW\ RI WKH FRQWURO SODQH >���� ���@� 7R

DOOHYLDWH WKH ORDG RQ WKH FHQWUDOL]HG FRQWUROOHU� ERWK FRQWURO DQG PDQDJHPHQW ZRUNIORZV PXVW EH KDQGOHG

FORVHU WR GDWD SODQH UHVRXUFHV� DQG PLQLPL]HG DV SRVVLEOH ZLWKRXW FRPSURPLVLQJ V\VWHP FRUUHFWQHVV�

7KXV� VLPLODUO\ WR GLVWULEXWHG 6'1 FRQWUROOHUV >���� ���� ���@� KLHUDUFKLFDO GLVWULEXWLRQV DGGUHVV VXFK

D SUREOHP E\ RUJDQL]LQJ 6'6 FRQWUROOHUV LQ D KLHUDUFKLFDO GLVSRVLWLRQ >���� ���� ���@� &RQWUROOHUV DUH

KLHUDUFKLFDOO\ UDQNHG DQG JURXSHG E\ FRQWURO OHYHOV� HDFK RI WKHP UHVSHFWLQJ WR D FXPXODWLYH VHW RI FRQWURO

VHUYLFHV� 7KLV DSSURDFK GLVWULEXWHV WKH FRQWURO UHVSRQVLELOLW\ WR DOOHYLDWH WKH ORDG LPSRVHG RYHU FHQWUDOL]HG

VHUYLFHV� HQDEOLQJ D PRUH VFDODEOH 6'6 FRQWURO HQYLURQPHQW�

$V GHSLFWHG LQ )LJXUH ��� �F�� WKH FRQWURO SODQH LV YHUWLFDOO\ SDUWLWLRQHG LQWR FRUH FRQWUROOHUV DQG VXE�

FRQWUROOHUV� &RUH FRQWUROOHUV DUH SODFHG DW WKH WRS RI WKH KLHUDUFK\� DQG FRPSUHKHQG RYHUDOO FRQWURO SRZHU

DQG V\VWHP�ZLGH YLVLELOLW\� :KLOH PDLQWDLQLQJ D V\QFKURQL]HG VWDWH RI WKH 6'6 HQYLURQPHQW� FRUH FRQWUROOHUV

PDQDJH FRQWURO DSSOLFDWLRQV� DQG RUFKHVWUDWH ERWK GDWD SODQH DQG VXE�FRQWUROOHU HOHPHQWV� 0RUHRYHU�

FRUH FRQWUROOHUV VKDUH SDUW RI WKHLU UHVSRQVLELOLWLHV ZLWK XQGHUO\LQJ WLHUV� SURSDJDWLQJ WKH FRQWURO ORJLF

KLHUDUFKLFDOO\� 6XE�FRQWUROOHUV DUH SODFHG FORVHU WR GDWD SODQH VWDJHV DQG FRPSUHKHQG D VXEVHW RI FRQWURO

VHUYLFHV� (DFK RI WKHVH FRQWUROOHUV PDQDJHV D SDUW RI WKH GDWD SODQH� DV ZHOO DV WKH FRQWURO DFWLYLWLHV WKDW

GR QRW UHTXLUH JOREDO NQRZOHGJH QRU LPSDFW WKH RYHUDOO VWDWH RI WKH FRQWURO HQYLURQPHQW� )RU H[DPSOH�

&ODULVVH >���@ LPSOHPHQWV D KLHUDUFKLFDO FRQWURO SODQH RYHU +3& LQIUDVWUXFWXUHV WKDW JURXSV FRQWURO DFWLYLW\

WKURXJK JOREDO� DSSOLFDWLRQ� DQG QRGH FRQWUROOHUV� 6LQFH FRUH FRQWUROOHUV KROG JOREDO YLVLELOLW\� WKH\ SHUIRUP

DFFXUDWH DQG KROLVWLF GHFLVLRQV RYHU WKH 6'6 HQYLURQPHQW� +RZHYHU� PDLQWDLQLQJ D FRQVLVWHQW YLHZ LV

FRVWO\� FDXVLQJ VLJQLILFDQW SHUIRUPDQFH RYHUKHDG HYHQ ZKHQ SHUIRUPLQJ VLPSOH DQG ORFDO GHFLVLRQV >����

���@� 2Q WKH RWKHU KDQG� VXE�FRQWUROOHUV DUH WDLORUHG IRU VSHFLILF FRQWURO RSHUDWLRQV� SURYLGLQJ IDVWHU DQG

��
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7DEOH ���� &ODVVLILFDWLRQ RI 6'6 FRQWURO DSSOLFDWLRQV UHJDUGLQJ VWRUDJH REMHFWLYHV�

&ORXG +3& $SSOLFDWLRQ�VSHFLILF

3HUIRUPDQFH
3HUI� JXDUDQWHHV >���� ���� ���� ���� ���� ���� ���@ >��� ���@ >��� ���� ���� ���� ���@
3ULRULWL]DWLRQ >���� ���� ���� ���� ���� ���� ���� ���@ >���� ���@ >���� ���� ���@
3HUI� FRQWURO >���� ���� ���� ���� ���� ���� ���@ >���@ >��� ���� ���� ���� ���@

5HVRXUFH
0DQDJHPHQW

)DLUQHVV >���@ >���� ���@
&DFKH PDQDJHPHQW >���� ���@ >��� ���@
'HYLFH PDQDJHPHQW >���@ >��� ���@
)ORZ FXVWRPL]DWLRQ >���� ���� ���@ >���@ >��� ���@

'DWD
0DQDJHPHQW

'DWD UHGXQGDQF\ >���@ >��� ��� ���@
'DWD UHGXFWLRQ >���� ���@ >��� ��@
'DWD SODFHPHQW >���� ���� ���� ���@ >���@ >��� ���� ���� ���� ���@
�0HWD�'DWD RUJ� >���� ���@ >��� ���� ���@

6HFXULW\ (QFU\SWLRQ >���@ >���@
0DOZDUH VFDQQLQJ >���@

2WKHU 6WRUDJH 2EMHFWLYHV >���� ���� ���@ >���@ >��� ���� ���@

ILQH�JUDLQHG ORFDO GHFLVLRQV RYHU VWDJHV� ,Q FDVH D VXE�FRQWUROOHU FDQQRW SHUIRUP FHUWDLQ FRQWURO DFWLRQV

RYHU LWV HOHPHQWV� LW SDVVHV VXFK UHVSRQVLELOLW\ WR KLJKHU UDQNLQJ FRQWUROOHUV�

&RPPXQLFDWLRQ EHWZHHQ FRQWURO LQVWDQFHV LV DFKLHYHG WKURXJK WKH ZHVWERXQG�HDVWERXQG LQWHUIDFH�

DQG LV XVHG IRU HVWDEOLVKLQJ WKH FRQWURO SRZHU DQG SROLF\ GLVVHPLQDWLRQ� SHULRGLF VWDWH SURSDJDWLRQ IRU

V\QFKURQL]DWLRQ� DQG KHDOWK PRQLWRULQJ HYHQWV�

����� 6XPPDU\

7KH 6'6 FRQWURO SODQH SURYLGHV D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU ZLWK V\VWHP�ZLGH YLVLELOLW\ WKDW KROLVWL�

FDOO\ RUFKHVWUDWHV DOO GDWD SODQH VWDJHV� &RQWUROOHUV FDQ EH SK\VLFDOO\ GLVWULEXWHG� DQG IROORZ D IODW RU

KLHUDUFKLFDO�EDVHG GLVWULEXWLRQ� &RQWURO DSSOLFDWLRQV DUH EXLOW RQ WRS RI FRQWUROOHUV DQG LQWHUDFW WKURXJK

D QRUWKERXQG LQWHUIDFH� &RQWUROOHUV FRQWLQXRXVO\ FRPPXQLFDWH ZLWK GDWD SODQH VWDJHV� WKURXJK D VRXWK�

ERXQG LQWHUIDFH� IRU FROOHFWLQJ ,�2 VWDWLVWLFV DQG HQIRUFLQJ VWDJH�VSHFLILF UXOHV WR HQVXUH VWRUDJH SROLFLHV

DUH PHW DW DOO WLPHV� &RPPXQLFDWLRQ EHWZHHQ FRQWUROOHUV LV HVWDEOLVKHG WKURXJK D ZHVWERXQG�HDVWERXQG

LQWHUIDFH� )XUWKHU� GHSHQGLQJ RQ WKH LQIUDVWUXFWXUH UHTXLUHPHQWV� FRQWUROOHUV FDQ KDYH GLIIHUHQW SURSHUWLHV�

VXFK DV VFDODELOLW\� GHSHQGDELOLW\� DQG DGDSWDELOLW\�

��� &RQWURO 3ODQH ³ &RQWURO $SSOLFDWLRQV

&RQWURO DSSOLFDWLRQV DUH WKH HQWU\ SRLQW RI WKH 6'6 HQYLURQPHQW DQG WKH GH IDFWR ZD\ RI H[SUHVVLQJ KRZ ,�2

ZRUNIORZV VKRXOG RSHUDWH� $SSOLFDWLRQV H[HUFLVH GLUHFW FRQWURO RYHU FRQWUROOHUV E\ GHILQLQJ WKH FRQWURO ORJLF

WKURXJK SROLFLHV DQG FRQWURO DOJRULWKPV� ZKLFK DUH IXUWKHU WUDQVODWHG LQWR ILQH�JUDLQHG VWDJH�VSHFLILF UXOHV

WR EH HPSOR\HG RYHU ,�2 UHTXHVWV� ([DPSOHV RI FRQWURO DOJRULWKPV LQFOXGH SURSRUWLRQDO VKDULQJ� SULRULWL�

]DWLRQ DQG LVRODWLRQ� DQG VKDUHV DQG UHVHUYDWLRQV� ZKLFK DUH IXUWKHU GHWDLOHG LQ ������� 6LPLODU WR RWKHU

VRIWZDUH�GHILQHG DSSURDFKHV >���� ���@� FRQWURO DSSOLFDWLRQV LQWURGXFH D VSHFLILFDWLRQ DEVWUDFWLRQ LQWR

��
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WKH 6'6 HQYLURQPHQW WR H[SUHVV WKH GHVLUHG VWRUDJH EHKDYLRU ZLWKRXW EHLQJ UHVSRQVLEOH IRU LPSOHPHQWLQJ

WKH EHKDYLRU LWVHOI� 0RUHRYHU� WKH ORJLFDO FHQWUDOL]DWLRQ RI FRQWURO VHUYLFHV DOORZV FRQWURO DSSOLFDWLRQV WR

OHYHUDJH IURP WKH VDPH FRQWURO EDVH� OHDGLQJ WR DQ DFFXUDWH� FRQVLVWHQW� DQG HIILFLHQW SROLF\ FUHDWLRQ�

([LVWLQJ FRQWURO DSSOLFDWLRQV DUH GHVLJQHG IRU D YDULHW\ RI VWRUDJH FRQWH[WV DQG FRYHU D ZLGH DUUD\ RI

IXQFWLRQDOLWLHV� LQFOXGLQJ SHUIRUPDQFH� UHVRXUFH DQG GDWD PDQDJHPHQW� VHFXULW\� DQG RWKHU VWRUDJH RE�

MHFWLYHV� 3HUIRUPDQFH REMHFWLYHV DLP DW HQIRUFLQJ SHUIRUPDQFH JXDUDQWHHV �H�J�� WKURXJKSXW DQG ODWHQF\

6/2V >���@�� SULRULWL]DWLRQ �H�J�� EDQGZLGWK DOORFDWLRQ DFFRUGLQJ WR DSSOLFDWLRQV· SULRULW\ >���@�� DQG SHUIRU�

PDQFH FRQWURO �H�J�� ,�2 LVRODWLRQ�� 2Q WKH PDQDJHPHQW VLGH� UHVRXUFH�FHQWULF REMHFWLYHV HQIRUFH IDLUQHVV

EHWZHHQ DSSOLFDWLRQV DFFHVVLQJ VKDUHG VWRUDJH V\VWHPV� DV ZHOO DV FDFKLQJ DQG GHYLFH PDQDJHPHQW SROL�

FLHV �H�J�� FDFKLQJ VFKHPHV >���@� VWRUDJH TXRWDV >��@�� DQG ,�2 IORZ FXVWRPL]DWLRQ �H�J�� PRGLI\ WKH ,�2

HQGSRLQWV RI D OD\HU >���@�� 'DWD�FHQWULF REMHFWLYHV� RQ WKH RWKHU KDQG� HQIRUFH REMHFWLYHV GLUHFWO\ DSSOL�

FDEOH RYHU GDWD DQG PHWDGDWD VXFK DV GDWD UHGXQGDQF\� GDWD UHGXFWLRQ� GDWD SODFHPHQW� DQG GDWD DQG

PHWDGDWD RUJDQL]DWLRQ >���@� 6HFXULW\�EDVHG REMHFWLYHV HQIRUFH HQFU\SWLRQ DQG PDOZDUH VFDQQLQJ UXOHV

WR HQVXUH SULYDF\ DQG FRQILGHQWLDOLW\ RI VHQVLWLYH GDWD� 2WKHU VWRUDJH REMHFWLYHV VXFK DV HQHUJ\ HIILFLHQF\

DQG HODVWLFLW\ FRQWURO VHHN WR SURYLGH DGGLWLRQDO SURSHUWLHV WR VWRUDJH V\VWHPV� 7DEOH ��� FODVVLILHV H[LVWLQJ

6'6 FRQWURO DSSOLFDWLRQV UHJDUGLQJ VWRUDJH REMHFWLYHV� ZKLOH RUJDQL]HG E\ VWRUDJH LQIUDVWUXFWXUH�

)LQDOO\� D 1RUWKERXQG LQWHUIDFH FRQQHFWV FRQWURO DSSOLFDWLRQV DQG FRQWUROOHUV E\ DEVWUDFWLQJ WKH GLV�

WULEXWHG FRQWURO HQYLURQPHQW LQWR D ODQJXDJH�VSHFLILF FRPPXQLFDWLRQ LQWHUIDFH� KLGLQJ XQQHFHVVDU\ LQIUDV�

WUXFWXUH GHWDLOV� ZKLOH DOORZLQJ VWUDLJKWIRUZDUG DSSOLFDWLRQ�EXLOGLQJ DQG SROLF\ VSHFLILFDWLRQ� 6XFK D GHVLJQ

IRVWHUV WKH LQWHJUDWLRQ DQG UHXWLOL]DWLRQ RI GLIIHUHQW FRQWURO DSSOLFDWLRQV EHWZHHQ 6'6 WHFKQRORJLHV� HQDEOLQJ

DQ LQWHURSHUDEOH FRQWURO GHVLJQ� +RZHYHU� FXUUHQW ZRUN RQ 6'6 ODFNV D VWDQGDUG 1RUWKERXQG LQWHUIDFH�

ZKLFK OLPLWV WKH DELOLW\ WR FRPELQH GLIIHUHQW FRQWURO DSSOLFDWLRQV WKURXJKRXW GLVWLQFW VWRUDJH FRQWH[WV DQG

6'6 WHFKQRORJLHV�

��� 6XUYH\ RI 6RIWZDUH�'HILQHG 6WRUDJH 6\VWHPV

7KLV VHFWLRQ SUHVHQWV DQ RYHUYLHZ RI H[LVWLQJ 6'6 V\VWHPV UHJDUGLQJ VWRUDJH LQIUDVWUXFWXUH ��������� FRQWURO

VWUDWHJ\ ��������� DQG HQIRUFHPHQW VWUDWHJ\ ��������� ������ GLVFXVVHV NH\ GLIIHUHQFHV EHWZHHQ 6'6

V\VWHPV� 6\VWHPV DUH FODVVLILHG DFFRUGLQJ WR WKH WD[RQRPLHV GHVFULEHG LQ ���� DQG �����

����� 6XUYH\ E\ ,QIUDVWUXFWXUH

6WRUDJH LQIUDVWUXFWXUHV FRPSULVH GLIIHUHQW UHTXLUHPHQWV DQG UHVWULFWLRQV� DQG WKXV� WKH GHVLJQ DQG FRPEL�

QDWLRQ RI 6'6 SURSHUWLHV PD\ YDU\ VLJQLILFDQWO\ ZLWK WKH WDUJHWHG LQIUDVWUXFWXUH� 7R SURYLGH D FRPSUHKHQ�

VLYH VXUYH\ RI 6'6 V\VWHPV� ZH GHVFULEH WKHP LQ D WZRIROG� 7DEOH ��� FODVVLILHV 6'6 V\VWHPV DFFRUGLQJ WR

WKH WD[RQRPLHV GHVFULEHG LQ ���� DQG ����� ZKLOH JURXSLQJ WKHP E\ VWRUDJH LQIUDVWUXFWXUH� QDPHO\ FORXG�

+3&� DQG DSSOLFDWLRQ�VSHFLILF VWRUDJH VWDFNV� 7KLV WDEOH KLJKOLJKWV WKH GHVLJQ VSDFH RI HDFK LQIUDVWUXF�

WXUH DQG GHSLFWV FXUUHQW WUHQGV DQG XQH[SORUHG DVSHFWV RI WKH SDUDGLJP WKDW UHTXLUH IXUWKHU LQYHVWLJDWLRQ�

��
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7KHQ� WKH WH[WXDO GHVFULSWLRQ SUHVHQWHG DW HDFK VHFWLRQ ���������³ ��������� GUDZV IRFXV RQ WKH HQYL�

URQPHQW DQG FRQWH[W ZKHUH HDFK V\VWHP LV DSSOLHG� DV ZHOO DV WKH HQIRUFHG VWRUDJH REMHFWLYHV DQG RWKHU

DVSHFWV WKDW GLIIHUHQWLDWH WKHVH VROXWLRQV� 7KH FODVVLILFDWLRQ FRQVLGHUV V\VWHPV IURP ERWK DFDGHPLD DQG

LQGXVWU\�� &RPPHUFLDO VROXWLRQV ZKRVH VSHFLILFDWLRQ LV QRW SXEOLFO\ GLVFORVHG DUH QRW FRQVLGHUHG� 6\VWHPV

WKDW IROORZ WKH 6'6 GHVLJQ SULQFLSOHV DQG VWRUDJH IXQFWLRQDOLWLHV GHVFULEHG LQ ����� WDUJHWLQJ DW OHDVW RQH

RI WKH SODQHV RI IXQFWLRQDOLW\� DUH FRQWHPSODWHG LQ WKLV FODVVLILFDWLRQ��

������� &ORXG ,QIUDVWUXFWXUHV

&ORXG FRPSXWLQJ LQIUDVWUXFWXUHV RIIHU HQWHUSULVH�JUDGH FRPSXWLQJ DQG VWRUDJH UHVRXUFHV DV SXEOLF XWLOLWLHV

VR FXVWRPHUV FDQ GHSOR\ DQG H[HFXWH JHQHUDO�SXUSRVH VHUYLFHV LQ D IOH[LEOH SD\�DV�\RX�JR PRGHO� &ORXG

SUHPLVHV FRQVLVW RI KXQGUHGV WR WKRXVDQGV RI FRPSXWH DQG VWRUDJH VHUYHUV� &RPSXWH VHUYHUV DUH YLU�

WXDOL]HG DQG DEVWUDFW PXOWLSOH SK\VLFDO VHUYHUV LQWR D SRRO RI UHVRXUFHV H[SRVHG WKURXJK 9LUWXDO 0DFKLQH

�90� RU FRQWDLQHUV� 5HVRXUFHV DUH VKDUHG EHWZHHQ WHQDQWV DQG PHGLDWHG E\ K\SHUYLVRUV� 6WRUDJH VHUYHUV

DFFRPPRGDWH KHWHURJHQHRXV VWRUDJH V\VWHPV DQG GHYLFHV ZLWK GLVWLQFW OHYHOV RI JUDQXODULW\ DQG SHUIRU�

PDQFH� 7KHVH VHUYHUV SHUVLVW DOO GDWD DQG DUH H[SRVHG WR 90V DV YLUWXDO GHYLFHV� &RPSXWH DQG VWRUDJH

VHUYHUV DUH FRQQHFWHG WKURXJK KLJK�VSHHG QHWZRUN OLQNV WKDW FDUU\ DOO LQIUDVWUXFWXUH WUDIILF� +RZHYHU� EH�

KLQG WKLV YLUWXDOL]HG HQYLURQPHQW OLH FRPSOH[ DQG SUHFRQILJXUHG ,�2 VWDFNV� PDNLQJ WKH HQIRUFHPHQW RI

VWRUDJH UHTXLUHPHQWV DQG HQG�WR�HQG FRQWURO RYHU VWRUDJH UHVRXUFHV KDUGHU >��� ���@� :KLOH VHYHUDO V\V�

WHPV KDYH EHHQ SURSRVHG WR SDUWLDOO\ DGGUHVV WKLV SUREOHP �H�J�� 4R6 SURYLVLRQLQJ DQG VFKHGXOLQJ >���

��²��� ���@�� WKHVH KDYH QRW FRQVLGHUHG HQG�WR�HQG HQIRUFHPHQW QRU KROLVWLF RUFKHVWUDWLRQ RI UHVRXUFHV�

7R DGGUHVV VXFK VKRUWFRPLQJV� 6'6�HQDEOHG V\VWHPV KDYH PRYHG WRZDUGV FORXG LQIUDVWUXFWXUHV�

7KH WHUP 6RIWZDUH�'HILQHG 6WRUDJH ZDV ILUVW LQWURGXFHG E\ ,2)ORZ >���@� 6SHFLILFDOO\� ,2)ORZ HQDEOHV

HQG�WR�HQG SROLF\ HQIRUFHPHQW XQGHU PXOWL�WHQDQW DUFKLWHFWXUHV� 4XHXH�EDVHG VWDJHV HPSOR\ SHUIRUPDQFH

DQG URXWLQJ SULPLWLYHV IURP 90V WR VKDUHG VWRUDJH� DOORZLQJ HIILFLHQW SHUIRUPDQFH LVRODWLRQ� GLIIHUHQWLDWHG

,�2 WUHDWPHQW� DQG HQG�WR�HQG SHUIRUPDQFH FRQWURO� $ UHDFWLYH IODW�EDVHG FRQWURO SODQH GLVFRYHUV VWDJHV

DQG G\QDPLFDOO\ FRQILJXUHV WKHLU ,�2 PHFKDQLVPV WR DWWHQG WKH PDQLIROG REMHFWLYHV RI DSSOLFDWLRQV EXLOW

RQ WRS �H�J�� EDQGZLGWK DJJUHJDWLRQ� SULRULWL]DWLRQ� WKURXJKSXW DQG ODWHQF\ REMHFWLYHV�� :KLOH RULJLQDOO\

GHVLJQHG WR HQIRUFH SROLFLHV RYHU VWRUDJH�UHODWHG OD\HUV� LW ZDV ODWHU H[WHQGHG WR VXSSRUW FDFKLQJ DQG QHW�

ZRUNLQJ >���� ���@� 0RLUDL >���@ H[WHQGV ,2)ORZ·V GHVLJQ WR H[HUFLVH GLUHFW DQG FRRUGLQDWHG FRQWURO RYHU

WKH GLVWULEXWHG FDFKLQJ LQIUDVWUXFWXUH WR LPSURYH UHVRXUFH XWLOL]DWLRQ DQG DFKLHYH SHUIRUPDQFH LVRODWLRQ

DQG 4R6 JXDUDQWHHV� 6WDJHV DUH GHSOR\HG DV VWDFNDEOH DQG SURJUDPPDEOH FDFKLQJ LQVWDQFHV WR HPSOR\

SHUIRUPDQFH PHFKDQLVPV RYHU LQFRPLQJ ,�2 UHTXHVWV� VXFK DV ZRUNORDG DJJUHJDWLRQ DQG PD[LPL]DWLRQ

RI FDFKH KLW UDWLRV� $W WKH FRQWURO SODQH� D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU� EXLOW RQ WRS ,2)ORZ·V WUDIILF FODV�

VLILFDWLRQ PHFKDQLVP� RUFKHVWUDWHV VWDJHV KROLVWLFDOO\� DQG PDLQWDLQV �FDFKH� FRQVLVWHQF\ DQG FRKHUHQFH

DFURVV WKH ,�2 VWDFN� )XUWKHU� LW FRQWLQXRXVO\ PRQLWRUV WKH LQIUDVWUXFWXUH DQG PDLQWDLQV NH\ SHUIRUPDQFH

�,QGXVWULDO 6'6 V\VWHPV DUH PDUNHG ZLWK DQ L LQ WKH FODVVLILFDWLRQ WDEOH�
�6\VWHPV QRW RULJLQDOO\ GHILQHG DV 6'6 EXW IROORZ WKH VDPH GHVLJQ SULQFLSOHV DUH PDUNHG ZLWK � LQ WKH FODVVLILFDWLRQ WDEOH�

��
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7DEOH ���� &ODVVLILFDWLRQ RI 6RIWZDUH�'HILQHG 6WRUDJH V\VWHPV UHJDUGLQJ VWRUDJH LQIUDVWUXFWXUH�

&RQWURO 3ODQH 'DWD 3ODQH

'L
VW
ULE
XW
LR
Q

6F
DO
DE
LOL
W\

'H
SH
QG
DE
LOL
W\

$G
DS
WD
EL
OLW
\

'H
VL
JQ

3U
RJ
UD
P
P
DE
LOL
W\

([
WH
QV
LE
LOL
W\

3O
DF
HP

HQ
W

7U
DQ
VS
DU
HQ
F\

6F
RS
H ,Q
WH
UI
DF
H

,2)ORZ 8 >���@ ) G#  G# 4 G# G# 03 # 35 ↑ ↓
0RLUDL >���@ ) G#  G# 6 G# G# 03  3 ↓
V5RXWH >���@ +   G# 4  G# 03 # 35 ↑↔↓
-RL16 >���@ +  �⋅� G# 4 G# # '63 # 35 ↔ ↓

)DoDGH� >���@� $9$7$5� >���@ & # # G# 4 G# # 63  3 ↓
3LVFHV� >���@� /LEUD� >���@ & # # G# 4 # # '63 # 3 ↓

30� >���@� :&� >���@ ) G#   4 # # '63 # 3 ↓
36/2� >���@ & # #  4 G# # '63 # 3 ↑ ↓
:LVS� >���@ '  �⋅� G# 4 G# # '63  3 ↔ ↓

:LHUD�7LHUD� >���� ���@ & # # G# 6W   '63  3'5 ↓
IOH[6WRUH >���@ ) G#  G# 6 G# # '63 G# 3' ↑ ↓
&ODULVVH >���@ +  G# # 4 G# # '63 # 35 ↑↔↓
6,5(1 >���@ +  G# G# 4 G# # 03 # 3 ↔ ↓
5HWUR >���@ ) G#  G# 4 G# G# 03 # 3 ↑ ↓
&DNH� >���@ & # # G# 4 G# # 03  3 ↑ ↓

&U\VWDO >��@� 0DVV >��@ ) G#  G# 6W   '63 G# 3' ↑↔↓
&RKR 'DWD 8 >��� ���@ ) G#  G# 6 G# # '63  3'5 ↑ ↓

0DQWOH >���@ & # # G# 6W  # '63 # 3 ↑ ↓
6XSHU&HOO >���@ & # # G# 6W # # '63  3' ↓

0DODFRORJ\ >���@ ³ ³ ³ ³ 6W  G# '63 # 3'5 ↓
6DIH)6 >���@ ³ ³ ³ ³ 6 G#  63  3' ↓
7ULDJH� >���@ ) G#   4 # # '63  3 ↓
3$'6 � >��@ ³ # # # 6W   '63 # 35 ↑ ↓

0HVQLHU HW DO�� >���@ ³ # # # ³ G# G# 63 # 3 ↓
3URSHUWLHV 'LVWULEXWLRQ 'HVLJQ 3ODFHPHQW 6FRSH ,QWHUIDFHV
# $EVHQW & � &HQWUDOL]HG 6 � 6WDFN 63 � 6LQJOH�SRLQW 3 � 3HUIRUPDQFH ↑ 1RUWKERXQG
G# /LPLWHG ) � )ODW 4 � 4XHXH '63 � 'LVWULEXWHG 63 ' � 'DWD ↔ :HVW�(DVWERXQG
 0DQLIHVWHG + � +LHUDUFKLFDO 6W � 6WRUOHW 03 � 0XOWL�SRLQW 5 � 5RXWLQJ ↓ 6RXWKERXQG
�⋅� 8QVSHFLILHG ' � 'HFHQWUDOL]HG
³ 1RW $SSOLFDEOH

PHWULFV RI HDFK ZRUNORDG UXQQLQJ RQ WKH V\VWHP �H�J�� WKURXJKSXW� UHDG�ZULWH SURSRUWLRQ� KLW UDWLR FXUYHV��

7R RYHUULGH WKH ULJLG DQG SUHGHILQHG ,�2 SDWK RI FORXG LQIUDVWUXFWXUHV� V5RXWH >���@ JRHV WRZDUGV

FRPELQLQJ VWRUDJH DQG QHWZRUNLQJ SULPLWLYHV� ,W H[WHQGV ,2)ORZ·V GHVLJQ WR HPSOR\ URXWLQJ PHFKDQLVPV

WKURXJKRXW WKH ,�2 SDWK� WXUQLQJ WKH VWRUDJH VWDFN PRUH SURJUDPPDEOH DQG G\QDPLF� 7KH GDWD SODQH

FRPSULVHV SURJUDPPDEOH VZLWFKHV �V6ZLWFK VWDJHV�� WKDW SURYLGH IORZ UHJXODWLRQ DQG FXVWRPL]DWLRQ� DQG

TXHXH�EDVHG VWDJHV WKDW LPSOHPHQW SHUIRUPDQFH PDQDJHPHQW DQG ,�2 GLIIHUHQWLDWLRQ DW K\SHUYLVRUV�

��
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6XFK D GHVLJQ DOORZV ,�2 ZRUNIORZV WR EH UHGLUHFWHG WR DQ\ SRLQW RI WKH ,�2 VWDFN �H�J�� FRQWUROOHU� V6ZLWFK�

HQDEOHG VWDJHV�� 7KH FRQWURO SODQH KROGV D KLHUDUFKLFDO GLVWULEXWLRQ PDGH RI D FHQWUDOL]HG FRQWUROOHU DQG

VHYHUDO FRQWURO GHOHJDWHV� ZKLFK DUH UHVWULFWHG FRQWURO GDHPRQV WKDW FRQWDLQ D SDUW RI WKH FRQWURO ORJLF DQG

LQVWDOOHG DW V6ZLWFKHV IRU FRQWURO SODQH HIILFLHQF\� (DFK RI WKHVH GHOHJDWHV SHUIRUPV GHFLVLRQV ORFDOO\� DOOH�

YLDWLQJ WKH ORDG RI WKH FHQWUDOL]HG FRPSRQHQW� DQG WKXV SURYLGLQJ D PRUH VFDODEOH HQYLURQPHQW� 6LPLODUO\�

-RL16 >���@ RUFKHVWUDWHV VWRUDJH DQG QHWZRUN OD\HUV RYHU QHWZRUNHG VWRUDJH SUHPLVHV WR DFKLHYH VWULFW OD�

WHQF\ 6/2V� :KLOH VKDULQJ VLPLODU FRQWURO SULQFLSOHV� -RL16 OHYHUDJHV IURP H[LVWLQJ 6'1 GDWD SODQHV >���@

DQG SURJUDPPDEOH VZLWFKHV WR HQIRUFH URXWLQJ SULPLWLYHV RYHU WKH VWRUDJH LQIUDVWUXFWXUH� ZKLOH VWRUDJH

GDWD SODQH VWDJHV LPSOHPHQW SUHGHWHUPLQHG SHUIRUPDQFH IHDWXUHV RYHU EORFN GHYLFH GULYHUV �YLD ,QWHUQHW

6PDOO &RPSXWHU 6\VWHPV ,QWHUIDFH��

:KLOH ,2)ORZ�HQDEOHG V\VWHPV DUH GHVLJQHG WR DFKLHYH HQG�WR�HQG RSWLPL]DWLRQ LQ FORXG VWRUDJH� VHY�

HUDO ZRUNV DGGUHVV VSHFLILF SUREOHPV DQG OD\HUV RI WKH ,�2 VWDFN LQ D 6'6 IDVKLRQ� )DoDGH >���@ DQG

$9$7$5 >���@ SURSRVH D YLUWXDOL]DWLRQ OD\HU WKDW VLWV EHWZHHQ FOLHQWV �KRVWV� DQG WKH VWRUDJH GHYLFHV RI

VKDUHG VWRUDJH V\VWHPV� DQG HQIRUFHV WKURXJKSXW DQG ODWHQF\ REMHFWLYHV LQ WKH SUHVHQFH RI EXUVW\ DQG

YRODWLOH ZRUNORDGV� (YHQ WKRXJK QRW SK\VLFDOO\ GHFRXSOHG� )DoDGH SURYLGHV D FHQWUDOL]HG FRQWUROOHU WKDW

HPSOR\V D QRQ�OLQHDU IHHGEDFN ORRS WR DOORFDWH EDQGZLGWK VKDUHV IRU HDFK ZRUNORDG DQG DGMXVW VWDJHV

DFFRUGLQJ WDUJHWHG ZRUNORDG ODWHQFLHV� DQG D TXHXH�EDVHG GDWD SODQH WKDW JRYHUQV WKH TXHXH GHSWK RI

D VWRUDJH GHYLFH� 2Q WKH RWKHU KDQG� $9$7$5 SURSRVHV D WZR�OHYHO VFKHGXOLQJ IUDPHZRUN WKDW HQIRUFHV

��C⌘ SHUFHQWLOH ODWHQF\ REMHFWLYHV� $W D KLJK OHYHO� D FHQWUDOL]HG FRQWUROOHU RUFKHVWUDWHV SHU�ZRUNORDG )LUVW

,Q� )LUVW 2XW �),)2� TXHXHV DQG UHJXODWHV ZRUNIORZV WR DFKLHYH LVRODWLRQ� ZKLOH DW D ORZHU OHYHO� D TXHXH�

EDVHG GDWD SODQH UDWH OLPLWV UHTXHVWV EHIRUH GLVSDWFKLQJ WKHP WR WKH VWRUDJH GHYLFH� $W PXOWL�WHQDQW FORXG

HQYLURQPHQWV� 3LVFHV >���@ DQG /LEUD >���@ SURYLGH V\VWHP�ZLGH SHUIRUPDQFH LVRODWLRQ DQG IDLU UHVRXUFH

DOORFDWLRQ� ,Q ERWK V\VWHPV� FRQWURO DQG GDWD DUH QRW SK\VLFDOO\ GHFRXSOHG� ,Q 3LVFHV� D FHQWUDOL]HG FRQ�

WUROOHU SURYLGHV SHU�WHQDQW ZHLJKWHG IDLU�VKDUHV WR HQIRUFH WKURXJKSXW REMHFWLYHV� ZKLOH TXHXH�EDVHG VWDJHV

VFKHGXOH SHU�WHQDQW UXOHV RYHU QHWZRUN UHVRXUFHV RI VWRUDJH VHUYHUV� 2Q WKH RWKHU KDQG� ZKLOH VKDULQJ

WKH VDPH GHVLJQ SULPLWLYHV DV 3LVFHV� /LEUD·V VWDJHV HQIRUFH SHU�WHQDQW DSSOLFDWLRQ UHTXHVW UHVHUYDWLRQV

RYHU 6HULDO $GYDQFHG 7HFKQRORJ\ $WWDFKPHQW �6$7$� 6ROLG 6WDWH 'ULYH �66'� GHYLFHV�

'HVSLWH SURYLGLQJ LVRODWLRQ DQG IDLUQHVV RYHU QHWZRUN DQG VWRUDJH UHVRXUFHV� SUHYLRXV V\VWHPV IRFXV

RQ VKDULQJ VWRUDJH EDQGZLGWK� ZKLFK LV VLPSOHU WR FRQWURO WKDQ WDLO ODWHQF\� DV EDQGZLGWK LV DQ DYHUDJH

RYHU WLPH QRW DIIHFWHG E\ ,�2 SDWK·V FXPXODWLYH LQWHUDFWLRQV� 0RUHRYHU� VLQJOH UHVRXUFH HQIRUFHPHQW

HLWKHU RYHU VWRUDJH >���� ���� ���@ RU QHWZRUN >���@� OLPLWV WKH DELOLW\ WR HQIRUFH HQG�WR�HQG VWRUDJH

SROLFLHV� 7KLV OHG WR WKH GHVLJQ RI PXOWL�UHVRXUFH 6'6 V\VWHPV >���� ���@� 3ULRULW\0HLVWHU �30� >���@

FRPELQHV SULRULWL]DWLRQ DQG UDWH OLPLWLQJ RYHU QHWZRUN DQG VWRUDJH UHVRXUFHV WR PHHW WDLO ODWHQF\ DW WKH

����C⌘ DQG �����C⌘ SHUFHQWLOHV� $ SURDFWLYH IODW�EDVHG FRQWUROOHU DXWRPDWLFDOO\ RUFKHVWUDWHV WKH GDWD

SODQH XQGHU YDU\LQJ GHJUHHV RI ZRUNORDG EXUVWLQHVV� ZKLOH TXHXH�EDVHG VWDJHV GHSOR\HG RYHU VWRUDJH DQG

QHWZRUN GHYLFHV SURYLGH SHU�ZRUNORDG ODWHQF\ GLIIHUHQWLDWLRQ� (DFK VWDJH FRPSULVHV PXOWLSOH UDWH OLPLWLQJ

TXHXHV� WKDW HYHQ WKRXJK LPSURYLQJ EXUVWLQHVV� LQWURGXFH LQFUHDVHG FRPSXWDWLRQ WLPH DQG QXPEHU RI

UHTXLUHG FRPSXWLQJ VHUYHUV� 7R DGGUHVV WKLV� :RUNORDG&RPSDFWRU �:&� >���@ H[WHQGV WKH GHVLJQ RI 30

��
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WR FRQVROLGDWH PXOWLSOH ZRUNORDGV RQWR D VWRUDJH VHUYHU� :&·V FRQWUROOHU DXWRPDWLFDOO\ VHOHFWV UDWH OLPLWLQJ

DQG SULRULW\ SURILOHV� HQIRUFLQJ WKHP RYHU VWRUDJH DQG QHWZRUN WR PLQLPL]H WKH QXPEHU RI LQVWDQFHV WKDW

FORXG SURYLGHUV XVH WR VHUYH DOO ZRUNORDGV� :KLOH HQIRUFLQJ KLJK ODWHQF\ SHUFHQWLOH REMHFWLYHV� 30 DQG

:& FDQQRW VLPXOWDQHRXVO\ VHUYH WKURXJKSXW�EDVHG VHUYLFHV� $V VXFK� 36/2 >���@ SURYLGHV DQ HIILFLHQW

VWRUDJH HQYLURQPHQW WKDW VLPXOWDQHRXVO\ HQIRUFHV WDLO ODWHQF\ DQG WKURXJKSXW REMHFWLYHV RYHU FRQVROLGDWHG

90V XQGHU VKDUHG VWRUDJH LQIUDVWUXFWXUHV� 'HSOR\HG DW WKH K\SHUYLVRU�OHYHO� 36/2 KROGV D FHQWUDOL]HG

FRQWUROOHU DQG TXHXH�EDVHG VWDJHV� WKDW HPSOR\ DQ LQWHJUDO IHHGEDFN FRQWURO ORRS FRPELQHG ZLWK /LQHDU

3URJUDPPLQJ �/3� PRGHOV WR JRYHUQ WKH DUULYDO UDWH RI ,�2 UHTXHVWV LQ D SHU�90 EDVLV�

0XOWL�WHQDQW V\VWHPV FRPSRVHG RI KXQGUHGV RI VPDOO SDUWLWLRQHG VHUYLFHV �H�J�� 6HUYLFH�2ULHQWHG $UFKL�

WHFWXUH �62$�� DUH RIWHQ XVHG RQ FORXG SUHPLVHV WR EXLOG ODUJH�VFDOH ZHE DSSOLFDWLRQV >���@� 7KHVH V\VWHPV

FRPSULVH ILQH�JUDLQHG DQG ORRVHO\ FRXSOHG VHUYLFHV� HDFK UXQQLQJ RQ D SK\VLFDO RU YLUWXDO PDFKLQH� +RZ�

HYHU� LWV OLPLWHG YLVLELOLW\ KLQGHUV WKH DELOLW\ WR SURYLGH HIILFLHQW VWRUDJH HQIRUFHPHQW� :LVS >���@ SURSRVHV

D GLVWULEXWHG IUDPHZRUN IRU EXLOGLQJ HIILFLHQW DQG SURJUDPPDEOH 62$V WKDW DGDSW VWRUDJH UHVRXUFHV XQGHU

PXOWL�WHQDQF\� ,W SURYLGHV D IXOO\ GHFHQWUDOL]HG GHVLJQ� ZKHUH HDFK 62$ KROGV D FRQWUROOHU DQG GDWD SODQH

VWDJHV� (DFK FRQWUROOHU JDWKHUV ORFDO LQIRUPDWLRQ DQG SURSDJDWHV LW WR RWKHU SHHUV WR H[HFXWH GLVWULEXWHG

FRQWURO DOJRULWKPV� ZKLOH TXHXH VWDJHV HQIRUFH ORFDO SHUIRUPDQFH VHUYLFHV RYHU 62$ UHVRXUFHV�

&ORXG SURYLGHUV RIIHU D ZLGH�DUUD\ RI VWRUDJH VHUYLFHV ZLWK WUDGH�RIIV LQ SHUIRUPDQFH� FRVW� DQG GXUD�

ELOLW\� OHDGLQJ DSSOLFDWLRQV WR RSW IRU VLPSOLFLW\ LQVWHDG RI UHVRUWLQJ WR GLIIHUHQW VHUYLFHV ZLWK FRQIOLFWLQJ

SURSHUWLHV� 7KH :LHUD�7LHUD 6'6 V\VWHP SURYLGHV D JHR�GLVWULEXWHG FORXG HQYLURQPHQW WKDW IDFLOLWDWHV WKH

XVH DQG VSHFLILFDWLRQ RI PXOWL�WLHUHG VWRUDJH DFURVV GDWD FHQWHUV� $W WKH GDWD SODQH� 7LHUD >���@ SURYLGHV D

SURJUDPPDEOH VWRUOHW�EDVHG PLGGOHZDUH WKDW HQFDSVXODWHV DQG UH�SXUSRVHV H[LVWLQJ VHUYLFHV LQWR DQ RSWL�

PL]HG LQWHUIDFH WKDW FDQ EH JOXHG WR FRPSO\ ZLWK GDWD PDQDJHPHQW DQG URXWLQJ SROLFLHV �H�J�� HQFU\SWLRQ�

FRPSUHVVLRQ� GDWD SODFHPHQW�� $W WKH FRQWURO SODQH� :LHUD >���@ SURYLGHV D FHQWUDOL]HG FRQWUROOHU WKDW

HQIRUFHV VWRUDJH SROLFLHV DFURVV PXOWL�WLHUHG GDWD FHQWHUV� ,W DOORZV WKH FRPELQDWLRQ RI VWRUDJH IHDWXUHV

DYDLODEOH DW GLIIHUHQW WLHUV RI WKH FORXG� HQDEOLQJ WKH FUHDWLRQ RI QHZ VHUYLFHV YLD FRPSRVLWLRQ�

6WRUDJH IHDWXUHV EHVLGHV 4R6 SURYLVLRQLQJ DQG SHUIRUPDQFH LVRODWLRQ FDQ EH DOVR H[SORUHG LQ 6'6

IDVKLRQ� )RU LQVWDQFH� IOH[6WRUH >���@ SURYLGHV D IUDPHZRUN IRU G\QDPLFDOO\ DGDSWLQJ D GDWD FHQWHU WR

FRSH ZLWK 4R6 DQG HQHUJ\ FRQVXPSWLRQ REMHFWLYHV� $W WKH GDWD SODQH� VWDFN�EDVHG VWDJHV DUH HPSOR\HG

RYHU VWRUDJH V\VWHPV �H�J�� REMHFW VWRUHV� DQG K\SHUYLVRUV� 6WDJHV SODFHG DW WKH REMHFW VWRUH DGMXVW WKH GDWD

OD\RXW RI VWRUDJH GHYLFHV DQG FROOHFW SHUIRUPDQFH PHWULFV WR HQIRUFH HQHUJ\�UHODWHG SROLFLHV �H�J�� UHGXFH

QXPEHU RI VWRUDJH GHYLFHV�� ZKLOH K\SHUYLVRU�OHYHO VWDJHV HPSOR\ SHUIRUPDQFH DQG GDWD PDQDJHPHQW

VHUYLFHV� VXFK DV GHGXSOLFDWLRQ DQG FDFKLQJ PDQDJHPHQW� 2Q WKH FRQWURO VLGH� D IODW�EDVHG FRQWUROOHU WKDW

OHYHUDJHV IURP /3 PRGHOV HQIRUFHV 4R6 DQG HQHUJ\�UHODWHG SROLFLHV XQGHU PXOWL�WHQDQF\ E\ PDQDJLQJ WKH

OLIH F\FOH RI GHGLFDWHG VWRUDJH YROXPHV DQG DOORFDWLQJ WKHP WR 90V�

&ORXG�EDVHG 6'6 KDV EHFRPH DQ DFWLYH UHVHDUFK WRSLF IRU LPSURYLQJ WKH SHUIRUPDQFH DQG UHVRXUFH

HIILFLHQF\ RI FORXG VWRUDJH LQIUDVWUXFWXUHV� (QWHUSULVH�JUDGH V\VWHPV VXFK DV 5HG +DW *OXVWHU 6WRUDJH >��@

DQG 0LFURVRIW :LQGRZV 6HUYHU >���@� KDYH EHHQ SDYLQJ WKH ZD\ RI WKH SDUDGLJP LQ LQGXVWU\� IRVWHULQJ LWV

DGRSWLRQ DW D JOREDO VFDOH� 0RUHRYHU� ZKLOH VHYHUDO VWRUDJH RSWLPL]DWLRQV KDYH EHHQ SURSRVHG WR LPSURYH

��
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WKH SHUIRUPDQFH RI FORXG SUHPLVHV� VXFK DV SURSRUWLRQDO VKDULQJ DQG ,�2 VFKHGXOLQJ� WKHVH FDQ QRZ EH

UH�SXUSRVHG DV FRQWURO DOJRULWKPV WR EH XVHG LQ H[LVWLQJ 6'6 V\VWHPV >��� ��²��� ���� ���� ���@�

������� +LJK�3HUIRUPDQFH &RPSXWLQJ ,QIUDVWUXFWXUHV

+3& LQIUDVWUXFWXUHV DUH FRPSRVHG RI WKRXVDQGV RI QRGHV FDSDEOH RI JHQHUDWLQJ KXQGUHGV RI 1015 IORDWLQJ

SRLQW RSHUDWLRQV SHU VHFRQG �3)/236� DW SHDN SHUIRUPDQFH >���@� 6XSHUFRPSXWHUV DUH WKH FRUQHUVWRQH

RI VFLHQWLILF FRPSXWLQJ DQG WKH GH IDFWR SUHPLVHV IRU UXQQLQJ FRPSXWH�LQWHQVLYH DSSOLFDWLRQV� 0RGHUQ

LQIUDVWUXFWXUHV DUH FRPSRVHG RI FRPSXWH DQG VWRUDJH QRGHV� &RPSXWH QRGHV SHUIRUP FRPSXWDWLRQDO�

UHODWHG WDVNV WKURXJK PDQ\FRUH SURFHVVRUV WKDW GHOLYHU PDVVLYH SDUDOOHOLVP DQG YHFWRUL]DWLRQ� 6WRUDJH

QRGHV SHUVLVW DSSOLFDWLRQV· GDWD LQ D VKDUHG 3HWDE\WH�VFDOH 3DUDOOHO )LOH 6\VWHP �3)6� �H�J�� /XVWUH >���

���@� *3)6 >���@� %HH*)6 >��@� 39)6 >��@� WKDW RIIHUV KLJK�SHUIRUPDQFH VWRUDJH RQ WRS RI KXQGUHGV

RI VWRUDJH GULYHV� &RPPXQLFDWLRQ DFURVV QRGHV LV PDGH WKURXJK VSHFLDOL]HG KLJK�SHUIRUPDQFH LQWHUFRQ�

QHFWV� )XUWKHU� PDQ\ RI FXUUHQW 7RS��� VXSHUFRPSXWHUV FRPSUHKHQG D WKLUG JURXS RI QRGHV� QDPHO\

,�2 IRUZDUGLQJ QRGHV �RU ,�2 QRGHV�� WKDW DFW DV D PLGGOHZDUH EHWZHHQ FRPSXWH DQG VWRUDJH QRGHV� DQG

DUH UHVSRQVLEOH IRU UHFHLYLQJ FRPSXWH QRGHV· UHTXHVWV DQG IRUZDUG WKHP WR VWRUDJH RQHV >��� ���@� ,�2

QRGHV KROG WKH LQWHUPHGLDWH UHVXOWV RI DSSOLFDWLRQV� HLWKHU LQ PHPRU\ RU KLJK�VSHHG 66'V� DQG HQDEOH

VHYHUDO RSWLPL]DWLRQV RYHU ,�2 ZRUNIORZV �H�J�� UHTXHVW RUGHULQJ� DJJUHJDWLRQ� GDWD VWDJLQJ��

7KH ORQJ DQG FRPSOH[ ,�2 SDWK RI +3& LQIUDVWUXFWXUHV PDNH SHUIRUPDQFH LVRODWLRQ� HQG�WR�HQG FRQ�

WURO RI ,�2 ZRUNIORZV� DQG ,�2 RSWLPL]DWLRQV LQFUHDVLQJO\ FKDOOHQJLQJ >���@� 7KH YDULHW\ RI DFFHVV SDWWHUQV

H[KLELWHG E\ DSSOLFDWLRQV KDV OHG +3& FOXVWHUV WR REVHUYH KLJK OHYHOV RI ,�2 LQWHUIHUHQFH DQG SHUIRUPDQFH

GHJUDGDWLRQ� LQKLELWLQJ WKHLU DELOLW\ WR DFKLHYH SUHGLFWDEOH DQG FRQWUROOHG ,�2 SHUIRUPDQFH >���� ���@�

:KLOH VHYHUDO HIIRUWV ZHUH PDGH WR SUHYHQW ,�2 FRQWHQWLRQ DQG SHUIRUPDQFH GHJUDGDWLRQ �H�J�� 4R6 SURYL�

VLRQLQJ >���� ���@� MRE VFKHGXOLQJ RSWLPL]DWLRQ >���� ���@�� QHLWKHU KDYH FRQVLGHUHG WKH SDWK RI HQG�WR�

HQG HQIRUFHPHQW RI VWRUDJH SROLFLHV QRU V\VWHP�ZLGH IORZ RSWLPL]DWLRQV� 7R WKLV HQG� 6'6 V\VWHPV KDYH

EHHQ UHFHQWO\ LQWURGXFHG WR +3& HQYLURQPHQWV�

&ODULVVH >���@ SURYLGHV WKH EXLOGLQJ EORFNV IRU GHVLJQLQJ FRRUGLQDWHG V\VWHP�ZLGH FURVV�OD\HU PHFK�

DQLVPV� VXFK DV SDUDOOHO ,�2 VFKHGXOLQJ� ORDG EDODQFLQJ� DQG HODVWLF FROOHFWLYH ,�2� $ TXHXH�EDVHG GDWD

SODQH VWDJHV GDWD EHWZHHQ DSSOLFDWLRQV DQG VWRUDJH QRGHV� DQG LPSOHPHQWV SHUIRUPDQFH DQG URXWLQJ

PHFKDQLVPV IRU WUDQVIHUULQJ GDWD EHWZHHQ FRPSXWH DQG VWRUDJH QRGHV DW WKH PLGGOHZDUH OD\HU �H�J��

03,�,2�� $ KLHUDUFKLFDOO\ GLVWULEXWHG FRQWURO SODQH RIIHUV WKH PHFKDQLVPV IRU FRRUGLQDWLQJ DQG FRQWURO�

OLQJ URXWLQJ�UHODWHG DFWLYLWLHV� &RQWUROOHUV DUH KLHUDUFKLFDOO\ GHSOR\HG RYHU FRPSXWH SUHPLVHV DQG SHUIRUP

GLIIHUHQW OHYHOV RI FRQWURO DQG HQIRUFHPHQW� 6LPLODUO\� 6,5(1 >���@ HQIRUFHV HQG�WR�HQG SHUIRUPDQFH RE�

MHFWLYHV E\ G\QDPLFDOO\ DOORFDWLQJ UHVRXUFHV DFFRUGLQJ WR DSSOLFDWLRQV· GHPDQGV� ,W LQWURGXFHV WKH FRQFHSW

RI 6'6 UHVRXUFH HQFODYHV IRU UHVRXUFH PDQDJHPHQW RI +3& VWRUDJH V\VWHPV� DOORZLQJ XVHUV WR VSHFLI\

,�2 UHTXLUHPHQWV YLD UHVHUYDWLRQ DQG VKDULQJ RI FRPSXWH DQG VWRUDJH UHVRXUFHV EHWZHHQ DSSOLFDWLRQV�

$ KLHUDUFK\�EDVHG FRQWUROOHU HIILFLHQWO\ HQIRUFHV SHUIRUPDQFH REMHFWLYHV RYHU PDQDJHG UHVRXUFHV� ZKLOH

GDWD SODQH VWDJHV GHSOR\HG WKURXJKRXW WKH ,�2 VWDFN �H�J�� UHTXHVW VFKHGXOHUV� 3)6� GLVSDWFK ,�2 UHTXHVWV

��
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WKURXJK D TXHXH�EDVHG VWUXFWXUH WKDW HQIRUFHV WKH UHVHUYDWLRQV DQG VKDUHV VSHFLILHG E\ FRQWURO LQVWDQFHV�

7KH UHFHQW HIIRUWV RQ GHVLJQLQJ DQG LPSOHPHQWLQJ 6'6�HQDEOHG +3& LQIUDVWUXFWXUHV KDYH SURYHQ LWV

XWLOLW\ DQG IHDVLELOLW\ RQ KLJK�SHUIRUPDQFH WHFKQRORJLHV� $V ZH PRYH WR WKH ([DVFDOH HUD >��� ��@� WKH

DGRSWLRQ RI WKH SDUDGLJP E\ WKH VFLHQWLILF FRPPXQLW\ LV NH\ WR HQVXUH HQG�WR�HQG ,�2 SHUIRUPDQFH RYHU

ODUJH�VFDOH VXSHUFRPSXWHUV� :KHQ FRPSDUHG WR RWKHU LQIUDVWUXFWXUHV� +3& SUHPLVHV FRPSULVH GLIIHUHQW

UHTXLUHPHQWV LQ WHUPV RI DUFKLWHFWXUH DQG KDUGZDUH� WXUQLQJ XQIHDVLEOH WKH DSSOLFDELOLW\ RI QRQ +3&�

EDVHG 6'6 V\VWHPV RYHU VXFK HQYLURQPHQWV� )LUVW� +3& VWRUDJH EDFNHQGV DUH JHQHUDOO\ FRPSRVHG RI

D VKDUHG ILOH V\VWHP >���@� WKDW EHFRPHV D PDMRU SHUIRUPDQFH ERWWOHQHFN ZKHQ FRQFXUUHQWO\ XVHG E\

KXQGUHGV WR WKRXVDQGV RI MREV FRPSHWLQJ IRU VKDUHG UHVRXUFHV� OHDGLQJ WR KLJK�OHYHOV RI ,�2 LQWHUIHUHQFH

DQG SHUIRUPDQFH GHJUDGDWLRQ >���� ���@� 6HFRQG� +3& DSSOLFDWLRQV JHQHUDWH FRPSOH[ ZRUNIORZV �H�J��

VFLHQWLILF VLPXODWLRQV� UHDO�WLPH YLVXDOL]DWLRQV�� WKDW DUH WUDQVODWHG LQWR GLIIHUHQW VWRUDJH REMHFWLYHV DQG

VHUYLFHV WR EH HPSOR\HG RYHU ,�2 IORZV >���@� 7KLUG� VLQFH +3& LQIUDVWUXFWXUHV DUH QRW YLUWXDOL]HG �L�H��

MREV DUH H[HFXWHG RYHU EDUH�PHWDO UHVRXUFHV�� VROXWLRQV WKDW DFWXDWH RYHU YLUWXDOL]HG HQYLURQPHQWV VXFK

DV ,2)ORZ >���@� 36/2 >���@� RU V5RXWH >���@ FDQQRW EH GLUHFWO\ DSSOLHG�

������� $SSOLFDWLRQ�VSHFLILF ,QIUDVWUXFWXUHV

$SSOLFDWLRQ�VSHFLILF LQIUDVWUXFWXUHV DUH VWRUDJH VWDFNV EXLOW IURP WKH JURXQG XS� GHVLJQHG IRU VSHFLDOL]HG

VWRUDJH DQG SURFHVVLQJ SXUSRVHV WR DFKLHYH DSSOLFDWLRQ�VSHFLILF ,�2 RSWLPL]DWLRQV >���@� 3URGXFWLRQ�

JUDGH FOXVWHUV LQFOXGH PXOWL�WHQDQW GLVWULEXWHG VWRUDJH V\VWHPV VXFK DV +DGRRS >���@� &HSK >���@� DQG

2SHQ6WDFN 6ZLIW >��@� EHLQJ PDLQO\ FRPSRVHG RI SUR[\ DQG VWRUDJH VHUYHUV� 3UR[\ VHUYHUV PDS DSSOL�

FDWLRQ UHTXHVWV WR WKH UHVSHFWLYH GDWD ORFDWLRQ� DQG SURYLGH JOREDO LQIUDVWUXFWXUH YLVLELOLW\� V\VWHP�ZLGH

PDQDJHPHQW VHUYLFHV �H�J�� ORDG EDODQFLQJ� OHDVH PDQDJHPHQW�� DQG KLJK DYDLODELOLW\� 6WRUDJH VHUYHUV

DUH XVHU�VSDFH GDHPRQV WKDW SHUVLVW DSSOLFDWLRQ·V GDWD� :KLOH WKHVH V\VWHPV DUH EXLOW WR UXQ RQ FRP�

PRGLW\ KDUGZDUH� HQWHUSULVH�JUDGH LQIUDVWUXFWXUHV PD\ KROG KXQGUHGV WR WKRXVDQGV RI VWRUDJH VHUYHUV

LQWHUFRQQHFWHG ZLWK GHGLFDWHG QHWZRUN OLQNV� (DFK VHUYHU DFFRPPRGDWHV VHYHUDO PXOWLFRUH SURFHVVRUV

DQG VWRUDJH GULYHV KLHUDUFKLFDOO\ RUJDQL]HG� 6XFK D VSHFLDOL]HG HQYLURQPHQW OHDGV WR KDUG�FRGHG GHVLJQV

DQG SUHGHILQHG ,�2 VWDFNV� PDNLQJ WKH SURJUDPPDELOLW\ RI VXFK V\VWHPV FKDOOHQJLQJ >���@� )XUWKHU�

WKH DEVHQFH RI SHUIRUPDQFH JXDUDQWHHV DQG LVRODWLRQ OHDGV WR JUHHG\ WHQDQWV DQG EDFNJURXQG WDVNV �H�J��

JDUEDJH FROOHFWLRQ� UHSOLFDWLRQ� WR FRQVXPH D ODUJH TXRWD RI UHVRXUFHV� LPSDFWLQJ WKH RYHUDOO V\VWHP SHUIRU�

PDQFH >���� ���@� :KLOH VHYHUDO PHFKDQLVPV KDYH EHHQ SURSRVHG WR DGGUHVV GLIIHUHQW V\VWHP LQWULFDFLHV

�H�J�� ZRUNORDG�DZDUHQHVV� DYDLODELOLW\�� QHLWKHU KDYH FRQVLGHUHG HQG�WR�HQG HQIRUFHPHQW RI VWRUDJH SROL�

FLHV RU LPSURYH SURJUDPPDELOLW\ RI VSHFLDOL]HG VWDFNV� $V VXFK� VHYHUDO 6'6�HQDEOHG V\VWHPV KDYH EHHQ

SURSRVHG WR DGGUHVV VXFK FKDOOHQJHV� (YHQ WKRXJK WKHVH LQIUDVWUXFWXUHV FDQ EH VHHQ DV D VXEILHOG RI

FORXG FRPSXWLQJ �RU HYHQ +3&�� IRU WKH SXUSRVH RI WKLV ZRUN DQG WR SURYLGH D PRUH JUDQXODU FODVVLILFDWLRQ�

ZH FODVVLI\ WKHVH LQ D VHSDUDWH FDWHJRU\�

7KH UHTXLUHPHQWV RI LVRODWLRQ DQG IDLUQHVV LQ GLVWULEXWHG VWRUDJH V\VWHPV KDYH OHG UHVHDUFKHUV WR VKLIW

IURP KDUG�FRGHG VLQJOH�SXUSRVH LPSOHPHQWDWLRQV WR VRIWZDUH�GHILQHG DSSURDFKHV� 5HWUR >���@ HQIRUFHV

��
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SHUIRUPDQFH JXDUDQWHHV DQG IDLUQHVV RYHU PXOWL�WHQDQW +DGRRS VWDFNV �H�J� +')6 >���@� +%DVH >��@�

<$51 >���@�� E\ LGHQWLI\LQJ DQG UDWH OLPLWLQJ ZRUNIORZV ERWWOHQHFNLQJ VKDUHG UHVRXUFHV� $ UHDFWLYH IODW�

EDVHG FRQWUROOHU HQIRUFHV ILQH�WXQHG SROLFLHV LQ WKH SUHVHQFH RI EXUVW\ DQG YRODWLOH ZRUNORDGV� ZKLOH TXHXH�

EDVHG VWDJHV DEVWUDFW DUELWUDU\ V\VWHP UHVRXUFHV �H�J�� VWRUDJH GHYLFHV� &38� WKUHDG SRROV� DQG HPSOR\

SHUIRUPDQFH PDQDJHPHQW IHDWXUHV RYHU SULRULW\ TXHXHV� IDLU VFKHGXOHUV� DQG WRNHQ�EXFNHWV LPSOHPHQWHG

DORQJ WKH ,�2 SDWK� )XUWKHU� &DNH >���@ LQWURGXFHV HQG�WR�HQG HQIRUFHPHQW RI ��C⌘ SHUFHQWLOH ODWHQF\

REMHFWLYHV RYHU +DGRRS VWRUDJH VWDFNV� 6LPLODUO\ WR $9$7$5 >���@� &DNH SURSRVHV D WZR�OHYHO VFKHGXOLQJ

IUDPHZRUN� ZKHUH D FHQWUDOL]HG FRQWUROOHU FRQWLQXRXVO\ PRQLWRUV ODWHQF\ SHUIRUPDQFH DQG RUFKHVWUDWHV

TXHXH�EDVHG VWDJHV WR SHUIRUP SHU�WHQDQW SULRULWL]DWLRQ WKURXJK SURSRUWLRQDO VKDULQJ DQG UHVHUYDWLRQV�

6WDJHV DUH GHSOR\HG DW 53& OD\HUV� SURYLGLQJ GLIIHUHQWLDWHG VFKHGXOLQJ RI ,�2 UHTXHVWV DQG HQDEOLQJ PXOWL�

UHVRXUFH FRQWURO WKURXJKRXW WKH VWRUDJH VWDFN�

:KLOH WKHVH V\VWHPV IRFXV RQ WKH SHUIRUPDQFH DQG UHVRXUFH PDQDJHPHQW RI +DGRRS VWDFNV� RWKHUV IR�

FXV RQ PXOWL�WHQDQW REMHFW VWRUHV� &U\VWDO >��@ SURYLGHV D 6'6�HQDEOHG REMHFW VWRUH WKDW VXSSRUWV UHVRXUFH

VKDULQJ DQG LVRODWLRQ LQ WKH SUHVHQFH RI KHWHURJHQHRXV ZRUNORDGV� ,PSOHPHQWHG RYHU WKH 2SHQ6WDFN 6ZLIW

REMHFW VWRUH >��@� D VWRUOHW�EDVHG GDWD SODQH LQMHFWV XVHU�GHILQHG PHFKDQLVPV RYHU ,�2 ZRUNIORZV� VXFK

DV FRPSUHVVLRQ� FDFKLQJ� HQFU\SWLRQ� DQG EDQGZLGWK FRQWURO� $W WKH FRQWURO SODQH� IODW�EDVHG FRQWUROOHUV

G\QDPLFDOO\ DGDSW VWDJHV DFFRUGLQJ WR WHQDQWV· UHTXLUHPHQWV� &RQWUROOHUV DUH WZRIROG� GLYLGHG LQ JOREDO

FRQWUROOHUV ZLWK V\VWHP�ZLGH YLVLELOLW\ WKDW FRQWLQXRXVO\ FRQWURO� PRQLWRU� DQG GLVVHPLQDWH VWRUDJH SROLFLHV

WR GDWD SODQH VWDJHV DQG RWKHU FRQWUROOHUV� DQG DXWRPDWLRQ FRQWUROOHUV ZLWK OLPLWHG YLVLELOLW\ WKDW HQIRUFH

GHGLFDWHG FRQWURO DFWLRQV RYHU VHOHFWHG SRLQWV RI WKH ,�2 SDWK� )XUWKHU� 0DVV >��@ H[WHQGV WKH GHVLJQ RI

&U\VWDO WR HQDEOH WKH HQIRUFHPHQW RI ZRUNORDG�DZDUH SROLFLHV� LPSURYLQJ WKH SHUIRUPDQFH RI 2SHQ6WDFN

6ZLIW XQGHU KLJKO\ YRODWLOH ZRUNORDGV�

&RPPHUFLDO VWRUDJH V\VWHPV KDYH DOVR H[SHULHQFHG D WKUXVW WRZDUGV WKH VRIWZDUH�GHILQHG GRPDLQ�

)RU LQVWDQFH� &RKR 'DWD >��� ���@ SURSRVHV D 6'6 HQWHUSULVH VWRUDJH DUFKLWHFWXUH WKDW SURYLGHV HIILFLHQW�

VFDODEOH� DQG KLJKO\�DYDLODEOH FRQWURO RYHU KLJK�SHUIRUPDQFH VWRUDJH GHYLFHV �H�J�� 3HULSKHUDO &RPSRQHQW

,QWHUFRQQHFW ([SUHVV �3&,H� VWRUDJH GULYHV�� $W WKH FRQWURO SODQH� 0LUDGRU >���@ SURYLGHV D IODW�EDVHG G\�

QDPLF VWRUDJH SODFHPHQW VHUYLFH WKDW RUFKHVWUDWHV KHWHURJHQHRXV VFDOH�RXW VWRUDJH V\VWHPV� 7R HQIRUFH

URXWLQJ DQG GDWD PDQDJHPHQW DFWLYLWLHV� WKH FRQWURO SODQH FRQWLQXRXVO\ FROOHFWV UHVRXUFH PHWULFV DQG ZRUN�

ORDG SURILOHV RI WKH FOXVWHU� DQG XVHV VROYHUV WR FDOFXODWH HQIRUFHPHQW SODQV� $W WKH GDWD SODQH� 6WUDWD >��@

LPSOHPHQWV D VWDFN�EDVHG QHWZRUN�DWWDFKHG REMHFW VWRUH WKDW PDQDJHV KLJK�SHUIRUPDQFH VWRUDJH GHYLFHV

XQGHU PXOWL�WHQDQF\� 6WDJHV DUH ERWK GHSOR\HG RYHU 6'1�HQDEOHG VZLWFKHV� IRU IORZ FXVWRPL]DWLRQ DQG

GDWD SODFHPHQW� DQG 3&,H IODVK GHYLFHV� WR HPSOR\ VWULSLQJ� UHSOLFDWLRQ� DQG GHGXSOLFDWLRQ RYHU UHTXHVWV�

$V VHYHUDO V\VWHPV SURYLGH D ULFK VSHFWUXP RI VWRUDJH IXQFWLRQDOLWLHV �H�J�� UHVRXUFH VKDULQJ� GXUDELO�

LW\� ORDG EDODQFLQJ�� VRPH 6'6 V\VWHPV UHO\ RQ WKHVH WR LPSURYH WKH FRQWURO IXQFWLRQDOLW\ RI WKH VWRUDJH

HQYLURQPHQW >���� ���� ���@� )RU LQVWDQFH� 0DQWOH >���� ���@ GHFRXSOHV PDQDJHPHQW�EDVHG SROLFLHV

IURP WKH VWRUDJH LPSOHPHQWDWLRQ� DOORZLQJ XVHUV WR ILQH�WXQH DQG DGDSW WKH VWRUDJH HQYLURQPHQW XQGHU

YRODWLOH UHTXLUHPHQWV� $W WKH FRQWURO SODQH� D KHXULVWLF�EDVHG SROLF\ HQJLQH LQMHFWV PDQDJHPHQW SROLFLHV

LQWR GLVWULEXWHG VWRUDJH V\VWHPV� VXFK DV &HSK >���@� ZKLOH D VWRUOHW�EDVHG GDWD SODQH DEVWUDFWV WKH

��
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XQGHUO\LQJ VWRUDJH V\VWHP WKURXJK D GDWD PDQDJHPHQW ODQJXDJH� DOORZLQJ XVHUV WR EXLOG IOH[LEOH DQG

ILQH�JUDLQHG SROLFLHV� VXFK DV SURJUDPPDEOH FDFKLQJ DQG PHWDGDWD PDQDJHPHQW� 2Q WKH RWKHU KDQG� 6X�

SHU&HOO >���@ UHOLHV RQ WKH IOH[LELOLW\ DQG DYDLODELOLW\ RI &HSK� DQG SURSRVHV D 6'6�EDVHG UHFRPPHQGDWLRQ

HQJLQH WKDW PHDVXUHV DQG SURYLGHV FOXVWHU FRQILJXUDWLRQV XQGHU YDULHG ZRUNORDG VHWWLQJV� $ FHQWUDOL]HG

FRQWUROOHU PHDVXUHV ZRUNORDG FKDUDFWHULVWLFV �H�J�� ,�2 VL]H� UHDG�ZULWH SURSRUWLRQ� DQG JHQHUDWHV HQIRUFH�

PHQW VWUDWHJLHV WDLORUHG WR PHHW WKH XVHU·V UHTXLUHPHQWV LQ D FRVW�HIIHFWLYH PDQQHU� $W WKH GDWD SODQH�

6XSHU&HOO ILQH�WXQHV VWRUDJH VHWWLQJV DQG FRQILJXUDWLRQV RI &HSK GHSOR\PHQWV� DW UXQWLPH� WR FRSH ZLWK

GLIIHUHQW SHUIRUPDQFH DQG GDWD REMHFWLYHV�

'LIIHUHQWO\� RWKHU V\VWHPV SURSRVH QRYHO DEVWUDFWLRQV DQG VWRUDJH IHDWXUHV RYHU DSSOLFDWLRQ�VSHFLILF

VWDFNV >���� ���@� 0DODFRORJ\ >���@ LV D FRQWUROOHUOHVV 6'6 V\VWHP WKDW SURYLGHV QRYHO VWRUDJH DEVWUDF�

WLRQV E\ H[SRVLQJ DQG UH�SXUSRVLQJ FRGH�KDUGHQHG VWRUDJH VHUYLFHV LQWR D PRUH SURJUDPPDEOH HQYLURQ�

PHQW� 5DWKHU WKDQ FUHDWLQJ VWRUDJH V\VWHPV IURP WKH JURXQG XS� 0DODFRORJ\ HQFDSVXODWHV H[LVWLQJ V\VWHP

IXQFWLRQDOLWLHV LQWR UHXVDEOH EXLOGLQJ EORFNV WKDW HQDEOH JHQHUDO�SXUSRVH V\VWHPV WR EH SURJUDPPHG DQG

DGDSWHG LQWR WDLORUHG VWRUDJH DSSOLFDWLRQV YLD FRPSRVLWLRQ� ,PSOHPHQWHG RYHU &HSK� 0DODFRORJ\ GHFRX�

SOHV SROLFLHV IURP VWRUDJH PHFKDQLVPV WKURXJK D VWRUOHW�EDVHG GDWD SODQH� ZKLFK H[SRVHV FRPPRQO\ XVHG

VHUYLFHV DV SURJUDPPDEOH LQWHUIDFHV WKDW KROG WKH PDLQ SULPLWLYHV IRU GHYHORSLQJ FRPSUHKHQVLYH VWRUDJH

DSSOLFDWLRQV� QDPHO\ VHUYLFH PHWDGDWD� GDWD� UHVRXUFH VKDULQJ� ORDG EDODQFLQJ� DQG GXUDELOLW\� )ROORZLQJ

WKHVH VDPH SULQFLSOHV� 6DIH)6 >���@ DLPV DW UH�SXUSRVLQJ H[LVWLQJ )86(�EDVHG ILOH V\VWHP LPSOHPHQWD�

WLRQV LQWR VWDFNDEOH VWRUDJH PHFKDQLVPV WR HPSOR\ RYHU ,�2 UHTXHVWV� 6SHFLILFDOO\� 6DIH)6 SURYLGHV D

IOH[LEOH DQG H[WHQVLEOH VWDFN�EDVHG GDWD SODQH WKDW DEVWUDFWV WKH ILOH V\VWHP OD\HU WR HQDEOH WKH GHYHORS�

PHQW RI 326,;�FRPSOLDQW ILOH V\VWHPV DWRS )86(� ,WV VWDFNDEOH RUJDQL]DWLRQ HQDEOHV OD\HU LQWHURSHUDELOLW\

DQG DOORZV V\VWHP GHVLJQHUV WR VLPSO\ VWDFN LQGHSHQGHQW OD\HUV WR HQIRUFH GLIIHUHQW VWRUDJH REMHFWLYHV�

VXFK DV HQFU\SWLRQ� UHSOLFDWLRQ� HUDVXUH FRGLQJ� DQG FDFKLQJ�

3UHYLRXV ZRUNV RQ DSSOLFDWLRQ�VSHFLILF VWRUDJH KDYH DOUHDG\ FURVVHG WKH SDWK RI VRIWZDUH�GHILQHG SULQ�

FLSOHV >��� ���� ���@� 6SHFLILFDOO\� DV D ILUVW DWWHPSW WRZDUGV 6'6� 7ULDJH >���@ LQWURGXFHG DQ DGDSWLYH

FRQWURO DUFKLWHFWXUH WR HQIRUFH WKURXJKSXW DQG ODWHQF\ REMHFWLYHV RYHU WKH /XVWUH 3)6 >���@� LQ WKH SUHV�

HQFH RI EXUVW\ DQG YRODWLOH ZRUNORDGV� $GDSWLYH IODW�EDVHG FRQWUROOHUV RUFKHVWUDWH SHU�FOLHQW ,�2 ZRUNIORZV�

DQG UHJXODWH UHTXHVW TXHXHV DFFRUGLQJ WR XVHU�GHILQHG SHUIRUPDQFH REMHFWLYHV� $W WKH GDWD SODQH� TXHXH�

EDVHG VWDJHV UDWH OLPLW UHTXHVWV EHIRUH GLVSDWFKLQJ WKHP WR /XVWUH VWRUDJH VHUYHUV� 'LIIHUHQWO\� 3$'6 >��@

SURYLGHV D SROLF\�EDVHG DUFKLWHFWXUH WR HDVH WKH GHYHORSPHQW RI FXVWRP GLVWULEXWHG VWRUDJH V\VWHPV� &RQ�

WURO DQG GDWD SODQHV DUH QRW SK\VLFDOO\ GHFRXSOHG� DQG SDUW RI WKH FRQWURO ORJLF LV VKDUHG ZLWK D VWRUOHW�EDVHG

GDWD SODQH� &RQWURO DSSOLFDWLRQV KROG URXWLQJ DQG EORFNLQJ SROLFLHV WR GHILQH WKH ORJLF RI WKH FRUUHVSRQGHQW

VWRUDJH V\VWHP� 5RXWLQJ SROLFLHV GHILQH GDWD IORZV� ZKLOH EORFNLQJ SROLFLHV VSHFLI\ FRQVLVWHQF\ DQG GXUDELO�

LW\ REMHFWLYHV� $W WKH GDWD SODQH� VWDJHV DFFRPPRGDWH D VHW RI FRPPRQ VWRUDJH VHUYLFHV �H�J�� UHSOLFDWLRQ�

FRQVLVWHQF\� VWRUDJH LQWHUIDFH� WKDW DOORZ V\VWHP GHVLJQHUV WR GHYHORS WDLORUHG V\VWHPV YLD FRPSRVLWLRQ�

E\ VLPSO\ GHILQLQJ D VHW RI SROLFLHV UDWKHU WKDQ LPSOHPHQWLQJ WKHP IURP WKH JURXQG XS� )XUWKHU� 0HVQLHU

HW DO� >���@ SURSRVHV D FODVVLILFDWLRQ DUFKLWHFWXUH WR DFKLHYH ,�2 GLIIHUHQWLDWLRQ DW NHUQHO�OHYHO� $V WKH SHU�

IRUPDQFH RI FRPSXWH VHUYHUV LV RIWHQ GHWHUPLQHG E\ WKH ,�2 LQWHUIHUHQFH DQG SHUIRUPDQFH GHJUDGDWLRQ RI

��
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VWRUDJH VHUYHUV� LW SURSRVHV D FODVVLILFDWLRQ IUDPHZRUN WKDW LV DEOH WR FODVVLI\ ,�2 UHTXHVWV DW FRPSXWH LQ�

VWDQFHV �WKURXJK WDJJLQJ�� DQG GLIIHUHQWLDWH WKHP DW VWRUDJH VHUYHUV �EORFN OD\HU� DFFRUGLQJ WR XVHU�GHILQHG

SROLFLHV� WKXV HQVXULQJ SHUIRUPDQFH LVRODWLRQ DQG UHVRXUFH IDLUQHVV�

7KH LQWURGXFWLRQ RI VRIWZDUH�GHILQHG SULQFLSOHV LQWR DSSOLFDWLRQ�VSHFLILF VWRUDJH LQIUDVWUXFWXUHV KDV OHG

WR VLJQLILFDQW LPSURYHPHQWV LQ WHUPV RI SURJUDPPDELOLW\ DQG UHVRXUFH HIILFLHQF\� ,WV GHVLJQ DOORZV XVHUV

WR H[SHULHQFH VXVWDLQHG 4R6 SURYLVLRQLQJ DQG SHUIRUPDQFH LVRODWLRQ LQ PXOWL�WHQDQW VHWWLQJV� LQVWHDG RI WKH

IRUPHUO\ SUHGHILQHG DQG VLQJOH�SXUSRVHG DSSURDFKHV� +RZHYHU� DV WKHVH LQIUDVWUXFWXUHV W\SLFDOO\ SURYLGH

D KRPRJHQHRXV ,�2 VWDFN� HPSOR\LQJ DSSOLFDWLRQ�VSHFLILF 6'6 V\VWHPV RYHU FORXG RU +3& FDQ EH D FKDO�

OHQJLQJ HQGHDYRU� GXH WR WKHLU ZLGH�DUUD\ RI VWRUDJH VXEV\VWHPV� ZKLFK GR QRW RSHUDWH KROLVWLFDOO\ >���@�

DQG KHWHURJHQHRXV ZRUNORDGV >���� ���@�

����� 6XUYH\ E\ &RQWURO 6WUDWHJ\

$V 6'6 V\VWHPV DUH HPSOR\HG RYHU GLIIHUHQW VWRUDJH FRQWH[WV� FRQWUROOHUV PD\ DVVXPH GLIIHUHQW FRQWURO

VWUDWHJLHV WR DGDSW H[LVWLQJ VHUYLFHV WR WKH VSHFLILHG REMHFWLYHV� :H QRZ VXUYH\ 6'6 V\VWHPV UHJDUGLQJ

WKHLU FRQWURO VWUDWHJ\ HPSOR\HG DW WKH FRQWURO SODQH� QDPHO\ IHHGEDFN FRQWURO DQG SHUIRUPDQFH PRGHOLQJ�

7DEOH ��� KLJKOLJKWV WKH FRQWURO VWUDWHJLHV DQG DOJRULWKPV XVHG E\ 6'6 FRQWUROOHUV� DQG GHSLFWV WKH FXUUHQW

WUHQGV DQG XQH[SORUHG DVSHFWV RI WKH SDUDGLJP�

������� )HHGEDFN &RQWURO

&RQWURO�WKHRUHWLF DSSURDFKHV KDYH EHHQ ZLGHO\ XVHG WR SURYLGH VXVWDLQHG VWRUDJH SHUIRUPDQFH >��@� $

IHHGEDFN�EDVHG FRQWUROOHU DYRLGV WKH QHHG RI DFFXUDWH SHUIRUPDQFH PRGHOLQJ E\ G\QDPLFDOO\ DGMXVWLQJ

,�2 ZRUNIORZV WR PHHW GLIIHUHQW VWRUDJH REMHFWLYHV� ,W GRHV VR WKURXJK D FRQWURO ORRS� WKDW GHSHQGV RQ

LQSXW PHWULFV� FRQWURO DFWLRQV� DQG FRQWURO LQWHUYDOV� 7KH FRQWUROOHU FRQWLQXRXVO\ PRQLWRUV V\VWHP PHWULFV

�H�J�� WKURXJKSXW� ODWHQF\�� DQG YDOLGDWHV WKHP ZLWK LQVWDOOHG VWRUDJH SROLFLHV� ,Q FDVH RI SROLF\ YLRODWLRQ�

WKH FRQWUROOHU DGMXVWV WKH GDWD SODQH VWDJHV WKURXJK FRQWURO DFWLRQV� ZKLFK UHO\ RQ WKH HQIRUFHPHQW VWUDW�

HJ\ HPSOR\HG DW WKH VWDJH �H�J�� DGMXVW DUULYDO UDWH RI ,�2� LQFUHDVH TXHXH GHSWK�� 0RQLWRULQJ LV PDGH

SHULRGLFDOO\ LQ D SUHGHILQHG FRQWURO LQWHUYDO� /DUJH LQWHUYDOV UHVXOW LQ ORQJHU XQVXSHUYLVHG FRQWURO SHULRGV�

OHDGLQJ WR SROLF\ YLRODWLRQV DQG SHUIRUPDQFH GHJUDGDWLRQ LQ FDVH RI EXUVWLQHVV RU YRODWLOH ZRUNORDGV� 6PDOO

LQWHUYDOV OHDG WKH FRQWUROOHU WR UHDFW WR SHUIRUPDQFH RXWOLHUV� UHVXOWLQJ LQ ILQH�JUDLQHG DGMXVWPHQWV WKDW

LQKLELW VXVWDLQHG VWRUDJH HIILFLHQF\�

5HDFWLYH 6'6 FRQWUROOHUV HPSOR\HG E\ ,2)ORZ DQG V5RXWH FRQWLQXRXVO\ FROOHFW WKURXJKSXW DQG ODWHQF\

PHWULFV RI GLIIHUHQW SRLQWV RI WKH ,�2 SDWK� )RU HDFK VWDJH� WKH FRQWUROOHU HQIRUFHV FRQWURO DFWLRQV RYHU D

WRNHQ�EXFNHW WKDW UDWH OLPLWV TXHXHV DFFRUGLQJ WR PD[�PLQ IDLUQHVV DOJRULWKPV >��� ��@� HIILFLHQWO\ SURYLGLQJ

GLVWULEXWHG DQG G\QDPLF ,�2 HQIRUFHPHQW� 'LIIHUHQWO\� FRQWUROOHUV RI :LVS DQG &U\VWDO UHO\ RQ WKURXJKSXW�

RQO\ REVHUYDWLRQV� :LVS UDWH OLPLWV UHTXHVW TXHXHV RI PLFUR�VHUYLFHV DFFRUGLQJ WR GLIIHUHQW VFKHGXOLQJ

SROLFLHV� ZKLOH &U\VWDO REVHUYHV SHU�WHQDQW WKURXJKSXW DW 2SHQ6WDFN 6ZLIW QRGHV DQG DOORFDWHV SURSRUWLRQDO

EDQGZLGWK VKDUHV WR HQVXUH SHUIRUPDQFH JXDUDQWHHV� ,Q SURSRUWLRQDO VKDULQJ� SURFHVVHV DUH DVVLJQHG

��
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7DEOH ���� &ODVVLILFDWLRQ RI 6'6 V\VWHPV UHJDUGLQJ FRQWURO DQG HQIRUFHPHQW VWUDWHJLHV�

&RQWURO 6WUDWHJ\ (QIRUFHPHQW 6WUDWHJ\
)HHGEDFN 0RGHOLQJ $OJRULWKPV 7� %XFNHW 6FKHGXOLQJ 3� 4XHXHV ,QMHFWLRQ

,2)ORZ >���@ 5HDFWLYH 36   
0RLUDL >���@ 5HDFWLYH 6
V5RXWH >���@ 5HDFWLYH 36  
-RL16 >���@ +  

)DoDGH >���@� $9$7$5 >���@ 1RQ�OLQHDU 3, (')
3LVFHV >���@ 36 '5)� ':55
/LEUD >���@ 6 ''55

30 >���@� :& >���@ 3URDFWLYH /3 ,   
36/2 >���@ ,QWHJUDO /3  

7LHUD >���@� 0DODFRORJ\ >���@  

:LVS >���@ 5HDFWLYH
'5)� %5)�
(')� /67)

IOH[6WRUH >���@� 0LUDGRU >���@ /3 6
6,5(1 >���@ 0/ 6  
5HWUR >���@ 5HDFWLYH 3  '5)� %5)  
&DNH >���@ 5HDFWLYH 36  

&U\VWDO >��@�0DVV >��@ 5HDFWLYH 3  
0DQWOH >���@� 6XSHU&HOO >���@ +  

7ULDJH >���@ $GDSWLYH /3 ,  
0RGHOLQJ� �+�HXULVWLF� �/�LQHDU �3�URJUDPPLQJ� �0�DFKLQH �/�HDUQLQJ� $OJRULWKPV� �3�URSRUWLRQDO VKDULQJ� �,�VRODWLRQ DQG SULRULW\�
�6�KDUHV DQG UHVHUYDWLRQV�

ZLWK D QRWLRQ RI ZHLJKW� DQG UHVRXUFHV DUH SURSRUWLRQDOO\ DOORFDWHG EDVHG RQ LW >���@� 0DVV SHULRGLFDOO\

FROOHFWV LQIRUPDWLRQ RYHU V\VWHP �H�J�� &38 DQG PHPRU\ XVDJH� DQG ZRUNORDG�VSHFLILF PHWULFV �H�J�� E\WHV

UHDG�ZULWWHQ WR 2SHQ6WDFN 6ZLIW�� DQG EDVHG RQ WKHVH� LW DOORFDWHV SHU�WHQDQW EDQGZLGWK VKDUHV� )XUWKHU�

0RLUDL XVHV DYHUDJH ODWHQF\ DQG KLW UDWLR FXUYHV WR DGMXVW WKH FRQILJXUDWLRQV RI VWDFN�EDVHG FDFKLQJ VWDJHV�

5HDFWLYH DSSURDFKHV DUH DOVR XVHG WR HQIRUFH WDLO ODWHQF\ REMHFWLYHV RYHU FRPSOH[ VWRUDJH VHWWLQJV� )RU

LQVWDQFH� &DNH SURYLGHV D WZR�OHYHO VFKHGXOLQJ IUDPHZRUN WKDW FRQWLQXRXVO\ FROOHFWV ODWHQF\ DQG UHVRXUFH

XWLOL]DWLRQ PHWULFV RYHU GLVWULEXWHG VWRUDJH VWDFNV� DQG G\QDPLFDOO\ DGMXVWV SHU�FOLHQW TXHXHV DFFRUGLQJ

WR SURSRUWLRQDO VKDUHV DQG UHVHUYDWLRQV� ,Q WKHVH DOJRULWKPV� VKDUHV GHILQH WKH UHVRXUFH DOORFDWLRQ WKDW

D JLYHQ SURFHVV UHFHLYHV� ZKLOH UHVHUYDWLRQV H[SUHVV WKH ORZHU ERXQG RI ,�2 SHUIRUPDQFH UHVHUYHG WR D

SURFHVV >���@� 6LPLODUO\� 5HWUR REVHUYHV SHU�ZRUNIORZ ODWHQF\ DQG UHVRXUFH XVDJH� DQG HPSOR\V FRQWURO

DFWLRQV RYHU WRNHQ�EXFNHWV� VFKHGXOHUV� DQG SULRULW\ TXHXHV� DFFRUGLQJ WR PD[�PLQ IDLU VKDUHV� 7KH FROOHF�

WLRQ RI KHWHURJHQHRXV PHWULFV� DORQJ WKH PXOWLSOH HQIRUFHPHQW SRLQWV GHSOR\HG RYHU WKH ,�2 SDWK� DOORZ

&DNH DQG 5HWUR WR GLIIHUHQWLDWH ZRUNIORZV DQG HQIRUFH ��C⌘ SHUFHQWLOH ODWHQF\ REMHFWLYHV RYHU +DGRRS

VWDFNV�

1RQHWKHOHVV� ZKLOH DEOH WR HQIRUFH GLIIHUHQW SHUIRUPDQFH REMHFWLYHV RYHU YDULHG VWRUDJH VWDFNV� UHDF�

WLYH FRQWUROOHUV FDQQRW VXVWDLQ HIILFLHQW SHUIRUPDQFH DW KLJK ODWHQF\ SHUFHQWLOHV XQGHU EXUVW\ ZRUNORDGV�

DV WKH\ H[SHULHQFH VHYHUDO SROLF\ YLRODWLRQV EHIRUH EHJLQQLQJ D QHZ FRQWURO ORRS DQG DGMXVWLQJ VWDJHV DF�

FRUGLQJO\ >���@� $V VXFK� VHYHUDO V\VWHPV IROORZ D SURDFWLYH FRQWURO VWUDWHJ\ WR HQIRUFH ��C⌘� ����C⌘ DQG

��
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�����C⌘ SHUFHQWLOH ODWHQFLHV� )RU H[DPSOH� 30 DQG :& SURYLGH D SURDFWLYH IHHGEDFN FRQWUROOHU WKDW PRG�

HOV SHU�ZRUNORDG ZRUVW�FDVH ODWHQF\� DQG HQIRUFHV GLIIHUHQW FRQWURO DFWLRQV RYHU PXOWLSOH UDWH OLPLWHUV DQG

SULRULW\ TXHXHV� DFFRUGLQJ WR LVRODWLRQ DQG SULRULW\ UXOHV� (DFK VWDJH FRPSULVHV SHU�ZRUNORDG WRNHQ�EXFNHWV

DQG SULRULW\ TXHXHV� DQG HIILFLHQWO\ HQIRUFHV VHUYLFHV RYHU QHWZRUN DQG VWRUDJH UHVRXUFHV�

:KLOH WKHVH V\VWHPV DUH GHVLJQHG WR HLWKHU SURYLGH WKURXJKSXW RU WDLO ODWHQF\ REMHFWLYHV� 36/2 DFKLHYHV

ERWK E\ SURYLGLQJ DQ LQWHJUDO IHHGEDFN FRQWUROOHU EDFNHG E\ D IRUHFDVW PRGHO� ,QWHJUDO FRQWURO HQVXUHV WKDW

WKH RXWSXW RI D JLYHQ V\VWHP VHWV D YDOXH WKDW LV UHVLOLHQW WR QRLVH RU YDULDWLRQ LQ V\VWHP SDUDPHWHUV >��@�

LQ WKH FDVH RI 36/2� WKH V\VWHP WKURXJKSXW FRQYHUJHV WR WKH 6/2 WDUJHW� ,W GRHV VR E\ FRQWLQXRXVO\

PRQLWRULQJ SHU�90 -C⌘ SHUFHQWLOH ODWHQF\ DQG WKURXJKSXW� DQG DGDSWLYHO\ FRQILJXULQJ WKH OHYHO RI ,�2

FRQFXUUHQF\ DQG DUULYDO UDWHV� SURYLGLQJ LVRODWHG DQG GLIIHUHQWLDWHG VHUYLFH OHYHOV�

2WKHU DSSURDFKHV IROORZ D QRQ�OLQHDU IHHGEDFN FRQWURO WR HQIRUFH SURSRUWLRQDO VKDULQJ DQG LVRODWLRQ

LQ WKH SUHVHQFH RI EXUVW\ DQG YRODWLOH ZRUNORDGV >���� ���@� )RU LQVWDQFH� )DoDGH FROOHFWV WKH DYHUDJH

ODWHQF\ RI UHTXHVWV DFFHVVLQJ WKH VWRUDJH GHYLFH RI D VKDUHG VWRUDJH V\VWHP� DQG G\QDPLFDOO\ DGMXVWV

WKH GHSWK RI WKH GHYLFH TXHXH� $9$7$5 IROORZV D VLPLODU DSSURDFK EXW HQIRUFHV ��C⌘ SHUFHQWLOH ODWHQF\�

'LIIHUHQWO\� DGDSWLYH IHHGEDFN FRQWUROOHUV EDFNHG E\ VHOI�WXQLQJ HVWLPDWRUV� VXFK DV WKH RQH SURSRVHG

E\ 7ULDJH� SURYLGH SUHGLFWLYH DQG GLIIHUHQWLDWHG VWRUDJH SHUIRUPDQFH XQGHU YDU\LQJ ZRUNORDGV� 7ULDJH

SHULRGLFDOO\ REVHUYHV ODWHQF\ SHUFHLYHG E\ /XVWUH�GHSOR\HG DSSOLFDWLRQV DQG WKURWWOHV SHU�FOLHQW UHTXHVW

TXHXHV WR SURYLGH VXVWDLQHG WKURXJKSXW DQG ODWHQF\�

������� 3HUIRUPDQFH 0RGHOLQJ

2WKHU VWUDWHJLHV RIWHQ XVHG E\ 6'6 V\VWHPV WR HIILFLHQWO\ FRQWURO WKH VWRUDJH HQYLURQPHQW DUH KHXULVWLFV�

ZKLFK FRQWURO DQG DGMXVW VHOHFWHG HQIRUFHPHQW SRLQWV WR PHHW D VSHFLILF VWRUDJH REMHFWLYH >���� ���� ���@�

DQG SHUIRUPDQFH PRGHOV� WKDW FKDUDFWHUL]H WKH EHKDYLRU RI WKH V\VWHP DQG LWV ZRUNORDGV >���� ���� ����

���� ���� ���� ���@�

+HXULVWLFV� 6'6 FRQWUROOHUV UHVRUW WR KHXULVWLF�EDVHG PHFKDQLVPV WR HVWLPDWH WKURXJKSXW RU ODWHQF\

SHUIRUPDQFH RI VHOHFWHG SRLQWV RI WKH ,�2 VWDFN� )RU LQVWDQFH� -RL16 FRQWLQXRXVO\ PRQLWRUV ODWHQF\ DQG

EDQGZLGWK XWLOL]DWLRQ DW QHWZRUN DQG VWRUDJH VWDJHV� DQG SURYLGHV D VLPSOH KHXULVWLF WKDW HVWLPDWHV QHWZRUN

ODWHQF\ RI QHWZRUNHG VWRUDJH V\VWHPV� )URP WKLV HVWLPDWLRQ� WKH FRQWUROOHU DGMXVWV SULRULW\ TXHXHV LQVWDOOHG

DW SURJUDPPDEOH VZLWFKHV WR PHHW DYHUDJH DQG WDLO ODWHQF\ UHTXLUHPHQWV� 6LPLODUO\� 6XSHU&HOO REVHUYHV

UHDG DQG ZULWH ODWHQFLHV RI &HSK VWRUDJH QRGHV� DQG LPSOHPHQWV D EDQGZLGWK�FHQWHUHG KHXULVWLF WKDW

FDOFXODWHV SHU�ZRUNORDG PD[LPXP EDQGZLGWK WR SURYLGH DGDSWLYH FRQILJXUDWLRQ XQGHU UHDG� DQG ZULWH�

LQWHQVLYH ZRUNORDGV� 0DQWOH� RQ WKH RWKHU KDQG� VXSSRUWV XVHU�GHILQHG KHXULVWLFV WR SURYLGH SURJUDPPDEOH

PHWDGDWD PDQDJHPHQW DQG ORDG EDODQFLQJ RYHU &HSK GHSOR\PHQWV�

/LQHDU 3URJUDPPLQJ� /LQHDU 3URJUDPPLQJ �/3� PHFKDQLVPV DUH DOVR IUHTXHQWO\ XVHG WR VXSSRUW 6'6

FRQWURO DFWLRQV� )RU LQVWDQFH� IOH[6WRUH UHVRUWV WR DQ LQWHJHU OLQHDU SURJUDP WR HQIRUFH DGDSWLYH UHSOLFD

FRQVLVWHQF\ XQGHU YDULHG HQHUJ\ FRQVWUDLQWV� DQG QHWZRUN DQG GLVN EDQGZLGWK� ZKLOH 7ULDJH FRQWLQXRXVO\

FROOHFWV ODWHQF\ PHDVXUHPHQWV WR VHUYH D UHFXUVLYH OHDVW�VTXDUHV HVWLPDWRU WKDW VXSSRUWV WKH IHHGEDFN

��
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FRQWUROOHU DFWLRQV >���@� 'LIIHUHQWO\� JHQHUDO�SXUSRVH VROYHUV XVHG E\ 0LUDGRU HVWLPDWH WKH SHUIRUPDQFH

RI QHWZRUN�DWWDFKHG VWRUDJH V\VWHPV DFFRUGLQJ WR XVHU�GHILQHG REMHFWLYHV� 7KHVH VROYHUV OHYHUDJH IURP

WKH FRQWLQXRXV REVHUYDWLRQV RI QHWZRUN DQG VWRUDJH UHVRXUFHV� DV ZHOO DV SHULRGLF ZRUNORDG SURILOHV� WR

RSWLPL]H QHWZRUN WUDIILF DQG GDWD SODFHPHQW�

/DWHQF\ DQDO\VLV PRGHOV DUH DOVR XVHG WR HQIRUFH WDLO ODWHQF\ REMHFWLYHV XQGHU EXUVW\ VFHQDULRV� /HYHU�

DJLQJ IURP QHWZRUN FDOFXOXV SULQFLSOHV� 30 DQG :& SURSRVH D PRGHO WKDW HVWLPDWHV SHU�ZRUNORDG ZRUVW�

FDVH ODWHQFLHV� ,W PRGHOV PXOWLSOH V\VWHP HQGSRLQWV DQG LQGXFHV WLPH� ZRUNIORZ� UDWH OLPLW� DQG ZRUN

FRQVHUYDWLRQ FRQVWUDLQWV WR PD[LPL]H WKH DYDLODEOH WLPH WR VHUYH D ZRUNORDG� 6LPLODUO\� 36/2 SURYLGHV

D IRUHFDVW PRGHO WKDW SUHGLFWV SHU�90 KLJK SHUFHQWLOH ODWHQF\ YLRODWLRQV WR VLPXOWDQHRXVO\ HQIRUFH -C⌘

SHUFHQWLOH ODWHQFLHV DQG WKURXJKSXW REMHFWLYHV�

0DFKLQH /HDUQLQJ� 7KH XVH RI 0DFKLQH /HDUQLQJ �0/� WR LPSOHPHQW FRQWURO VWUDWHJLHV KDV MXVW EHHQ UH�

FHQWO\ DGRSWHG E\ 6'6 FRQWUROOHUV� 6SHFLILFDOO\� 6,5(1 XVHV D 0/�EDVHG DOJRULWKP �L�H�� FODVVLILFDWLRQ DQG

UHJUHVVLRQ WUHHV >��@� WR DVVLJQ SURSRUWLRQDO VKDUHV DQG UHVHUYDWLRQV RI FRPSXWH DQG VWRUDJH UHVRXUFHV WR

+3& DSSOLFDWLRQV� :KLOH 6,5(1 SURSRVHV UHVRXUFH HQFODYHV IRU WKH HIILFLHQW PDQDJHPHQW RI +3& LQIUDV�

WUXFWXUHV� WKH DOJRULWKP LGHQWLILHV RSSRUWXQLWLHV IRU HQFODYH PLJUDWLRQV� GXH WR ZRUNORDG DQG ,�2 GHPDQG

YDULDQFH� 7KH LQWURGXFWLRQ RI VXFK VWRUDJH DXWRPDWLRQ PHFKDQLVPV DOORZV PRUH DFFXUDWH HQIRUFHPHQW

VWUDWHJLHV DQG ILQH�JUDLQHG FRQWURO RYHU VWRUDJH LQIUDVWUXFWXUHV�

����� 6XUYH\ E\ (QIRUFHPHQW 6WUDWHJ\

7KH QHHG WR HQIRUFH YDULHG VWRUDJH SROLFLHV WKURXJKRXW WKH ,�2 SDWK OHDGV 6'6 V\VWHPV WR DVVXPH GLIIHUHQW

HQIRUFHPHQW VWUDWHJLHV� :H QRZ VXUYH\ 6'6 V\VWHPV UHJDUGLQJ HQIRUFHPHQW VWUDWHJ\ HPSOR\HG DW GDWD

SODQH VWDJHV� QDPHO\ WRNHQ�EXFNHWV� VFKHGXOHUV� SULRULW\ TXHXHV� DQG ORJLF LQMHFWLRQ� 7DEOH ��� KLJKOLJKWV

WKH HQIRUFHPHQW VWUDWHJLHV XVHG E\ 6'6 GDWD SODQHV� DQG GHSLFWV WKH FXUUHQW WUHQGV RI WKH SDUDGLJP��

������� 7RNHQ�%XFNHW

$ WRNHQ�EXFNHW LV DQ DEVWUDFW VWUXFWXUH XVHG E\ TXHXHV WR FRQWURO WKH UDWH DQG EXUVWLQHVV RI ,�2 ZRUNIORZV�

$ EXFNHW LV FRQILJXUHG ZLWK D EXFNHW VL]H� WKDW GHOLPLWV WKH PD[LPXP WRNHQ FDSDFLW\� DQG D EXFNHW UDWH� WKDW

GHILQHV WKH UDWH DW ZKLFK QHZ WRNHQV DUH DGGHG� :KHQ DQ ,�2 UHTXHVW DUULYHV DW WKH TXHXH� LW FRQVXPHV

WRNHQV WR SURFHHG� ,I WKH EXFNHW LV HPSW\� WKH UHTXHVW ZDLWV XQWLO VXIILFLHQW WRNHQV DUH LQ WKH EXFNHW�

(DFK EXFNHW H[HFXWHV ORFDOO\ EXW LV FRQILJXUHG E\ 6'6 FRQWUROOHUV DFFRUGLQJ WR H[LVWLQJ VWRUDJH SROLFLHV

DQG WKH FXUUHQW V\VWHP VWDWH� 6HYHUDO 6'6 V\VWHPV UHVRUW WR WRNHQ�EXFNHWV PHFKDQLVPV IRU HQIRUFLQJ

SHUIRUPDQFH�RULHQWHG SROLFLHV >���� ���� ���� ���� ���@�

3HU�TXHXH WRNHQ�EXFNHWV� VXFK DV WKRVH LQ ,2)ORZ DQG V5RXWH� HQIRUFH PD[�PLQ IDLU VKDUHV RYHU ,�2

ZRUNIORZV� $V VWDJHV DUH GHSOR\HG WKURXJKRXW WKH ,�2 SDWK� TXHXHV DUH DGMXVWHG ZLWK GLIIHUHQW UDWHV

�6\VWHPV WKDW HQIRUFH VFKHGXOLQJ PHFKDQLVPV EXW GR QRW GHWDLO DERXW WKHLU SROLFLHV DUH PDUNHG ZLWK  �

��
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DQG VL]HV� SURYLGLQJ GLIIHUHQWLDWHG ,�2 WUHDWPHQW DQG G\QDPLF HQG�WR�HQG FRQWURO� 6LPLODUO\� 5HWUR SUR�

SRVHV PXOWL�SRLQW SHU�ZRUNIORZ WRNHQ�EXFNHWV� HPSOR\HG RYHU WKUHDG SRROV DQG 53& TXHXHV WR DFKLHYH

SHUIRUPDQFH JXDUDQWHHV DQG UHVRXUFH IDLUQHVV REMHFWLYHV LQ +DGRRS VWDFNV�

3HU�ZRUNORDG WRNHQ�EXFNHWV HQIRUFH WDLO ODWHQF\ REMHFWLYHV XQGHU EXUVW\ HQYLURQPHQWV >���� ���@� 7R

EHWWHU ERXQG WKH ZRUNORDG EXUVWLQHVV� 30 LPSOHPHQWV PXOWLSOH WRNHQ�EXFNHWV SHU�ZRUNORDG DW HDFK GDWD

SODQH VWDJH� ZKLFK LQ WXUQ DUH FRQWLQXRXVO\ FRQWUROOHG DQG PRGHOHG E\ D SURDFWLYH IHHGEDFN FRQWUROOHU�

2Q WKH RWKHU KDQG� :& RSWLPL]HV WKH FKRLFH RI EXFNHW SDUDPHWHUV WKURXJK D UDWH�EXFNHW VL]H FXUYH WKDW

FKDUDFWHUL]HV ZRUNORDG EXUVWLQHVV� ZKLOH FRQVROLGDWLQJ ZRUNORDGV LQWR D VWRUDJH VHUYHU� LQ RUGHU WR ERWK

PHHW WDLO ODWHQF\ REMHFWLYHV DQG PLQLPL]H RYHUDOO UHVRXUFH XVDJH�

������� 6FKHGXOLQJ

6FKHGXOLQJ KDV EHHQ D ORQJ�WHUP VWUDWHJ\ RI VWRUDJH V\VWHPV WR JRYHUQ KRZ ,�2 UHTXHVWV DUH VHUYLFHG�

,Q 6'6�HQDEOHG DUFKLWHFWXUHV� VFKHGXOLQJ LV JHQHUDOO\ PDGH ZLWK TXHXHV �DW GDWD SODQH VWDJHV� WR HPSOR\

SURSRUWLRQDO VKDULQJ DOJRULWKPV� SULRULWL]DWLRQ DQG LVRODWLRQ RI UHTXHVWV� DQG HQIRUFH SHUIRUPDQFH REMHF�

WLYHV RYHU VWRUDJH DQG QHWZRUN UHVRXUFHV� )RU LQVWDQFH� VLQJOH TXHXH VFKHGXOLQJ V\VWHPV� VXFK DV )DoDGH

DQG $9$7$5� PDQDJH SHU�ZRUNORDG UHTXHVWV WR PHHW DYHUDJH DQG WDLO ODWHQFLHV REMHFWLYHV� 5HTXHVWV DUH

GLVSDWFKHG WR D TXHXH DQG VHUYHG WR D VWRUDJH GHYLFH IROORZLQJ DQ (DUOLHVW 'HDGOLQH )LUVW �(')� SROLF\� $V

ODWHQF\ REMHFWLYHV DUH HQIRUFHG DW SHU�ZRUNORDG JUDQXODULW\� WKH GHDGOLQH RI D ZRUNORDG LV WKH GHDGOLQH RI

LWV ROGHU SHQGLQJ UHTXHVW >���@�

2WKHU VROXWLRQV LPSOHPHQW PXOWL�SRLQW UHVRXUFH VFKHGXOLQJ PHFKDQLVPV WR DFKLHYH IDLUQHVV DQG VXV�

WDLQHG ODWHQF\ SHUIRUPDQFH� 5HWUR� IRU H[DPSOH� RUFKHVWUDWHV SHU�ZRUNIORZ UHTXHVWV� HPSOR\LQJ D 'RPL�

QDQW 5HVRXUFH )DLUQHVV �'5)� SROLF\ >��@ WR HQVXUH UHVRXUFH IDLUQHVV� DQG D %RWWOHQHFN 5HVRXUFH )DLUQHVV

�%5)� SROLF\ >���@ WR WKURWWOH DJJUHVVLYH ,�2 ZRUNIORZV DQG HQVXUH SURSRUWLRQDO XVH RI UHVRXUFHV� 6LPLODUO\�

3LVFHV HPSOR\V D SHU�QRGH VFKHGXOHU WKDW LPSOHPHQWV '5) DQG 'HILFLW :HLJKWHG 5RXQG 5RELQ �':55�

SROLFLHV >���� ���@ WR DFKLHYH V\VWHP�ZLGH IDLUQHVV LQ PXOWL�WHQDQW FORXG HQYLURQPHQWV� 8QGHU D '5) SRO�

LF\� SHU�QRGH VFKHGXOHUV WUDFN WKH UHVRXUFH XVDJH RI HDFK WHQDQW� DQG UHFRPSXWH LWV UHVRXUFH DOORFDWLRQ WR

FRQWLQXRXVO\ HQVXUH PD[�PLQ IDLU VKDUHV� ZKLOH LQ ':55� 3LVFHV HQVXUHV SHU�WHQDQW ZHLJKWHG IDLU VKDUHV

RI WKURXJKSXW� /LEUD� RQ WKH RWKHU KDQG� IROORZV D VLPLODU DSSURDFK EXW SURYLGHV WKURXJKSXW UHVHUYDWLRQV

RYHU GLVN UHVRXUFHV WKURXJK D 'LVWULEXWHG 'HILFLW 5RXQG 5RELQ �''55� VFKHGXOLQJ SROLF\ >���@� )XUWKHU�

:LVS UDWH OLPLWV PLFUR�VHUYLFH ZRUNIORZV WKURXJK %5) DQG '5) SROLFLHV WR DFKLHYH WKURXJKSXW REMHFWLYHV�

DQG VLPXOWDQHRXVO\ SULRULWL]HV LQGLYLGXDO UHTXHVWV WKURXJK (') DQG /HDVW 6ODFN 7LPH )LUVW �/67)� >���@ WR

HQIRUFH ODWHQF\�UHODWHG REMHFWLYHV�

������� 3ULRULW\ 4XHXHV

$ QXPEHU RI 6'6 V\VWHPV HQVXUH SULRULWL]DWLRQ DQG SHUIRUPDQFH FRQWURO WKURXJK SULRULW\ TXHXHV >����

���� ���� ���� ���@� &RQWUROOHUV GHILQH DQG DGMXVW WKH SULRULW\ RI TXHXH�EDVHG GDWD SODQHV WR SURYLGH

GLIIHUHQW OHYHOV RI ODWHQF\ DPRQJ ZRUNORDGV DFFRUGLQJ WR LQVWDOOHG VWRUDJH SROLFLHV� )RU LQVWDQFH� ,2)ORZ�

��
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30� DQG :& GHILQH WKH SULRULW\ RI WRNHQ�EXFNHW HQDEOHG TXHXHV� 6SHFLILFDOO\� WRNHQ�EXFNHWV VHUYH ILUVW

WKH KLJKHVW SULRULW\ TXHXHV XQWLO QR WRNHQ LV OHIW� VHUYLQJ QH[W ORZHU SULRULW\ TXHXHV XSRQ WKH UHSOHQLVK RI

WKH EXFNHW� 0RUHRYHU� 30 DQG :& VSHFLI\ SHU�ZRUNORDG SULRULW\ TXHXHV RYHU ERWK VWRUDJH DQG QHWZRUN

UHVRXUFHV� 5HWUR� RQ LWV WXUQ� HQIRUFHV SHU�ZRUNIORZV SULRULW\ TXHXHV RYHU PXOWL�SRLQW GDWD SODQH VWDJHV�

ZKLOH -RL16 SURYLGHV SHU�ZRUNORDG SULRULW\ TXHXHV RYHU SURJUDPPDEOH QHWZRUN VZLWFKHV�

������� /RJLF ,QMHFWLRQ

6WRUOHW�EDVHG VWDJHV LPSOHPHQW SURJUDPPDEOH HQIRUFHPHQW VWUXFWXUHV WR DOORZ V\VWHP GHVLJQHUV WR LQMHFW

FXVWRP FRQWURO ORJLF RYHU ,�2 ZRUNIORZV >��� ���� ���� ���@� )RU LQVWDQFH� 0DQWOH DQG 0DODFRORJ\ OHYHU�

DJH IURP H[LVWLQJ VWRUDJH VXEV\VWHPV RI &HSK� VXFK DV GXUDELOLW\� ORDG EDODQFLQJ� DQG UHVRXUFH VKDULQJ�

DQG LQMHFW FRQWURO ORJLF WR HQIRUFH SHUIRUPDQFH DQG GDWD PDQDJHPHQW VWRUDJH SROLFLHV� 0DQWOH GHFRX�

SOHV SROLFLHV IURP VWRUDJH VHUYLFHV E\ OHWWLQJ DGPLQLVWUDWRUV LQMHFW PHWDGDWD PLJUDWLRQ FRGH WR G\QDPLFDOO\

DGMXVW PHWDGDWD GLVWULEXWLRQ RI &HSK GHSOR\PHQWV� 2Q WKH RWKHU KDQG� 0DODFRORJ\ HQFDSVXODWHV H[LVW�

LQJ V\VWHP IXQFWLRQDOLWLHV LQWR UHXVDEOH EXLOGLQJ EORFNV DQG LQMHFWV /XD VFULSWV WR HQDEOH JHQHUDO�SXUSRVH

V\VWHPV WR EH SURJUDPPHG DQG DGDSWHG LQWR WDLORUHG VWRUDJH DSSOLFDWLRQV YLD FRPSRVLWLRQ� )XUWKHU� 6XSHU�

&HOO FRQWLQXRXVO\ PRQLWRUV UHDG DQG ZULWH UHTXHVWV RI &HSK VWRUDJH QRGHV DQG SURYLGHV GLIIHUHQW VWRUDJH

UHFRQILJXUDWLRQV WR DGDSW VWRUDJH VHWWLQJV XQGHU YRODWLOH ZRUNORDGV�

'LIIHUHQWO\� &U\VWDO SURYLGHV D SURJUDPPDEOH IUDPHZRUN WKDW DOORZV WKH LQMHFWLRQ RI SURJUDPPLQJ ORJLF

WR SHUIRUP FXVWRP FRPSXWDWLRQV RYHU REMHFW UHTXHVWV� 7KLV GHVLJQ DOORZV DGPLQLVWUDWRUV WR LPSOHPHQW D

ZLGH�DUUD\ RI VWRUDJH VHUYLFHV WR FRSH ZLWK GLIIHUHQW SHUIRUPDQFH DQG GDWD PDQDJHPHQW SROLFLHV� VXFK DV

FRPSUHVVLRQ� FDFKH RSWLPL]DWLRQ� DQG EDQGZLGWK GLIIHUHQWLDWLRQ�

����� 'LVFXVVLRQ

7KH 6'6 SDUDGLJP KDV GUDZQ PDMRU IRFXV RQ SURYLGLQJ FRQWUROOHG ,�2 SHUIRUPDQFH DQG IDLUQHVV RYHU FORXG

DQG DSSOLFDWLRQ�VSHFLILF LQIUDVWUXFWXUHV� :KLOH JHQHUDOO\ SURYLGLQJ FHQWUDOL]HG DQG IODW GLVWULEXWLRQV� WKH QH[W

VWHS WRZDUGV VFDODEOH HQYLURQPHQWV LV WR IRVWHU WKH GHYHORSPHQW RI KLHUDUFKLFDO DQG GHFHQWUDOL]HG FRQWURO

SODQHV LQ VXFK LQIUDVWUXFWXUHV� 6'6�HQDEOHG +3& LQIUDVWUXFWXUHV� ZKLFK DUH VWLOO DW DQ HDUO\ UHVHDUFK VWDJH�

FRPSULVH KLHUDUFKLFDO FRQWURO GHVLJQV GXH WR WKH VFDOH DQG SHUIRUPDQFH UHTXLUHPHQWV RI VXSHUFRPSXWHUV�

7KH FHQWUDOL]HG FRQWURO GLVWULEXWLRQ DVVXPHG E\ VHYHUDO 6'6 V\VWHPV SUHVHQWV REYLRXV OLPLWDWLRQV

LQ VFDOH DQG UHVLOLHQFH� +RZHYHU� V\VWHPV H[SHULHQFH WKHVH OLPLWDWLRQV DW GLIIHUHQW PDJQLWXGHV� DV WKH\

PD\ SURYLGH GLIIHUHQW QXPEHU RI VWDJHV DQG HQIRUFH SROLFLHV ZLWK GLIIHUHQW OHYHOV RI FRPSOH[LW\� 6SHFLIL�

FDOO\� )DoDGH DQG $9$7$5 HQIRUFH SHUIRUPDQFH�RULHQWHG REMHFWLYHV RYHU D VLQJOH HQIRUFHPHQW SRLQW� ZKLOH

3LVFHV� /LEUD� 36/2� DQG &DNH QHHG WR RUFKHVWUDWH PXOWLSOH SRLQWV� )XUWKHU� :LHUD� 6XSHU&HOO� DQG 0DQWOH

HQIRUFH GDWD�RULHQWHG SROLFLHV E\ LQMHFWLQJ FRQWURO ORJLF DW VWDJHV� ZKLFK DUH OHVV GHPDQGLQJ WKDQ FRQWLQ�

XRXVO\ DGMXVWLQJ VWDJHV IRU SHUIRUPDQFH SROLFLHV�

��
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'LIIHUHQWO\� RWKHU V\VWHPV IROORZ D IODW FRQWURO GLVWULEXWLRQ� ZLWK D SUHYDOHQFH RQ SHUIRUPDQFH�EDVHG

SROLFLHV� :KLOH SURYLGLQJ D PRUH GHSHQGDEOH GHVLJQ� WKH FRQWURO FHQWUDOL]DWLRQ OHDGV WR FOHDU VFDODELOLW\ OLP�

LWDWLRQV� ,QWHUHVWLQJO\� DV V\VWHPV HQIRUFH GLIIHUHQW SROLFLHV RYHU LQIUDVWUXFWXUHV� WKH\ LPSOHPHQW GLIIHUHQW

FRQWURO VWUDWHJLHV WR DGDSW GDWD SODQH VWDJHV WR WKH VSHFLILHG REMHFWLYHV� )RU LQVWDQFH� VRPH V\VWHPV OLNH

,2)ORZ UHVRUW WR IHHGEDFN FRQWURO WR FRQWLQXRXVO\ DGMXVW WKH VWRUDJH HQYLURQPHQW� ZKLOH RWKHUV� VXFK DV

IOH[6WRUH DQG 0LUDGRU� HPSOR\ SHUIRUPDQFH PRGHOLQJ VWUDWHJLHV� $V ERWK SURYLGH D VLQJOH FRQWURO VWUDWHJ\�

WKH\ DUH XQDEOH WR SURYLGH D IXOO\ DGDSWDEOH 6'6 HQYLURQPHQW� 2Q WKH RWKHU KDQG� 30� :&� 7ULDJH� DQG

36/2 FRPELQH IHHGEDFN FRQWURO DQG SHUIRUPDQFH PRGHOLQJ VWUDWHJLHV� WKXV SURYLGLQJ D PRUH DGDSWDEOH

VWRUDJH HQYLURQPHQW� FDSDEOH RI HQIRUFLQJ FRPSOH[ VWRUDJH SROLFLHV XQGHU YRODWLOH HQYLURQPHQWV�

5HJDUGLQJ KLHUDUFKLFDO FRQWUROOHUV� ZKLOH SURYLGLQJ D VFDODEOH GHVLJQ� VRPH VROXWLRQV SUHVHQW GHSHQG�

DELOLW\ OLPLWDWLRQV� )RU LQVWDQFH� WKH IDLOXUH RI D FRQWUROOHU LQ &ODULVVH DQG 6,5(1 OHDGV WR XQVXSHUYLVHG

FRQWURO SRLQWV LQ WKH LQIUDVWUXFWXUH� &RQWUDULO\� V5RXWH DQG -RL16 LVVXH FRQWURO GHOHJDWHV WR HQIRUFH SROLFLHV

LQ VSHFLILF SRLQWV RI WKH ,�2 SDWK� ZKLFK LQ FDVH RI IDLOXUH� FDQ EH UHSODFHG E\ DQRWKHU�

2Q WKH GDWD SODQH VLGH� VWDFN�EDVHG DSSURDFKHV IRFXV RQ GDWD PDQDJHPHQW VHUYLFHV� VLQFH GDWD

ZRUNIORZV IROORZ D SDVVWKURXJK OD\RXW DQG GR QRW HPSOR\ HQIRUFHPHQW VWUDWHJLHV� ([LVWLQJ VWDFN�EDVHG

V\VWHPV PD\ SURYLGH GHGLFDWHG VWDFNV GHVLJQHG IRU D VSHFLILF REMHFWLYH VXFK DV IOH[6WRUH DQG 0RLUDL� RU

PXOWLSOH VWDFNLQJ OD\HUV DV GRQH LQ 6DIH)6 DQG 6WUDWD WR SURYLGH D YDULHW\ RI VWRUDJH VHUYLFHV�

4XHXH�EDVHG GDWD SODQHV� RQ WKH RWKHU KDQG� DUHPDLQO\ GHVLJQHG IRU SHUIRUPDQFH REMHFWLYHV� 1RQHWKH�

OHVV� HYHQ WKRXJK RSHUDWLQJ RYHU VLPLODU VWRUDJH VWUXFWXUHV� H[LVWLQJ DSSURDFKHV PD\ GLIIHU IURP HDFK RWKHU

LQ VHYHUDO DVSHFWV� )RU LQVWDQFH� VLQJOH TXHXH V\VWHPV� VXFK DV )DoDGH DQG $9$7$5� HQIRUFH DYHUDJH

SHUIRUPDQFH SROLFLHV DQG DUH XQDEOH WR PHHW 6/2V DW KLJK ODWHQF\ SHUFHQWLOHV� 'LIIHUHQWO\� 3LVFHV DQG

/LEUD SURYLGH V\VWHP�ZLGH SHUIRUPDQFH LVRODWLRQ DQG IDLUQHVV RYHU PXOWL�WHQDQW FORXG HQYLURQPHQWV E\

HQIRUFLQJ SHU�WHQDQW PD[�PLQ IDLU VKDUHV� 2WKHU V\VWHPV� VXFK DV 30 DQG :&� SURYLGH PXOWL�UHVRXUFH

VFKHGXOLQJ WR HQDEOH FRPSOH[ VWRUDJH SROLFLHV WR EH HQIRUFHG RYHU QHWZRUN DQG VWRUDJH UHVRXUFHV� )XU�

WKHU� ,2)ORZ DQG 36/2 SURYLGH PXOWLSOH HQIRUFHPHQW TXHXHV� HDFK VHUYLQJ DW GLIIHUHQW UDWHV LQ D SHU�90

EDVLV� SURYLGLQJ GLVWULEXWHG DQG G\QDPLF SROLF\ HQIRUFHPHQW�

)LQDOO\� VWRUOHW�EDVHG V\VWHPV LQWURGXFH QRYHO VWRUDJH DEVWUDFWLRQV DQG SURJUDPPDELOLW\ WR H[LVWLQJ

VWRUDJH V\VWHPV� )RU LQVWDQFH� &U\VWDO� 7LHUD� DQG 6XSHU&HOO� UH�SXUSRVH H[LVWLQJ VWRUDJH VXEV\VWHPV DQG

FRQILJXUDWLRQV WR HQIRUFH GDWD DQG URXWLQJ DFWLYLWLHV� 0DODFRORJ\� 0DQWOH� DQG 3$'6� RQ WKH RWKHU KDQG�

DEVWUDFW XQGHUO\LQJ VWRUDJH V\VWHPV WR HDVH WKH GHYHORSPHQW RI FXVWRP VWRUDJH V\VWHPV� $V RSSRVHG

WR VWDFN�EDVHG GHVLJQV� ZKLFK DUH WUDQVSDUHQW DV VWDFNV VLW EHWZHHQ WZR ,�2 OD\HUV� VWRUOHW�EDVHG VWDJHV

LQWURGXFH LQFUHDVHG FRPSOH[LW\ WR WKH GHVLJQ RI VWRUDJH VROXWLRQV�

��� /HVVRQV /HDUQHG DQG 2SHQ 5HVHDUFK &KDOOHQJHV

:H QRZ GLVFXVV WKH NH\ LQVLJKWV SURYLGHG E\ WKLV FKDSWHU� JURXSHG E\ VWRUDJH LQIUDVWUXFWXUH �6,G �� SODQHV

RI IXQFWLRQDOLW\� QDPHO\ GDWD �'G � DQG FRQWURO SODQHV �&G �� 6'6 LQWHUIDFHV �,G �� DQG RWKHU DVSHFWV RI WKH

��
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ILHOG �2G �� :H IRFXV RQ WKH GHVLJQ VSDFH DQG FKDUDFWHULVWLFV RI FXUUHQW 6'6 V\VWHPV DQG LQ SRVVLEOH

IXWXUH UHVHDUFK GLUHFWLRQV RI WKH SDUDGLJP�

6,�� 6'6 UHVHDUFK LV ZLGHO\ H[SORUHG RYHU FORXG DQG DSSOLFDWLRQ�VSHFLILF LQIUDVWUXFWXUHV�

6'6 UHVHDUFK KDV GUDZQ PDMRU IRFXV RQ FORXG DQG DSSOLFDWLRQ�VSHFLILF GHVLJQV� +RZHYHU� WKH IRUPHU DUH

JHQHUDOO\ FRPSRVHG RI FHQWUDOL]HG DQG IODW FRQWUROOHUV DQG TXHXH�EDVHG GDWD SODQH VWDJHV� ZKLOH WKH ODWWHU

IRFXV RQ VWRUOHW�EDVHG GHVLJQV� :LWK WKH FRQWLQXRXV LQFUHDVH RI GDWD FHQWHUV FRPSOH[LW\� IXUWKHU UHVHDUFK

RQ KLHUDUFKLFDO DQG GHFHQWUDOL]HG FRQWURO GLVWULEXWLRQV ZLOO EH QHHGHG WR DWWHQG WKH HYHU�JURZLQJ VFDODELOLW\

DQG GHSHQGDELOLW\ UHTXLUHPHQWV�

6,�� +3&�EDVHG 6'6 V\VWHPV DUH DW DQ HDUO\ UHVHDUFK VWDJH� 7KH LQFUHDVLQJ UHTXLUHPHQWV RI

VFDOH DQG SHUIRUPDQFH RI VXSHUFRPSXWHUV KDYH OHG WR WKH ILUVW DGYDQFHV WRZDUGV 6'6�HQDEOHG +3& V\V�

WHPV� EHLQJ FRPSRVHG RI KLHUDUFKLFDO FRQWURO GLVWULEXWLRQV� *LYHQ WKH UHTXLUHPHQWV RI ([DVFDOH LQIUDVWUXF�

WXUHV >�� ��� ��@� DV ZHOO DV WKH DSSUR[LPDWLRQ RI WKH FRPSXWHU FRQWLQXXP >��� ���@� QRYHO FRQWULEXWLRQV

DUH H[SHFWHG WR IRVWHU UHVHDUFK LQ WKH 6'6²+3& ILHOG�

6,�� 6'6 V\VWHPV IRU HPHUJLQJ FRPSXWLQJ SDUDGLJPV DUH XQH[SORUHG� 6'6�HQDEOHG V\VWHPV

KDYH EHHQ HPSOR\HG RYHU PRGHUQ VWRUDJH LQIUDVWUXFWXUHV WR DFKLHYH GLIIHUHQW REMHFWLYHV� +RZHYHU� ZLWK

WKH HPHUJHQFH RI QRYHO FRPSXWLQJ SDUDGLJPV VXFK DV VHUYHUOHVV FORXG FRPSXWLQJ >���@ DQG ,R7 >��@� D

QXPEHU RI FKDOOHQJHV �H�J�� VFDODELOLW\� SHUIRUPDQFH� UHVLOLHQF\� QHHG WR EH DGGUHVVHG WR HQVXUH VXVWDLQHG

VWRUDJH HIILFLHQF\� $V VXFK� WKH UHVHDUFK DQG GHYHORSPHQW RI QRYHO GHFHQWUDOL]HG 6'6 DUFKLWHFWXUHV �H�J��

ZLGH�DUHD 6'6 V\VWHPV� JRVVLS�EDVHG FRQWURO SURWRFROV�� DV ZHOO DV WKH FRQYHUJHQFH RI GLIIHUHQW VRIWZDUH�

GHILQHG WHFKQRORJLHV �H�J�� VWRUDJH� QHWZRUNLQJ� VHFXULW\� ZLOO EH HVVHQWLDO WR SURYLGH D IXOO\ SURJUDPPDEOH

VWRUDJH HQYLURQPHQW DQG DWWHQG WKH UHTXLUHPHQWV RI HPHUJLQJ FRPSXWLQJ SDUDGLJPV�

'�� 6WDJH GHVLJQ LPSDFWV SURJUDPPDELOLW\ DQG H[WHQVLELOLW\� 6HYHUDO 6'6 GDWD SODQHV UHO\

RQ TXHXH�EDVHG GHVLJQV� WUDGLQJ FXVWRPL]DWLRQ DQG WUDQVSDUHQF\ IRU SHUIRUPDQFH� 7KLV SHUIRUPDQFH�

IRFXVHG GHYHORSPHQW KDV OHG TXHXH�EDVHG VROXWLRQV WR H[SHULHQFH OLPLWHG SURJUDPPDELOLW\ DQG H[WHQVL�

ELOLW\� 6WRUOHW�EDVHG VROXWLRQV KRZHYHU� FRPSUHKHQG D PRUH SURJUDPPDEOH DQG H[WHQVLEOH GHVLJQ� EHLQJ

DEOH WR VHUYH JHQHUDO�SXUSRVH VWRUDJH UHTXLUHPHQWV�

'�� (QG�WR�HQG HQIRUFHPHQW LV KDUG WR HQVXUH� 0RVW 6'6 V\VWHPV SURYLGH GLVWULEXWHG HQIRUFHPHQW

SRLQWV ERXQGHG WR D VSHFLILF OD\HU RI WKH ,�2 VWDFN �H�J�� K\SHUYLVRU� ILOH V\VWHP�� 6\VWHPV WKDW HQVXUH

HIILFLHQW HQG�WR�HQG SROLF\ HQIRUFHPHQW FRPSUHKHQG VSHFLDOL]HG TXHXH�EDVHG VWDJHV ILQH�WXQHG IRU VSHFLILF

VWRUDJH VHUYLFHV� DQG UHTXLUH VLJQLILFDQW FRGH FKDQJHV WR WKH RULJLQDO FRGHEDVH� $V VXFK� WKH DELOLW\ WR

HQIRUFH HQG�WR�HQG SROLFLHV LQ VWRUDJH LQIUDVWUXFWXUHV LV WLJKWO\ FRXSOHG WR WKH SODFHPHQW SURSHUW\� DQG

GLUHFWO\ LQIOXHQFHV WKH WUDQVSDUHQF\ RI GDWD SODQH VWDJHV�

'�� 3HUIRUPDQFH PDQDJHPHQW VHUYLFHV GRPLQDWH 6'6 V\VWHPV� 3HUIRUPDQFH�RULHQWHG VHUYLFHV

KDYH GRPLQDWHG WKH VSHFWUXP RI VWRUDJH SROLFLHV DQG PHFKDQLVPV VXSSRUWHG E\ 6'6 V\VWHPV� 7KLV

GHVLJQ KDV OHG WR D ODUJH UHVHDUFK JDS IRU WKH UHPDLQGHU SROLF\ VFRSHV� 1HYHUWKHOHVV� WKH DGYHQW RI

PRGHUQ VWRUDJH WHFKQRORJLHV� VXFK DV NHUQHO�E\SDVV >���� ���@� VWRUDJH GLVDJJUHJDWLRQ >��� ���� ���@�

��
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DQG QHZ VWRUDJH KDUGZDUH >��� ��� ���@� DORQJ ZLWK WKH HPHUJHQFH RI QRYHO FRPSXWLQJ SDUDGLJPV UHTXLUH

VLJQLILFDQW DWWHQWLRQ DQG IXUWKHU LQYHVWLJDWLRQ LQ RUGHU WR DGDSW� H[WHQG� DQG LPSOHPHQW QRYHO VWRUDJH

IHDWXUHV RYHU 6'6 GDWD SODQHV >�@� $V VXFK� WKHUH LV D JUHDW UHVHDUFK RSSRUWXQLW\ WR H[SORUH WKHVH QHZ

WHFKQRORJLHV LQ 6'6 DUFKLWHFWXUHV�

'�� (QG�WR�HQG VWRUOHW GDWD SODQHV DUH XQH[SORUHG� 'HVSLWH WKH DFNQRZOHGJHG SURJUDPPDELOLW\

DQG H[WHQVLELOLW\ EHQHILWV RI VWRUOHW�EDVHG GDWD SODQHV� HQG�WR�HQG HQIRUFHPHQW KDV QRW \HW EHHQ H[SORUHG

ZLWK VXFK GHVLJQ� ,Q IDFW� WKHUH DUH IHZ SURSRVDOV RQ VWRUOHW GDWD SODQHV� DQG VHYHUDO FRQWULEXWLRQV DQG

FRPELQDWLRQV RI VWRUDJH PHFKDQLVPV DUH SRVVLEOH�

'�� 5H�SXUSRVLQJ RI H[LVWLQJ VWRUDJH VXEV\VWHPV LV RYHUORRNHG� ([LVWLQJ VHUYLFHV LQVWDOOHG DW GDWD

SODQH VWDJHV DUH PDLQO\ GHVLJQHG IURP WKH JURXQG XS DQG ILQH�WXQHG IRU D VSHFLILF GDWD SODQH VROXWLRQ�

:KLOH VRPH VROXWLRQV DOUHDG\ HQFDSVXODWH H[LVWLQJ VWRUDJH V\VWHPV DV UHXVDEOH EXLOGLQJ EORFNV >����

���@� WKHUH LV QR 6'6 V\VWHP WKDW OHYHUDJHV IURP H[LVWLQJ VWRUDJH VXEV\VWHPV �H�J�� 4R6 SURYLVLRQLQJ� ,�2

VFKHGXOLQJ� WR EH UH�SXUSRVHG DV SURJUDPPDEOH VWRUDJH REMHFWV DQG UHXVHG LQ GLIIHUHQW VWRUDJH FRQWH[WV

WKURXJKRXW WKH ,�2 SDWK �H�J�� NH\�YDOXH VWRUHV� GLVWULEXWHG ILOH V\VWHPV� PDFKLQH OHDUQLQJ HQJLQHV�� 6XFK

D GHVLJQ ZRXOG RSHQ UHVHDUFK RSSRUWXQLWLHV WRZDUGV SURJUDPPDEOH VWRUDJH VWDFNV DQG IRVWHU UHXWLOL]DWLRQ

RI FRPSOHPHQWDU\ ZRUNV >���� ���� ���@ DQG H[LVWLQJ VWRUDJH VXEV\VWHPV >��@�

'�� +HWHURJHQHRXV GDWD SODQHV DUH XQH[SORUHG� 'HVSLWH WKH QXPEHU RI SRVVLEOH FRQILJXUDWLRQV DQG

GHVLJQ IODYRUV RI 6'6 GDWD SODQHV� WKH FRPELQDWLRQ RI GLIIHUHQW VWDJH GHVLJQV KDV QRW \HW EHHQ H[SORUHG�

7KLV WXUQV WKH GDWD SODQH GRPDLQ PRVWO\ PRQROLWKLF� WDLORUHG IRU VSHFLILF VWRUDJH REMHFWLYHV DQG VXERSWLPDO

HQIRUFHPHQW HIILFLHQF\� $V VXFK� IROORZLQJ WKH VWHSV RI WKH 6'1 SDUDGLJP >���@� QRYHO FRQWULEXWLRQV

WRZDUGV KHWHURJHQHRXV GDWD SODQH HQYLURQPHQWV WKDW H[SORUH WKH GLIIHUHQW WUDGH�RIIV RI FRPELQLQJ VWDFN��

TXHXH�� DQG VWRUOHW�EDVHG GHVLJQV VKRXOG EH SXUVXHG�

&�� &XUUHQW V\VWHPV DUH XQVXLWDEOH IRU ODUJHU HQYLURQPHQWV� $ ODUJH TXRWD RI 6'6 FRQWUROOHUV

IROORZ D IODW GLVWULEXWLRQ WR VHUYH VPDOO�WR�PHGLXP VL]HG VWRUDJH LQIUDVWUXFWXUHV >���@� +RZHYHU� WKH HPHU�

JHQFH RI QRYHO FRPSXWLQJ SDUDGLJPV PDGH RI FRPSOH[ DQG KLJKO\ KHWHURJHQHRXV VWRUDJH VWDFNV �H�J��

VHUYHUOHVV FRPSXWLQJ� ,R7�� PDNH FXUUHQW FRQWURO FHQWUDOL]DWLRQ DVVXPSWLRQV XQVXLWDEOH� $V VXFK� OHYHUDJ�

LQJ IURP WKH LQLWLDO HIIRUWV RI GHFHQWUDOL]HG FRQWUROOHUV >���@� LW LV HVVHQWLDO WR IXUWKHU LQYHVWLJDWH WKLV WRSLF

DQG SURYLGH QRYHO FRQWULEXWLRQV WRZDUGV FRQWURO GHFHQWUDOL]DWLRQ�

&�� &RQWUROOHUV ODFN SURJUDPPDELOLW\� &XUUHQW KLHUDUFKLFDO FRQWUROOHUV UHVRUW WR GHOHJDWH IXQFWLRQV

RU PLFUR�VHUYLFHV WR LPSURYH FRQWURO VFDODELOLW\� SURYLGLQJ OLPLWHG FRQWURO IXQFWLRQDOLW\ WR VXE�FRQWUROOHUV�

,QVWHDG� LW ZRXOG EH LQWHUHVWLQJ WR IROORZ VLPLODU GHVLJQ SULQFLSOHV DV 6'6 GDWD SODQHV DQG PDNH FRQWURO

IXQFWLRQDOLW\ PRUH SURJUDPPDEOH� 5HVHDUFKLQJ GLIIHUHQW SDWKV RI VFDODELOLW\ DQG SURJUDPPDELOLW\ LQ 6'6

ZRXOG EULQJ PDMRU EHQHILWV IRU LQFRPLQJ VWRUDJH LQIUDVWUXFWXUHV >�@�

&�� 6FDODELOLW\ DQG GHSHQGDELOLW\ DUH RYHUORRNHG� 6'6 V\VWHPV XVH D ´ORJLFDOO\ FHQWUDOL]HGµ FRQ�

WUROOHU WR RUFKHVWUDWH WKH VWRUDJH HQYLURQPHQW >���@� +RZHYHU� EHKLQG WKLV VLPSOH EXW DPELJXRXV DVVXPS�

WLRQ OLHV D JUHDW GHDO RI SUDFWLFDO FRPSOH[LW\ RI GHSHQGDELOLW\� OHDYLQJ QR FOHDU GHILQLWLRQV RQ LWV SUDFWLFDO

��
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FKDOOHQJHV DQG DFWXDO LPSDFW LQ SHUIRUPDQFH DQG VFDODELOLW\ DW WKH RYHUDOO VWRUDJH LQIUDVWUXFWXUH� 6LPLODUO\

WR RWKHU VRIWZDUH�GHILQHG DSSURDFKHV >���@� WKHVH DVVXPSWLRQV OHDYH VHYHUDO RSHQ TXHVWLRQV UHJDUGLQJ

FRQWUROOHUV GHSHQGDELOLW\ WKDW UHTXLUH IXUWKHU LQYHVWLJDWLRQ VXFK DV IDXOW WROHUDQFH DQG FRQVLVWHQF\ >��� ���

��� ���@� ORDG EDODQFLQJ DQG FRQWURO GLVVHPLQDWLRQ >��@� FRQWUROOHU V\QFKURQL]DWLRQ >���@� DQG FRQFXU�

UHQF\ >��@�

&�� &RQWUROOHUV DUH VHOI�DGDSWDEOH� 6HYHUDO FRQWUROOHUV UHVRUW WR IHHGEDFN FRQWURO PHFKDQLVPV WR

G\QDPLFDOO\ DGMXVW GDWD SODQH VWDJH PHFKDQLVPV� ZKLOH IHZ SURSRVDOV UHO\ RQ SHUIRUPDQFH PRGHOLQJ

WHFKQLTXHV WR SURYLGH D PRUH DFFXUDWH DQG FRPSUHKHQVLYH DXWRPDWLRQ PRGHO� +RZHYHU� WKH VWRUDJH

ODQGVFDSH LV FKDQJLQJ DW D IDVW SDFH� ZLWK QHZ FRPSXWLQJ SDUDGLJPV DQG HPHUJLQJ KDUGZDUH WHFKQRORJLHV

YHVWHG ZLWK QRYHO ZRUNORDG SURILOHV� $V VXFK� LW LV HVVHQWLDO WR DGYDQFH WKH UHVHDUFK RI DXWRQRPRXV

PHFKDQLVPV IRU VXSSRUWLQJ FRQWURO GHFLVLRQV RI 6'6 FRQWUROOHUV� E\ FRPELQLQJ DQG SURYLGLQJ QRYHO FRQWURO

VWUDWHJLHV� )RU LQVWDQFH� H[SORULQJ GLVWULEXWHG 0/ WHFKQLTXHV >���@ ZRXOG EH RI JUHDW XWLOLW\ WR DWWHQG WKH

QHHGV RI ERWK PRGHUQ DQG HPHUJLQJ LQIUDVWUXFWXUHV� QRW RQO\ IRU WKH REYLRXV UHDVRQV RI VFDOH EXW DOVR IRU

HQVXULQJ QHZ OHYHOV RI DFFXUDF\ LQ KHWHURJHQHRXV DQG YRODWLOH HQYLURQPHQWV�

,�� &RPPXQLFDWLRQ SURWRFROV DUH WLJKWO\ FRXSOHG WR SODQHV RI IXQFWLRQDOLW\� 6'6 LQWHUIDFHV DUH

XVHG DV VLPSOH FRPPXQLFDWLRQ $3,V� PDNLQJ FRPPXQLFDWLRQ SURWRFROV WR EH WLJKWO\ FRXSOHG WR HLWKHU WKH

FRQWURO RU GDWD SODQH LPSOHPHQWDWLRQ� 7KLV GHVLJQ SUHYHQWV WKH UHXWLOL]DWLRQ RI DOWHUQDWLYH WHFKQRORJLHV DQG

LQKLELWV 6'6 V\VWHPV WR EH DGDSWDEOH WR RWKHU VWRUDJH FRQWH[WV ZLWKRXW VLJQLILFDQW FRGH FKDQJHV DW WKH

FRPPXQLFDWLRQ FRGHEDVH� $V VXFK� GHFRXSOLQJ WKH FRPPXQLFDWLRQ IURP FRQWURO DQG�RU GDWD SODQH LP�

SOHPHQWDWLRQV ZRXOG LPSURYH WKH WUDQVSDUHQF\ EHWZHHQ WKH WZR SODQHV RI IXQFWLRQDOLW\� IRVWHU UHXWLOL]DWLRQ

RI FRPPXQLFDWLRQ SURWRFROV� DQG RSHQ UHVHDUFK RSSRUWXQLWLHV WR DWWDLQ WKH FRPPXQLFDWLRQ FKDOOHQJHV RI

QRYHO VWRUDJH SDUDGLJPV >��� ���@ DQG QHWZRUN IDEULFV >�@�

,�� ,QWHUIDFHV ODFN VWDQGDUGL]DWLRQ DQG LQWHURSHUDELOLW\� &RQWUDULO\ WR 6'1 >���@� 6'6 OLWHUDWXUH

GRHV QRW SURYLGH DQ\ VWDQGDUG LQWHUIDFH WR DFKLHYH LQWHURSHUDELOLW\ EHWZHHQ 6'6 WHFKQRORJLHV� ,QGHHG�

WKLV ODFN RI VWDQGDUGL]DWLRQ OHDGV UHVHDUFKHUV DQG SUDFWLWLRQHUV WR LPSOHPHQW FXVWRP LQWHUIDFHV DQG FRP�

PXQLFDWLRQ SURWRFROV IRU HDFK QRYHO 6'6 SURSRVDO� WDLORUHG IRU VSHFLILF VRIWZDUH FRPSRQHQWV DQG VWRUDJH

SXUSRVHV� 6XFK D GHVLJQ LQKLELWV LQWHURSHUDELOLW\ EHWZHHQ FRQWURO DQG GDWD SODQH WHFKQRORJLHV� DQG KLQ�

GHUV WKH LQGHSHQGHQW GHYHORSPHQW RI HDFK SODQH RI IXQFWLRQDOLW\� $V VXFK� QRYHO FRQWULEXWLRQV WRZDUGV

VWDQGDUG DQG LQWHURSHUDEOH 6'6 LQWHUIDFHV VKRXOG EH H[SHFWHG�

2�� 1RQ�LQWUXVLYH DQG HQG�WR�HQG PRQLWRULQJ DUH XQH[SORUHG� &XUUHQW PRQLWRULQJ PHFKDQLVPV

RI 6'6 FRQWUROOHUV DUH SUHGHILQHG DQG VWDWLF� ,QWHJUDWLQJ QRQ�LQWUXVLYH >��� ���@ DQG HQG�WR�HQG PRQLWRULQJ

V\VWHPV >���� ���@ LQ WKHVH ZRXOG EULQJ QRYHO LQVLJKWV WR WKH ILHOG DQG ZRXOG DOORZ DVVLVWLQJ FRQWUROOHUV

WR GHILQH DFFXUDWH HQIRUFHPHQW VWUDWHJLHV RYHU ,�2 ZRUNIORZV� )XUWKHU� QRQ�LQWUXVLYH DSSURDFKHV GR QRW

UHTXLUH D SULRUL NQRZOHGJH RI WKH ,�2 VWDFN DQG FRPSUHKHQG QHDU�]HUR FKDQJHV WR WKH RULJLQDO FRGHEDVH�

2�� 6'6 SDUDGLJP ODFNV SURSHU PHWKRGRORJLHV DQG EHQFKPDUNLQJ SODWIRUPV� &XUUHQW HYDOX�

DWLRQ PHWKRGRORJ\ RI 6'6 V\VWHPV LV PRVWO\ PDGH WKURXJK WUDFH UHSOD\LQJ DQG EHQFKPDUNLQJ RI VHOHFWHG

��
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SRLQWV RI WKH ,�2 SDWK� HLWKHU ZLWK VSHFLDOL]HG RU FXVWRP�PDGH EHQFKPDUNV� 7KXV� WKHUH LV QR FRPSUHKHQ�

VLYH 6'6 EHQFKPDUNLQJ PHWKRGRORJ\ WKDW V\VWHPDWLFDOO\ FKDUDFWHUL]HV WKH HQG�WR�HQG SHUIRUPDQFH DQG

GHVLJQ WUDGH�RIIV RI JHQHUDO 6'6 V\VWHPV� $V VXFK� WKHVH FRQVLGHUDWLRQV PRWLYDWH IRU QRYHO FRQWULEXWLRQV

LQ 6'6 HYDOXDWLRQ�

��



3

3$,2� $ 6RIWZDUH�'HILQHG 6WRUDJH 'DWD 3ODQH
)UDPHZRUN

$V SUHYLRXVO\ PHQWLRQHG� WKHUH DUH VHYHUDO RSHQ FKDOOHQJHV WR EH DGGUHVVHG LQ WKH 6'6 ILHOG� ,Q WKLV

WKHVLV� ZH IRFXV RQ DGYDQFLQJ WKH UHVHDUFK RQ WKH 6'6 GDWD SODQH E\ GHVLJQLQJ JHQHUDO DSSOLFDEOH� SUR�

JUDPPDEOH� DQG DGDSWDEOH GDWD SODQH VWDJHV� PLWLJDWLQJ WKH FKDOOHQJHV 6,�� '�� '�� DQG'� ������� 'XH

WR WKH GLIIHUHQW UHTXLUHPHQWV RI SHUIRUPDQFH� VFDODELOLW\� UHVLOLHQFH� DQG UHVRXUFH PDQDJHPHQW EHWZHHQ

VWRUDJH LQIUDVWUXFWXUHV� WKHUH LV QR RQH�VL]H�ILWV�DOO VROXWLRQ WKDW FDQ PHHW DOO RI WKHVH UHTXLUHPHQWV� 7KLV

WKHVLV DLPV DW ILOOLQJ WKLV JDS WKURXJK D QRYHO 6'6 V\VWHP WKDW HQDEOHV V\VWHP GHVLJQHUV WR EXLOG FXVWRP�

PDGH GDWD SODQH VWDJHV ILQH�WXQHG IRU GDWD�FHQWULF V\VWHPV VXFK DV GDWDEDVHV >��� ���� ���@� .96V >���

���� ���� ���@� VWUHDPLQJ SURFHVVLQJ V\VWHPV >��� ���@� DQG 0/ HQJLQHV >�� ���� ���@� ,Q SDUWLFXODU�

GDWD�FHQWULF V\VWHPV KDYH EHFRPH DQ LQWHJUDO SDUW RI PRGHUQ ,�2 LQIUDVWUXFWXUHV� DQG WR DFKLHYH JRRG

SHUIRUPDQFH� WKHVH V\VWHPV RIWHQ LPSOHPHQW PXOWLSOH VWRUDJH RSWLPL]DWLRQV VXFK DV ,�2 VFKHGXOLQJ� GLI�

IHUHQWLDWLRQ� FDFKLQJ� VWRUDJH WLHULQJ� DQG UHSOLFDWLRQ� +RZHYHU� ZH DUJXH WKDW WKHVH RSWLPL]DWLRQV DUH

LPSOHPHQWHG LQ D VXERSWLPDO PDQQHU� DV WKHVH DUH WLJKWO\ FRXSOHG WR WKH V\VWHP LPSOHPHQWDWLRQ DQG FDQ

LQWHUIHUH ZLWK HDFK RWKHU GXH WR ODFN RI JOREDO FRQWH[W�

3UREOHP �� WLJKWO\ FRXSOHG RSWLPL]DWLRQV� 0RVW ,�2 RSWLPL]DWLRQV DUH VLQJOH�SXUSRVHG DV WKH\ DUH

WLJKWO\ LQWHJUDWHG ZLWKLQ WKH FRUH RI HDFK V\VWHP >��� ��� ���� ���@� ,PSOHPHQWLQJ WKHVH RSWLPL]DWLRQV

UHTXLUHV GHHS XQGHUVWDQGLQJ RI WKH V\VWHP·V LQWHUQDO RSHUDWLRQ PRGHO DQG SURIRXQG FRGH UHIDFWRULQJ�

OLPLWLQJ WKHLU PDLQWDLQDELOLW\ DQG SRUWDELOLW\ DFURVV RWKHU V\VWHPV WKDW ZRXOG HTXDOO\ EHQHILW IURP WKHP�

)RU LQVWDQFH� WR UHGXFH WDLO ODWHQF\ VSLNHV DW 5RFNV'% >���@� DQ LQGXVWU\�VWDQGDUG /RJ�6WUXFWXUHG 0HUJH

WUHH .96� 6,/. SURSRVHV DQ ,�2 VFKHGXOHU WR FRQWURO WKH LQWHUIHUHQFH EHWZHHQ IRUHJURXQG DQG EDFNJURXQG

WDVNV >��@� +RZHYHU� DSSO\LQJ WKLV RSWLPL]DWLRQ RYHU 5RFNV'% UHTXLUHG FKDQJLQJ VHYHUDO FRUH PRGXOHV

PDGH RI WKRXVDQGV RI /LQHV RI &RGH� LQFOXGLQJ EDFNJURXQG RSHUDWLRQ KDQGOHUV� LQWHUQDO TXHXLQJ ORJLF�

DQG WKUHDG SRROV >��� ��@� )XUWKHUPRUH� SRUWLQJ WKLV RSWLPL]DWLRQ WR RWKHU .96V� VXFK DV /HYHO'% >��@�

3HEEOHV'% >���@� RU 6SOLQWHU'% >��@ LV QRW WULYLDO� DV HYHQ WKRXJK WKH\ VKDUH WKH VDPH KLJK�OHYHO GH�

VLJQ� WKH LQWHUQDO ,�2 ORJLF GLIIHUV DFURVV LPSOHPHQWDWLRQV �H�J�� GDWD VWUXFWXUHV >��� ���@� FRPSDFWLRQ

DOJRULWKPV >���� ���@��

��
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$SSOLFDWLRQ

)LOH�6\VWHP

.H\�9DOXH�6WRUH
IRUHJURXQG�IORZV

IOXVK�IORZVFRPSDFWLRQ�IORZV

.96WRUH�RSHUDWLRQ
:RUNIORZ�,'��â�����â

2SHUDWLRQ�W\SH��âUHDGâ

2SHUDWLRQ�VL]H��â����â

.96WRUH�RSHUDWLRQ
:RUNIORZ�,'��â�����â

2SHUDWLRQ�W\SH��âZULWHâ

2SHUDWLRQ�VL]H�ââ����â

.96WRUH�RSHUDWLRQ
:RUNIORZ�,'��â�����â

2SHUDWLRQ�W\SH��âUHDGâ

2SHUDWLRQ�VL]H�ââ����â

.96WRUH�RSHUDWLRQ
:RUNIORZ�,'��â�����â

2SHUDWLRQ�W\SH��âUHDGâ

2SHUDWLRQ�VL]H��â����â
&RQWH[W��âIRUHJURXQG�WDVNâ

.96WRUH�RSHUDWLRQ
:RUNIORZ�,'��â�����â

2SHUDWLRQ�W\SH��âZULWHâ

2SHUDWLRQ�VL]H��â����â
&RQWH[W��âIOXVKâ

.96WRUH�RSHUDWLRQ
:RUNIORZ�,'��â�����â

2SHUDWLRQ�W\SH��âUHDGâ

2SHUDWLRQ�VL]H��â����â
&RQWH[W��âFRPSDFWLRQâ/��/�â

E

D

F

�

�

�

)LJXUH ���� ([DPSOH RI WKH RSHUDWLRQ ZRUNIORZ RI D PXOWL�OD\HUHG ,�2 VWDFN PDGH RI DQ $SSOLFDWLRQ� .96�
DQG )LOH 6\VWHP� /HIW VLGH GHSLFWV WKH UHJXODU LQIRUPDWLRQ WKDW FDQ EH H[WUDFWHG IURP RSHUDWLRQV EHWZHHQ
WKH .96 DQG )LOH 6\VWHP� ZKLOH WKH ULJKW VLGH SURSDJDWHV DGGLWLRQDO UHTXHVW LQIRUPDWLRQ WKURXJKRXW OD\HUV�

6ROXWLRQ� GHFRXSOH RSWLPL]DWLRQV� $ SRVVLEOH VROXWLRQ IRU WKLV FKDOOHQJH LV WR GLVDJJUHJDWH ,�2 RSWL�

PL]DWLRQV IURP WKH V\VWHP·V LQWHUQDO ORJLF DQG PRYH WKHP WR D GHGLFDWHG ,�2 OD\HU� 7KLV ZD\� RSWLPL]DWLRQV

EHFRPH JHQHUDOO\ DSSOLFDEOH DQG SRUWDEOH DFURVV GLIIHUHQW VFHQDULRV �H�J�� RWKHU V\VWHPV DQG ,�2 OD\HUV��

5HVXOWLQJ FKDOOHQJH� ULJLG LQWHUIDFHV� 'HFRXSOLQJ ,�2 RSWLPL]DWLRQV FRPHV ZLWK D FRVW� VLQFH ZH ORVH

WKH JUDQXODULW\ DQG LQWHUQDO DSSOLFDWLRQ NQRZOHGJH SUHVHQW LQ V\VWHP�VSHFLILF RSWLPL]DWLRQV� 6SHFLILFDOO\�

WKH RSHUDWLRQ PRGHO RI FRQYHQWLRQDO ,�2 VWDFNV UHTXLUHV OD\HUV WR FRPPXQLFDWH WKURXJK ULJLG LQWHUIDFHV

WKDW FDQQRW EH HDVLO\ H[WHQGHG� GLVFDUGLQJ LQIRUPDWLRQ WKDW FRXOG EH XVHG WR FODVVLI\ DQG GLIIHUHQWLDWH

UHTXHVWV DW GLIIHUHQW OHYHOV RI JUDQXODULW\ >�@� )RU LQVWDQFH� FRQVLGHU WKH ,�2 VWDFN GHSLFWHG LQ )LJXUH ���

PDGH RI DQ $SSOLFDWLRQ� D .96� DQG D 326,;�FRPSOLDQW )LOH 6\VWHP� 326,; RSHUDWLRQV VXEPLWWHG IURP

WKH .96 FDQ EH RULJLQDWHG IURP GLIIHUHQW ,�2 ZRUNIORZV� LQFOXGLQJ IRUHJURXQG � D � DQG EDFNJURXQG IORZV

L�H�� IOXVKHV � E � DQG FRPSDFWLRQV � F �� 7KH )LOH 6\VWHP KRZHYHU� FDQ RQO\ REVHUYH WKH VL]H DQG W\SH �L�H��

UHDG DQG ZULWH� RI WKH UHTXHVW� PDNLQJ LW LPSRVVLEOH WR LQIHU LWV RULJLQ� ,PSOHPHQWLQJ 6,/.·V ,�2 VFKHGXOHU

DW D ORZHU OD\HU ³ IRU H[DPSOH DW WKH )LOH 6\VWHP RU DV D QHZ OD\HU EHWZHHQ WKH .96 DQG WKH )LOH 6\VWHP

³ ZRXOG PDNH WKH RSWLPL]DWLRQ SRUWDEOH WR RWKHU .96 VROXWLRQV� +RZHYHU� LW ZRXOG EH LQHIIHFWLYH VLQFH LW

FRXOG QRW GLIIHUHQWLDWH RSHUDWLRQV VXEPLWWHG IURP IRUHJURXQG DQG EDFNJURXQG ZRUNIORZV �H�J�� IRUHJURXQG�

EDVHG read � D � YV� EDFNJURXQG�EDVHG read � F ��� RU EHWZHHQ GLIIHUHQW EDFNJURXQG RSHUDWLRQV �H�J��

IOXVK�EDVHG write YV� FRPSDFWLRQ�EDVHG write��

6ROXWLRQ� LQIRUPDWLRQ SURSDJDWLRQ� 7R DGGUHVV WKLV� DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ �L�H�� LQIRUPDWLRQ

WKDW LV RQO\ NQRZQ WR WKH DSSOLFDWLRQ LWVHOI� PXVW EH SURSDJDWHG WKURXJKRXW ,�2 OD\HUV WR HQVXUH WKDW

GHFRXSOHG RSWLPL]DWLRQV FDQ HQVXUH WKH VDPH OHYHO RI FRQWURO DQG SHUIRUPDQFH DV V\VWHP�VSHFLILF RQHV�

��



5HVXOWLQJ FKDOOHQJH� NHUQHO�OHYHO OD\HUV� :KLOH LPSOHPHQWLQJ 6,/.·V ,�2 VFKHGXOHU DW WKH NHUQHO

�H�J�� ILOH V\VWHP� EORFN OD\HU� ZRXOG SURPRWH LWV DSSOLFDELOLW\ DFURVV RWKHU .96 VROXWLRQV� LW SRVHV VHYHUDO

GLVDGYDQWDJHV� )LUVW� IRU DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ WR EH SURSDJDWHG WR WKHVH OD\HUV� LW UHTXLUHV EUHDNLQJ

XVHU�WR�NHUQHO �L�H�� 326,;� DQG NHUQHO�LQWHUQDO LQWHUIDFHV �H�J�� 9LUWXDO )LOH 6\VWHP �9)6�� EORFN OD\HU� SDJH

FDFKH�� GHFUHDVLQJ SRUWDELOLW\ DQG FRPSDWLELOLW\ >�@� )XUWKHU� NHUQHO�OHYHO GHYHORSPHQW LV PRUH UHVWULFWHG

DQG EXJ SURQH WKDQ LQ XVHU�OHYHO >���� ���@� )LQDOO\� WKHVH RSWLPL]DWLRQV ZRXOG EH LQHIIHFWLYH XQGHU NHUQHO�

E\SDVV VWRUDJH VWDFNV �H�J�� 6WRUDJH 3HUIRUPDQFH 'HYHORSPHQW .LW �63'.� >��� ���@� 3HUVLVWHQW 0HPRU\

'HYHORSPHQW .LW �30'.� >���� ���@�� VLQFH ,�2 UHTXHVWV DUH VXEPLWWHG GLUHFWO\ IURP WKH DSSOLFDWLRQ

�XVHU�VSDFH� WR WKH VWRUDJH GHYLFH�

6ROXWLRQ� DFWXDWH DW XVHU�OHYHO� 7R DGGUHVV WKLV� ,�2 RSWLPL]DWLRQV VKRXOG EH LPSOHPHQWHG DW D GHGL�

FDWHG XVHU�OHYHO OD\HU� SURPRWLQJ SRUWDELOLW\ DFURVV GLIIHUHQW V\VWHPV DQG VFHQDULRV� DQG HDVLQJ LQIRUPDWLRQ

SURSDJDWLRQ WKURXJKRXW ,�2 OD\HUV�

3UREOHP �� SDUWLDO YLVLELOLW\� 2SWLPL]DWLRQV LPSOHPHQWHG LQ LVRODWLRQ DUH REOLYLRXV RI RWKHU V\VWHPV

WKDW FRPSHWH IRU WKH VDPH VWRUDJH UHVRXUFHV� 8QGHU VKDUHG LQIUDVWUXFWXUHV �H�J�� FORXG� +3&�� WKLV ODFN RI

FRRUGLQDWLRQ FDQ OHDG WR FRQIOLFWLQJ RSWLPL]DWLRQV >���� ���@� ,�2 FRQWHQWLRQ� DQG SHUIRUPDQFH YDULDWLRQ

IRU ERWK DSSOLFDWLRQV DQG VWRUDJH EDFNHQGV >���� ���@�

6ROXWLRQ� JOREDO FRQWURO� 2SWLPL]DWLRQV VKRXOG EH DZDUH RI WKH VXUURXQGLQJ HQYLURQPHQW DQG RSHUDWH

LQ FRRUGLQDWLRQ WR HQVXUH KROLVWLF FRQWURO RI ,�2 ZRUNIORZV DQG VKDUHG UHVRXUFHV�

:H DGGUHVV WKHVH FKDOOHQJHV ZLWK 3$,2� D 6'6 GDWD SODQH IUDPHZRUN WKDW HQDEOHV EXLOGLQJ XVHU�OHYHO�

SRUWDEOH� DQG JHQHUDOO\ DSSOLFDEOH VWRUDJH RSWLPL]DWLRQV�� 7KH NH\ LGHD LV WR LPSOHPHQW WKH RSWLPL]DWLRQV

RXWVLGH WKH DSSOLFDWLRQV DV GDWD SODQH VWDJHV� E\ LQWHUFHSWLQJ DQG KDQGOLQJ WKH ,�2 SHUIRUPHG E\ WKHVH�

7KHVH RSWLPL]DWLRQV DUH WKHQ FRQWUROOHG E\ D ORJLFDOO\ FHQWUDOL]HG FRQWUROOHU WKDW KDV WKH JOREDO FRQWH[W QHF�

HVVDU\ WR SUHYHQW LQWHUIHUHQFH DPRQJ WKHP� 3$,2 GRHV QRW UHTXLUH DQ\ PRGLILFDWLRQV WR WKH NHUQHO� 8VLQJ

3$,2� RQH FDQ GHFRXSOH FRPSOH[ VWRUDJH RSWLPL]DWLRQV IURP FXUUHQW V\VWHPV� VXFK DV ,�2 GLIIHUHQWLDWLRQ

DQG VFKHGXOLQJ� ZKLOH DFKLHYLQJ UHVXOWV VLPLODU WR RU EHWWHU WKDQ WLJKWO\ FRXSOHG RSWLPL]DWLRQV�

%XLOGLQJ 3$,2 LV QRW WULYLDO� DV LW UHTXLUHV DGGUHVVLQJ PXOWLSOH FKDOOHQJHV WKDW DUH QRW VXSSRUWHG E\

FXUUHQW VROXWLRQV� 7R SHUIRUP FRPSOH[ ,�2 RSWLPL]DWLRQV RXWVLGH WKH DSSOLFDWLRQ� 3$,2 QHHGV WR SURSDJDWH

FRQWH[W GRZQ WKH ,�2 VWDFN� IURP KLJK�OHYHO $3,V GRZQ WR WKH ORZHU OD\HUV WKDW SHUIRUP ,�2 LQ VPDOOHU

JUDQXODULWLHV� ,W DFKLHYHV WKLV E\ FRPELQLQJ LGHDV IURP FRQWH[W SURSDJDWLRQ >���@� HQDEOLQJ DSSOLFDWLRQ�

OHYHO LQIRUPDWLRQ WR EH SURSDJDWHG WR GDWD SODQH VWDJHV ZLWK PLQRU FRGH FKDQJHV DQG ZLWKRXW PRGLI\LQJ

H[LVWLQJ $3,V ������� 3$,2 UHTXLUHV WKH GHVLJQ RI QHZ DEVWUDFWLRQV WKDW DOORZ GLIIHUHQWLDWLQJ DQG PHGLDWLQJ

,�2 UHTXHVWV EHWZHHQ XVHU�VSDFH ,�2 OD\HUV� 7KHVH DEVWUDFWLRQV PXVW SURPRWH WKH LPSOHPHQWDWLRQ DQG

SRUWDELOLW\ RI D YDULHW\ RI VWRUDJH RSWLPL]DWLRQV� 3$,2 DFKLHYHV WKLV ZLWK IRXU PDLQ DEVWUDFWLRQV ���������

7KH HQIRUFHPHQW REMHFW LV D SURJUDPPDEOH FRPSRQHQW WKDW DSSOLHV D VLQJOH XVHU�GHILQHG SROLF\� VXFK DV

UDWH OLPLWLQJ RU VFKHGXOLQJ� WR LQFRPLQJ ,�2 UHTXHVWV� 3$,2 FKDUDFWHUL]HV DQG GLIIHUHQWLDWHV UHTXHVWV XVLQJ

FRQWH[W REMHFWV� DQG FRQQHFWV ,�2 UHTXHVWV� HQIRUFHPHQW REMHFWV DQG FRQWH[W REMHFWV WKURXJK FKDQQHOV�

�3$,2 VWDQGV IRU 3URJUDPPDEOH DQG $GDSWDEOH ,�2 ZRUNIORZV�

��
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7R HQVXUH FRRUGLQDWLRQ �H�J�� IDLUQHVV� ,�2 SULRULWL]DWLRQ� DFURVV LQGHSHQGHQW VWRUDJH RSWLPL]DWLRQV� WKH

FRQWURO SODQH� ZLWK JOREDO YLVLELOLW\� ILQH�WXQHV WKH HQIRUFHPHQW REMHFWV E\ XVLQJ UXOHV�

��� 3$,2 LQ D 1XWVKHOO

3$,2 LV D IUDPHZRUN WKDW HQDEOHV V\VWHP GHVLJQHUV WR EXLOG FXVWRP�PDGH 6'6 GDWD SODQH VWDJHV� $ GDWD

SODQH VWDJH EXLOW ZLWK 3$,2 WDUJHWV WKH ZRUNIORZV RI D JLYHQ XVHU�OHYHO ,�2 OD\HU� HQDEOLQJ WKH FODVVLILFDWLRQ

DQG GLIIHUHQWLDWLRQ RI UHTXHVWV DQG WKH HQIRUFHPHQW RI GLIIHUHQW VWRUDJH PHFKDQLVPV DFFRUGLQJ WR XVHU�

GHILQHG VWRUDJH SROLFLHV� ([DPSOHV RI VXFK SROLFLHV FDQ EH DV VLPSOH DV UDWH OLPLWLQJ JUHHG\ WHQDQWV WR

DFKLHYH UHVRXUFH IDLUQHVV� WR PRUH FRPSOH[ RQHV DV FRRUGLQDWLQJ ZRUNIORZV ZLWK GLIIHUHQW SULRULWLHV WR

HQVXUH VXVWDLQHG WDLO ODWHQF\� 3$,2·V GHVLJQ LV EXLOW RYHU ILYH FRUH SULQFLSOHV�

*HQHUDO DSSOLFDELOLW\� 7R HQVXUH DSSOLFDELOLW\ DFURVV GLIIHUHQW ,�2 OD\HUV� 3$,2 VWDJHV DUH GLVDJJUHJDWHG

IURP WKH LQWHUQDO V\VWHP ORJLF� FRQWUDU\ WR WLJKWO\ FRXSOHG VROXWLRQV�

3URJUDPPDEOH EXLOGLQJ EORFNV� 3$,2 IROORZV D GHFRXSOHG GHVLJQ WKDW VHSDUDWHV WKH ,�2 PHFKDQLVPV

IURP WKH SROLFLHV WKDW JRYHUQ WKHP� DQG SURYLGHV WKH QHFHVVDU\ DEVWUDFWLRQV IRU EXLOGLQJ QHZ VWRUDJH

RSWLPL]DWLRQV WR HPSOR\ RYHU UHTXHVWV�

)LQH�JUDLQHG ,�2 FRQWURO� 3$,2 FODVVLILHV� GLIIHUHQWLDWHV� DQG HQIRUFHV ,�2 UHTXHVWV ZLWK GLIIHUHQW OHYHOV

RI JUDQXODULW\� HQDEOLQJ D EURDG VHW RI SROLFLHV WR EH DSSOLHG RYHU WKH ,�2 VWDFN�

6WDJH FRRUGLQDWLRQ� 7R HQVXUH VWDJHV KDYH FRRUGLQDWHG DFFHVV WR UHVRXUFHV� 3$,2 H[SRVHV D FRQWURO

LQWHUIDFH WKDW HQDEOHV WKH FRQWURO SODQH WR G\QDPLFDOO\ DGDSW HDFK VWDJH WR QHZ SROLFLHV DQG ZRUNORDG

YDULDWLRQV�

/RZ LQWUXVLYHQHVV� 3RUWLQJ ,�2 OD\HUV WR XVH 3$,2 UHTXLUHV QRQH WR PLQRU FRGH FKDQJHV�

����� $EVWUDFWLRQV LQ 3$,2

3$,2 XVHV IRXU PDLQ DEVWUDFWLRQV� QDPHO\ HQIRUFHPHQW REMHFWV� FKDQQHOV� FRQWH[W� DQG UXOHV�

(QIRUFHPHQW REMHFW� $Q HQIRUFHPHQW REMHFW LV D VHOI�FRQWDLQHG� VLQJOH�SXUSRVHG PHFKDQLVP WKDW DS�

SOLHV FXVWRP ,�2 ORJLF RYHU LQFRPLQJ ,�2 UHTXHVWV� ([DPSOHV RI VXFK PHFKDQLVPV FDQ UDQJH IURP SHU�

IRUPDQFH FRQWURO DQG UHVRXUFH PDQDJHPHQW VXFK DV WRNHQ�EXFNHWV DQG FDFKHV� GDWD WUDQVIRUPDWLRQV DV

FRPSUHVVLRQ DQG HQFU\SWLRQ� WR GDWD PDQDJHPHQW �H�J�� GDWD SUHIHWFKLQJ� VWRUDJH WLHULQJ�� 7KLV DEVWUDF�

WLRQ SURYLGHV WR V\VWHP GHVLJQHUV WKH IOH[LELOLW\ DQG H[WHQVLELOLW\ IRU GHYHORSLQJ QHZ PHFKDQLVPV WDLORUHG

IRU HQIRUFLQJ VSHFLILF VWRUDJH SROLFLHV�

&KDQQHO� $ FKDQQHO LV D VWUHDP�OLNH DEVWUDFWLRQ WKURXJK ZKLFK UHTXHVWV IORZ� (DFK FKDQQHO FRQWDLQV

RQH RU PRUH HQIRUFHPHQW REMHFWV �H�J�� WR DSSO\ GLIIHUHQW PHFKDQLVPV RYHU WKH VDPH VHW RI UHTXHVWV� DQG

D GLIIHUHQWLDWLRQ UXOH WKDW PDSV UHTXHVWV WR WKH UHVSHFWLYH HQIRUFHPHQW REMHFW WR EH HQIRUFHG�

��
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6WDJH

)LOH�6\VWHP

6WDJH

)LJXUH ���� +LJK�OHYHO GHVLJQ RI D 3$,2 GDWD SODQH VWDJH�

&RQWH[W REMHFW� $ FRQWH[W REMHFW FRQWDLQV PHWDGDWD WKDW FKDUDFWHUL]HV D UHTXHVW� ,W LQFOXGHV D VHW

RI HOHPHQWV �RU FODVVLILHUV�� VXFK DV WKH ZRUNIORZ LG �H�J�� WKUHDG�,'�� UHTXHVW W\SH �H�J�� read� open�
put� get)� UHTXHVW VL]H� DQG WKH UHTXHVW FRQWH[W� ZKLFK LV XVHG WR H[SUHVV DGGLWLRQDO LQIRUPDWLRQ RI D

JLYHQ UHTXHVW� VXFK DV GHWHUPLQLQJ LWV RULJLQ� FRQWH[W� DQG PRUH� )RU HDFK UHTXHVW� 3$,2 JHQHUDWHV WKH

FRUUHVSRQGLQJ &RQWH[W REMHFW WKDW LV XVHG IRU FODVVLI\LQJ� GLIIHUHQWLDWLQJ� DQG HQIRUFLQJ WKH UHTXHVW RYHU

WKH UHVSHFWLYH ,�2 PHFKDQLVPV�

5XOH� ,Q 3$,2� D UXOH UHSUHVHQWV DQ DFWLRQ WKDW FRQWUROV WKH VWDWH RI D GDWD SODQH VWDJH� 5XOHV DUH

VXEPLWWHG E\ WKH FRQWURO SODQH DQG DUH RUJDQL]HG LQ WKUHH W\SHV� KRXVHNHHSLQJ UXOHV PDQDJH WKH LQWHUQDO

VWDJH RUJDQL]DWLRQ� GLIIHUHQWLDWLRQ UXOHV FODVVLI\ DQG GLIIHUHQWLDWH ,�2 UHTXHVWV� HQIRUFHPHQW UXOHV DGMXVW

HQIRUFHPHQW REMHFWV XSRQ ZRUNORDG YDULDWLRQV�

����� +LJK�OHYHO $UFKLWHFWXUH

)LJXUH ��� RXWOLQHV 3$,2·V KLJK�OHYHO DUFKLWHFWXUH� ,W IROORZV D GHFRXSOHG GHVLJQ WKDW VHSDUDWHV SROLFLHV�

LPSOHPHQWHG DW DQ H[WHUQDO FRQWURO SODQH� IURP WKH PHFKDQLVPV WKDW HQIRUFH WKHP� LPSOHPHQWHG DW

WKH GDWD SODQH VWDJH� 3$,2 WDUJHWV ,�2 OD\HUV DW WKH XVHU�OHYHO� 6WDJHV DUH HPEHGGHG ZLWKLQ OD\HUV�

LQWHUFHSWLQJ DOO ,�2 UHTXHVWV DQG HQIRUFLQJ XVHU�GHILQHG SROLFLHV� 7R DFKLHYH WKLV� 3$,2 LV RUJDQL]HG LQ

IRXU PDLQ FRPSRQHQWV�

6WDJH LQWHUIDFH� $SSOLFDWLRQV DFFHVV VWDJHV WKURXJK D VWDJH LQWHUIDFH ������ WKDW URXWHV DOO UHTXHVWV

WR 3$,2 EHIRUH EHLQJ VXEPLWWHG WR WKH QH[W ,�2 OD\HU �L�H�� $SS3 →3$,2 6WDJH → )LOH 6\VWHP�� )RU HDFK

UHTXHVW� LW JHQHUDWHV D &RQWH[W REMHFW ZLWK WKH FRUUHVSRQGLQJ ,�2 FODVVLILHUV�

'LIIHUHQWLDWLRQ PRGXOH� 7KH GLIIHUHQWLDWLRQ PRGXOH ������ FODVVLILHV DQG GLIIHUHQWLDWHV UHTXHVWV EDVHG

RQ WKHLU &RQWH[W REMHFW� 7R HQVXUH UHTXHVWV DUH GLIIHUHQWLDWHG ZLWK ILQH�JUDQXODULW\� ZH FRPELQH LGHDV IURP

FRQWH[W SURSDJDWLRQ >���@ WR HQDEOH DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ� RQO\ DFFHVVLEOH WR WKH OD\HU LWVHOI� WR EH

SURSDJDWHG WR 3$,2� EURDGHQLQJ WKH VHW RI SROLFLHV WKDW FDQ EH HQIRUFHG�

(QIRUFHPHQW PRGXOH� 7KH HQIRUFHPHQW PRGXOH ������ LV UHVSRQVLEOH IRU DSSO\LQJ WKH DFWXDO ,�2 PHFK�

DQLVPV RYHU UHTXHVWV� ,W LV RUJDQL]HG ZLWK FKDQQHOV DQG HQIRUFHPHQW REMHFWV� )RU HDFK UHTXHVW� WKH

��
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)LJXUH ���� 2SHUDWLRQ IORZ LQ D 3$,2�HQDEOHG ,�2 VWDFN� %ODFN FLUFOHV GHSLFW WKH H[HFXWLRQ IORZ RI D UHTXHVW
LQ WKH 3$,2 VWDJH� ZKLWH FLUFOHV GHSLFW WKH FRQWURO IORZ EHWZHHQ WKH 6'6 FRQWURO SODQH DQG WKH VWDJH�

PRGXOH VHOHFWV WKH FKDQQHO DQG HQIRUFHPHQW REMHFW WKDW VKRXOG KDQGOH LW� $IWHU EHLQJ HQIRUFHG� UHTXHVWV

DUH UHWXUQHG WR WKH RULJLQDO GDWD SDWK DQG VXEPLWWHG WR WKH QH[W ,�2 OD\HU �)LOH 6\VWHP��

&RQWURO LQWHUIDFH� 3$,2 H[SRVHV D FRQWURO LQWHUIDFH ������ WKDW HQDEOHV WKH FRQWURO SODQH WR ��� RU�

FKHVWUDWH WKH VWDJH OLIHF\FOH E\ FUHDWLQJ FKDQQHOV� HQIRUFHPHQW REMHFWV� DQG GLIIHUHQWLDWLRQ UXOHV� DQG ���

HQVXUH DOO SROLFLHV DUH PHW E\ FRQWLQXRXVO\ PRQLWRULQJ DQG ILQH�WXQLQJ WKH VWDJH� 7KH FRQWURO SODQH SUR�

YLGHV JOREDO YLVLELOLW\� HQVXULQJ WKDW VWDJHV DUH FRQWUROOHG KROLVWLFDOO\� ([SRVLQJ WKLV LQWHUIDFH DOORZV VWDJHV

WR EH PDQDJHG E\ H[LVWLQJ FRQWURO SODQHV >��� ���� ���@�

����� $ 'D\ LQ WKH /LIH RI D 5HTXHVW

%HIRUH GHOYLQJ LQWR 3$,2·V LQWHUQDO PRGXOHV� ZH ILUVW LOOXVWUDWH KRZ LW RUFKHVWUDWHV WKH ZRUNIORZV RI D JLYHQ

OD\HU� :H FRQVLGHU WKH ,�2 VWDFN GHSLFWHG RQ )LJXUH ���� ZKLFK LV PDGH RI DQ $SSOLFDWLRQ� 5RFNV'%

�D /60�EDVHG .96 >���@�� D 3$,2 VWDJH� DQG D 326,;�FRPSOLDQW )LOH 6\VWHP� DQG WKH HQIRUFHPHQW RI

WKH IROORZLQJ SROLF\� ´OLPLW WKH UDWH RI 5RFNV'%·V IOXVK RSHUDWLRQV WR ; 0L%�Vµ� 5RFNV'%·V EDFNJURXQG

ZRUNIORZV JHQHUDWH IOXVK DQG FRPSDFWLRQ MREV� ZKLFK DUH WUDQVODWHG LQWR PXOWLSOH 326,; RSHUDWLRQV WKDW

DUH VXEPLWWHG WR WKH )LOH 6\VWHP� )OXVKHV DUH WUDQVODWHG LQWR write V\VWHP FDOOV� ZKLOH FRPSDFWLRQV LQWR

readV DQG writeV�
$W VWDUWXS WLPH� 5RFNV'% LQLWLDOL]HV WKH 3$,2 VWDJH� ZKLFK FRQQHFWV WR DQ DOUHDG\ GHSOR\HG FRQWURO

SODQH� 7KH FRQWURO SODQH VXEPLWV KRXVHNHHSLQJ UXOHV WR FUHDWH D FKDQQHO DQG DQ HQIRUFHPHQW REMHFW

WKDW UDWH OLPLWV UHTXHVWV DW - 0L%�V � � � � ,W DOVR VXEPLWV GLIIHUHQWLDWLRQ UXOHV � � � WR GHWHUPLQH ZKLFK

UHTXHVWV VKRXOG EH KDQGOHG E\ WKH VWDJH� QDPHO\ IOXVK�EDVHG writeV� 'HWDLOV RQ KRZ WKH GLIIHUHQWLDWLRQ

DQG HQIRUFHPHQW SURFHVVHV ZRUN DUH JLYHQ LQ ���� DQG ����� UHVSHFWLYHO\�

$W H[HFXWLRQ WLPH� 5RFNV'% SURSDJDWHV WKH FRQWH[W DW ZKLFK D JLYHQ RSHUDWLRQ LV FUHDWHG � � � �L�H�� LI LW

LV D IOXVK RU D FRPSDFWLRQ� DQG UHGLUHFWV DOO write RSHUDWLRQV WR 3$,2 � � � � 7KURXJK � � ZH HQVXUH WKDW

RQO\ write RSHUDWLRQV DUH HQIRUFHG DW 3$,2� ZKLOH ZLWK � � ZH GLIIHUHQWLDWH IOXVK�PDUNHG writeV IURP
RWKHUV WKDW FDQ EH WULJJHUHG E\ FRPSDFWLRQV MREV� 8SRQ D IOXVK�EDVHG write� D &RQWH[W REMHFW LV FUHDWHG

��
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7DEOH ���� ([DPSOHV RI WKH W\SH RI UHTXHVWV D FKDQQHO UHFHLYHV�

&KDQQHO :RUNIORZ ,' 5HTXHVW FRQWH[W 5HTXHVW W\SH

FKDQQHO1 IORZ1 ³ ³
FKDQQHO2 ³ EDFNJURXQG WDVNV read
FKDQQHO3 IORZ5 FRPSDFWLRQ write

ZLWK LWV UHTXHVW W\SH �write�� FRQWH[W �flush�� DQG VL]H� DQG VXEPLWWHG� DORQJ WKH UHTXHVW� WR WKH VWDJH
� � � � 7KHQ� WKH VWDJH VHOHFWV WKH FKDQQHO � � � WR EH XVHG� HQTXHXHV WKH UHTXHVW � � � � DQG VHOHFWV WKH

HQIRUFHPHQW REMHFW WR VHUYLFH WKH UHTXHVW � � �� ZKLFK LQ WXUQ UDWH OLPLWV WKH UHTXHVW DW - 0L%�V � � �� $IWHU

HQIRUFLQJ WKH UHTXHVW � � � � WKH RULJLQDO write RSHUDWLRQ LV VXEPLWWHG WR WKH )LOH 6\VWHP �

7KH FRQWURO SODQH FRQWLQXRXVO\ PRQLWRUV DQG ILQH�WXQHV WKH GDWD SODQH VWDJH� 3HULRGLFDOO\� LW FROOHFWV

IURP WKH VWDJH WKH WKURXJKSXW DW ZKLFK UHTXHVWV DUH EHLQJ VHUYLFHG � � � � %DVHG RQ WKLV PHWULF� WKH

FRQWURO SODQH PD\ DGMXVW WKH HQIRUFHPHQW REMHFW WR HQVXUH IOXVK RSHUDWLRQV IORZ DW - 0L%�V� JHQHUDWLQJ

HQIRUFHPHQW UXOHV ZLWK QHZ FRQILJXUDWLRQV � � � �

��� ,�2 'LIIHUHQWLDWLRQ

3$,2·V GLIIHUHQWLDWLRQ PRGXOH SURYLGHV WKH PHDQV WR FODVVLI\ DQG GLIIHUHQWLDWH UHTXHVWV DW GLIIHUHQW OHYHOV

RI JUDQXODULW\� QDPHO\ SHU�ZRUNIORZ� UHTXHVW W\SH� DQG UHTXHVW FRQWH[W� 7KH SURFHVV IRU GLIIHUHQWLDWLQJ

UHTXHVWV LV DFKLHYHG LQ WKUHH SKDVHV�

6WDUWXS WLPH� $W VWDUWXS WLPH� WKH XVHU GHILQHV KRZ UHTXHVWV DUH GLIIHUHQWLDWHG DQG ZKR VKRXOG KDQGOH

HDFK UHTXHVW� )LUVW� LW GHILQHV WKH JUDQXODULW\ RI WKH GLIIHUHQWLDWLRQ� E\ VSHFLI\LQJ ZKLFK ,�2 FODVVLILHUV

VKRXOG EH XVHG WR GLIIHUHQWLDWH UHTXHVWV� )RU H[DPSOH� WR SURYLGH SHU�ZRUNIORZ GLIIHUHQWLDWLRQ 3$,2 RQO\

FRQVLGHUV WKH &RQWH[W·V ZRUNIORZ LG FODVVLILHU� ZKLOH WR GLIIHUHQWLDWH UHTXHVWV EDVHG RQ WKHLU FRQWH[W DQG

W\SH� LW XVHV ERWK UHTXHVW FRQWH[W DQG UHTXHVW W\SH FODVVLILHUV� 6HFRQG� WKH XVHU DWWULEXWHV VSHFLILF ,�2

FODVVLILHUV WR HDFK FKDQQHO WR GHWHUPLQH WKH VHW RI UHTXHVWV WKDW D JLYHQ FKDQQHO UHFHLYHV� 6SHFLILFDOO\� LW

GHILQHV WKH H[DFW UHTXHVW·V ZRUNIORZ LG� FRQWH[W� DQG�RU W\SH WKDW D FKDQQHO UHFHLYHV� 7DEOH ��� SURYLGHV

H[DPSOHV RI WKLV VSHFLILFDWLRQ� FKDQQHO1 RQO\ UHFHLYHV UHTXHVWV IURP IORZ1� ZKLOH FKDQQHO2 RQO\ KDQGOHV

read UHTXHVWV RULJLQDWHG IURP EDFNJURXQG WDVNV� FKDQQHO3 UHFHLYHV FRPSDFWLRQ�EDVHG writeV IURP

IORZ5� 7R JHQHUDWH D XQLTXH LGHQWLILHU WKDW PDSV UHTXHVWV WR FKDQQHOV� WKH FODVVLILHUV FDQ EH FRQFDWHQDWHG

LQWR D VWULQJ RU KDVKHG LQWR D IL[HG�VL]H WRNHQ ������� )XUWKHU� WKLV SURFHVV FDQ EH VHW E\ WKH FRQWURO SODQH

�L�H�� GLIIHUHQWLDWLRQ UXOHV� RU FRQILJXUHG DW VWDJH FUHDWLRQ�

([HFXWLRQ WLPH� 7KH VHFRQG SKDVH GLIIHUHQWLDWHV WKH ,�2 UHTXHVWV VXEPLWWHG WR WKH VWDJH DQG URXWHV

WKHP WR WKH UHVSHFWLYH FKDQQHO WR EH HQIRUFHG� 7KLV LV DFKLHYHG LQ WZR VWHSV�

&KDQQHO VHOHFWLRQ� )RU HDFK LQFRPLQJ UHTXHVW� ZKLFK LV DFFRPSDQLHG E\ LWV &RQWH[W REMHFW� 3$,2 VHOHFWV

WKH FKDQQHO WKDW PXVW VHUYLFH LW �GHSLFWHG LQ )LJXUH ���� VWHS � �� 3$,2 YHULILHV WKH &RQWH[W·V ,�2 FODVVLILHUV

��
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DQG PDSV WKH UHTXHVW WR WKH UHVSHFWLYH FKDQQHO WR EH HQIRUFHG� 7KLV PDSSLQJ LV GRQH DV GHVFULEHG LQ WKH

ILUVW SKDVH RI WKH GLIIHUHQWLDWLRQ SURFHVV�

(QIRUFHPHQW REMHFW VHOHFWLRQ� $V HDFK FKDQQHO FDQ FRQWDLQ PXOWLSOH HQIRUFHPHQW REMHFWV �H�J�� DSSO\

GLIIHUHQW ,�2 PHFKDQLVPV IRU UHTXHVWV RI WKH VDPH FKDQQHO�� DQDORJRXVO\ WR FKDQQHO VHOHFWLRQ� 3$,2

VHOHFWV WKH FRUUHFW REMHFW WR VHUYLFH WKH UHTXHVW �GHSLFWHG LQ )LJXUH ���� VWHS � �� )RU HDFK UHTXHVW� WKH

FKDQQHO YHULILHV WKH &RQWH[W·V FODVVLILHUV DQG PDSV WKH UHTXHVW WR WKH UHVSHFWLYH HQIRUFHPHQW REMHFW� ZKLFK

ZLOO WKHQ HPSOR\ LWV ,�2 PHFKDQLVP �������

&RQWH[W SURSDJDWLRQ� 6HYHUDO ,�2 FODVVLILHUV� VXFK DV ZRUNIORZ LG� UHTXHVW W\SH� DQG VL]H� DUH DFFHVVLEOH

MXVW IURP REVHUYLQJ UDZ ,�2 UHTXHVWV� +RZHYHU� DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ� WKDW LV RQO\ DFFHVVLEOH WR

WKH OD\HU WKDW VXEPLWV WKH ,�2 UHTXHVWV� FRXOG EH XVHG WR H[SDQG WKH SROLFLHV WR EH HQIRUFHG RYHU WKH ,�2

VWDFN� $Q H[DPSOH RI VXFK LQIRUPDWLRQ� DV GHSLFWHG LQ )LJXUH ���� LV WKH RSHUDWLRQ FRQWH[W� ZKLFK DOORZV

WR GHWHUPLQH WKH RULJLQ RU FRQWH[W WKDW D JLYHQ UHTXHVW ZDV FUHDWHG� L�H�� LI LW FRPHV IURP D IRUHJURXQG RU

EDFNJURXQG WDVN� IOXVK RU FRPSDFWLRQ� RU RWKHU�

$V VXFK� 3$,2 HQDEOHV WKH SURSDJDWLRQ RI DGGLWLRQDO LQIRUPDWLRQ IURP WKH WDUJHWHG ,�2 OD\HU WR WKH

GDWD SODQH VWDJH� ,W FRPELQHV LGHDV IURP FRQWH[W SURSDJDWLRQ� D FRPPRQO\ XVHG WHFKQLTXH WKDW HQDEOHV

D V\VWHP WR IRUZDUG FRQWH[W DORQJ LWV H[HFXWLRQ SDWK >���� ���� ���� ���@� DQG DSSOLHV WKHP WR HQVXUH

ILQH�JUDLQHG FRQWURO RYHU UHTXHVWV� 7R DFKLHYH WKLV� V\VWHPV GHVLJQHUV LQVWUXPHQW WKH GDWD SDWK RI WKH

WDUJHWHG OD\HU ZKHUH WKH LQIRUPDWLRQ FDQ EH DFFHVVHG� DQG PDNH LW DYDLODEOH WR WKH VWDJH WKURXJK WKH

SURFHVV·V DGGUHVV VSDFH� VKDUHG PHPRU\� RU WKUHDG�ORFDO YDULDEOHV >��@� 7KH LQIRUPDWLRQ LV LQFOXGHG DW

WKH FUHDWLRQ RI WKH &RQWH[W REMHFW DV WKH UHTXHVW FRQWH[W FODVVLILHU� 3URSDJDWLQJ WKH FRQWH[W ZLWKRXW WKLV

PHWKRG ZRXOG UHTXLUH FKDQJLQJ DOO FRUH PRGXOHV DQG IXQFWLRQ VLJQDWXUHV EHWZHHQ ZKHUH WKH LQIRUPDWLRQ

FDQ EH IRXQG DQG LWV VXEPLVVLRQ WR WKH VWDJH�

$V DQ H[DPSOH� FRQVLGHU WKH ,�2 VWDFN RI )LJXUH ���� 7R GHWHUPLQH WKH RULJLQ RI 326,; RSHUDWLRQV

VXEPLWWHG E\ 5RFNV'%·V EDFNJURXQG ZRUNIORZV� V\VWHP GHVLJQHUV LQVWUXPHQW WKH 5RFNV'%·V FULWLFDO SDWK

UHVSRQVLEOH IRU PDQDJLQJ IOXVK RU FRPSDFWLRQ MREV � � � WR FDSWXUH WKHLU FRQWH[W� 7KLV LQIRUPDWLRQ LV WKHQ

SURSDJDWHG WR WKH VWDJH LQWHUIDFH� ZKHUH WKH &RQWH[W REMHFW LV FUHDWHG ZLWK DOO ,�2 FODVVLILHUV� LQFOXGLQJ

WKH UHTXHVW FRQWH[W� DQG VXEPLWWHG WR WKH VWDJH � � � �

1RWH WKDW WKLV VWHS �L�H�� FRQWH[W SURSDJDWLRQ� LV RSWLRQDO� DV LW FDQ EH VNLSSHG IRU SROLFLHV WKDW GR QRW

UHTXLUH DGGLWLRQDO LQIRUPDWLRQ IURP WKH DSSOLFDWLRQ WR EH HQIRUFHG�

��� ,�2 (QIRUFHPHQW

7KH HQIRUFHPHQW PRGXOH SURYLGHV WKH EXLOGLQJ EORFNV IRU GHYHORSLQJ WKH DFWXDO ,�2 PHFKDQLVPV WKDW ZLOO

EH HPSOR\HG RYHU UHTXHVWV� ,W LV FRPSRVHG RI VHYHUDO FKDQQHOV� HDFK RI ZKLFK FRQWDLQV RQH RU PRUH

HQIRUFHPHQW REMHFWV� 7KH HQIRUFHPHQW SURFHVV EHJLQV DIWHU WKH FKDQQHO VHOHFWLRQ�

$V GHSLFWHG LQ )LJXUH ���� UHTXHVWV DUH PRYHG WR WKH VHOHFWHG FKDQQHO DQG SODFHG LQ D VXEPLVVLRQ

TXHXH � � �� )RU HDFK GHTXHXHG UHTXHVW� 3$,2 VHOHFWV WKH FRUUHFW HQIRUFHPHQW REMHFW � � � DQG DSSOLHV LWV

��
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7DEOH ���� ,QWHUIDFH GHILQLWLRQV RI 3$,2�

��
paio_init() ,QLWLDOL]DWLRQ RI 3$,2 VWDJH
enforce(ctx,r) (QIRUFH FRQWH[W ctx DQG UHTXHVW r

��
obj_init(s) ,QLWLDOL]H HQIRUFHPHQW REMHFW ZLWK VWDWH s
obj_enf(ctx,r) (QIRUFH ,�2 PHFKDQLVP RYHU ctx DQG r
obj_config(s) &RQILJXUH HQIRUFHPHQW REMHFW ZLWK VWDWH s

�∗
stage_info() *HW GDWD SODQH VWDJH LQIRUPDWLRQ
hsk_rule(t) +RXVHNHHSLQJ UXOH ZLWK WXSOH t
dif_rule(t) 'LIIHUHQWLDWLRQ UXOH ZLWK WXSOH t
enf_rule(id,s) (QI� UXOH RYHU HQI� REMHFW id ZLWK VWDWH s
collect() &ROOHFW VWDWLVWLFV IURP GDWD SODQH VWDJH

�6WDJH $3,� �(QIRUFHPHQW REMHFW $3,� ∗&RQWURO $3,�

,�2 PHFKDQLVP � � �� ([DPSOHV RI WKHVH PHFKDQLVPV LQFOXGH WRNHQ�EXFNHWV� FDFKHV� HQFU\SWLRQ VFKHPHV�

DQG PRUH� ZH GLVFXVV KRZ WR EXLOG HQIRUFHPHQW REMHFWV LQ ������� 6LQFH VHYHUDO PHFKDQLVPV FDQ FKDQJH

WKH RULJLQDO UHTXHVW·V VWDWH� VXFK DV GDWD WUDQVIRUPDWLRQV �H�J�� HQFU\SWLRQ� FRPSUHVVLRQ�� GXULQJ WKLV

SKDVH� WKH HQIRUFHPHQW REMHFW JHQHUDWHV D 5HVXOW WKDW HQFDSVXODWHV WKH XSGDWHG YHUVLRQ RI WKH UHTXHVW�

LQFOXGLQJ LWV FRQWHQW DQG VL]H� 7KH 5HVXOW REMHFW LV WKHQ UHWXUQHG WR WKH VWDJH LQWHUIDFH� WKDW XQPDUVKDOOV

LW� LQVSHFWV LW� DQG URXWHV LW WR WKH RULJLQDO GDWD SDWK � � �� $IWHU WKLV SURFHVV� 3$,2 HQVXUHG WKDW WKH UHTXHVW

KDV PHW WKH REMHFWLYHV RI WKH VSHFLILHG SROLF\�

2SWLPL]DWLRQV� 'HSHQGLQJ RQ WKH SROLFLHV DQG PHFKDQLVPV WR EH HPSOR\HG� 3$,2 FDQ HQIRUFH UHTXHVWV

XVLQJ RQO\ WKHLU ,�2 FODVVLILHUV� :KLOH GDWD WUDQVIRUPDWLRQV DUH GLUHFWO\ DSSOLFDEOH RYHU WKH UHTXHVW·V

FRQWHQW� SHUIRUPDQFH�GULYHQ PHFKDQLVPV VXFK DV WRNHQ�EXFNHWV DQG VFKHGXOHUV� RQO\ UHTXLUH VSHFLILF

UHTXHVW PHWDGDWD WR EH HQIRUFHG �H�J�� W\SH� VL]H� SULRULW\� VWRUDJH SDWK�� $V VXFK� WR DYRLG DGGLQJ RYHUKHDG

WR WKH V\VWHP H[HFXWLRQ� 3$,2 DOORZV IRU WKH UHTXHVW·V FRQWHQW WR EH FRSLHG WR WKH VWDJH·V H[HFXWLRQ SDWK

RQO\ ZKHQ QHFHVVDU\�

��� ,QWHUIDFHV DQG 8VDJH

:H QRZ GHWDLO KRZ 3$,2 LQWHUDFWV ZLWK ,�2 OD\HUV DQG FRQWURO SODQHV� KRZ WR LQWHJUDWH 3$,2 LQ XVHU�OHYHO

OD\HUV� DQG KRZ WR EXLOG HQIRUFHPHQW REMHFWV� 7DEOH ��� GHSLFWV WKH LQWHUIDFH GHILQLWLRQV IRU ��� ,�2 OD\HUV

WR LQWHUDFW ZLWK WKH GDWD SODQH VWDJH� ��� FUHDWLQJ DQG XVLQJ HQIRUFHPHQW REMHFWV� DQG ��� 6'6 FRQWUROOHUV

RUFKHVWUDWH WKH GDWD SODQH VWDJH�

����� ,QWHUIDFHV

6WDJH LQWHUIDFH� 3$,2 SURYLGHV DQ $3, WR HVWDEOLVK WKH FRQQHFWLRQ EHWZHHQ DQ ,�2 OD\HU DQG 3$,2·V

LQWHUQDO PHFKDQLVPV� $V GHSLFWHG LQ 7DEOH ���� LW SUHVHQWV WZR IXQFWLRQV� paio_init LQLWLDOL]HV D 3$,2

��
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GDWD SODQH VWDJH� ZKLFK FRQQHFWV WR WKH FRQWURO SODQH IRU LQWHUQDO VWDJH PDQDJHPHQW DQG GHILQLQJ KRZ

ZRUNIORZV VKRXOG EH KDQGOHG� enforce LQWHUFHSWV UHTXHVWV IURP WKH OD\HU DQG URXWHV WKHP� DORQJ WKH

DVVRFLDWHG &RQWH[W REMHFW� WR WKH VWDJH ������� GHWDLOV KRZ UHTXHVWV VKRXOG EH LQWHUFHSWHG DQG VXEPLWWHG

WR 3$,2�� $IWHU HQIRUFLQJ WKH UHTXHVW� WKH VWDJH RXWSXWV WKH HQIRUFHPHQW UHVXOW DQG WKH OD\HU UHVXPHV WKH

RULJLQDO H[HFXWLRQ SDWK�

&RQWURO LQWHUIDFH� &RPPXQLFDWLRQ EHWZHHQ GDWD SODQH VWDJHV DQG WKH FRQWURO SODQH LV DFKLHYHG WKURXJK

ILYH FDOOV� DV GHSLFWHG LQ 7DEOH ���� $ stage_info FDOO OLVWV LQIRUPDWLRQ DERXW WKH VWDJH� LQFOXGLQJ WKH

VWDJH LGHQWLILHU� 3,'� MRE LGHQWLILHU� KRVWQDPH� DQG XVHUQDPH� 5XOH�EDVHG FDOOV DUH XVHG IRU PDQDJLQJ

DQG WXQLQJ WKH GDWD SODQH VWDJH� +RXVHNHHSLQJ UXOHV �hsk_rule� PDQDJH WKH VWDJH OLIHF\FOH �H�J��

FUHDWH FKDQQHOV DQG HQIRUFHPHQW REMHFWV�� GLIIHUHQWLDWLRQ UXOHV �dif_rule� PDS UHTXHVWV WR FKDQQHOV

DQG HQIRUFHPHQW REMHFWV� DQG HQIRUFHPHQW UXOHV �enf_rule� G\QDPLFDOO\ DGMXVW WKH LQWHUQDO VWDWH �s� RI D
JLYHQ HQIRUFHPHQW REMHFW �id� XSRQ ZRUNORDG DQG SROLF\ YDULDWLRQV� 7KH FRQWURO SODQH DOVR PRQLWRUV VWDJHV
WKRXJK D collect FDOO WKDW JDWKHUV NH\ SHUIRUPDQFH PHWULFV RI DOO ZRUNIORZV �H�J�� ,236� EDQGZLGWK� DQG

FDQ EH XVHG WR WXQH WKH GDWD SODQH VWDJH�

7KLV LQWHUIDFH HQDEOHV WKH FRQWURO SODQH WR GHILQH KRZ 3$,2 VWDJHV KDQGOH ,�2 UHTXHVWV� 1RQHWKHOHVV�

FRQFHUQV UHODWHG WR WKH GHSHQGDELOLW\ RI GDWD SODQH VWDJHV� DV ZHOO DV WKH UHVROXWLRQ RI FRQIOLFWLQJ SROLFLHV

DUH UHVSRQVLELOLW\ RI WKH FRQWURO SODQH� DQG DUH WKXV RUWKRJRQDO WR WKLV ZRUN�

����� ,QWHJUDWLQJ 3$,2 LQ 8VHU�OHYHO /D\HUV

$OWKRXJK WKH VWDJH $3, LV VLPSOH� SRUWLQJ ,�2 OD\HUV FDQ UHTXLUH D IHZ H[WUD VWHSV�

8VLQJ 3$,2 ZLWK FRQWH[W SURSDJDWLRQ� 7R LQWHJUDWH D VWDJH ZLWKLQ D OD\HU� WKH V\VWHP GHVLJQHU

W\SLFDOO\ QHHGV WR�

�� &UHDWH WKH VWDJH LQ WKH WDUJHWHG OD\HU� XVLQJ paio_init�

�� ,QVWUXPHQW WKH FULWLFDO GDWD SDWK� ZKHUH WKH OD\HU�OHYHO LQIRUPDWLRQ LV DFFHVVLEOH� DQG SURSDJDWH LW

WR WKH VWDJH XSRQ WKH &RQWH[W REMHFW FUHDWLRQ� 7KLV PLJKW HQWDLO FUHDWLQJ DGGLWLRQDO GDWD VWUXFWXUHV�

�� &UHDWH WKH &RQWH[W REMHFW WKDW ZLOO EH VXEPLWWHG� DORQJVLGH WKH UHTXHVW� WR WKH VWDJH� ,W FDQ LQFOXGH

WKH ZRUNIORZ LG� UHTXHVW W\SH DQG VL]H� DQG WKH SURSDJDWHG LQIRUPDWLRQ�

�� $GG DQ enforce FDOO WR WKH ,�2 RSHUDWLRQV WKDW QHHG WR EH HQIRUFHG DW WKH VWDJH EHIRUH EHLQJ

VXEPLWWHG WR WKH QH[W OD\HU� )RU H[DPSOH� WR HQIRUFH WKH 326,; read RSHUDWLRQV RI D JLYHQ OD\HU�

DOO read FDOOV QHHG WR EH ILUVW URXWHG WR 3$,2 EHIRUH EHLQJ VXEPLWWHG WR WKH ILOH V\VWHP�

�� 9HULI\ LI WKH UHTXHVW ZDV VXFFHVVIXOO\ HQIRUFHG E\ LQVSHFWLQJ WKH 5HVXOW REMHFW� UHWXUQHG IURP

enforce� DQG UHVXPH WKH H[HFXWLRQ SDWK�

8VLQJ 3$,2 WUDQVSDUHQWO\� :KHQ FRQWH[W SURSDJDWLRQ LV QRW UHTXLUHG� 3$,2 VWDJHV FDQ EH XVHG WUDQV�

SDUHQWO\ EHWZHHQ ,�2 OD\HUV� VXFK DV DSSOLFDWLRQV DQG ILOH V\VWHPV� ZLWKRXW UHTXLULQJ DQ\ FRGH FKDQJHV�

��
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$V VXFK� 3$,2 H[SRVHV OD\HU�RULHQWHG LQWHUIDFHV �H�J�� 326,;� DQG XVHV LD_PRELOAD WR UHSODFH WKH RULJ�

LQDO LQWHUIDFH FDOOV DW WKH WRS OD\HU �H�J�� read DQG write FDOOV LQYRNHG E\ DSSOLFDWLRQV� IRU RQHV WKDW

DUH ILUVW VXEPLWWHG WR 3$,2 EHIRUH EHLQJ VXEPLWWHG WR WKH ERWWRP OD\HU �H�J�� ILOH V\VWHP� >���@� (DFK

VXSSRUWHG FDOO GHILQHV WKH ORJLF WR FUHDWH WKH &RQWH[W REMHFW� VXEPLWV WKH UHTXHVW WR WKH VWDJH� YHULILHV

WKH 5HVXOW� DQG LQYRNHV WKH RULJLQDO ,�2 FDOO� 7KLV HQDEOHV OD\HUV WR XVH 3$,2 ZLWKRXW FKDQJLQJ DQ\ OLQH

RI FRGH� 0RUHRYHU� WKLV PHWKRG LV QRW H[FOXVLYH WR WKH 326,; LQWHUIDFH� DQG FDQ EH XVHG ZLWK RWKHU ,�2

OD\HUV DQG LQWHUIDFHV �H�J�� .96 LQWHUIDFH� 53& LQWHUIDFH� DV ORQJ DV WKH WDUJHWHG OLEUDULHV DUH G\QDPLFDOO\

ORDGHG LQ WKH 26 >��@�

����� %XLOGLQJ (QIRUFHPHQW 2EMHFWV

3$,2 H[SRVHV WR V\VWHP GHVLJQHUV D VLPSOH $3, WR EXLOG HQIRUFHPHQW REMHFWV� DV GHSLFWHG LQ 7DEOH ����

� obj_init� &UHDWH DQ HQIRUFHPHQW REMHFW ZLWK LQLWLDO VWDWH s� ZKLFK LQFOXGHV LWV W\SH DQG LQLWLDO

FRQILJXUDWLRQ�

� obj_config� 3URYLGHV WKH WXQLQJ NQREV WR XSGDWH WKH HQIRUFHPHQW REMHFW·V LQWHUQDO VHWWLQJV

ZLWK D QHZ VWDWH s� 7KLV HQDEOHV WKH FRQWURO SODQH WR G\QDPLFDOO\ DGDSW WKH HQIRUFHPHQW REMHFW WR
ZRUNORDG DQG YDULDWLRQV �HQVXUH WKDW WKH FXUUHQW SROLF\ LV PHW DW DOO WLPHV� DQG WR QHZ SROLFLHV�

� obj_enf� 'HILQHV WKH DFWXDO ,�2 ORJLF WR EH DSSOLHG RYHU UHTXHVWV� ,W UHWXUQV D 5HVXOW WKDW FRQWDLQV

WKH XSGDWHG YHUVLRQ RI WKH UHTXHVW �r�� DIWHU DSSO\LQJ LWV ORJLF� ,W DOVR UHFHLYHV D &RQWH[W REMHFW �ctx�
WKDW LV XVHG WR HPSOR\ GLIIHUHQW DFWLRQV RYHU WKH ,�2 UHTXHVW�

%\ GHIDXOW� 3$,2 SUHVHUYHV WKH RSHUDWLRQ ORJLF RI WKH WDUJHWHG V\VWHP �H�J�� RUGHULQJ� HUURU KDQGOLQJ��

DV ERWK HQIRUFHPHQW REMHFWV DQG RSHUDWLRQV VXEPLWWHG WR 3$,2 IROORZ D V\QFKURQRXV PRGHO� :KLOH GHYHO�

RSLQJ DV\QFKURQRXV HQIRUFHPHQW REMHFWV LV IHDVLEOH� RQH QHHGV WR HQVXUH WKDW ERWK FRUUHFWQHVV DQG IDXOW

WROHUDQFH JXDUDQWHHV DUH SUHVHUYHG�

����� &RPELQLQJ 3$,2 6WDJHV :LWK D &RQWURO 3ODQH

:KLOH DGGUHVVLQJ WKH UHVHDUFK FKDOOHQJHV RI WKH 6'6 FRQWURO SODQH �H�J�� VFDODELOLW\� GHSHQGDELOLW\� GLVWUL�

EXWLRQ DQG SDUWLWLRQLQJ FRQWURO UHVSRQVLELOLWLHV� LV RXW RI WKH VFRSH RI WKLV WKHVLV� ZH QRZ GLVFXVV KRZ GDWD

SODQH VWDJHV EXLOW ZLWK 3$,2 FDQ EH FRPELQHG ZLWK GLIIHUHQW FRQWURO SODQH VHWWLQJV� LQ WHUPV RI FRQWUROOHU

GLVWULEXWLRQ DQG XVDJH� $V GHSLFWHG LQ )LJXUH ���� VWDJHV FDQ EH RUFKHVWUDWHG E\ 6'6 FRQWUROOHUV LQ GLI�

IHUHQW VHWWLQJV� LQFOXGLQJ ORFDO �D�� UHPRWH �E�� DQG KLHUDUFKLFDO �F� FRQWUROOHUV� )RU DOO VFHQDULRV� VWDJHV

FRPPXQLFDWH ZLWK FRQWUROOHUV WKURXJK 3$,2·V FRQWURO LQWHUIDFH ���������

/RFDO FRQWUROOHU� /RFDO 6'6 FRQWUROOHUV UXQ LQ WKH VDPH FRPSXWH QRGH �RU VHUYHU� DV WKH GDWD SODQH

VWDJH� 7KLV LV DSSURSULDWH ZKHQ WKH GHILQHG SROLFLHV DUH VSHFLILF WR WKH GDWD SODQH VWDJH �RU VWDJHV� RI

D VLQJOH FRPSXWH QRGH �L�H�� GR QRW LQWHUIHUH ZLWK VKDUHG UHPRWH UHVRXUFHV�� )RU LQVWDQFH� WKLV ORFDO

��
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JOREDO

FRQWUROOHU

)LJXUH ���� &RPELQDWLRQ RI GLIIHUHQW W\SH RI 6'6 FRQWUROOHUV RUFKHVWUDWLQJ 3$,2 VWDJHV� QDPHO\ �D� ORFDO�
�E� UHPRWH� DQG �F� KLHUDUFKLFDO FRQWUROOHUV�

FRQWUROOHU FDQ EH XVHG IRU HQVXULQJ SHU�DSSOLFDWLRQ ORFDO GLVN EDQGZLGWK JXDUDQWHHV ����� 8QGHU WKLV

VFHQDULR� FRPPXQLFDWLRQ EHWZHHQ GDWD SODQH VWDJHV DQG WKH FRQWUROOHU FDQ EH HVWDEOLVKHG WKURXJK LQWHU�

SURFHVV FRPPXQLFDWLRQ PHFKDQLVPV VXFK DV QDPHG SLSHV� 81,; 'RPDLQ 6RFNHWV� DQG VKDUHG PHPRU\�

5HPRWH FRQWUROOHU� 5HPRWH 6'6 FRQWUROOHUV UXQ LQ D GHGLFDWHG FRPSXWH QRGH� DQG GDWD SODQH VWDJHV

FRQQHFW WR LW WKURXJK 7&3 VRFNHWV� 53&� RU RWKHU UHPRWH FRPPXQLFDWLRQ PHFKDQLVP� 7KLV VHWWLQJ LV

SDUWLFXODUO\ XVHIXO ZKHQ PXOWLSOH VWDJHV� GLVWULEXWHG WKURXJKRXW WKH LQIUDVWUXFWXUH� HQIRUFH SROLFLHV RYHU

VKDUHG UHVRXUFHV� DQG WKXV UHTXLUH JOREDO YLVLELOLW\ DQG FRQWURO� )RU H[DPSOH� WKLV UHPRWH FRQWUROOHU FDQ

EH XVHG IRU HQVXULQJ 4R6 FRQWURO RI PXOWLSOH DSSOLFDWLRQV� HDFK UXQQLQJ LQ D GLIIHUHQW FRPSXWH QRGH�

DFFHVVLQJ D VKDUHG ILOH V\VWHP�

+LHUDUFKLFDO FRQWUROOHU� ,Q D KLHUDUFKLFDO VHWWLQJ� DV GLVFXVVHG LQ ����� WKHUH DUH PXOWLSOH 6'6 FRQ�

WUROOHUV� ORFDO FRQWUROOHUV �L�H�� VXE�FRQWUROOHUV� DUH FR�ORFDWHG ZLWK GDWD SODQH VWDJHV� DQG D JOREDO FRQWUROOHU

�L�H�� FRUH FRQWUROOHUV� UXQV DW D GHGLFDWHG FRPSXWH QRGH� 6WDJHV FRPPXQLFDWH GLUHFWO\ ZLWK ORFDO FRQ�

WUROOHUV� ZKLFK LQ WXUQ FRPPXQLFDWH ZLWK WKH JOREDO FRQWUROOHU� 7KLV VHWWLQJ LV XVHIXO ZKHQ WKHUH DUH PDQ\

GDWD SODQH VWDJHV �GHSOR\HG WKURXJKRXW WKH ,�2 LQIUDVWUXFWXUH� RSHUDWLQJ FRQFXUUHQWO\ RYHU VKDUHG UH�

VRXUFHV� DQG QHHG WR EH FRQWLQXRXVO\ PDQDJHG E\ WKH FRQWURO SODQH� &UHDWLQJ D KLHUDUFK\ RI FRQWUROOHUV

PLQLPL]HV WKH QXPEHU RI FRQQHFWLRQV WR WKH JOREDO FRQWUROOHU �L�H�� JLYHQ WKDW WKHUH FDQ EH PXOWLSOH GDWD

SODQH VWDJHV LQ WKH VDPH FRPSXWH QRGH� DQG UHGXFHV WKH QXPEHU RI H[FKDQJHG PHVVDJHV� WKXV UHGXFLQJ

WKH ORDG LPSRVHG RYHU WKH JOREDO FRQWUROOHU�

��� ,PSOHPHQWDWLRQ

:H KDYH LPSOHPHQWHG 3$,2 SURWRW\SH ZLWK �. OLQHV RI &�� FRGH� EHLQJ SURYLGHG DV DQ ,�2 OLEUDU\ WKDW WDU�

JHWV OD\HUV DW WKH XVHU�OHYHO� ,W HQDEOHV WKH FRQVWUXFWLRQ RI QHZ VWDJH LPSOHPHQWDWLRQV DQG VWUDLJKWIRUZDUG

LQWHJUDWLRQ ZLWK H[LVWLQJ OD\HUV� UHTXLULQJ QRQH RU PLQRU FRGH FKDQJHV�

(QIRUFHPHQW REMHFWV� :H LPSOHPHQWHG WZR HQIRUFHPHQW REMHFWV� Noop LPSOHPHQWV D SDVVWKURXJK

PHFKDQLVP WKDW FRSLHV WKH UHTXHVW·V FRQWHQW WR WKH 5HVXOW REMHFW� ZLWKRXW DGGLWLRQDO GDWD SURFHVVLQJ�

��
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'\QDPLF 5DWH /LPLWHU �'5/� LPSOHPHQWV D WRNHQ�EXFNHW WR FRQWURO WKH UDWH DQG EXUVWLQHVV RI ,�2 ZRUN�

IORZV >��@� 7KH EXFNHW LV FRQILJXUHG ZLWK D PD[LPXP WRNHQ FDSDFLW\ �VL]H� DQG SHULRG WR UHSOHQLVK WKH

EXFNHW �UHILOO SHULRG�� 7KH UDWH DW ZKLFK WKH EXFNHW VHUYHV UHTXHVWV LV JLYHQ LQ WRNHQV�V� 2Q obj_init WKH

EXFNHW LV FUHDWHG ZLWK DQ LQLWLDO VL]H DQG UHILOO SHULRG� 2Q obj_config� D rate(r) URXWLQH FKDQJHV WKH

VL]H DFFRUGLQJ WR D IXQFWLRQ EHWZHHQ r DQG UHILOO SHULRG� )RU HDFK UHTXHVW� obj_enf YHULILHV WKH FRQWH[W·V

VL]H FODVVLILHU DQG FRPSXWHV WKH QXPEHU RI WRNHQV WR EH FRQVXPHG� ,I QRW HQRXJK WRNHQV DUH DYDLODEOH�

WKH UHTXHVW ZDLWV IRU WKH EXFNHW WR EH UHILOOHG� 7R GHPRQVWUDWH WKH SRUWDELOLW\ DQG PDLQWDLQDELOLW\ RI 3$,2·V

,�2 PHFKDQLVPV� ZH DSSO\ WKH '5/ REMHFW RYHU PXOWLSOH VFHQDULRV FRPSRVHG RI GLIIHUHQW ,�2 OD\HUV DQG

VWRUDJH REMHFWLYHV�

,�2 FRVW� :H FRQVLGHU D FRQVWDQW FRVW IRU UHTXHVWV H�J�� HDFK E\WH RI D read RU write UHTXHVW UH�

SUHVHQWV D WRNHQ� $OWKRXJK WKH FRVW GHSHQGV RQ VHYHUDO IDFWRUV �H�J�� ZRUNORDG� RSHUDWLRQ W\SH� FDFKH

KLWV� VWRUDJH GHYLFHV�� ZH FRQWLQXRXVO\ FDOLEUDWH WKH WRNHQ�EXFNHW VR LWV UDWH FRQYHUJHV WR WKH SROLFLHV·

JRDO� 2XU H[SHULPHQWV VKRZ WKDW WKLV DSSURDFK ZRUNV ZHOO LQ RXU VFHQDULRV ��� DQG ���� DV WKH EXFNHW·V

UDWH FRQYHUJHV ZLWKLQ IHZ LQWHUDFWLRQV ZLWK WKH FRQWURO SODQH� 1HYHUWKHOHVV� GHWHUPLQLQJ WKH ,�2 FRVW LV

FRPSOHPHQWDU\ WR RXU ZRUN >��� ���@� &RPELQLQJ 3$,2 ZLWK WKHVH FRXOG EH XVHIXO XQGHU VFHQDULRV ZKHUH

SROLFLHV DUH VHQVLWLYH WR WKH ,�2 FRVW�

6WDWLVWLFV DQG ,�2 GLIIHUHQWLDWLRQ� 3$,2 LPSOHPHQWV SHU�ZRUNIORZ VWDWLVWLF FRXQWHUV DW FKDQQHOV WR

UHFRUG WKH EDQGZLGWK RI LQWHUFHSWHG UHTXHVWV� QXPEHU RI RSHUDWLRQV� DQG PHDQ WKURXJKSXW EHWZHHQ FRO�

OHFWLRQ SHULRGV� 7R FUHDWH XQLTXH LGHQWLILHUV WKDW PDS UHTXHVWV WR FKDQQHOV DQG HQIRUFHPHQW REMHFWV�

ZH XVHG D FRPSXWDWLRQDOO\ FKHDS KDVKLQJ VFKHPH >�@ �L�H�� 0XUPXU+DVK�� WKDW KDVKHV FODVVLILHUV LQWR D

IL[HG�VL]H WRNHQ�

&RQWH[W SURSDJDWLRQ� 7R SURSDJDWH LQIRUPDWLRQ IURP OD\HUV� ZH LPSOHPHQWHG D VKDUHG PDS� LQGH[HG

E\ WKH ZRUNIORZ LGHQWLILHU �H�J�� WKUHDG�LG�� WKDW VWRUHV WKH FRQWH[W RI WKH UHTXHVWV EHLQJ VXEPLWWHG� ZKLFK

LV VLPLODU WR WKRVH XVHG LQ >���� ���@�

7UDQVSDUHQWO\ LQWHUFHSWLQJ ,�2 FDOOV� 3$,2 XVHV LD_PRELOAD WR LQWHUFHSW 326,; FDOOV DQG URXWH

WKHP HLWKHU WR WKH VWDJH RU WR WKH NHUQHO� LD_PRELOAD LV D G\QDPLF OLQNLQJ SULPLWLYH WKDW DOORZV GHILQLQJ

WKH RUGHU RI OLQNDJH RI VKDUHG OLEUDULHV �H�J�� libc.so� DW UXQWLPH� 7R HQIRUFH WKH SROLFLHV GHPRQVWUDWHG
LQ ��� 3$,2 VXSSRUWV read DQG write FDOOV� DV ZHOO DV WKHLU GLIIHUHQW YDULDWLRQV VXFK pread� pwrite64�
DQG PRUH� )XUWKHU� �� GLVFXVVHV WKH VXSSRUW RI RWKHU 326,; FDOOV E\ D GDWD SODQH VWDJH EXLOW ZLWK 3$,2�

:H GHIHU WKH VXSSRUW RI RWKHU FDOOV DQG LQWHUIDFHV �H�J�� .96� REMHFW VWRUH� WR IXWXUH ZRUN�

&RQWURO SODQH� :H EXLOW D VLPSOH EXW IXOO\�IXQFWLRQDO FRQWURO SODQH ZLWK ���. OLQHV RI &�� FRGH WKDW

HQIRUFHV SROLFLHV DV D ORFDO FRQWUROOHU IRU WZR RI WKH XVH FDVHV SUHVHQWHG LQ WKLV WKHVLV� QDPHO\ �� DQG ���

7KLV FRQWUROOHU KDV DOVR VHUYHG DV EDVLV IRU WKH GHYHORSPHQW RI DQ KLHUDUFKLFDO FRQWUROOHU� ZKLFK LV IXUWKHU

GLVFXVVHG LQ ��� &RPPXQLFDWLRQ EHWZHHQ WKH ORFDO FRQWUROOHU DQG VWDJHV LV HVWDEOLVKHG WKURXJK 81,;

'RPDLQ 6RFNHWV� 3ROLFLHV ZHUH LPSOHPHQWHG DV FRQWURO DOJRULWKPV� 7R FDOLEUDWH HQIRUFHPHQW REMHFWV

LW FROOHFWV ,�2 PHWULFV JHQHUDWHG E\ WKH WDUJHWHG OD\HU IURP WKH /proc ILOH V\VWHP >���@� 6SHFLILFDOO\�

LW LQVSHFWV WKH read_bytes DQG write_bytes ,�2 FRXQWHUV� ZKLFK UHSUHVHQW WKH QXPEHU RI E\WHV

��
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UHDG�ZULWWHQ IURP�WR WKH EORFN OD\HU� DQG FRPSDUHV WKHP ZLWK WKH VWDJH VWDWLVWLFV WR FRQYHUJH WR WKH

WDUJHWHG SHUIRUPDQFH JRDO� 7KLV WXQLQJ ZDV XVHG IRU WKH XVH FDVH SUHVHQWHG LQ ���

��� (YDOXDWLRQ

2XU HYDOXDWLRQ VHHNV WR GHPRQVWUDWH WKH SHUIRUPDQFH RI WKH 3$,2 IUDPHZRUN� 7KH DELOLW\ DQG IHDVLELOLW\ RI

EXLOGLQJ GDWD SODQH VWDJHV ZLWK 3$,2� DV ZHOO DV WKHLU DSSOLFDELOLW\ DQG SHUIRUPDQFH RYHU GLIIHUHQW SROLFLHV

DQG VWRUDJH VFHQDULRV� DUH HYDOXDWHG LQ GHGLFDWHG FKDSWHUV RI WKLV WKHVLV� QDPHO\ ��� ��� DQG ���

([SHULPHQWDO VHWWLQJ� ([SHULPHQWV ZHUH FRQGXFWHG XQGHU WZR KDUGZDUH FRQILJXUDWLRQV� &RQILJXUD�

WLRQ $ UHVSHFWV WR D FRPSXWH QRGH RI WKH $%&, VXSHUFRPSXWHU ZLWK WZR ���FRUH ,QWHO ;HRQ SURFHVVRUV

��� FRUHV�� � 19LGLD 7HVOD 9��� *38V� ��� *L% RI 5$0� DQG D ��� 7L% ,QWHO 66' '& 3����� UXQQLQJ

&HQW26 ��� ZLWK /LQX[ NHUQHO ���� DQG xfs ILOH V\VWHP >�@� &RQILJXUDWLRQ % UHVSHFWV WR D VHUYHU ZLWK

WZR ���FRUH ,QWHO ;HRQ SURFHVVRUV ��� FRUHV�� ��� *L% RI 5$0� D ��� 7L% 'HOO ([SUHVV )ODVK 30����E

66' �1RQ�9RODWLOH 0HPRU\ ([SUHVV �190H�� DQG D ��� *L% ,QWHO '��6���� 6$7$ 66'� UXQQLQJ 8EXQWX

6HUYHU ����� /76 ZLWK NHUQHO ����� DQG ext4 ILOH V\VWHP�

0HWKRGRORJ\� :H GHYHORSHG D EHQFKPDUN WKDW VLPXODWHV DQ DSSOLFDWLRQ WKDW VXEPLWV UHTXHVWV WR D

3$,2 GDWD SODQH VWDJH� 7KLV EHQFKPDUN DLPV WR GHPRQVWUDWH WKH PD[LPXP SHUIRUPDQFH DFKLHYDEOH ZLWK

3$,2 E\ VWUHVV�WHVWLQJ LW LQ D ORRS�EDFN PDQQHU� ,W JHQHUDWHV DQG VXEPLWV PXOWL�WKUHDGHG UHTXHVWV LQ D

FORVHG ORRS WKURXJK 6WDJH LQWHUIDFH·V enforce FDOO� XQGHU D YDU\LQJ QXPEHU RI FOLHQWV �H�J�� ZRUNIORZV�

DQG UHTXHVW VL]HV� 5HTXHVW VL]H DQG QXPEHU RI FOLHQW WKUHDGV UDQJH EHWZHHQ � ² ��� .L% DQG � ² ����

UHVSHFWLYHO\� (DFK FOLHQW WKUHDG VXEPLWV ��� PLOOLRQ UHTXHVWV� $ 3$,2 VWDJH LV FRQILJXUHG ZLWK YDU\LQJ

QXPEHU RI FKDQQHOV� ZKLFK PDWFK WKH QXPEHU RI FOLHQW WKUHDGV� HDFK FRQWDLQLQJ D Noop HQIRUFHPHQW

REMHFW WKDW FRSLHV WKH UHTXHVW·V EXIIHU WR WKH UHVXOW REMHFW� $OO UHSRUWHG UHVXOWV DUH WKH PHDQ RI DW OHDVW

WHQ UXQV DQG VWDQGDUG GHYLDWLRQ LV NHSW EHORZ ���

,236 DQG EDQGZLGWK� )LJXUH ��� GHSLFWV WKH FXPXODWLYH ,236 UDWLR ZLWK UHVSHFW WR D VLQJOH FKDQQHO� �%

UHSUHVHQWV D FRQWH[W�RQO\ UHTXHVW� DV GHVFULEHG LQ ����� 5HVXOWV PDUNHG ZLWK ∗ DQG � ZHUH FRQGXFWHG

XQGHU FRQILJXUDWLRQV $ DQG %� UHVSHFWLYHO\�

)RU FRQILJXUDWLRQ $� XQGHU D �%∗ UHTXHVW VL]H� D VLQJOH 3$,2 FKDQQHO DFKLHYHV D PHDQ WKURXJKSXW RI

���� 02SV�V DQG D ��� QV ODWHQF\� 6LQFH WKH ZRUNORDG LV &38�ERXQG� WKH SHUIRUPDQFH GRHV QRW VFDOH

OLQHDUO\� DV FOLHQW WKUHDGV FRPSHWH IRU SURFHVVLQJ WLPH� 8QGHU ��� FKDQQHOV� LW DFKLHYHV D FXPXODWLYH

WKURXJKSXW RI ���� 02SV�V� FRUUHVSRQGLQJ WR D ��× SHUIRUPDQFH LQFUHDVH� $V WKH UHTXHVW VL]H LQFUHDVHV
VR GRHV WKH WRWDO E\WHV SURFHVVHG E\ 3$,2� :KHQ FRQILJXUHG ZLWK ��� FKDQQHOV� LW SURFHVVHV ��� .L%∗
UHTXHVWV DW ��� *L%�V� )RU D VLQJOH FKDQQHO� 3$,2 SURFHVVHV UHTXHVWV DW ��� *L%�V DQG ���� *L%�V IRU

� .L%∗ DQG ��� .L%∗ UHTXHVW VL]HV�
)RU FRQILJXUDWLRQ%� 3$,2 DFKLHYHV KLJKHU WKURXJKSXW UHVXOWV DV LW RSHUDWHV XQGHU D ODWHU NHUQHO YHUVLRQ�

6LQFH WKH PDFKLQH LV FRQILJXUHG ZLWK �� FRUHV� 3$,2·V SHUIRUPDQFH SHDNV DW �� FOLHQW WKUHDGV� 8QGHU D

�%+ UHTXHVW VL]H� 3$,2 DFKLHYHV ���� 02SV�V �� FKDQQHO� DQG ����� 02SV�V ��� FKDQQHOV�� UHSUHVHQWLQJ

��
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)LJXUH ���� &XPXODWLYH ,236 RI 3$,2 XQGHU YDU\LQJ QXPEHU RI FKDQQHOV �� ² ���� DQG UHTXHVW VL]HV �� ²
��� .L%�� $EVROXWH ,236 YDOXH LV VKRZQ DERYH WKH � FKDQQHO EDU�

D ��× SHUIRUPDQFH LQFUHDVH� :KHQ FRQILJXUHG ZLWK �� FKDQQHOV� LW LV DEOH WR SURFHVV ��� .L%+�VL]HG

UHTXHVWV DW ��� *L%�V� )RU D VLQJOH FKDQQHO� 3$,2 SURFHVVHV UHTXHVWV DW ��� *L%�V DQG ���� *L%�V IRU

� .L%∗ DQG ��� .L%∗ UHTXHVW VL]HV� UHVSHFWLYHO\�
3URILOLQJ� :H PHDVXUHG WKH H[HFXWLRQ WLPH RI HDFK 3$,2 RSHUDWLRQ WKDW DSSHDUV LQ WKH PDLQ H[HFXWLRQ

SDWK� 'HSHQGLQJ RQ WKH KDUGZDUH FRQILJXUDWLRQ� &RQWH[W REMHFW FUHDWLRQ WDNHV EHWZHHQ �� ² �� QV�

ZKLOH WKH FKDQQHO DQG HQIRUFHPHQW REMHFW VHOHFWLRQ WDNH �� ² �� QV WR FRPSOHWH �HDFK�� 7KH GXUDWLRQ RI

obj_enf UDQJHV EHWZHHQ �� QV DQG ���� `V ZKHQ FRQILJXUHG ZLWK �% DQG ��� .L% UHTXHVW VL]HV�

6XPPDU\� 5HVXOWV VKRZ WKDW 3$,2 KDV ORZ RYHUKHDG� DV LW LV SURYLGHG DV D XVHU�VSDFH OLEUDU\� ZKLFK GRHV

QRW UHTXLUH FRVWO\ FRQWH[W�VZLWFKLQJ RSHUDWLRQV� ,Q IDFW� 3$,2 FDQ EH XVHG WR LPSOHPHQW GDWD SODQH VWDJHV

RYHU ,�2 VWDFNV WKDW XVH PRUH OHJDF\ NHUQHO YHUVLRQV� VXFK DV NHUQHO ���� IURP FRQILJXUDWLRQ $� DQG HYHQ

OHYHUDJH IURP WKH RSWLPL]DWLRQV LPSOHPHQWHG LQ UHFHQW YHUVLRQV� VXFK DV NHUQHO ����� IURP FRQILJXUDWLRQ

%� :H H[SHFW WKDW WKH PDLQ VRXUFH RI RYHUKHDG ZLOO DOZD\V EH GHSHQGHQW RQ WKH W\SH RI HQIRUFHPHQW REMHFW

�DQG SROLF\� DSSOLHG RYHU ,�2 UHTXHVWV� )RU WKH HQIRUFHPHQW REMHFWV XVHG LQ WKLV ZRUN ��� ² ���� ZH KDYH

QRW REVHUYHG VLJQLILFDQW SHUIRUPDQFH RYHUKHDG�

��� 5HODWHG :RUN

6'6 V\VWHPV� 3$,2 EXLOGV RQ D ODUJH ERG\ RI ZRUN RQ 6'6 V\VWHPV� ,2)ORZ >���@� V5RXWH >���@� DQG

36/2 >���@ WDUJHW WKH YLUWXDOL]DWLRQ OD\HU �L�H�� K\SHUYLVRU� VWRUDJH DQG QHWZRUN GULYHUV� WR HQIRUFH 4R6

��
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SROLFLHV� 30 >���@ HQIRUFHV UDWH OLPLWLQJ VHUYLFHV DW WKH 1HWZRUN )LOH 6\VWHP� 0HVQLHU HW DO� >���@ HPSOR\

FDFKLQJ RSWLPL]DWLRQV DW WKH EORFN OD\HU� 3LVFHV >���@ DQG /LEUD >���@ HQIRUFH EDQGZLGWK JXDUDQWHHV LQ

PXOWL�WHQDQW .96� 0DODFRORJ\ >���@ LPSURYHV WKH SURJUDPPDELOLW\ RI &HSK WR EXLOG FXVWRP DSSOLFDWLRQV

RQ WRS RI LW� 5HWUR >���@ DQG &DNH >���@ LPSOHPHQW UHVRXUFH PDQDJHPHQW VHUYLFHV DW WKH +DGRRS VWDFN�

6DIH)6 >���@ VWDFNV )86(�EDVHG ILOH V\VWHPV RQ WRS RI HDFK RWKHU� HDFK SURYLGLQJ D GLIIHUHQW VHUYLFH�

&U\VWDO >��@ H[WHQGV 2SHQ6WDFN 6ZLIW WR LPSOHPHQW FXVWRP VHUYLFHV WR EH HQIRUFHG RYHU REMHFW UHTXHVWV�

$OO V\VWHPV DUH WDUJHWHG IRU VSHFLILF ,�2 OD\HUV� DV WKHLU GHVLJQ LV WLJKWO\ FRXSOHG WR DQG GULYHQ E\ WKH

DUFKLWHFWXUH DQG VSHFLILFLWLHV RI WKH VRIWZDUH VWDFNV WKH\ DUH DSSOLHG WR� ,Q FRQWUDVW� 3$,2 LV GLVDJJUHJDWHG

IURP D VSHFLILF VRIWZDUH VWDFN� HQDEOLQJ GHYHORSHUV WR EXLOG FXVWRP�PDGH GDWD SODQH VWDJHV DSSOLFDEOH

RYHU GLIIHUHQW XVHU�OHYHO OD\HUV� ZKLOH UHTXLULQJ QRQH WR PLQRU FRGH FKDQJHV ³ ZH GHPRQVWUDWH WKLV E\

LQWHJUDWLQJ 3$,2 RYHU GLIIHUHQW ,�2 OD\HUV ���²���� 3UHYLRXV ZRUNV DUH DOVR XQDEOH WR HQIRUFH WKH SROLFLHV

GHPRQVWUDWHG LQ ��� DV WKH\ GR QRW SURYLGH FRQWH[W SURSDJDWLRQ >���� ���@� LQKLELWLQJ UHTXHVW GLIIHUHQWLD�

WLRQ DW D ILQHU JUDQXODULW\ �L�H�� IRUHJURXQG YV KLJK�SULRULW\ YV ORZ�SULRULW\ EDFNJURXQG WDVNV�� 2WKHU VROXWLRQV

DFWXDWH DW WKH NHUQHO�OHYHO >���� ���@� ZKHUH WKH FRQWH[W LV XQUHDFKDEOH ZLWKRXW VLJQLILFDQWO\ FKDQJLQJ

OHJDF\ $3,V� )XUWKHU� WKHVH DUH DOVR XQILW WR DFKLHYH WKH SROLFLHV GHPRQVWUDWHG LQ �� DQG ��� DV VROXWLRQV

OLNH >���� ���� ���@ FDQQRW EH XVHG XQGHU VFHQDULRV WKDW UHTXLUH EDUH�PHWDO DFFHVV WR UHVRXUFHV� VXFK

DV +3& LQIUDVWUXFWXUHV DQG EDUH�PHWDO FORXG VHUYHUV�

&RQWH[W SURSDJDWLRQ� 6RPH ZRUNV XVH FRQWH[W SURSDJDWLRQ WHFKQLTXHV WR WDJ GDWD DFURVV NHUQHO OD\�

HUV� 0HVQLHU HW DO� >���@ FODVVLILHV DQG WDJV UHTXHVWV ZLWK FODVVHV WR EH GLIIHUHQWLDWHG DW WKH EORFN OD\HU�

,2)ORZ >���@ WDJV UHTXHVWV WR GLIIHUHQWLDWH WHQDQWV WKDW VKDUH WKH VDPH K\SHUYLVRU� 6SOLW�OHYHO VFKHGXO�

LQJ >���@ LGHQWLILHV WKH SURFHVVHV WKDW FDXVHG D JLYHQ ,�2 RSHUDWLRQ WKURXJKRXW WKH 9)6� SDJH FDFKH� DQG

EORFN OD\HU� 3$,2 DFWV DW WKH XVHU�OHYHO DQG HQDEOHV WKH SURSDJDWLRQ RI DGGLWLRQDO LQIRUPDWLRQ IURP WKH

WDUJHWHG ,�2 OD\HU WR WKH VWDJH �H�J�� SURSDJDWH WKH FRQWH[W DW ZKLFK D JLYHQ UHTXHVW ZDV FUHDWHG� DV LQ

���� DOORZLQJ PRUH ILQH�JUDLQHG GLIIHUHQWLDWLRQ DQG FRQWURO RYHU UHTXHVWV� (QDEOLQJ WKH LQWHQGHG JUDQXODU�

LW\ E\ 3$,2 DW NHUQHO�OHYHO DSSURDFKHV ZRXOG UHTXLUH EUHDNLQJ VWDQGDUG XVHU�WR�NHUQHO DQG NHUQHO�LQWHUQDO

LQWHUIDFHV� UHGXFLQJ SRUWDELOLW\ DQG FRPSDWLELOLW\ >�@�

2XU FRQWULEXWLRQV DUH DOVR DSSOLFDEOH XQGHU NHUQHO�E\SDVV VWRUDJH VWDFNV �H�J�� 63'.� 30'.�� ZKLFK

LV QRW WKH FDVH IRU SUHYLRXV ZRUN� ,Q PRUH GHWDLO� XQGHU D NHUQHO�E\SDVV VWRUDJH VWDFN ZKHUH ,�2 RSHUDWLRQV

DUH VXEPLWWHG GLUHFWO\ WR WKH GHYLFH IURP XVHU�VSDFH� LQ�NHUQHO V\VWHPV OLNH ,2)ORZ� 0HVQLHU HW DO�� 6SOLW�

OHYHO VFKHGXOLQJ� 30� DQG PHFKDQLVPV VXFK GP�FU\SW >��@� GP�FDFKH� EONLR >��@� FDQQRW EH XVHG� 2Q WKH

RWKHU KDQG� 3$,2 FDQ EH XVHG DQG LQWHJUDWHG ZLWK NHUQHO�E\SDVV VWDFNV XQGHU WZR VHWWLQJV� ��� LW FDQ EH

XVHG LQ XVH FDVHV ZKHUH DSSOLFDWLRQV FRQVLGHU WKH VWRUDJH EDFNHQG DV EODFN�ER[� ��� ZH FRXOG LQWHJUDWH

3$,2 DV D QHZ DEVWUDFWLRQ RQ WRS RI 63'. ³ WKURXJK 63'.·V ORJLFDO EORFN GHYLFH DEVWUDFWLRQ >��@ ³ RU

30'. ³ DV GRQH E\ H[LVWLQJ OLEUDULHV� QDPHO\ OLESPHPREM� OLESPHPEON� DQG OLESPHPNY >���@�

6WRUDJH 4R6� 0DQ\ ZRUNV HQVXUH 4R6 6/2V DW VSHFLILF VWRUDJH OD\HUV� LQFOXGLQJ WKH EORFN OD\HU >��� ���

���� ���� ���� ���@� K\SHUYLVRU >��� ��� ��� ���� ���@� DQG GLVWULEXWHG VWRUDJH >���� ���� ���� ���@�

7KHVH ZRUNV DUH WDUJHWHG IRU D VSHFLILF ,�2 OD\HU DQG VWRUDJH REMHFWLYH� ,Q FRQWUDVW� 3$,2 LV PRUH JHQHUDO�

��



���� 6800$5< $1' ',6&866,21

SURYLGLQJ D IUDPHZRUN IRU EXLOGLQJ FXVWRP GDWD SODQH VWDJHV DSSOLFDEOH RYHU GLIIHUHQW OD\HUV� $OVR� PRVW RI

WKHVH VROXWLRQV RQO\ GLIIHUHQWLDWH UHTXHVWV EDVHG RQ WKHLU W\SH� 3$,2 SURYLGHV GLIIHUHQWLDWLRQ DW ZRUNIORZ�

UHTXHVW W\SH� DQG UHTXHVW FRQWH[W� $SSURDFKHV OLNH >��� ���� ���� ���@ IROORZ D GHFRXSOHG GHVLJQ WKDW

VHSDUDWHV WKH 4R6 DOJRULWKP IURP WKH PHFKDQLVP WKDW DSSOLHV LW� :KLOH FRPSOHPHQWDU\ WR RXU ZRUN� WKHVH

FRXOG EH LQFRUSRUDWHG LQWR RXU IUDPHZRUN DV QHZ HQIRUFHPHQW REMHFWV�

��� 6XPPDU\ DQG 'LVFXVVLRQ

,Q WKLV FKDSWHU� ZH VKRZ WKH GHVLJQ� LPSOHPHQWDWLRQ� DQG HYDOXDWLRQ RI 3$,2� D IUDPHZRUN WKDW HQDEOHV

V\VWHP GHVLJQHUV WR EXLOG FXVWRP�PDGH 6'6 GDWD SODQH VWDJHV DSSOLFDEOH RYHU GLIIHUHQW ,�2 OD\HUV� 3$,2

SURYLGHV ILQH�JUDLQHG GLIIHUHQWLDWHG WUHDWPHQW RI UHTXHVWV DQG DOORZV LPSOHPHQWLQJ VWRUDJH PHFKDQLVPV

DGDSWDEOH WR GLIIHUHQW SROLFLHV� %\ FRPELQLQJ LGHDV IURP 6'6 DQG FRQWH[W SURSDJDWLRQ� ZH GHPRQVWUDWHG

WKDW 3$,2 GHFRXSOHV V\VWHP�VSHFLILF RSWLPL]DWLRQV WR D PRUH PDLQWDLQDEOH DQG SURJUDPPDEOH HQYLURQ�

PHQW� ZKLOH HQDEOLQJ VLPLODU ,�2 FRQWURO DQG SHUIRUPDQFH� DQG UHTXLULQJ PLQRU WR QRQH FRGH FKDQJHV� 2XU

HYDOXDWLRQ VKRZV WKDW 3$,2·V SHUIRUPDQFH VFDOHV ZLWK WKH QXPEHU RI FKDQQHOV� DFKLHYLQJ KLJK WKURXJKSXW

DQG ORZ ODWHQF\� 7KH QH[W FKDSWHUV VKRZ WKH IHDVLELOLW\ RI XVLQJ 3$,2 E\ GHVFULELQJ WKH GDWD SODQH VWDJHV

EXLOW ZLWK LW WR DGGUHVV WKH UHTXLUHPHQWV RI GLIIHUHQW VWRUDJH VWDFNV�

7DLO ODWHQF\ FRQWURO LQ .96V ����� :H EXLOW D GDWD SODQH VWDJH WKDW DFKLHYHV WDLO ODWHQF\ FRQWURO DW

WKH ��C⌘ SHUFHQWLOH LQ 5RFNV'%� D /60�EDVHG .96� 5HVXOWV VKRZ WKDW D 3$,2�HQDEOHG 5RFNV'% LPSURYHV

WDLO ODWHQF\ E\ �× XQGHU GLIIHUHQW ZRUNORDGV� DQG HQDEOHV VLPLODU SHUIRUPDQFH DQG ,�2 FRQWURO DV V\VWHP�

VSHFLILF RSWLPL]DWLRQV �L�H�� 6,/. >��@��

3HU�DSSOLFDWLRQ EDQGZLGWK FRQWURO ����� :H EXLOW D GDWD SODQH VWDJH WKDW HQVXUHV G\QDPLF SHU�

DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV XQGHU D VKDUHG VWRUDJH VFHQDULR� VSHFLILFDOO\� ZKHUH PXOWLSOH 7HQVRU�

)ORZ >�@ LQVWDQFHV �ZKLFK H[HFXWH RQ WKH VDPH FRPSXWH QRGH� FRPSHWH IRU ORFDO GLVN EDQGZLGWK� 5HVXOWV

VKRZ WKDW DOO 3$,2�HQDEOHG 7HQVRU)ORZ LQVWDQFHV DUH SURYLVLRQHG ZLWK WKHLU EDQGZLGWK JRDOV� 7KLV VFHQDULR

ZDV GULYHQ E\ WKH UHTXLUHPHQWV RI WKH $%&, VXSHUFRPSXWHU�

0HWDGDWD 4R6 FRQWURO LQ 3)6V ����� :H EXLOW 3$'//� D 6'6 VWRUDJH PLGGOHZDUH WKDW SURDFWLYHO\

FRQWUROV DQG HQVXUHV 4R6 RYHU PHWDGDWD ZRUNIORZV LQ +3& VWRUDJH V\VWHPV� 5HVXOWV VKRZ WKDW 3$'//

FDQ G\QDPLFDOO\ FRQWURO PHWDGDWD�DJJUHVVLYH ZRUNORDGV� SUHYHQW ,�2 EXUVWLQHVV� DQG HQVXUH ,�2 IDLUQHVV

DQG SULRULWL]DWLRQ RI MREV WKDW FRPSHWH IRU PHWDGDWD UHVRXUFHV RYHU /XVWUH�OLNH 3)6V�

��
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7DLO /DWHQF\ &RQWURO LQ /RJ�6WUXFWXUHG 0HUJH
.H\�9DOXH 6WRUHV

/RJ�6WUXFWXUHG 0HUJH WUHH .H\�9DOXH 6WRUHV VXFK DV /HYHO'% >��@� 5RFNV'% >���@� DQG 3HEEOHV'% >���@�

KDYH EHFRPH D FUXFLDO FRPSRQHQW RI PRGHUQ VWRUDJH LQIUDVWUXFWXUHV� EHLQJ XVHG LQ GLVWULEXWHG GDWDEDVHV

>���� ���� ���@� ILOH V\VWHPV >���@� VWUHDP SURFHVVLQJ DQG PDFKLQH OHDUQLQJ HQJLQHV >�� ��� ���@� DQG

PRUH� :KLOH JUHDW SURJUHVV KDV EHHQ PDGH WR LPSURYH WKH WKURXJKSXW RI .96V� E\ PDLQO\ UHGXFLQJ WKH FRVW

RI LQWHUQDO RSHUDWLRQV >���� ���� ���� ���@� UHFHQW VWXGLHV KDYH GHPRQVWUDWHG WKDW WKHVH V\VWHPV VXIIHU

IURP WDLO ODWHQF\ VSLNHV ZKHQ IRUHJURXQG DQG EDFNJURXQG WDVNV FRPSHWH IRU VKDUHG VWRUDJH UHVRXUFHV >��@�

6,/. DGGUHVVHV WKLV SUREOHP E\ SURSRVLQJ DQ ,�2 VFKHGXOHU WKDW FRQWUROV WKH LQWHUIHUHQFH EHWZHHQ WKHVH

WDVNV >��@� +RZHYHU� LW IROORZV DQ LQWUXVLYH DSSURDFK DQG DSSO\LQJ LWV ,�2 VFKHGXOHU RYHU 5RFNV'% UHTXLUHG

FKDQJLQJ VHYHUDO FRUH PRGXOHV PDGH RI WKRXVDQGV RI /R& >��@� 7KLV FKDSWHU GHVFULEHV D QHZ GDWD SODQH

VWDJH EXLOW ZLWK 3$,2� WKDW HQDEOHV VLPLODU SHUIRUPDQFH DQG FRQWURO DV 6,/. EXW ZLWKRXW UHTXLULQJ SURIRXQG

UHIDFWRULQJ WR WKH RULJLQDO FRGHEDVH� 5HVXOWV VKRZ WKDW D 3$,2�HQDEOHG 5RFNV'% LPSURYHV ��C⌘ SHUFHQWLOH

ODWHQF\ XS WR �× XQGHU GLIIHUHQW ZRUNORDGV DQG WHVWLQJ VFHQDULRV�

��� /RJ�6WUXFWXUHG 0HUJH WUHH .H\�9DOXH 6WRUHV

:H QRZ GLVFXVV KRZ /60 .96V DUH RUJDQL]HG DQG KRZ WKHLU LQWHUQDO FRPSRQHQWV ILW WRJHWKHU� )RU WKLV

SXUSRVH� ZH FRQVLGHU WKH GHVLJQ RI 5RFNV'%� D ZLGHO\�XVHG SURGXFWLRQ�UHDG\ .96 IURP )DFHERRN >���@�

.96V EXLOW RQ WRS RI D /60 GDWD VWUXFWXUH DUH JHQHUDOO\ RUJDQL]HG LQ WKUHH PDLQ FRPSRQHQWV� $

PHPRU\ FRPSRQHQW� NQRZ DV PHPWDEOH� LV D VRUWHG GDWD VWUXFWXUH WKDW UHVLGHV LQ PHPRU\ DQG LV XVHG

WR UHFHLYH DOO ZULWH RSHUDWLRQV IURP .96 FOLHQWV� (YHU\ FOLHQW ZULWH LV DOVR ZULWWHQ WR D :ULWH�$KHDG /RJJLQJ

�:$/� FRPSRQHQW WKDW LV SHUVLVWHG RQ GLVN� ,WV SXUSRVH LV WR PDNH HYHU\ XSGDWH �RQ D NH\�YDOXH SDLU�

SHUVLVWHQW� VR WKDW LQ WKH HYHQW RI D IDLOXUH� LW FDQ EH XVHG WR FRPSOHWHO\ UHFRYHU WKH PHPWDEOH GDWD DQG

UHVWRUH WKH .96 WR LWV RULJLQDO VWDWH� )RU FUDVK FRQVLVWHQF\ SXUSRVHV� WKH :$/ LV IOXVKHG DIWHU HYHU\ FOLHQW

ZULWH� 7KH GLVN FRPSRQHQW LV RUJDQL]HG LQ PXOWLSOH OHYHOV �/0� /1� ���� /# �� HDFK FRQWDLQLQJ PXOWLSOH ILOHV�

FDOOHG 6RUWHG 6WULQJV 7DEOH �667�� WKDW KROG VRUWHG NH\�YDOXH SDLUV� /HYHOV KDYH D SUHGHWHUPLQHG VL]H DQG

JURZ LQ KLHUDUFKLFDO PDQQHU� 6SHFLILFDOO\� OHYHO /8+1 LV 1× ODUJHU WKDQ /8 ZKHUH 1 LV D FRQILJXUDEOH IDFWRU

��
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�XVXDOO\ ���� $V VXFK� ORZHU OHYHOV RI WKH /60 �H�J�� /0� /1� DUH XVXDOO\ VL]HG EHWZHHQ 0L% DQG IHZ *L%�

ZKLOH KLJKHU OHYHOV FDQ KROG VHYHUDO *L%� RU HYHQ UHDFK 7L% LQ VL]H DV VHHQ LQ SURGXFWLRQ >��� ���@�

)RUHJURXQG RSHUDWLRQV� 7KH PDLQ RSHUDWLRQV VXEPLWWHG IURP .96 FOLHQWV DUH ZULWHV �put(key,va-
lue)�� UHDGV �get(key)�� DQG VFDQV �seek(key1,key2)�� 7KH put(key,value) RSHUDWLRQ VWRUHV

WKH PDSSLQJ IURP key WR value LQ WKH .96� LI key H[LVWV� LWV value LV XSGDWHG� 'LUHFWO\ VXEPLWWLQJ HDFK

put RSHUDWLRQ WR WKH ILOH V\VWHP ZRXOG JHQHUDWH D ZRUNORDG PDGH RI UDQGRP ZULWHV� WR SUHYHQW WKLV� DOO

put RSHUDWLRQV DUH DEVRUEHG E\ WKH PHPWDEOH� WUDQVIRUPLQJ D UDQGRP ZULWH ZRUNORDG LQWR D VHTXHQWLDO

RQH� ,I HQDEOHG� WKHVH DUH DOVR DSSHQGHG WR WKH :$/� 7KH get(key) RSHUDWLRQ UHWXUQV WKH ODWHVW YDOXH

DVVRFLDWHG ZLWK key� ZKLOH WKH seek(key1,key2) RSHUDWLRQ UHWULHYHV DOO NH\�YDOXH SDLUV FRPSUHKHQGHG

ZLWKLQ key1 DQG key2 UDQJH� 5HDG�EDVHG RSHUDWLRQV DUH ILUVW VXEPLWWHG WR WKH PHPWDEOH� LI key LV QRW

IRXQG� LW WUDYHUVHV WKH /60 LQ KLHUDUFKLFDO RUGHU� :KLOH WUDYHUVLQJ WKH WUHH� RQO\ D VLQJOH 667 ILOH RQ HDFK

OHYHO LV DFFHVVHG VLQFH NH\�YDOXH SDLUV DUH VRUWHG �H[FHSW IRU /0� GXH WR WKH RSSRVLWH UHDVRQ��

%DFNJURXQG RSHUDWLRQV� /60 .96V SHUIRUP WZR W\SHV RI EDFNJURXQG RSHUDWLRQV IRU LQWHUQDO V\V�

WHP PDQDJHPHQW� :KHQ WKH PHPWDEOH ILOOV� D IOXVK RSHUDWLRQ RFFXUV� ZKLFK ZULWHV WKH FRQWHQWV RI WKH

PHPWDEOH GLUHFWO\ WR WKH ILUVW OHYHO RI WKH /60 �/0� DV DQ 667 ILOH� )OXVKHV DUH VHTXHQWLDOO\ ZULWWHQ DQG RQO\

SURFHHG ZKHQ WKHUH LV HQRXJK VSDFH LQ /0� 0RUHRYHU� EHFDXVH IOXVKHV QHHG WR KDYH KLJK WKURXJKSXW WR

DYRLG EORFNLQJ FOLHQW·V ZULWHV� WKH PHPWDEOH LV ZULWWHQ WR GLVN ZLWKRXW DGGLWLRQDO SURFHVVLQJ �L�H�� VRUWLQJ��

ZKLFK OHDGV /0 WR KDYH RYHUODSSLQJ NH\ UDQJHV� :KHQ OHYHOV RI WKH /60 ILOO �L�H�� H[FHHG WKHLU PD[LPXP

VL]H�� FRPSDFWLRQV DUH WULJJHUHG� ZKHUH 667 ILOHV IURP OHYHO /8 DUH SLFNHG DQG PHUJHG ZLWK 667 ILOHV IURP

OHYHO /8+1� $V VXFK� FRPSDFWLRQV LQGXFH KLJK ,�2 RYHUKHDG� DV WKHVH JHQHUDWH VHYHUDO 326,; read DQG

write FDOOV� ,Q IDFW� GHSHQGLQJ RQ WKH VL]H RI WKH .96 V\VWHP� FRPSDFWLRQV PD\ UHDG�ZULWH PDQ\ *L%

RI GDWD DQG WDNH VHYHUDO PLQXWHV WR FRPSOHWH >��� ���@�

$OO EDFNJURXQG RSHUDWLRQV DUH KHOG LQ DQ LQWHUQDO ),)2 TXHXH� +LJK OHYHO FRPSDFWLRQV �/8 → /8+1�

ZKHUH 8 > 0� FDQ EH H[HFXWHG LQ SDUDOOHO� )OXVKHV DQG ORZ OHYHO FRPSDFWLRQV �/0 → /1� DUH VHTXHQWLDO�

&RPSDFWLRQV DQG IOXVKHV DUH KDQGOHG E\ VHSDUDWH WKUHDG SRROV�

��� 7KH 7DLO /DWHQF\ 3UREOHP

$ FRPPRQ SUREOHP RI /60 .96 V\VWHPV LV WKH LQWHUIHUHQFH EHWZHHQ IRUHJURXQG DQG EDFNJURXQG ZRUN�

IORZV� JHQHUDWLQJ KLJK ODWHQF\ VSLNHV IRU FOLHQWV� )XQGDPHQWDOO\� ODWHQF\ VSLNHV RFFXU ZKHQ IOXVKHV FDQQRW

SURFHHG EHFDXVH !0→!1 FRPSDFWLRQV DQG IOXVKHV DUH VORZ RU RQ KROG� ZKLFK FDQ KDSSHQ IRU WZR PDLQ

UHDVRQV >��@�

� )OXVKHV DUH VORZ� :KHQ IOXVKHV DUH VORZ GXH WR LQVXIILFLHQW GLVN ,�2 EDQGZLGWK� WKH PHPWDEOH

ILOOV XS DQG FDQQRW DEVRUE DQ\ PRUH FOLHQW ZULWHV� 8QGHU WKLV VFHQDULR� FOLHQW ZULWHV DUH VWDOOHG XQWLO

WKHUH LV HQRXJK VSDFH RQ WKH PHPRU\ FRPSRQHQW WR KDQGOH WKHP� FDXVLQJ ODWHQF\ VSLNHV�

��
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� /RZ OHYHO FRPSDFWLRQV DUH VORZ� $ VHFRQG FDXVH IRU IOXVKHV WR EH KDOWHG RFFXUV ZKHQ !0→!1
FRPSDFWLRQV DUH VORZ� HLWKHU ��� GXH WR LQVXIILFLHQW GLVN EDQGZLGWK EHFDXVH FRPSDFWLRQV IURP

KLJKHU OHYHOV DUH H[HFXWLQJ DQG XVLQJ D VLJQLILFDQW SRUWLRQ RI WKH GLVN ,�2 EDQGZLGWK� RU ��� EHFDXVH

DOO ZRUNHUV IURP WKH GHGLFDWHG FRPSDFWLRQ WKUHDG SRRO DUH LQ XVH �H[HFXWLQJ FRPSDFWLRQV IURP

KLJKHU OHYHOV�� ZKLFK UHVXOWV LQ ORZ OHYHO FRPSDFWLRQV WR ZDLW LQ WKH FRPSDFWLRQ TXHXH� 7KLV OHDGV

WR WKH DFFXPXODWLRQ RI VHYHUDO 667 ILOHV RQ !0� ZKLFK FDQ EORFN IOXVKHV ZKHQ WKHUH LV QR PRUH

VWRUDJH TXRWD OHIW DW WKLV OHYHO�

7KLV PHDQV WKDW QRW DOO EDFNJURXQG RSHUDWLRQV KDYH DQ HTXDO LPSDFW RQ WKH .96 SHUIRUPDQFH� ,QWHUQDO

RSHUDWLRQV WKDW DUH FORVHU WR FOLHQWV· UHTXHVWV �QDPHO\� IOXVKHV DQG ORZ OHYHO FRPSDFWLRQV� DUH FULWLFDO� DV

WKHLU VORZGRZQ QHJDWLYHO\ DIIHFWV WKH RYHUDOO WDLO ODWHQF\ SHUFHLYHG E\ FOLHQWV�

5DWH OLPLWLQJ LQWHUQDO RSHUDWLRQV� 7R DGGUHVV WKLV SUREOHP� 5RFNV'% FDQ UHVHUYH PRUH ,�2 EDQGZLGWK

WR IRUHJURXQG ZRUNIORZV E\ UDWH OLPLWLQJ WKH ,�2 RI LQWHUQDO .96 RSHUDWLRQV� 7R GR VR� 5RFNV'% LPSOHPHQWV

D UDWH OLPLWHU WKDW FDQ HLWKHU EH VWDWLFDOO\ IL[HG DW D JLYHQ EDQGZLGWK UDWH RU EH G\QDPLFDOO\ FKDQJHG

WKURXJK D PXOWLSOLFDWLYH�LQFUHDVH� PXOWLSOLFDWLYH�GHFUHDVH DOJRULWKP� ZKLFK LV WHUPHG DV DXWR�WXQHG UDWH

OLPLWHU >���@� 6XFK DQ DSSURDFK KRZHYHU VXIIHUV IURP WZR PDLQ OLPLWDWLRQV >��@� )LUVW� DV IRUHJURXQG DQG

EDFNJURXQG RSHUDWLRQV DUH LQWULQVLFDOO\ GHSHQGHQW� LI EDFNJURXQG ZULWHV DUH UDWH OLPLWHG LQGLVFULPLQDWHO\�

LW FDQ OHDG WR ORZ OHYHO FRPSDFWLRQV RU IOXVKHV WR EH VORZ GRZQ� 6HFRQG� WKH DXWR�WXQHG UDWH OLPLWHU

DOORFDWHV PRUH EDQGZLGWK WR EDFNJURXQG ZRUNIORZV ZKHQ WKHUH LV PRUH EDFNORJ� UHJDUGOHVV RI WKH ,�2

UDWH RI IRUHJURXQG ZRUNIORZV� OHDGLQJ WR DQ LPPHGLDWH ODWHQF\ VSLNH RI FOLHQWV· UHTXHVWV�

6,/.� %\ IROORZLQJ D GLVWLQFW DSSURDFK� 6,/. >��@� D 5RFNV'%�EDVHG .96� SUHYHQWV WKLV SUREOHP WKURXJK

DQ ,�2 VFKHGXOHU WKDW�

�� $OORFDWHV EDQGZLGWK IRU LQWHUQDO RSHUDWLRQV ZKHQ FOLHQW ORDG LV ORZ� *LYHQ WKDW� LQ SUR�

GXFWLRQ HQYLURQPHQWV� WKH ORDG RI .96 FOLHQWV YDULHV RYHU WLPH >��� ��@� 6,/. UHVHUYHV OHVV ,�2

EDQGZLGWK WR LQWHUQDO RSHUDWLRQV ZKHQ FOLHQW ORDG LV KLJK �OLPLWLQJ WKH LQWHUIHUHQFH EHWZHHQ ERWK

RSHUDWLRQ W\SHV�� DQG LQFUHDVHV WKLV OLPLW ZKHQ FOLHQW ORDG LV ORZ� ZKLFK SUHYHQWV DFFXPXODWLQJ D

ODUJH EDFNORJ RI EDFNJURXQG RSHUDWLRQV�

�� 3ULRULWL]HV IOXVKHV DQG ORZ OHYHO FRPSDFWLRQV� /HYHUDJLQJ IURP WKH IDFW WKDW IOXVKHV DQG ORZ

OHYHO FRPSDFWLRQV KDYH KLJKHU LPSDFW RQ FOLHQWV· WDLO ODWHQF\� 6,/. HQIRUFHV GLIIHUHQW SULRULWLHV IRU

HDFK W\SH RI EDFNJURXQG WDVNV� 6SHFLILFDOO\� IOXVKHV KDYH KLJKHU SULRULW\� VLQFH WKH\ QHHG WR HQVXUH

WKH PHPWDEOH KDV HQRXJK VSDFH WR DEVRUE FOLHQWV· ZULWHV� WKHQ� LW JLYHV VHFRQG SULRULW\ WR ORZ OHYHO

FRPSDFWLRQV� WR HQVXUH WKDW IOXVKHV GR QRW JHW EORFNHG� ILQDOO\� KLJK OHYHO FRPSDFWLRQV KDYH WKH

ORZHVW SULRULW\� VLQFH HYHQ WKRXJK WKH\ WR HYHQWXDOO\ H[HFXWH� WKHLU LPPHGLDWH FRPSOHWLRQ GRHV QRW

LPSDFW FOLHQWV· WDLO ODWHQF\ RQ WKH VKRUW WHUP�

�� 3UHHPSWV KLJK OHYHO FRPSDFWLRQV ZLWK ORZ OHYHO RQHV� %HFDXVH KLJK OHYHO FRPSDFWLRQV FDQ

WDNH VHYHUDO PLQXWHV WR H[HFXWH� 6,/. LPSOHPHQWV D QHZ FRPSDFWLRQ DOJRULWKP WKDW DOORZV WR SDXVH

WKHP� ZKLOH JLYLQJ SULRULW\ IRU ORZ OHYHO RQHV WR H[HFXWH�

��
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KDVK��IORZ��� FKDQQHOF

)LJXUH ���� 2UJDQL]DWLRQ RI WKH 3$,2 GDWD SODQH VWDJH IRU DFKLHYLQJ WDLO ODWHQF\ FRQWURO LQ /60�EDVHG .96�

6,/. HPSOR\V WKHVH WHFKQLTXHV WKURXJK WKH IROORZLQJ FRQWURO DOJRULWKP� $V WKHVH .96V DUH W\SLFDOO\

HPEHGGHG DQG FR�ORFDWHG ZLWK RWKHU VHUYLFHV UXQQLQJ LQ WKH ,�2 VWDFN� WKH .96 ,�2 EDQGZLGWK LV ERXQGHG

WR D JLYHQ UDWH �.96⌫�� ,W FRQWLQXRVO\ PRQLWRUV FOLHQWV· EDQGZLGWK ��6�� DQG DOORFDWHV OHIWRYHU EDQGZLGWK

�OHIW⌫� WR LQWHUQDO RSHUDWLRQV ��⌫�� JLYHQ E\ �⌫ = .96⌫−)J� 7R HQIRUFH UDWH �⌫ � 6,/. XVHV 5RFNV'%·V ,�2

UDWH OLPLWHUV >��@� )OXVKHV DQG !0→!1 FRPSDFWLRQV KDYH KLJK SULRULW\ DQG DUH SURYLVLRQHG ZLWK PLQLPXP
,�2 EDQGZLGWK �<8=⌫�� +LJK OHYHO FRPSDFWLRQV KDYH ORZ SULRULW\ DQG FDQ EH SDXVHG DW DQ\ WLPH� %HFDXVH

DOO FRPSDFWLRQV VKDUH WKH VDPH WKUHDG SRRO� LW LV SRVVLEOH WKDW� DW VRPH SRLQW� DOO WKUHDGV DUH KDQGOLQJ

KLJK OHYHO FRPSDFWLRQV� $V VXFK� 6,/. SUHHPSWV RQH RI WKHP WR H[HFXWH ORZ OHYHO FRPSDFWLRQV�

$SSO\LQJ WKHVH RSWLPL]DWLRQV KRZHYHU� UHTXLUHG UHRUJDQL]LQJ 5RFNV'%·V LQWHUQDO RSHUDWLRQ IORZ� FKDQJ�

LQJ FRUH PRGXOHV PDGH RI WKRXVDQGV RI /R& LQFOXGLQJ EDFNJURXQG RSHUDWLRQ KDQGOHUV� LQWHUQDO TXHXLQJ

ORJLF� DQG WKUHDG SRROV DOORFDWHG IRU LQWHUQDO ZRUN >��@� )XUWKHU� SRUWLQJ WKHVH RSWLPL]DWLRQV WR RWKHU .96

WKDW ZRXOG HTXDOO\ EHQHILW IURP WKHP� VXFK DV /HYHO'% >��@ DQG 3HEEOHV'% >���@� UHTXLUHV GHHS V\VWHP

NQRZOHGJH DQG VXEVWDQWLDO UH�LPSOHPHQWDWLRQ HIIRUWV�

��� 7DLO /DWHQF\ &RQWURO ZLWK 3$,2

5DWKHU WKDQ PRGLI\LQJ WKH 5RFNV'% HQJLQH �FRUH PRGXOHV�� ZH IRXQG WKDW VHYHUDO RI WKHVH RSWLPL]DWLRQV

FRXOG EH DFKLHYHG E\ RUFKHVWUDWLQJ LWV ,�2 ZRUNIORZV� 7KXV� ZH DSSOLHG 6,/.·V GHVLJQ SULQFLSOHV DV IROORZV�

D 3$,2 GDWD SODQH VWDJH SURYLGHV WKH ,�2 PHFKDQLVPV IRU SULRULWL]LQJ DQG UDWH OLPLWLQJ EDFNJURXQG IORZV�

ZKLOH WKH FRQWURO SODQH UH�LPSOHPHQWV 6,/.·V ,�2 VFKHGXOLQJ DOJRULWKP WR RUFKHVWUDWH WKH VWDJH� )LJXUH ���

GHSLFWV WKH RUJDQL]DWLRQ RI WKLV GDWD SODQH VWDJH�

'DWD SODQH VWDJH� 7KH VWDJH LQWHUFHSWV WKH 326,; RSHUDWLRQV VXEPLWWHG IURP DOO 5RFNV'% ZRUNIORZV�

LQFOXGLQJ IRUHJURXQG� IOXVK� DQG FRPSDFWLRQ IORZV� :H FRQVLGHU HDFK 5RFNV'% WKUHDG WKDW LQWHUDFWV ZLWK

WKH ILOH V\VWHP DV D ZRUNIORZ� DQG HDFK RI WKHVH LV KDQGOHG E\ D GLIIHUHQW 3$,2 FKDQQHO� QDPHO\ &KDQQHOV�6
�IRUHJURXQG�� &KDQQHO�; �IOXVK�� DQG &KDQQHOV⇠ �FRPSDFWLRQ�� &KDQQHO GLIIHUHQWLDWLRQ LV PDGH XVLQJ WKH

ZRUNIORZ LG� 6LQFH DW 326,; OHYHO RQO\ WKH UHTXHVW W\SH� VL]H� DQG ZRUNIORZ LG �WKUHDG�LG� DUH NQRZQ�

ZH LQVWUXPHQWHG 5RFNV'% WR SURSDJDWH WKH FRQWH[W DW ZKLFK D JLYHQ RSHUDWLRQ LV FUHDWHG� 6SHFLILFDOO\�

��
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7DEOH ���� /LQHV RI FRGH DGGHG WR 5RFNV'% WR LQWHJUDWH WKH 3$,2 VWDJH�

/LQHV DGGHG WR 5RFNV'%

7DUJHWHG FRGHEDVH VL]H ≈���. >��@

,QLWLDOL]H 3$,2 VWDJH ��
&RQWH[W SURSDJDWLRQ ��

&UHDWH &RQWH[W REMHFW �
,QVWUXPHQW ,�2 FDOOV ��
9HULI\ 5HVXOW REMHFW �

7RWDO ��

5RFNV'%·V )OXVK-RE FODVV ZDV LQVWUXPHQWHG WR SURSDJDWH flush FRQWH[WV >��@� DQG WKH &RPSDFWLRQ-RE

FODVV WR SURSDJDWH compaction FRQWH[WV >��@� LQFOXGLQJ WKH LQYROYHG /60 OHYHOV DW ZKLFK WKH FRPSDFWLRQ

RFFXUV �H�J�� compaction_L0_L1� compaction_L2_L3��
)RUHJURXQG IORZV DUH KDQGOHG ZLWK Noop HQIRUFHPHQW REMHFWV �ZKLFK DFW DV D SDVVWKURXJK�� DQG DUH

FRQWLQXRXVO\ PRQLWRUHG IRU FROOHFWLQJ FOLHQWV· EDQGZLGWK ��6�� %DFNJURXQG IORZV DUH KDQGOHG E\ FKDQQHOV

PDGH RI '5/ REMHFWV �XVHG IRU UDWH OLPLWLQJ�� )OXVKHV IORZ WKURXJK D GHGLFDWHG FKDQQHO �&KDQQHO�; ��

$V FRPSDFWLRQV ZLWK GLIIHUHQW SULRULWLHV FDQ IORZ WKURXJK WKH VDPH FKDQQHO �&KDQQHO⇠ �� HDFK RI WKHVH

FKDQQHOV FRQWDLQV WZR '5/ REMHFWV FRQILJXUHG DW GLIIHUHQW UDWHV� RQH IRU KLJK SULRULW\ FRPSDFWLRQV �'5/!0�

DQG DQRWKHU IRU ORZ SULRULW\ FRPSDFWLRQV �'5/!# �� (QIRUFHPHQW REMHFW GLIIHUHQWLDWLRQ LV PDGH WKURXJK

WKH UHTXHVW FRQWH[W FODVVLILHU� DQG UHTXHVWV DUH HQIRUFHG ZLWK WKH RSWLPL]DWLRQ GHVFULEHG LQ ����� 3$,2

DOVR FROOHFWV WKH EDQGZLGWK UDWH RI IOXVKHV ��; �� DQG ORZ �!0� DQG KLJK OHYHO FRPSDFWLRQV �!# �� $V OLVWHG

LQ 7DEOH ���� LQWHJUDWLQJ 3$,2 LQ 5RFNV'% RQO\ UHTXLUHG DGGLQJ �� /R& RI ZKLFK �� /R& UHVSHFW WR WKH

FRQWH[W SURSDJDWLRQ� ZKLOH WKH UHPDLQGHU DUH XVHG IRU LQLWLDOL]LQJ WKH VWDJH ����� FUHDWH WKH &RQWH[W REMHFW

���� LQVWUXPHQW UHDG DQG ZULWH FDOOV ����� DQG YHULI\ WKH 5HVXOW REMHFW ����

&RQWURO DOJRULWKP� 7KH FRQWURO SODQH LPSOHPHQWV WKH FRQWURO SRUWLRQ RI 6,/.·V VFKHGXOLQJ DOJRULWKP

�$OJRULWKP ����� ,W XVHV D IHHGEDFN FRQWURO ORRS WKDW SHUIRUPV WKH IROORZLQJ VWHSV� )LUVW� LW FROOHFWV VWDWLVWLFV

IURP WKH VWDJH �1� DQG FRPSXWHV OHIWRYHU GLVN EDQGZLGWK �OHIW⌫� WR DVVLJQ WR LQWHUQDO RSHUDWLRQV �2�� 7R
HQVXUH WKDW EDFNJURXQG RSHUDWLRQV NHHS IORZLQJ� LW GHILQHV D PLQLPXP EDQGZLGWK WKUHVKROG �3�� DQG
GLVWULEXWHV OHIW⌫ DFFRUGLQJ WR ZRUNIORZ SULRULWLHV �4-11�� ,I KLJK SULRULW\ WDVNV� IURP ERWK W\SHV ��; DQG

!0�� DUH H[HFXWLQJ LW DVVLJQV WKHP DQ HTXDO VKDUH RI OHIW⌫ � ZKLOH HQVXULQJ WKDW KLJK OHYHO FRPSDFWLRQV NHHS

IORZLQJ �<8=⌫�� SUHYHQWLQJ ORZ OHYHO RQHV IURP EHLQJ EORFNHG LQ WKH TXHXH �5�� ,I D VLQJOH KLJK SULRULW\ WDVN
LV EHLQJ H[HFXWHG� OHIW⌫ LV DOORFDWHG WR LW DQG<8=⌫ WR RWKHUV �6-9�� ,I QR KLJK SULRULW\ WDVN LV H[HFXWLQJ�

LW UHVHUYHV OHIW⌫ WR ORZ SULRULW\ RQHV �11�� ,W WKHQ JHQHUDWHV DQG VXEPLWV HQIRUFHPHQW UXOHV �enf_rule�
WR DGMXVW WKH UDWH RI HDFK HQIRUFHPHQW REMHFW �12�� )RU ORZ SULRULW\ FRPSDFWLRQV� LW VSOLWV ⌫!# EHWZHHQ

DOO '5/ REMHFWV WKDW KDQGOH WKHVH� 6LQFH KLJK SULRULW\ FRPSDFWLRQV DUH H[HFXWHG VHTXHQWLDOO\ >��� ���@� LW

DVVLJQV ⌫!0 WR WKH UHVSHFWLYH REMHFWV� 5DWH ⌫�; LV DVVLJQHG WR WKRVH UHVSRQVLEOH IRU IOXVKHV� )RU WKLV XVH

FDVH� ZH XVHG D ORFDO 6'6 FRQWUROOHU �DV GHVFULEHG LQ ��������

��



���� (9$/8$7,21

$OJRULWKP ���� 7DLO /DWHQF\ &RQWURO $OJRULWKP
,QLWLDOL]H� .96⌫ = 200�<8=⌫ = 10

� {�6, �;, !0, !# } ← FROOHFW ��
� OHIW⌫ ← .96⌫ − �6
� OHIW⌫ ←<0G {OHIW⌫ |<8=⌫}
� LI �; > 0 ∧ !0 > 0 WKHQ
� {⌫�; , ⌫!0, ⌫!# } ← {OHIW⌫/2, OHIW⌫/2, <8=⌫}
� HOVH LI �; > 0 ∧ !0 = 0 WKHQ
� {⌫�; , ⌫!0, ⌫!# } ← {OHIW⌫, <8=⌫, <8=⌫}
� HOVH LI �; = 0 ∧ !0 > 0 WKHQ
� {⌫�; , ⌫!0, ⌫!# } ← {<8=⌫, OHIW⌫, <8=⌫}

�� HOVH
�� {⌫�; , ⌫!0, ⌫!# } ← {<8=⌫, <8=⌫, OHIW⌫}
�� HQIBUXOH �^⌫�; , ⌫!0, ⌫!# `�
�� VOHHS �ORRSBLQWHUYDO�

��� (YDOXDWLRQ

:H QRZ GHPRQVWUDWH KRZ WKH 3$,2 GDWD SODQH VWDJH DFKLHYHV WDLO ODWHQF\ FRQWURO XQGHU VHYHUDO ZRUNORDGV�

:H FRPSDUH WKH SHUIRUPDQFH RI IRXU .96 V\VWHPV� ��� 5RFNV'%� ��� $XWR�WXQHG� D YHUVLRQ RI 5RFNV'%

ZLWK WKH DXWR�WXQHG UDWH OLPLWHU RI EDFNJURXQG RSHUDWLRQV HQDEOHG >���@� ��� 6,/.� DQG ��� 3$,2� L�H�� D

3$,2�HQDEOHG 5RFNV'%�

7HVWEHG FRQILJXUDWLRQ� ([SHULPHQWV ZHUH FRQGXFWHG XVLQJ D VHUYHU ZLWK WZR ���FRUH ,QWHO ;HRQ SUR�

FHVVRUV ��� FRUHV�� ��� *L% RI 5$0� D ��� 7L% 'HOO ([SUHVV )ODVK 30����E 66' �190H� DQG D ��� *L%

,QWHO '��6���� 6$7$ 66'� UXQQLQJ 8EXQWX 6HUYHU ����� /76 ZLWK NHUQHO ����� DQG ext4 ILOH V\VWHP�

8QOHVV VWDWHG RWKHUZLVH� H[SHULPHQWV ZHUH PDGH XVLQJ WKH DYDLODEOH 190H GHYLFH� 0RUHRYHU� DV XVHG LQ

WKH 6,/. WHVWEHG� ZH OLPLW PHPRU\ XVDJH WR � *L% DQG ,�2 EDQGZLGWK WR ��� 0L%�V XVLQJ cgroups >���

���@ �XQOHVV VWDWHG RWKHUZLVH�� %RWK PHPRU\ DQG GLVN EDQGZLGWK OLPLWV DUH EDVHG RQ 1XWDQL[ SURGXFWLRQ

HQYLURQPHQWV >��@�

.96 FRQILJXUDWLRQ� $OO .96 V\VWHPV DUH WXQHG DV IROORZV� 7KH memtable-size LV VHW WR ��� 0L%�

:H XVH � WKUHDGV IRU FOLHQW RSHUDWLRQV DQG � EDFNJURXQG WKUHDGV IRU IOXVK ��� DQG FRPSDFWLRQV ���� 7KH

PLQLPXP EDQGZLGWK WKUHVKROG IRU LQWHUQDO RSHUDWLRQV LV VHW WR �� 0L%�V� 7R VLPSOLI\ UHVXOWV� FRPSUHVVLRQ

DQG :$/ DUH WXUQHG RII� ZKLOH HQDEOLQJ WKHP LPSDFW WKH DEVROXWH SHUIRUPDQFH RI WKH V\VWHP� WKH\ GR QRW

FKDQJH WKH REVHUYDWLRQV PDGH LQ WKLV HYDOXDWLRQ� $OO H[SHULPHQWV DUH FRQGXFWHG XVLQJ WKH db_bench
EHQFKPDUN >��@�

:RUNORDGV� :H IRFXV RQ ZRUNORDGV PDGH RI EXUVW\ FOLHQWV WR EHWWHU VLPXODWH H[LVWLQJ VHUYLFHV LQ SURGXF�

WLRQ >��� ��@� &OLHQW UHTXHVWV DUH LVVXHG LQ D FORVHG ORRS WKURXJK D FRPELQDWLRQ RI SHDNV DQG YDOOH\V� $Q

LQLWLDO YDOOH\ RI ��� VHFRQGV VXEPLWV RSHUDWLRQV DW � NRSV�V� DQG LV XVHG IRU H[HFXWLQJ WKH .96 LQWHUQDO

EDFNORJ� 3HDNV DUH LVVXHG DW D UDWH RI �� NRSV�V IRU ��� VHFRQGV� IROORZHG E\ �� VHFRQGV YDOOH\V DW

��



&+$37(5 �� 7$,/ /$7(1&< &21752/ ,1 /2*�6758&785(' 0(5*( .(<�9$/8( 6725(6

� NRSV�V� $OO GDWDVWRUHV ZHUH �SUH�ORDGHG ZLWK ��� PLOOLRQ NH\�YDOXH SDLUV� XVLQJ D XQLIRUP NH\ GLVWULEX�

WLRQ� ZLWK �%�VL]HG NH\V DQG ����%�VL]HG YDOXHV�

:H XVH WKUHH ZRUNORDGV ZLWK GLIIHUHQW UHDG�ZULWH UDWLRV� PL[WXUH �������� UHDG�KHDY\ �������� DQG ZULWH�

KHDY\ �������� 0L[WXUH UHSUHVHQWV D FRPPRQO\ XVHG <DKRR� &ORXG 6HUYLQJ %HQFKPDUN �<&6%� ZRUNORDG

�ZRUNORDG $� DQG SURYLGHV D VLPLODU UDWLR DV 1XWDQL[ SURGXFWLRQ ZRUNORDGV >��@� 5HDG�KHDY\ SURYLGHV DQ

RSHUDWLRQ UDWLR VLPLODU WR WKRVH UHSRUWHG DW )DFHERRN >��@� )XUWKHU� WR SUHVHQW D FRPSUHKHQVLYH WHVWEHG�

ZH LQFOXGH D ZULWH�KHDY\ ZRUNORDG� )RU HDFK V\VWHP� ZRUNORDGV ZHUH H[HFXWHG WKUHH WLPHV RYHU ��KRXU

ZLWK XQLIRUP NH\ GLVWULEXWLRQ� )RU ILJXUH FODULW\� ZH SUHVHQW WKH ILUVW �� PLQXWHV RI D VLQJOH UXQ� 6LPLODU

SHUIRUPDQFH FXUYHV ZHUH REVHUYHG IRU WKH UHVW RI WKH H[HFXWLRQ� )LJXUH ���²���� GHSLFW WKURXJKSXW DQG

��C⌘ SHUFHQWLOH ODWHQF\ RI DOO V\VWHPV DQG ZRUNORDGV� 7KHRUHWLFDO FOLHQW ORDG LV SUHVHQWHG DV D UHG GDVKHG

OLQH� 0HDQ WKURXJKSXW LV VKRZQ DV DQ KRUL]RQWDO GDVKHG OLQH�

0L[WXUH ZRUNORDG� )LJXUHV ��� DQG ��� GHSLFW WKH WKURXJKSXW DQG ��C⌘ SHUFHQWLOH ODWHQF\ UHVXOWV �UH�

VSHFWLYHO\� RI HDFK V\VWHP XQGHU WKH PL[WXUH ZRUNORDG� 'XH WR DFFXPXODWHG EDFNORJ RI WKH ORDGLQJ SKDVH�

WKH WKURXJKSXW DFKLHYHG LQ DOO V\VWHPV GRHV QRW PDWFK WKH WKHRUHWLFDO FOLHQW ORDG� 5RFNV'% SUHVHQWV KLJK

WDLO ODWHQF\ VSLNHV GXH WR FRQVWDQW IOXVKHV DQG ORZ OHYHO FRPSDFWLRQV� $XWR�WXQHG SUHVHQWV OHVV ODWHQF\

VSLNHV EXW GHJUDGHV RYHUDOO WKURXJKSXW� 7KLV LV GXH WR WKH UDWH OLPLWHU EHLQJ DJQRVWLF RI EDFNJURXQG WDVNV·

SULRULW\� DQG EHFDXVH LW LQFUHDVHV LWV UDWH ZKHQ WKHUH LV PRUH EDFNORJ� FRQWHQGLQJ IRU GLVN EDQGZLGWK� 6,/.

DFKLHYHV ORZ WDLO ODWHQF\ EXW VXIIHUV SHULRGLF GURSV LQ WKURXJKSXW GXH WR DFFXPXODWHG EDFNORJ� &RPSDUHG

WR 5RFNV'% ����� NRSV�V�� 3$,2 SURYLGHV VLPLODU PHDQ WKURXJKSXW ����� NRSV�V�� $V IRU WDLO ODWHQF\�

ZKLOH 5RFNV'% H[SHULHQFHV SHDNV WKDW UDQJH EHWZHHQ �²�� PV� 3$,2 DQG 6,/. REVHUYH D �× GHFUHDVH
LQ DEVROXWH WDLO ODWHQF\� ZLWK YDOXHV UDQJLQJ EHWZHHQ �²� PV�

5HDG�KHDY\ ZRUNORDG� )LJXUHV ��� DQG ��� GHSLFW WKH WKURXJKSXW DQG ��C⌘ SHUFHQWLOH ODWHQF\ UHVXOWV

�UHVSHFWLYHO\� RI HDFK V\VWHP XQGHU WKH UHDG�KHDY\ ZRUNORDG� 7KURXJKSXW�ZLVH DOO V\VWHPV SHUIRUP LGHQ�

WLFDOO\� $W GLIIHUHQW SHULRGV� DOO V\VWHPV GHPRQVWUDWH D WHPSRUDU\ WKURXJKSXW GHJUDGDWLRQ GXH WR DFFXPX�

ODWHG EDFNORJ� $V IRU WDLO ODWHQF\� WKH DQDO\VLV LV WZRIROG� 5RFNV'% DQG $XWR�WXQHG SUHVHQW KLJK WDLO ODWHQF\

XS WR WKH ��� VHFRQGV PDUN� $IWHU WKDW PDUN� 5RFNV'% GRHV QRW KDYH PRUH SHQGLQJ EDFNORJ DQG DFKLHYHV

VXVWDLQHG WDLO ODWHQF\ ��²� PV�� ZKLOH RQ $XWR�WXQHG� VRPH FRPSDFWLRQV DUH VWLOO EHLQJ SHUIRUPHG GXH WR

UDWH OLPLWLQJ� LQFUHDVLQJ ODWHQF\ E\ �²� PV� 6,/. DQG 3$,2 KDYH VLPLODU ODWHQF\ FXUYHV� 'XULQJ WKH LQLWLDO

YDOOH\ ERWK V\VWHPV VLJQLILFDQWO\ LPSURYH WDLO ODWHQF\ ZKHQ FRPSDUHG WR 5RFNV'%� $IWHU WKH ��� VHFRQGV

PDUN� 6,/. SDXVHV KLJK OHYHO FRPSDFWLRQV DQG DFKLHYHV D WDLO ODWHQF\ EHWZHHQ �²� PV� %\ SUHHPSWLQJ

KLJK OHYHO FRPSDFWLRQV DQG VHUYLQJ ORZ OHYHO RQHV WKURXJK WKH VDPH WKUHDG SRRO DV IOXVKHV� LW HQVXUHV WKDW

KLJK SULRULW\ WDVNV DUH UDUHO\ VWDOOHG� 6,/. DFKLHYHV WKLV E\ PRGLI\LQJ WKH 5RFNV'%·V TXHXLQJ PHFKDQLVP�

,Q 3$,2� ZKLOH VXVWDLQHG� LWV WDLO ODWHQF\ LV � PV KLJKHU WKDQ 6,/.·V LQ WKH VDPH REVHUYDWLRQ SHULRG� 6LQFH

3$,2 GRHV QRW PRGLI\ WKH 5RFNV'% HQJLQH� LW FDQQRW SUHHPSW FRPSDFWLRQV ������� UHVXOWLQJ LQ D VPDOO

LQFUHDVH RQ FOLHQW·V �WDLO� ODWHQF\�

:ULWH�KHDY\ ZRUNORDG� )LJXUHV ��� DQG ��� GHSLFW WKH WKURXJKSXW DQG ��C⌘ SHUFHQWLOH ODWHQF\ UHVXOWV

�UHVSHFWLYHO\� RI HDFK V\VWHP XQGHU WKH ZULWH�KHDY\ ZRUNORDG� :ULWH�LQWHQVLYH ZRUNORDGV JHQHUDWH D ODUJH

��
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EDFNORJ RI �ODWHQF\�FULWLFDO� EDFNJURXQG WDVNV� OHDGLQJ 5RFNV'% WR H[SHULHQFH KLJK ODWHQF\ VSLNHV� $XWR�

WXQHG OLPLWV DOO EDFNJURXQG ZULWHV� UHGXFLQJ WDLO ODWHQF\ EXW VWLOO H[FHHGLQJ WKH � PV PDUN RYHU VHYHUDO

SHULRGV� 6,/. SDXVHV KLJK OHYHO FRPSDFWLRQV DQG RQO\ VHUYHV KLJK SULRULW\ WDVNV� LPSURYLQJ PHDQ WKURXJK�

SXW DQG NHHSLQJ ODWHQF\ VSLNHV EHORZ � PV� ,Q 3$,2� VLQFH IOXVKHV RFFXU PRUH IUHTXHQWO\� WKH FRQWURO SODQH

VORZV GRZQ KLJK OHYHO FRPSDFWLRQV PRUH DJJUHVVLYHO\� ZKLFK OHDGV WR ORZ OHYHO RQHV WR EH WHPSRUDU\ KDOWHG

DW WKH FRPSDFWLRQ TXHXH� ZDLWLQJ WR EH H[HFXWHG� (YHQ WKRXJK PHDQ WKURXJKSXW LV GHFUHDVHG� 3$,2 VLJ�

QLILFDQWO\ UHGXFHV WDLO ODWHQF\� QHYHU H[FHHGLQJ � PV� 7KH WKURXJKSXW GLIIHUHQFH EHWZHHQ 3$,2 DQG 6,/.

LV MXVWLILHG E\ WKH ODWWHU SUHHPSWLQJ KLJK OHYHO FRPSDFWLRQV� DV GHVFULEHG LQ WKH UHDG�KHDY\ ZRUNORDG�

��
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0L[WXUH ZRUNORDG ZLWKRXW UDWH OLPLWLQJ� :H FRQGXFWHG DQ DGGLWLRQDO VHW RI H[SHULPHQWV WR DVVHVV

WKH LPSDFW RI WKH WDLO ODWHQF\ FRQWURO DOJRULWKP XQGHU D VFHQDULR ZKHUH WKH .96 KDV DFFHVV WR WKH IXOO

EDQGZLGWK RI WKH VWRUDJH GHYLFH� :H FRPSDUHG WKH SHUIRUPDQFH RI 5RFNV'%� 6,/.� DQG 3$,2 XQGHU ERWK

66' ���� *L% ,QWHO '��6����� DQG 190H ���� 7L% 'HOO ([SUHVV )ODVK 30����E� GHYLFHV� ZLWKRXW UDWH

OLPLWLQJ� XVLQJ WKH PL[WXUH ZRUNORDG� 7KH .96⌫ SDUDPHWHU ZDV VHW ZLWK D YDOXH FORVHU WR WKH GHYLFH·V OLPLW

�UHSRUWHG E\ WKH PDQXIDFWXUHU�� 5HPDLQGHU V\VWHP FRQILJXUDWLRQV ZHUH NHSW XQFKDQJHG�

)LJXUHV ��� DQG ��� GHSLFW WKH WKURXJKSXW DQG ��C⌘ SHUFHQWLOH ODWHQF\ �UHVSHFWLYHO\� XQGHU WKH 66'

GHYLFH� 'XH WR DFFXPXODWHG EDFNORJ DOO V\VWHPV H[SHULHQFH SRRU WKURXJKSXW SHUIRUPDQFH� DYHUDJLQJ DW

��
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���� NRSV�V �5RFNV'%�� ���� NRSV�V �$XWR�WXQHG�� ���� NRSV�V �6,/.�� DQG ���� NRSV�V �3$,2�� 'XULQJ

WKH ORDGLQJ SKDVH� DQG XQWLO ILQLVKLQJ WKH DFFXPXODWHG EDFNORJ ��²��� VHFRQGV�� 5RFNV'% H[SHULHQFHV

ORQJ SHULRGV RI KLJK WDLO ODWHQF\� SHDNLQJ DW ��� PV� $IWHU WKDW� LW REVHUYHV ODWHQF\ VSLNHV GXH WR FRQ�

VWDQW IOXVKHV DQG ORZ OHYHO FRPSDFWLRQV� ZLWK YDOXHV UDQJLQJ EHWZHHQ ��²�� PV� $XWR�WXQHG H[SHULHQFHV

ORZ SHUIRUPDQFH WKURXJKRXW WKH RYHUDOO H[HFXWLRQ GXH WR LWV DXWR�WXQHU DOJRULKWP FRPELQHG ZLWK WKH SRRU

SHUIRUPDQFH RI WKH VWRUDJH GHYLFH� 6SHFLILFDOO\� EHFDXVH WKH GHYLFH KDV ORZ WKURXJKSXW DQG SDUDOOHOLVP�

WKH V\VWHP FDQQRW SHUIRUP EDFNJURXQG WDVNV LQ D WLPHO\ PDQQHU� ZKLFK HQG XS EHLQJ HQTXHXHG LQ WKH

LQWHUQDO TXHXHV� JHQHUDWLQJ PRUH EDFNORJ WR SHUIRUP� $V D UHVSRQVH� WKH DXWR�WXQHU DOJRULWKP UHVHUYHV
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ZLWKRXW UDWH OLPLWLQJ �6$7$ 66'��

PRUH EDQGZLGWK WR EDFNJURXQG WDVNV� ZKLFK FRQVHTXHQWO\ GHFUHDVHV WKH UDWH RI IRUHJURXQG IORZV� DQG

WKXV� FDXVLQJ KLJK ��C⌘ SHUFHQWLOH ODWHQF\ DQG ORZ WKURXJKSXW� 6,/. DQG 3$,2 SUHVHQW D PRUH VXVWDLQHG

ODWHQF\ SHUIRUPDQFH� QHYHU H[FHHGLQJ WKH �� PV PDUN WKURXJKRXW WKH RYHUDOO REVHUYDWLRQ SHULRG� 6SHFLI�

LFDOO\� ZKLOH 5RFNV'% DQG $XWR�WXQHG H[SHULHQFHG D YDULDELOLW\ RI ���� PV DQG ���� PV� 6,/. DQG 3$,2

DFKLHYHG ��� PV DQG ��� PV� UHVSHFWLYHO\� 7KH YDULDELOLW\ UHVXOWV FRUUHVSRQG WR WKH DYHUDJH RI WKH DEVROXWH

GHYLDWLRQV RI GDWD SRLQWV �L�H�� HDFK WDLO ODWHQF\ PHDVXUHPHQW� IURP WKHLU PHDQ� 7KURXJKSXW�ZLVH� ERWK

��
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V\VWHPV REVHUYH SHULRGLF GURSV GXH WR DFFXPXODWHG EDFNORJ� +RZHYHU� 3$,2 LV DEOH WR UHFRYHU IDVWHU WKDQ

6,/.� %HFDXVH LW FDQQRW SUHHPSW FRPSDFWLRQV� 3$,2 UHVHUYHV PRUH EDQGZLGWK �WKDQ 6,/.� WR ORZ SULRULW\

FRPSDFWLRQV� HQVXULQJ WKDW KLJK SULRULW\ WDVNV GR QRW ZDLW WR EH H[HFXWHG� $V VXFK� 3$,2 IROORZV D PRUH

SURDFWLYH DSSURDFK IRU DVVLJQLQJ EDQGZLGWK WR FRPSDFWLRQV� ZKLOH 6,/. IROORZV D PRUH UHDFWLYH DSSURDFK�

)LJXUHV ���� DQG ���� GHSLFW WKH WKURXJKSXW DQG ��C⌘ SHUFHQWLOH ODWHQF\ �UHVSHFWLYHO\� XQGHU WKH 190H

GHYLFH� $OO V\VWHPV H[SHULHQFHG KLJKHU WKURXJKSXW SHUIRUPDQFH� DYHUDJLQJ DW ����� NRSV�V �5RFNV'%��

��



&+$37(5 �� 7$,/ /$7(1&< &21752/ ,1 /2*�6758&785(' 0(5*( .(<�9$/8( 6725(6

����� NRSV�V �$XWR�WXQHG�� ����� NRSV�V �6,/.�� DQG ����� NRSV�V �3$,2�� 5RFNV'% IROORZV D VLPLODU

SHUIRUPDQFH FXUYH DV WKH WKHRUHWLFDO FOLHQW ORDG� 7KH UHDVRQ EHKLQG WKLV LV WZRIROG� )LUVW� LW FRPSOHWHV DOO

DFFXPXODWHG EDFNORJ GXULQJ WKH LQLWLDO YDOOH\ �DW WKH FRVW RI KLJKHU WDLO ODWHQF\�� ZKLFK SRVLWLYHO\ UHIOHFWV LQ

WKH UHPDLQGHU H[HFXWLRQ �L�H� QR VLJQLILFDQW SHUIRUPDQFH ORVV LV REVHUYHG�� 6HFRQG� VLQFH 190H GHYLFHV

KDYH KLJKHU WKURXJKSXW SHUIRUPDQFH DQG SDUDOOHOLVP WKDQ 66' GHYLFHV �)LJXUH ����� 5RFNV'% DFKLHYHV D

PRUH VXVWDLQHG SHUIRUPDQFH� $IWHU WKH LQLWLDO YDOOH\� 5RFNV'% REVHUYHV ODWHQF\ VSLNHV WKDW UDQJH EHWZHHQ

�²�� PV GXH WR IUHTXHQW IOXVKHV DQG ORZ OHYHO FRPSDFWLRQV� 6,/. DQG 3$,2 IROORZ VLPLODU WDLO ODWHQF\

FXUYHV� QHYHU H[FHHGLQJ WKH � PV PDUN� ,Q GHWDLO� WKURXJKRXW WKH RYHUDOO REVHUYDWLRQ SHULRG� 5RFNV'% DQG

$XWR�WXQHG REVHUYHG D YDULDELOLW\ RI ��� PV DQG ��� PV �UHVSHFWLYHO\�� ZKLOH 6,/. DQG 3$,2 RQO\ REVHUYHG

D YDULDELOLW\ RI ��� PV� 6LPLODUO\ WR SUHYLRXV UHVXOWV� ERWK V\VWHP H[SHULHQFH SHULRGLF WKURXJKSXW GURSV�

��� 5HODWHG :RUN

7KLV VHFWLRQ GLVFXVVHV DQG FRPSDUHV H[LVWLQJ ZRUN ZLWK WKH 3$,2 GDWD SODQH VWDJH GHYHORSHG WR DFKLHYH

WDLO ODWHQF\ FRQWURO LQ /60�EDVHG .96� )RU EUHYLW\� ZH UHIHU WR WKLV GDWD SODQH VWDJH DV 3$,2²5RFNV'%�

6\VWHP�VSHFLILF RSWLPL]DWLRQV� 7KHUH LV H[WHQVLYH SULRU ZRUN LQ EXLOGLQJ DQG RSWLPL]LQJ .96 WR LPSURYH

FOLHQW WKURXJKSXW DQG WDLO ODWHQF\� 6SHFLILFDOO\� VHYHUDO V\VWHPV DFKLHYH WKLV E\ ��� UHGXFLQJ WKH RYHUKHDG RI

EDFNJURXQG RSHUDWLRQV >��� ��� ���� ���� ���� ���@� ��� LPSOHPHQWLQJ QHZ FRPSDFWLRQ DOJRULWKPV >��

��� ���� ���@� DQG ��� SURSRVLQJ QHZ GDWD VWUXFWXUHV >��� ��� ���� ���@� 7KHVH V\VWHPV KRZHYHU�

KDYH WKH VDPH VKRUWFRPLQJ DV 6,/.� DV WKH\ DUH WLJKWO\ FRXSOHG ZLWK WKH WDUJHWHG V\VWHP� EHLQJ GLUHFWO\

LPSOHPHQWHG ZLWKLQ WKH .96� 3$,2²5RFNV'% RQ WKH RWKHU KDQG� RQO\ UHTXLUHG DGGLQJ �� /R& �RI ZKLFK

�� ZHUH XVHG WR SHUIRUP FRQWH[W SURSDJDWLRQ�� DQG GRHV QRW HQWDLO DQ\ FKDQJHV WR 5RFNV'%·V LQWHUQDO

PHFKDQLVPV VXFK DV LQWHUQDO ZRUN TXHXHV� WKUHDG SRROV� RU EDFNJURXQG RSHUDWLRQ KDQGOHUV� $V VXFK�

WKLV DSSURDFK GHPRQVWUDWHV WKDW E\ SURSDJDWLQJ DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ WR WKH GDWD SODQH VWDJH�

3$,2²5RFNV'% FDQ DFKLHYH VLPLODU SHUIRUPDQFH DQG FRQWURO DV V\VWHP�VSHFLILF RSWLPL]DWLRQV�

6'6 V\VWHPV� &XUUHQW 6'6 V\VWHPV DUH XQDEOH WR HQIRUFH WKH VWRUDJH SROLFLHV GHPRQVWUDWHG LQ WKLV

FKDSWHU ������� 0RVW V\VWHPV DUH WDUJHWHG IRU ,�2 OD\HUV WKDW DUH QRW ZLWKLQ WKLV VFRSH� EHLQJ FR�GHVLJQHG

ZLWK K\SHUYLVRUV �,2)ORZ >���@� V5RXWH >���@� 36/2 >���@�� GLVWULEXWHG ILOH V\VWHPV �5HWUR >���@�� REMHFW

VWRUHV �0DODFRORJ\ >���@� &U\VWDO>��@�� DQG WKH EORFN OD\HU �0HVQLHU HW DO� >���@�� 3$,2²5RFNV'% KRZHYHU�

LV D GDWD SODQH VWDJH ILQHG�WXQHG WR KDQGOH WKH ,�2 ZRUNIORZV RI 5RFNV'%� EHLQJ DEOH WR FRQWURO WDLO ODWHQF\

SHUIRUPDQFH XQGHU VHYHUDO ZRUNORDGV DQG WHVWLQJ VFHQDULRV�

0RUHRYHU� VHYHUDO 6'6 V\VWHPV GR QRW SURYLGH FRQWH[W SURSDJDWLRQ� LQKLELWLQJ UHTXHVW GLIIHUHQWLDWLRQ

DW D ILQHU JUDQXODULW\ �L�H�� IRUHJURXQG YV KLJK�SULRULW\ YV ORZ�SULRULW\ EDFNJURXQG WDVNV� >���� ���� ���@�

6RPH ZRUNV XVH FRQWH[W SURSDJDWLRQ WHFKQLTXHV WR WDJ GDWD DFURVV NHUQHO�OHYHO OD\HUV� LQFOXGLQJ WKH EORFN

OD\HU DQG GHYLFH GULYHUV >���� ���@� +RZHYHU� EHFDXVH WKHVH DFWXDWH DW WKH NHUQHO� WKH FRQWH[W QHHGHG WR

HQIRUFH WKHVH SROLFLHV UHTXLUHV EUHDNLQJ OHJDF\ $3,V �XVHU�WR�NHUQHO DQG NHUQHO�LQWHUQDO LQWHUIDFHV�� UHGXF�

LQJ SRUWDELOLW\ DQG FURVV�FRPSDWLELOLW\� 2Q WKH RWKHU KDQG� 3$,2²5RFNV'% DFWXDWHV DW WKH XVHU�OHYHO DQG

��
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HQDEOHV SURSDJDWLQJ DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ ZLWK PLQLPDO FRGH FKDQJHV DQG ZLWKRXW PRGLI\LQJ DQ\

LQWHUIDFH RI WKH LQYROYHG OD\HUV RI WKH ,�2 VWDFN�

��� 6XPPDU\ DQG 'LVFXVVLRQ

,Q WKLV FKDSWHU� ZH VKRZ WKDW SURGXFWLRQ�EDVHG /60 .96 H[SHULHQFH KLJK WDLO ODWHQF\ VSLNHV ZKHQ IRUH�

JURXQG DQG EDFNJURXQG ,�2 ZRUNIORZV FRPSHWH IRU VKDUHG UHVRXUFHV� 7R DGGUHVV WKLV SUREOHP� ZH SUR�

SRVH D QHZ GDWD SODQH VWDJH EXLOW ZLWK 3$,2 WKDW RUFKHVWUDWHV WKH ,�2 UDWH DW ZKLFK IRUHJURXQG DQG

EDFNJURXQG RSHUDWLRQV �LQFOXGLQJ IOXVKHV� DQG ORZ OHYHO DQG KLJK OHYHO FRPSDFWLRQV� IORZ� %\ SURSDJDWLQJ

DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ �FRQWH[W DW ZKLFK D JLYHQ 326,; RSHUDWLRQ LV FUHDWHG� VXFK DV IOXVKHV DQG

FRPSDFWLRQV�� RXU 3$,2 VWDJH RXWSHUIRUPV 5RFNV'% E\ DW PRVW �× LQ ��C⌘ SHUFHQWLOH ODWHQF\� XQGHU GLI�

IHUHQW ZRUNORDGV DQG WHVWLQJ VFHQDULRV� 0RUHRYHU� ZH GHPRQVWUDWH WKDW WKURXJK PLQRU FRGH FKDQJHV WKLV

GDWD SODQH VWDJH HQDEOHV VLPLODU FRQWURO DQG SHUIRUPDQFH DV 6,/.� ZKLFK UHTXLUHG SURIRXQG UHIDFWRULQJ

WR WKH RULJLQDO 5RFNV'% FRGHEDVH� 7KHVH UHVXOWV DOORZ XV WR FRQFOXGH WKDW LW LV SRVVLEOH WR LPSOHPHQW

FRPSOH[ ,�2 RSWLPL]DWLRQV DV XVHU�OHYHO� JHQHUDO DSSOLFDEOH VWRUDJH GDWD SODQH VWDJHV�

)XWKHUPRUH� FRQVLGHULQJ D VFHQDULR ZKHUH FKDQJLQJ 5RFNV'% ZRXOG EH SURKLELWHG� WKH SURSRVHG GDWD

SODQH VWDJH ZRXOG VWLOO EH DEOH WR RUFKHVWUDWH LWV ,�2 ZRUNIORZV� EXW ZRXOG QRW KDYH WKH VDPH GHJUHH RI

SHUIRUPDQFH DQG HIIHFWLYHQHVV DV GHPRQVWUDWHG LQ WKLV FKDSWHU� 8QGHU WKLV VFHQDULR� WKH 3$,2 VWDJH ZRXOG

LQWHUFHSW 326,; RSHUDWLRQV ZLWK LD_PRELOAD �L�H�� open� read� write� DQG close� DQG ZRXOG EH DEOH
WR LQIHU WKH W\SH RI HDFK ZRUNIORZ� 6SHFLILFDOO\� IOXVKHV RQO\ VXEPLW write RSHUDWLRQV WR 667 ILOHV �ZKRVH

ILOH H[WHQVLRQ LV JLYHQ E\ .sst�� IRUHJURXQG IORZV read IURP 667 ILOHV DQG write WR WKH :$/ �ZKRVH

ILOH H[WHQVLRQ LV JLYHQ E\ .log�� DQG FRPSDFWLRQV read DQG write IURP�WR 667V� +RZHYHU� EHFDXVH

DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ LV QRW SURSDJDWHG� WKH GDWD SODQH VWDJH ZRXOG QRW EH DEOH WR GLIIHUHQWLDWH

EHWZHHQ ORZ OHYHO DQG KLJK OHYHO FRPSDFWLRQV� ZKLFK PHDQV WKDW DOO FRPSDFWLRQ RSHUDWLRQV ZRXOG EH

WUHDWHG HTXDOO\� XOWLPDWHO\ OHDGLQJ WR WDLO ODWHQF\ VSLNHV�

��
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3HU�$SSOLFDWLRQ %DQGZLGWK &RQWURO LQ 6KDUHG
6WRUDJH (QYLURQPHQWV

+3& LQIUDVWUXFWXUHV DUH LQFUHDVLQJO\ SRSXODU WR VXSSRUW FRPSXWDWLRQDO GHPDQGLQJ ZRUNORDGV� LQFOXGLQJ

VFLHQWLILF VLPXODWLRQV �H�J�� TXDQWXP FKHPLVWU\ >���@� FRPSXWDWLRQDO IOXLG G\QDPLFV >���@�� QHXUDO QHW�

ZRUN WUDLQLQJ >�� ���@� DQG ODUJH VFDOH YLVXDOL]DWLRQV >���@� 7UDGLWLRQDOO\� WR UXQ WKHVH DSSOLFDWLRQV LQ D

VXSHUFRPSXWHU� XVHUV DOORFDWH RQH RU PRUH FRPSXWH QRGHV� KDYLQJ H[FOXVLYH DFFHVV WR FRPSXWH� PHP�

RU\� DQG VWRUDJH UHVRXUFHV� +RZHYHU� VHYHUDO UHVHDUFK FHQWHUV UHSRUWHG WKDW PDQ\ MREV WKDW UXQ RQ WKHLU

LQIUDVWUXFWXUHV DUH QRW FRPSXWDWLRQDO GHPDQGLQJ DQG RQO\ UHTXLUH D VXEVHW RI WKH DYDLODEOH UHVRXUFHV�

OHDGLQJ WR RYHU�SURYLVLRQLQJ DQG ZDVWH RI V\VWHP UHVRXUFHV�

7KH $, %ULGJLQJ &ORXG ,QIUDVWUXFWXUH �$%&,� VXSHUFRPSXWHU >�@� KRVWHG E\ WKH 1DWLRQDO ,QVWLWXWH RI

$GYDQFHG ,QGXVWULDO 6FLHQFH DQG 7HFKQRORJ\ �$,67� UHVHDUFK FHQWHU� GLIIHUV IURP WUDGLWLRQDO V\VWHPV E\

HQDEOLQJ D FORXG�OLNH DOORFDWLRQ PRGHO� ZKHUH XVHUV FDQ UHVHUYH D IXOO FRPSXWH QRGH �RU VHYHUDO� RU D

IUDFWLRQ RI LW� E\ KDYLQJ H[FOXVLYH DFFHVV WR FRPSXWH �&38 FRUHV DQG *38� UHVRXUFHV� PHPRU\� DQG

VWRUDJH TXRWD� +RZHYHU� WKH VDPH LV QRW HQVXUHG IRU ORFDO GLVN EDQGZLGWK� ZKLFK OHDGV WR MREV FRPSHWLQJ

IRU VKDUHG UHVRXUFHV �FUHDWLQJ ,�2 LQWHUIHUHQFH� RU QRW EHLQJ DEOH WR UHVHUYH GLIIHUHQW EDQGZLGWK SULRULWLHV�

7KLV FKDSWHU DGGUHVVHV WKLV SUREOHP E\ SURSRVLQJ D GDWD SODQH VWDJH EXLOW ZLWK 3$,2 WKDW HQVXUHV

SHU�DSSOLFDWLRQ EDQGZLGWK FRQWURO XQGHU VKDUHG VWRUDJH� 7KH VWDJH WUDQVSDUHQWO\ LQWHUFHSWV ,�2 ZRUNIORZV

RI HDFK MRE DQG G\QDPLFDOO\ UDWH OLPLWV WKHP LQ KROLVWLF PDQQHU� DFFRUGLQJ WR D ORFDO FRQWUROOHU WKDW KDV

V\VWHP�ZLGH YLVLELOLW\� 5HVXOWV GHPRQVWUDWH WKDW DOO 3$,2�HQDEOHG MREV WKDW UDQ FR�ORFDWHG LQ WKH VDPH

FRPSXWH QRGH ZHUH SURYLVLRQHG ZLWK WKHLU EDQGZLGWK JRDOV� DQG WKHLU H[HFXWLRQ WLPH LPSURYHG ZKHQ

FRPSDUHG WR D VWDWLF UDWH OLPLWHG VHWXS�

��� $, %ULGJLQJ &ORXG ,QIUDVWUXFWXUH 2YHUYLHZ

$%&, LV D 723��� VXSHUFRPSXWHU WKDW LV GHVLJQHG XSRQ WKH FRQYHUJHQFH EHWZHHQ $, DQG +3& ZRUNORDGV�

7KH FXUUHQW VHWXS FRQVLVWV RI RYHU ����� FRPSXWH QRGHV� HDFK ZLWK � 19LGLD 9��� *38 DFFHOHUDWRUV� ���

FRPSXWH QRGHV VHW ZLWK � 19LGLD $��� *38V HDFK� DQG RWKHU FRPSXWLQJ UHVRXUFHV� -REV H[HFXWHG DW $%&,

��
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DUH SUHGRPLQDWHO\ $, DQG '/�RULHQWHG� EHLQJ FRQGXFWHG ZLWK VHYHUDO $, IUDPHZRUNV VXFK DV 7HQVRU)ORZ >�@�

3\7RUFK >���@� 0;1HW >��@� DQG &KDLQHU >���@�

7R H[HFXWH WKHVH MREV XVHUV FDQ UHVHUYH IXOO FRPSXWH QRGHV� IROORZLQJ WKH WUDGLWLRQDO PDQQHU DQG

KDYLQJ H[FOXVLYH DFFHVV WR DOO V\VWHP UHVRXUFHV� RU RQO\ IUDFWLRQ RI WKH FRPSXWH QRGH� ZKHUH MREV H[HFXWH

FRQFXUUHQWO\� VLPLODU WR RWKHU VKDUHG LQIUDVWUXFWXUHV VXFK DV FORXG RQHV� ,Q WKH ODWWHU VHWWLQJ� FRPSXWH

QRGHV DUH SDUWLWLRQHG LQWR UHVRXUFH�LVRODWHG LQVWDQFHV WKURXJK /LQX[ FRQWURO JURXSV �cgroups� >���@�
(DFK LQVWDQFH KDV H[FOXVLYH DFFHVV WR &38 FRUHV� PHPRU\ VSDFH� D *38� DQG ORFDO VWRUDJH TXRWD� 'H�

SHQGLQJ RQ WKH VHOHFWHG FRQILJXUDWLRQ� LQVWDQFHV FDQ KDYH PRUH RU OHVV UHVRXUFHV� EHLQJ DSSOLHG ZLWK WKH

UHVSHFWLYH FKDUJLQJ UDWH� +RZHYHU� WKH ORFDO GLVN EDQGZLGWK LV VWLOO VKDUHG� DQG EHFDXVH HDFK LQVWDQFH

LV XQDZDUH RI WKH RWKHUV �L�H�� MREV DUH H[HFXWHG LQ LVRODWLRQ�� MREV FRPSHWH IRU GLVN EDQGZLGWK OHDGLQJ WR

,�2 LQWHUIHUHQFH DQG SHUIRUPDQFH YDULDWLRQ� (YHQ LI WKH EORFN ,�2 VFKHGXOHU LV IDLU� DOO LQVWDQFHV DUH SURYL�

VLRQHG ZLWK WKH VDPH VHUYLFH OHYHO� SUHYHQWLQJ WKH DVVLJQPHQW RI GLIIHUHQW SULRULWLHV DQG WKH HQIRUFHPHQW

RI SHU�DSSOLFDWLRQ EDQGZLGWK SROLFLHV�

6WDWLF UDWH OLPLWLQJ� 8VLQJ cgroups· %ORFN ,�2 &RQWUROOHU �%/.,2� DOORZV UDWH OLPLWLQJ read DQG write
RSHUDWLRQV RI HDFK LQVWDQFH >��@� 6SHFLILFDOO\� %/.,2 LV DQ ,�2 VXEV\VWHP WKDW DFWXDWHV DW WKH 26 EORFN

OD\HU� DQG LV UHVSRQVLEOH IRU FRQWUROOLQJ DQG PRQLWRULQJ WKH DFFHVV RQ EORFN GHYLFHV� &XUUHQWO\� LW VXSSRUWV

WZR PDLQ SROLFLHV�

� ,�2 WKURWWOLQJ� WKLV SROLF\ VSHFLILHV WKH XSSHU OLPLW �H�J�� E\WHV SHU VHFRQG� RSHUDWLRQV SHU VHFRQG�

RI read DQG�RU write RSHUDWLRQV WKDW D JLYHQ MRE �JURXS� FDQ VXEPLW WR WKH EORFN GHYLFH� :LWK

WKLV SROLF\� ,�2 ZRUNIORZV DUH VWDWLFDOO\ UDWH OLPLWHG�

� 3URSRUWLRQDO ZHLJKW GLYLVLRQ� WKLV SROLF\ LV LPSOHPHQWHG LQ WKH &RPSOHWHO\ )DLU 4XHXLQJ �&)4�

VFKHGXOHU >��@ DQG HQDEOHV VHWWLQJ EDQGZLGWK ZHLJKWV WR VSHFLILF MREV �JURXSV� LQ WKH V\VWHP� 7KLV

HQVXUHV WKDW D JLYHQ JURXS KDV DFFHVV WR D UHVHUYHG SURSRUWLRQ RI WKH RYHUDOO GLVN EDQGZLGWK�

+RZHYHU� $%&, DGRSWV WKH ,�2 WKURWWOLQJ SROLF\� ZKLFK PHDQV WKDW RQFH WKH UDWH LV VHW LW FDQQRW EH

G\QDPLFDOO\ FKDQJHG DW H[HFXWLRQ WLPH� DV LW UHTXLUHV VWRSSLQJ WKH MREV� DGMXVW WKH UDWH RI DOO JURXSV� DQG

UHVWDUW WKH MREV� EHLQJ SURKLELWLYHO\ H[SHQVLYH LQ WHUPV RI RYHUDOO H[HFXWLRQ WLPH� 7KLV FUHDWHV D VHFRQG

SUREOHP ZKHUH LI QR RWKHU MRE LV H[HFXWLQJ LQ WKH QRGH� WKH LQVWDQFH FDQQRW XVH OHIWRYHU GLVN EDQGZLGWK�

OHDGLQJ WR ORQJHU H[HFXWLRQ SHULRGV� 0RUHRYHU� HYHQ LI $%&, XVHG WKH SURSRUWLRQDO ZHLJKW GLYLVLRQ SROLF\� LW

UHTXLUHV PDQXDO LQWHUYHQWLRQ IURP V\VWHP DGPLQLVWUDWRUV WR DGMXVW WKH EDQGZLGWK SURSRUWLRQ DVVLJQHG WR

HDFK LQVWDQFH� WR FRPSO\ ZLWK WKH MRE·V ,�2 UHTXLUHPHQWV �H�J�� UHDG�ZULWH SURSRUWLRQ� ZHLJKW RI HDFK MRE��

��� 3HU�$SSOLFDWLRQ %DQGZLGWK &RQWURO ZLWK 3$,2

7R DGGUHVV WKLV SUREOHP� ZH EXLOW D 3$,2 GDWD SODQH VWDJH WKDW LPSOHPHQWV WKH QHFHVVDU\ PHFKDQLVPV WR

G\QDPLFDOO\ UDWH OLPLW ,�2 ZRUNIORZV DW HDFK LQVWDQFH� ZKLOH WKH FRQWURO SODQH� LPSOHPHQWV D SURSRUWLRQDO

VKDULQJ DOJRULWKP WR HQVXUH DOO LQVWDQFHV PHHW WKHLU SROLFLHV� )LJXUH ��� GHSLFWV WKH RUJDQL]DWLRQ RI WKLV

��
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)LJXUH ���� 2UJDQL]DWLRQ RI 3$,2 GDWD SODQH VWDJHV WKDW RUFKHVWUDWH 7HQVRU)ORZ LQVWDQFHV IRU DFKLHYLQJ
SHU�DSSOLFDWLRQ EDQGZLGWK FRQWURO�

GDWD SODQH VWDJH� 2XU XVH FDVH IRFXVHV RQ WKH '/ PRGHO WUDLQLQJ SKDVH� (DFK LQVWDQFH UXQV D 7HQVRU)ORZ

MRE WKDW XVHV D VLQJOH ,�2 ZRUNIORZ WR UHDG GDWDVHW ILOHV IURP WKH ORFDO ILOH V\VWHP� 3HULRGLFDOO\� 7HQVRU)ORZ

FKHFNSRLQWV WKH FXUUHQW VWDWH RI WKH WUDLQLQJ PRGHO JHQHUDWLQJ 326,; ZULWH RSHUDWLRQV� 'HSHQGLQJ RQ WKH

FRPSOH[LW\ RI WKH PRGHO� WKH UHVXOWLQJ FKHFNSRLQW VWDWH LV W\SLFDOO\ ZLWKLQ D IHZ 0L% WR IHZ *L% LQ VL]H� DQG

WKXV� LW GRHV QRW LPSRVH WKH PDLQ VRXUFH RI ,�2 FRQWHQWLRQ DQG LQWHUIHUHQFH LQ WKLV VHWWLQJ�

'DWD SODQH VWDJH� 7KH VWDJH WDUJHWV DOO 326,; read DQG write RSHUDWLRQV JHQHUDWHG IURP 7HQVRU�

)ORZ·V ,�2 ZRUNIORZV� :H FRQVLGHU HDFK 7HQVRU)ORZ WKUHDG WKDW LQWHUDFWV ZLWK WKH ILOH V\VWHP� HLWKHU

IRU UHDGLQJ WKH GDWDVHW RU SHUVLVWLQJ WKH FKHFNSRLQW VWDWH� DV D ZRUNIORZ� (DFK RI WKHVH LV KDQGOHG E\ D

3$,2 FKDQQHO� QDPHO\ &KDQQHO' �UHDG� DQG &KDQQHO, �ZULWH�� &KDQQHO GLIIHUHQWLDWLRQ LV PDGH XVLQJ WKH

RSHUDWLRQ W\SH� 7HQVRU)ORZ·V read UHTXHVWV DUH KDQGOHG ZLWK D '5/ HQIRUFHPHQW REMHFW� ZKLOH write
UHTXHVWV DUH VXEPLWWHG WR D Noop HQIRUFHPHQW REMHFW� 5HTXHVWV DUH HQIRUFHG ZLWK WKH RSWLPL]DWLRQ GH�

VFULEHG LQ ����� $ 3$,2 VWDJH LV DSSOLHG RYHU HDFK DFWLYH LQVWDQFH LQ WKH V\VWHP� DV GHSLFWHG LQ )LJXUH ����

&RQWUDU\ WR WKH XVH FDVH SUHVHQWHG LQ ��� WKLV 3$,2 VWDJH GRHV QRW UHTXLUH FRQWH[W SURSDJDWLRQ� DV

SROLFLHV FDQ EH PHW XVLQJ WKH UHTXHVW W\SH DQG VL]H ,�2 FODVVLILHUV� $V VXFK� LQVWHDG RI HPEHGGLQJ WKLV

RSWLPL]DWLRQ ZLWKLQ 7HQVRU)ORZ·V FRGHEDVH �ZKLFK KDV DSSUR[LPDWHO\ ���0 /R& >��@�� ZH LQWHJUDWHG WKH

VWDJH ZLWKRXW DQ\ FRGH FKDQJHV� 7R DFKLHYH WKLV� ZH XVHG LD_PRELOAD WR UHLPSOHPHQW WKH ORJLF RI WKH

read DQG write URXWLQHV RI libc OLEUDU\� E\ LQWHUFHSWLQJ DQG IRUZDUGLQJ HDFK RSHUDWLRQ WR WKH 3$,2

VWDJH �EHIRUH EHLQJ VXEPLWWHG WR WKH ORFDO ILOH V\VWHP�� $OO VXSSRUWHG FDOOV LPSOHPHQW WKH ORJLF QHFHVVDU\

IRU WKH UHTXHVW WR EH HQIRUFHG� LQFOXGLQJ WKH FUHDWLRQ RI WKH &RQWH[W REMHFW XVLQJ WKH UHTXHVW W\SH DQG VL]H

FODVVLILHUV� VWDJH HQIRUFHPHQW� YHULILFDWLRQ RI WKH HQIRUFHPHQW 5HVXOW� DQG LWV VXEPLVVLRQ WR WKH RULJLQDO

H[HFXWLRQ SDWK �ILOH V\VWHP�� 6XFK DQ DSSURDFK DOORZV WR WUDQVSDUHQWO\ HQIRUFH ,�2 UHTXHVWV� UHJDUGOHVV

RI WKH DSSOLFDWLRQ WKDW LV VXEPLWWLQJ WKHP� HQDEOLQJ JHQHUDO DSSOLFDELOLW\� WUDQVSDUHQF\� DQG SRUWDELOLW\�

&RQWURO DOJRULWKP� 7KH FRQWURO SODQH KDV JOREDO YLVLELOLW\ RI UHVRXUFHV DQG LPSOHPHQWV D PD[�PLQ

IDLU VKDUH DOJRULWKP �LQ KROLVWLF PDQQHU� WR HQVXUH SHU�DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV �$OJRULWKP �����

ZKLFK LV W\SLFDOO\ XVHG WR DFKLHYH UHVRXUFH IDLUQHVV SROLFLHV >���� ���@� 7KH RYHUDOO GLVN EDQGZLGWK

DYDLODEOH �JLYHQ E\ 0D[⌫� DQG EDQGZLGWK GHPDQG RI HDFK LQVWDQFH �JLYHQ E\ GHPDQG� DUH GHILQHG D

SULRUL E\ WKH V\VWHP DGPLQLVWUDWRU RU WKH PHFKDQLVP UHVSRQVLEOH IRU PDQDJLQJ UHVRXUFHV RI GLIIHUHQW MRE

LQVWDQFHV �H�J�� 6/850 >���@�� 7KH DOJRULWKP XVHV D IHHGEDFN FRQWURO ORRS WKDW SHUIRUPV WKH IROORZLQJ

��
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$OJRULWKP ���� 0D[�PLQ )DLU 6KDUH &RQWURO $OJRULWKP
,QLWLDOL]H� 0D[⌫  1 *L%� $FWLYH > 0� GHPDQG8 > 0

� {�0, ..., ��2C8E4−1} ← FROOHFW ��
� OHIW⌫ ←0D[⌫
� IRU 8 = 0 LQ >�� $FWLYH−1@ GR
� LI GHPDQG8 ≤ ;4 5 C⌫

�2C8E4−8 WKHQ
� UDWH8 ← GHPDQG8
� HOVH
� UDWH8 ← ;4 5 C⌫

�2C8E4−8
� OHIW⌫ ← OHIW⌫ � UDWH8
� IRU 8 = 0 LQ >�� $FWLYH−1@ GR

�� UDWH8 ← UDWH8 �
;4 5 C⌫
�2C8E4

�� HQIBUXOH ({UDWH0, �0}, ..., {UDWH�2C8E4−1, ��2C8E4−1})
�� VOHHS �ORRSBLQWHUYDO�

VWHSV� )LUVW� LW FROOHFWV VWDWLVWLFV IURP HDFK DFWLYH LQVWDQFH·V VWDJH� JLYHQ E\ �8 �1�� DV ZHOO DV WKH EDQGZLGWK
JHQHUDWHG E\ HDFK 7HQVRU)ORZ MRE �FROOHFWHG DW /proc�� 7KHQ� LW FRPSXWHV WKH UDWH RI HDFK DFWLYH LQVWDQFH
�3�10�� ,I DQ LQVWDQFH·V GHPDQG LV OHVV WKDQ LWV IDLU VKDUH� WKH FRQWURO SODQH DVVLJQV LWV GHPDQG �4�5��
DVVLJQLQJ WKH IDLU VKDUH RWKHUZLVH �7�� ,W WKHQ GLVWULEXWHV OHIWRYHU EDQGZLGWK �OHIW⌫� DFURVV LQVWDQFHV �9�10��
+DYLQJ FRPSXWHG DOO UDWHV� EHFDXVH VRPH RSHUDWLRQV PD\ EH DEVRUEHG E\ WKH 26 SDJH FDFKH� WKH FRQWURO

SODQH FDOLEUDWHV WKH UDWH RI HDFK LQVWDQFH LQ D IXQFWLRQ RI �8 � UDWH8 � DQG WKH EDQGZLGWK JHQHUDWHG E\ HDFK

7HQVRU)ORZ MRE� JHQHUDWLQJ WKH HQIRUFHPHQW UXOHV �enf_rule� WR EH VXEPLWWHG WR HDFK VWDJH �11�� )LQDOO\�
WKH FRQWURO SODQH VOHHSV IRU ORRSBLQWHUYDO EHIRUH EHJLQQLQJ D QHZ FRQWURO F\FOH �12�� )RU WKLV XVH FDVH�
ZH XVHG D ORFDO 6'6 FRQWUROOHU �DV GHVFULEHG LQ �������� WKDW HQVXUHV JOREDO YLVLELOLW\ EHWZHHQ DOO VWDJHV

FRPSHWLQJ IRU VKDUHG ORFDO GLVN EDQGZLGWK�

��� (YDOXDWLRQ

:H QRZ GHPRQVWUDWH KRZ WKH 3$,2 GDWD SODQH VWDJH DFKLHYHV SHU�DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV XQGHU

D VKDUHG VWRUDJH VFHQDULR� 2XU VHWXS ZDV GULYHQ E\ WKH UHTXLUHPHQWV RI WKH $%&, VXSHUFRPSXWHU�

7HVWEHG FRQILJXUDWLRQ� ([SHULPHQWV ZHUH FRQGXFWHG LQ D FRPSXWH QRGH RI WKH $%&, VXSHUFRPSXWHU

ZLWK WZR ���FRUH ,QWHO ;HRQ SURFHVVRUV ��� FRUHV�� � 19LGLD 7HVOD 9��� *38V� ��� *L% RI 5$0� DQG D

��� 7L% ,QWHO 66' '& 3����� UXQQLQJ &HQW26 ��� ZLWK /LQX[ NHUQHO ���� DQG xfs ILOH V\VWHP�

:H XVHG 7HQVRU)ORZ ����� >��@ ZLWK WKH /H1HW WUDLQLQJ PRGHO �,�2�ERXQG� >���@� FRQILJXUHG ZLWK D

EDWFK VL]H RI �� 7)5HFRUGV >���@� :H XVHG WKH ,PDJH1HW GDWDVHW >���@� WKDW LQFOXGHV ���� PLOOLRQ LPDJHV

�≈��� *L%� IRU WUDLQLQJ DQG ������ LPDJHV �≈� *L%� IRU YDOLGDWLRQ� (DFK LQVWDQFH UXQV ZLWK D GHGLFDWHG

*38 DQG GDWDVHW� DQG LWV PHPRU\ LV OLPLWHG WR �� *L%� 2YHUDOO GLVN EDQGZLGWK LV OLPLWHG WR � *L%�V

�0D[⌫�� $OO UHVRXUFHV DUH LVRODWHG XVLQJ /LQX[ cgroups� $W DOO WLPHV� WKH FRPSXWH QRGH H[HFXWHV DW

PRVW IRXU LQVWDQFHV ZLWK HTXDO UHVRXUFH VKDUHV LQ WHUPV RI &38� *38� DQG 5$0� (DFK LQVWDQFH H[HFXWHV

��
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)LJXUH ���� 3HU�DSSOLFDWLRQ EDQGZLGWK XQGHU VKDUHG VWRUDJH IRU %DVHOLQH� %ONLR� DQG 3$,2 VHWXSV�

D 7HQVRU)ORZ MRE� LV DVVLJQHG ZLWK D EDQGZLGWK SROLF\� DQG H[HFXWHV D JLYHQ QXPEHU RI WUDLQLQJ HSRFKV�

6SHFLILFDOO\� LQVWDQFHV � WR � DUH DVVLJQHG ZLWK PLQLPXP EDQGZLGWK JXDUDQWHHV RI ���� ���� ���� DQG

��� 0L%�V� DQG H[HFXWH �� �� �� DQG � WUDLQLQJ HSRFKV� UHVSHFWLYHO\�

6HWXSV� ([SHULPHQWV ZHUH FRQGXFWHG XQGHU WKUHH VHWXSV� %DVHOLQH� %ONLR� DQG 3$,2� %DVHOLQH UHSUHVHQWV

WKH FXUUHQW VHWXS VXSSRUWHG DW WKH $%&, VXSHUFRPSXWHU� ZKHUH DOO LQVWDQFHV H[HFXWH ZLWKRXW EDQGZLGWK

JXDUDQWHHV �FRPSHWH IRU ORFDO GLVN EDQGZLGWK�� 7KH %ONLR VHWXS UHSUHVHQWV D VFHQDULR ZKHUH DOO LQVWDQFHV

DUH HQIRUFHG ZLWK �VWDWLF� GLVN EDQGZLGWK OLPLWV� XVLQJ %/.,2� ,Q WKH 3$,2 VHWXS� HDFK LQVWDQFH H[HFXWHV

ZLWK D 3$,2 GDWD SODQH VWDJH WKDW HQIRUFHV WKH VSHFLILHG EDQGZLGWK JRDOV G\QDPLFDOO\� $FURVV DOO VHWXSV�

DOO LQVWDQFHV KDYH H[FOXVLYH DFFHVV WR D VKDUH RI FRPSXWH DQG PHPRU\ UHVRXUFHV RI WKH FRPSXWH QRGH�

)LJXUH ��� GHSLFWV� IRU HDFK VHWXS� WKH ,�2 EDQGZLGWK RI DOO LQVWDQFHV DW ��VHFRQG LQWHUYDOV� ([SHULPHQWV

LQFOXGH VHYHQ SKDVHV� HDFK PDUNLQJ ZKHQ DQ LQVWDQFH VWDUWV RU FRPSOHWHV LWV H[HFXWLRQ�

%DVHOLQH� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� $W � � �1 UHDGV DW DQ DYHUDJH UDWH RI ��� 0L%�V�

:KHQHYHU D QHZ LQVWDQFH LV DGGHG� WKH ,�2 EDQGZLGWK LV VKDUHG HYHQO\ � � �� $W � � WKH DJJUHJDWHG LQVWDQFH

WKURXJKSXW PDWFKHV WKH GLVN OLPLW� $W � � LQVWDQFH SHUIRUPDQFH FRQYHUJHV WR ≈��� 0L%�V� OHDGLQJ WR DOO

LQVWDQFHV H[SHULHQFLQJ WKH VDPH VHUYLFH OHYHO� +RZHYHU� VLQFH LQVWDQFHV KDYH GLIIHUHQW SULRULWLHV� �3 DQG

�4 PLVV WKHLU SROLFLHV� DV LQVWDQFHV �1 DQG �2 KDYH DFFHVV WR PRUH ,�2 EDQGZLGWK WKDQ WKHLU IDLU VKDUH�

$IWHU �� PLQXWHV RI H[HFXWLRQ � � �� �3 FRPSOHWHV LWV H[HFXWLRQV� DQG OHIWRYHU EDQGZLGWK LV VKDUHG ZLWK

WKH UHPDLQGHU LQVWDQFHV� $JDLQ� �4 FDQQRW DFKLHYH LWV WDUJHWHG JRDO� $W � DQG � � DFWLYH LQVWDQFHV KDYH

DFFHVV WR OHIWRYHU EDQGZLGWK DQG ILQLVK WKHLU H[HFXWLRQ�

%ONLR� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� )URP � WR � � ZKHQHYHU D QHZ LQVWDQFH LV DGGHG�

��
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LW LV SURYLVLRQHG ZLWK LWV H[DFW EDQGZLGWK OLPLW �HQVXULQJ WKDW WKHLU EDQGZLGWK JXDUDQWHHV DUH PHW DW DOO

WLPHV�� +RZHYHU� EHFDXVH WKH ,�2 UDWH RI HDFK LQVWDQFH LV VHW XVLQJ %/.,2� LQVWDQFHV FDQQRW XVH OHIWRYHU

EDQGZLGWK WR VSHHG XS WKHLU H[HFXWLRQ� )RU H[DPSOH� ZKLOH RQ %DVHOLQH �1 H[HFXWHV XQGHU WKH ���PLQXWHV

PDUN� LW WDNHV �� PLQXWHV WR FRPSOHWH LWV H[HFXWLRQ RQ %ONLR� 7R RYHUFRPH WKLV� D SRVVLEOH VROXWLRQ ZRXOG

UHTXLUH WR VWRS DQG FKHFNSRLQW WKH LQVWDQFH·V H[HFXWLRQ� UHFRQILJXUH %/.,2 ZLWK D QHZ UDWH� DQG UHVXPH

IURP WKH ODWHVW FKHFNSRLQW� +RZHYHU� GRLQJ WKLV SURFHVV HYHU\ WLPH D QHZ LQVWDQFH MRLQV RU OHDYHV WKH

V\VWHP LV SURKLELWLYHO\ H[SHQVLYH� DV LW ZRXOG VLJQLILFDQWO\ GHOD\ WKH H[HFXWLRQ WLPH RI DOO UXQQLQJ LQVWDQFHV�

3$,2� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� $W � DQG � � LQVWDQFHV DUH DVVLJQHG ZLWK WKHLU

SURSRUWLRQDO VKDUH� DV WKH FRQWURO SODQH ILUVW PHHWV HDFK LQVWDQFH GHPDQGV DQG WKHQ GLVWULEXWHV OHIWRYHU

EDQGZLGWK SURSRUWLRQDOO\� $W � � FRQWUDU\ WR %DVHOLQH� WKH FRQWURO DOJRULWKP ERXQGV WKH EDQGZLGWK RI �1
DQG �2 WR D PHDQ WKURXJKSXW RI ��� 0L%�V DQG ��� 0L%�V� UHVSHFWLYHO\� $V GHSLFWHG LQ $OJRULWKP ����

WKHVH EDQGZLGWK YDOXHV UHVSHFW WR WKH IDLU VKDUH RI HDFK LQVWDQFH �4�5� FRPELQHG ZLWK H[LVWLQJ OHIWRYHU

EDQGZLGWK �9�10�� $W � � DOO LQVWDQFHV DUH VHW ZLWK WKHLU EDQGZLGWK OLPLW� 'XULQJ WKLV SKDVH� 3$,2 SURYLGHV

WKH VDPH SURSHUWLHV DV %ONLR� )URP � WR � � DV LQVWDQFHV HQG WKHLU H[HFXWLRQ� DFWLYH RQHV DUH SURYLVLRQHG

DV LQ � WR � � &RQWUDU\ WR %DVHOLQH� 3$,2 HQVXUHV SROLFLHV DUH PHW DW DOO WLPHV� DQG VKDUHV OHIWRYHU

EDQGZLGWK DFURVV DFWLYH LQVWDQFHV ZKHQHYHU LW LV DYDLODEOH� &RPSDUHG WR %ONLR� 3$,2 ILQLVKHV ��� ��� DQG

� PLQXWHV IDVWHU IRU �1� �2� DQG �3� DQG SHUIRUPV LGHQWLFDOO\ IRU �4�

��� 5HODWHG :RUN

7KLV VHFWLRQ GLVFXVVHV DQG FRPSDUHV H[LVWLQJ ZRUN ZLWK WKH 3$,2 GDWD SODQH VWDJH GHYHORSHG WR DFKLHYH

SHU�DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV XQGHU VKDUHG VWRUDJH HQYLURQPHQWV� )RU EUHYLW\� ZH UHIHU WR WKLV

GDWD SODQH VWDJH DV 3$,2²$%&,�

6WRUDJH RSWLPL]DWLRQV� 0DQ\ ZRUNV HQVXUH 4R6 6/2V DW WKH K\SHUYLVRU >��� ��� ��� ��@ DQG EORFN

OD\HU >��� ��� ���� ���� ���@� 9LUWXDOL]HG HQYLURQPHQWV� VXFK DV WKH FDVH RI K\SHUYLVRU�OHYHO RSWLPL]D�

WLRQV� DUH QRW VXSSRUWHG RYHU +3& LQIUDVWUXFWXUHV DV MREV DUH H[HFXWHG ZLWK EDUH�PHWDO DFFHVV WR UHVRXUFHV�

3$,2²$%&, LQWHUFHSWV WKH 326,; RSHUDWLRQV VXEPLWWHG IURP D JLYHQ LQVWDQFH WR WKH ILOH V\VWHP� WKXV EHLQJ

VXLWDEOH IRU DSSOLFDWLRQV WKDW DUH H[HFXWHG RYHU HLWKHU YLUWXDOL]HG RU EDUH�PHWDO HQYLURQPHQWV� 2SWLPL]D�

WLRQV DW WKH ILOH V\VWHP RU EORFN OD\HU UHTXLUH FKDQJHV WR WKH NHUQHO� GHFUHDVLQJ SRUWDELOLW\ DQG FRPSDWLELOLW\

ZKLOH LQFUHDVLQJ WKH ULVN RI LQWURGXFLQJ EXJV LQ SURGXFWLRQ� 3$,2²$%&, DFWXDWHV DW WKH XVHU�OHYHO� LQWHU�

FHSWLQJ 326,; V\VWHP FDOOV XVLQJ LD_PRELOAD� WKXV QRW UHTXLULQJ FKDQJHV WR DQ\ OD\HUV RI WKH ,�2 VWDFN�

LQFOXGLQJ WKH DSSOLFDWLRQ� ILOH V\VWHP� RU EORFN GHYLFH�

1HYHUWKHOHVV� HYHQ WKRXJK WKH DIRUHPHQWLRQHG VROXWLRQV DUH QRW GLUHFWO\ DSSOLFDEOH RYHU WKLV VWRUDJH

VHWWLQJ� WKH 4R6 DOJRULWKPV SURSRVHG E\ WKHVH� VXFK DV P&ORFN >��@� S&ORFN >��@� 653 >��@� FRXOG EH

LQFRUSRUDWHG ZLWK 3$,2²$%&, DV QHZ FRQWURO DOJRULWKPV�

6'6 V\VWHPV� ([LVWLQJ V\VWHPV WKDW WDUJHW WKH YLUWXDOL]DWLRQ OD\HU �H�J�� K\SHUYLVRU� GHYLFH GULYHUV� VXFK

DV ,2)ORZ >���@� V5RXWH >���@� DQG 36/2 >���@� FRXOG EH XVHG IRU HQIRUFLQJ WKH SROLFLHV SUHVHQWHG LQ

��
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WKLV FKDSWHU XQGHU WUDGLWLRQDO FORXG�EDVHG LQIUDVWUXFWXUHV� +RZHYHU� JLYHQ WKDW WKLV XVH FDVH WDUJHWV +3&

LQIUDVWUXFWXUHV �$%&,�� ZKHUH MREV DUH H[HFXWHG ZLWK EDUH�PHWDO DFFHVV WR UHVRXUFHV� WKHVH VROXWLRQV DUH

XQILW IRU HQVXULQJ VXFK REMHFWLYHV� 2WKHU V\VWHPV OLNH &U\VWDO >��@� &DNH >���@� DQG 5HWUR >���@ HQIRUFH

EDQGZLGWK 6/2V RYHU GLVWULEXWHG ILOH V\VWHPV DQG REMHFW VWRUHV� PDNLQJ WKHVH DSSURDFKHV XQVXLWDEOH IRU

WKH VWRUDJH VHWWLQJ GHPRQVWUDWHG LQ WKLV FKDSWHU� 6DIH)6 >���@ FRXOG EH XVHG WR LPSOHPHQW D )86(�EDVHG

ILOH V\VWHP WKDW ZRXOG SURYLGH WKH QHFHVVDU\ PHFKDQLVPV IRU UDWH OLPLWLQJ read DQG write V\VWHP FDOOV�

+RZHYHU� GXH WR WKH �FRVWO\� FRQWH[W VZLWFKLQJ EHWZHHQ XVHU�OHYHO DQG NHUQHO�OHYHO DWWDFKHG WR )86( ILOH

V\VWHPV� LW ZRXOG LQWURGXFH VLJQLILFDQW SHUIRUPDQFH RYHUKHDG DV GHPRQVWUDWHG LQ H[LVWLQJ OLWHUDWXUH >���@�

2Q WKH RWKHU KDQG� WKH 3$,2²$%&, GDWD SODQH VWDJH� DORQJVLGH WKH GHVFULEHG SURSRUWLRQDO VKDULQJ DOJR�

ULWKP� DUH VSHFLILFDOO\ GHVLJQHG IRU HQIRUFLQJ SHU�DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV XQGHU VKDUHG ORFDO

VWRUDJH GHYLFHV� )XUWKHU� GDWD SODQH VWDJHV EXLOW ZLWK 3$,2 LQFXU ORZ SHUIRUPDQFH RYHUKHDG� DQG FDQ

VHUYLFH WKRXVDQGV WR PLOOLRQV RI ,�2 UHTXHVWV SHU VHFRQG� DV GHPRQVWUDWHG LQ LQ �����

��� 6XPPDU\ DQG 'LVFXVVLRQ

,Q WKLV FKDSWHU� ZH VKRZ WKH GHVLJQ� LPSOHPHQWDWLRQ� DQG HYDOXDWLRQ RI D GDWD SODQH VWDJH EXLOW ZLWK 3$,2

WKDW HQDEOHV SHU�DSSOLFDWLRQ EDQGZLGWK FRQWURO XQGHU VKDUHG VWRUDJH HQYLURQPHQWV DW WKH $%&, VXSHUFRP�

SXWHU� :H DFKLHYH WKLV E\ ��� FRPELQLQJ WKH 3$,2 GDWD SODQH VWDJH ZLWK LD_PRELOAD� ZKLFK HQDEOHV

LQWHUFHSWLQJ DQG KDQGOLQJ 326,; RSHUDWLRQV �L�H�� read DQG write URXWLQHV IURP WKH libc VKDUHG OL�

EUDU\� WUDQVSDUHQWO\� DQG HQIRUFLQJ WKH QHFHVVDU\ ,�2 PHFKDQLVPV �G\QDPLF UDWH OLPLWLQJ� EHIRUH EHLQJ

VXEPLWWHG WR WKH VKDUHG VWRUDJH GHYLFH� DQG ��� FRQQHFWLQJ HDFK 3$,2 VWDJH WR D ORFDO 6'6 FRQWUROOHU WKDW

KDV JOREDO YLVLELOLW\ RYHU �ORFDO� VKDUHG UHVRXUFHV DQG RUFKHVWUDWHV WKH ,�2 UDWH RI HDFK VWDJH KROLVWLFDOO\�

([SHULPHQWV GHPRQVWUDWH WKDW FRQWUDULO\ WR WKH FXUUHQW VHWXS XVHG RQ $%&, �%DVHOLQH�� DOO 3$,2�HQDEOHG

LQVWDQFHV DUH SURYLVLRQHG ZLWK WKHLU EDQGZLGWK JRDOV� 0RUHRYHU� ZKHQHYHU OHIWRYHU EDQGZLGWK LV DYDLODEOH�

3$,2 GLVWULEXWHV LW DFURVV DOO DFWLYH LQVWDQFHV� GHFUHDVLQJ WKH H[HFXWLRQ RI 7HQVRU)ORZ LQVWDQFHV E\ DW

PRVW �� PLQXWHV ������ ZKHQ FRPSDUHG WR WKH %ONLR VHWXS� 7KHVH UHVXOWV DOORZ XV WR FRQFOXGH WKDW LW

LV SRVVLEOH WR FUHDWH JHQHUDOO\ DSSOLFDEOH DQG WUDQVSDUHQW VWRUDJH GDWD SODQH VWDJHV WKDW DFKLHYH VWRUDJH

REMHFWLYHV WKDW UHTXLUH JOREDO YLVLELOLW\ DQG FRQWURO RI UHVRXUFHV� :H H[SHFW WKDW WKH GHYHORSHG GDWD SODQH

VWDJH LV HIIHFWLYH DQG DSSOLFDEOH RYHU PXOWLSOH 326,;�FRPSOLDQW DSSOLFDWLRQV DQG VWRUDJH VFHQDULRV WKDW

H[SHULHQFH WKH VDPH OLPLWDWLRQV DV WKRVH GHVFULEHG LQ WKLV FKDSWHU�

��
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0HWDGDWD &RQWURO LQ 3DUDOOHO )LOH 6\VWHPV

0RGHUQ VXSHUFRPSXWHUV DUH HVWDEOLVKLQJ D QHZ HUD LQ +3&� SURYLGLQJ XQSUHFHGHQWHG FRPSXWH SRZHU

WKDW HQDEOHV ODUJH�VFDOH SDUDOOHO DSSOLFDWLRQV WR UXQ DW PDVVLYH VFDOH >��� ��@� +RZHYHU� FRQWUDU\ WR ORQJ�

OLYHG DVVXPSWLRQV DERXW +3& ZRUNORDGV� ZKHUH DSSOLFDWLRQV ZHUH SUHGRPLQDWHO\ FRPSXWH�ERXQG DQG

ZULWH�GRPLQDWHG� PRGHUQ DSSOLFDWLRQV �H�J�� '/ WUDLQLQJ� DUH GDWD�LQWHQVLYH� UHDG�GRPLQDWHG� DQG JHQHUDWH

PDVVLYH EXUVWV RI PHWDGDWD RSHUDWLRQV >��� ��@� ,QGHHG� VHYHUDO FHQWHUV KDYH DOUHDG\ REVHUYHG D VXUJH RI

PHWDGDWD RSHUDWLRQV LQ WKHLU FOXVWHUV� DQG WKH\ H[SHFW WKLV WR EHFRPH PRUH VHYHUH RYHU WLPH >���� ���@�

:KLOH WKHVH ZRUNORDGV GHPDQG VFDODEOH� KLJK WKURXJKSXW� DQG ORZ ODWHQF\ VWRUDJH� PRVW 723���

VXSHUFRPSXWHUV >���@ UHO\ RQ /XVWUH�OLNH 3)6V� ZKLFK SURYLGH D FHQWUDOL]HG PHWDGDWD PDQDJHPHQW VHU�

YLFH >��� ��� ���@� ,Q WKHVH GDWD FHQWHUV� KDYLQJ PXOWLSOH FRQFXUUHQW MREV FRPSHWLQJ IRU VKDUHG ,�2

UHVRXUFHV FDQ OHDG WR VHYHUH ,�2 FRQWHQWLRQ DQG SHUIRUPDQFH GHJUDGDWLRQ >���� ���� ���@� )RU H[DPSOH�

H[LVWLQJ VWXGLHV UHSRUW WKDW HYHQ D VLQJOH XVHU·V ,�2 RSHUDWLRQV FDQ VDWXUDWH /XVWUH PHWDGDWD UHVRXUFHV�

OHDGLQJ WR XQUHVSRQVLYHQHVV RI WKH ILOH V\VWHP� UHGXFHG VSHHG RI FRPSXWDWLRQV IRU DOO UXQQLQJ MREV� DQG

HYHQ IDLOXUHV RI PHWDGDWD VHUYHUV >��� ���� ���@� :KLOH WKHUH DUH QXPHURXV VROXWLRQV WR DVVHVV WKH ERWWOH�

QHFNV JHQHUDWHG IURP GDWD ZRUNIORZV LQ +3& FOXVWHUV >��� ���� ���� ���� ���� ���� ���@� WKH PHWDGDWD

FRXQWHUSDUW KDV QRW UHFHLYHG WKH VDPH OHYHO RI DWWHQWLRQ� DQG H[LVWLQJ DSSURDFKHV DUH VXERSWLPDO�

7KLV FKDSWHU GLVFXVVHV WKH GHVLJQ DQG LPSOHPHQWDWLRQ RI 3$'//� D VWRUDJH PLGGOHZDUH EXLOW ZLWK 3$,2

WKDW HQDEOHV 4R6 FRQWURO RI PHWDGDWD ZRUNIORZV LQ +3& VWRUDJH V\VWHPV� ,W DOORZV V\VWHP DGPLQLVWUDWRUV WR

SURDFWLYHO\ DQG KROLVWLFDOO\ FRQWURO WKH UDWH DW ZKLFK 326,; UHTXHVWV DUH VXEPLWWHG WR WKH 3)6� ,W LQWURGXFHV

D QHZ SURSRUWLRQDO VKDULQJ DOJRULWKP WKDW FRQWLQXRXVO\ UHDGMXVWV UHVHUYDWLRQV RI PHWDGDWD RSHUDWLRQV WR

SUHYHQW RYHU�SURYLVLRQLQJ�XQGHU�SURYLVLRQLQJ DFURVV DFWLYH MREV� 5HVXOWV GHPRQVWUDWH WKH SHUIRUPDQFH

DQG DSSOLFDELOLW\ RI 3$'// XQGHU GLIIHUHQW VFHQDULRV XVLQJ ERWK V\QWKHWLF DQG UHDOLVWLF ,�2 ZRUNORDGV�

��� 3DUDOOHO )LOH 6\VWHPV 2YHUYLHZ

3DUDOOHO )LOH 6\VWHPV DUH WKH VWRUDJH EDFNERQH RI +3& LQIUDVWUXFWXUHV� EHLQJ XVHG WR VWRUH DQG UHWULHYH� RQ

D GDLO\ EDVLV� SHWDE\WHV RI GDWD IURP KXQGUHGV WR WKRXVDQGV RI FRQFXUUHQW MREV� ,Q WKLV FKDSWHU� ZH IRFXV

RQ /XVWUH�OLNH ILOH V\VWHPV �H�J�� /XVWUH >��� ���@� %HH*)6 >��@� 39)6 >��@�� ZKLFK DUH SUHVHQW LQ PRVW

��
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723��� VXSHUFRPSXWHUV� $ W\SLFDO /XVWUH�OLNH ILOH V\VWHP FRQVLVWV RI VHYHUDO EXLOGLQJ EORFNV� 0HWDGDWD

6HUYHU �0'6� QRGHV PDLQWDLQ WKH ILOH V\VWHP QDPHVSDFH �H�J�� ILOH QDPHV DQG OD\RXWV� SHUPLVVLRQV�

H[WHQGHG DWWULEXWHV� DQG KDQGOH DOO PHWDGDWD RSHUDWLRQV� 7KH QDPHVSDFH LV SHUVLVWHG LQ 0HWDGDWD 7DUJHW

�0'7� QRGHV� 'DWD RSHUDWLRQV DUH VHUYLFHG E\ 2EMHFW 6WRUDJH 6HUYHU �266� QRGHV� ZKLFK DUH FRQQHFWHG WR

FRPSXWH QRGHV YLD KLJK�VSHHG LQWHUFRQQHFWV� DQG VWRUH ILOHV RQ 2EMHFW 6WRUDJH 7DUJHW �267� VHUYHUV� )LOHV

DUH W\SLFDOO\ GLVWULEXWHG DFURVV PXOWLSOH 267V IRU SDUDOOHOLVP DQG DYDLODELOLW\� )LOH V\VWHP FOLHQWV UHVLGH DW

FRPSXWH QRGHV DQG DFFHVV WKH ILOH V\VWHP XVLQJ VWDQGDUG 326,; V\VWHP FDOOV �H�J�� open� read� close��
'HSHQGLQJ RQ WKH VFDOH RI WKH ILOH V\VWHP� PHWDGDWD QRGHV DVVXPH GLIIHUHQW FRQILJXUDWLRQV >���@�

,Q VRPH GHSOR\PHQWV� WKH QDPHVSDFH LV SHUVLVWHG DFURVV PXOWLSOH 0'7V DQG D VLQJOH 0'6 KDQGOHV DOO

PHWDGDWD RSHUDWLRQV� KDYLQJ DGGLWLRQDO 0'6 QRGHV DV VWDQGE\ UHSOLFDV� LQ RWKHUV� GLIIHUHQW 0'6V�0'7V

PDQDJH�SHUVLVW GLIIHUHQW SDUWV RI WKH QDPHVSDFH� EDODQFLQJ WKH PHWDGDWD ORDG EHWZHHQ WKHP�

0HWDGDWD ZRUNIORZ DQG OLPLWDWLRQV� 5HJDUGOHVV RI WKH DSSOLFDWLRQ� ZRUNORDG� RU MRE� ZKHQHYHU D

ILOH QHHGV WR EH DFFHVVHG �H�J�� FUHDWH�RSHQ�UHPRYH ILOH� DFFHVV FRQWURO� H[WHQGHG DWWULEXWHV� WKH PDLQ

,�2 SDWK DOZD\V IORZV WKURXJK WKH PHWDGDWD VHUYLFH� :KHQ FUHDWLQJ ILOHV� WKH ILOH V\VWHP FOLHQW LVVXHV D

53& URXWLQH WR WKH 0'6� ZKLFK ZLOO FUHDWH D QHZ HQWU\ LQ WKH QDPHVSDFH DQG DVVLJQ 267V LQ D FDSDFLW\�

EDODQFHG PDQQHU WR SHUVLVW WKH GDWD� IRU H[LVWLQJ ILOHV� WKH 0'6 UHWULHYHV LQIRUPDWLRQ DERXW WKH ILOH VWULSH

DQG 267 PDSSLQJV�

:KHQ XVHG DW VFDOH� WKLV FHQWUDOL]HG GHVLJQ FRPSULVHV VHYHUDO OLPLWDWLRQV WKDW FDQ VHYHUHO\ ERWWOHQHFN

WKH ILOH V\VWHP DQG LPSDFW WKH SHUIRUPDQFH RI DOO UXQQLQJ MREV� )LUVW� GLIIHUHQW PHWDGDWD RSHUDWLRQV

FDUU\ GLIIHUHQW FRVWV WR WKH 3)6� 'HSHQGLQJ RQ WKH ILOH V\VWHP LPSOHPHQWDWLRQ� UHDG�RQO\ RSHUDWLRQV VXFK

DV getattr RQO\ UHTXLUH DFTXLULQJ UHDG�ORFNV� ZKLOH RSHUDWLRQV OLNH open� close� DQG unlink UHTXLUH

PRUH H[SHQVLYH ORFNLQJ� DV WKH\ QHHG WR XSGDWH WKH QDPHVSDFH VWDWH >��� ���@� 2WKHU RSHUDWLRQV� VXFK DV

mkdir RU rename� UHTXLUH HYHQ VWURQJHU JXDUDQWHHV �H�J�� DWRPLFLW\�� 6HFRQG� PRGHUQ ZRUNORDGV� VXFK
DV '/ WUDLQLQJ� FRPSULVH ODUJH�VFDOH GDWDVHWV WKDW FDQ UHDFK 7L% LQ VL]H DQG DUH PDGH RI PXOWLSOH VPDOO�

VL]HG ILOHV �H�J�� )0$ >��@� 2SHQ,PDJHV >���@�� ZKLFK JHQHUDWH KLJK DQG FRQWLQXRXV EXUVWV RI PHWDGDWD

RSHUDWLRQV� 7KLUG� WKH QXPEHU RI ILOH V\VWHP FOLHQWV LV VHYHUDO WLPHV KLJKHU WKDQ DYDLODEOH 0'6V� ZKLFK

FDQ HDVLO\ EHFRPH VDWXUDWHG ZKHQ VHYHUDO FRQFXUUHQW MREV KDYH DJJUHVVLYH ,�2 PHWDGDWD EHKDYLRU� )RU

LQVWDQFH� WKH FXUUHQW FRQILJXUDWLRQ RI WKH )URQWLHU VXSHUFRPSXWHU KROGV �� 0'6 QRGHV WKDW VHUYH PRUH

WKDQ ����� ILOH V\VWHP FOLHQWV �RQH FOLHQW SHU FRPSXWH QRGH�� UHSUHVHQWLQJ DQ DSSUR[LPDWH UDWLR RI 0'6

QRGHV WR ILOH V\VWHP FOLHQWV RI ����� >��@�

����� $QDO\]LQJ 0HWDGDWD 2SHUDWLRQV LQ 3URGXFWLRQ &OXVWHUV

7R XQGHUVWDQG WKH LPSDFW RI PHWDGDWD RSHUDWLRQV LQ SURGXFWLRQ� ZH DQDO\]H WKH ORJV RI D /XVWUH ILOH V\VWHP

IURP WKH $%&, VXSHUFRPSXWHU� 7KH VWRUDJH DW $%&, LV PDGH RI PXOWLSOH 3)6V� 2I WKHVH� WKH /group DUHD

LV PDQDJHG E\ D 'DWD'LUHFW 1HWZRUNV ([D6FDOHU /XVWUH ILOH V\VWHP WKDW LV FRPSRVHG RI � 0'6V LQ D KRW�

VWDQGE\ FRQILJXUDWLRQ� EDFNHG E\ � 0'7V� DQG �� 267V WKDW SURYLGH ��� 3L% RI VWRUDJH FDSDFLW\� )RU

VLPSOLFLW\� ZH UHIHU WR WKLV ILOH V\VWHP DV 3)6��

��
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)LJXUH ���� 7KURXJKSXW RI PHWDGDWD RSHUDWLRQV LQ 3)6� WKURXJKRXW D ���GD\ SHULRG�

:H PRQLWRUHG WKH ,�2 DFWLYLW\ RI WKH PRVW IUHTXHQW PHWDGDWD RSHUDWLRQV DW 0'6V�0'7V� XVLQJ 'DWD'L�

UHFW 1HWZRUNV 6WRUDJH·V /XVWUH3HUI0RQ >��@� :H FROOHFWHG SHU�0'7 SHUIRUPDQFH VWDWLVWLFV IRU open�
close� getattr� setattr� rename� mkdir� mknod� rmdir� statfs� sync� DQG unlink RSHUD�

WLRQV� 7KH ORJV UHSRUW SHU�RSHUDWLRQ SHUIRUPDQFH VWDWLVWLFV FDSWXUHG ZLWK ��PLQXWH VDPSOHV RYHU D ���GD\

REVHUYDWLRQ SHULRG� )XUWKHU� ZH DOVR PRQLWRUHG WKH ,�2 EDQGZLGWK �read DQG write� REVHUYHG E\ 266V
RYHU WKH VDPH REVHUYDWLRQ SHULRG�

2YHUDOO PHWDGDWD ORDG� :H ILUVW H[DPLQH WKH WKURXJKSXW RI PHWDGDWD RSHUDWLRQV WKURXJKRXW WKH RYHUDOO

REVHUYDWLRQ SHULRG� )LJXUH ��� GHSLFWV WKH UDWH RI DOO FROOHFWHG PHWDGDWD RSHUDWLRQV DW 3)6�� 0HWDGDWD

RSHUDWLRQV DUH VXEPLWWHG DW D PDVVLYH UDWH� ZLWK DQ DYHUDJH RI ≈��� NRSV�V� 2YHU GLIIHUHQW SHULRGV� 3)6�
FRQWLQXRXVO\ VHUYHV UHTXHVWV RYHU ��� NRSV�V� ZKLFK ODVW VHYHUDO KRXUV WR GD\V� DQG H[SHULHQFHV EXUVWV

WKDW SHDN DW � 02SV�V� ,QGHHG� WKH ZRUNORDG LV H[WUHPHO\ YRODWLOH� IUHTXHQWO\ H[SHULHQFLQJ SHULRGV RI ORZ

WKURXJKSXW ��� NRSV�V RU ORZHU� WR LPPHGLDWHO\ VSLNH XS WR ��� NRSV�V �RU KLJKHU��

,QWHUHVWLQJO\� ZH REVHUYH WKDW WKLV ORDG LV PXFK KLJKHU WKDQ WKRVH UHSRUWHG LQ RWKHU FOXVWHUV >���@� )RU

H[DPSOH� D VWXG\ IURP WKH 1DWLRQDO (QHUJ\ 5HVHDUFK 6FLHQWLILF &RPSXWLQJ &HQWHU �1(56&� UHSRUWV WKDW

WKH 3)6 VKDUHG E\ WKH (GLVRQ DQG &RUL VXSHUFRPSXWHUV KDG DQ DYHUDJH UDWH RI ��� NRSV�V DQG � NRSV�V

IRU open DQG close RSHUDWLRQV� UHVSHFWLYHO\� ZKLOH 3)6� H[SHULHQFHV �� NRSV�V DQG ���� NRSV�V� :KLOH

WKH PHWDGDWD ORDG PD\ GHSHQG RQ GLIIHUHQW IDFWRUV� ZH VXVSHFW WKDW WKHVH YDOXHV PDLQO\ VWHP IURP WKH

W\SH RI MREV FRQGXFWHG DW $%&,� ZKLFK DUH PRVWO\ $,�RULHQWHG �H�J�� '/ WUDLQLQJ��

0RUHRYHU� H[LVWLQJ UHSRUWV LQGLFDWH WKDW WKH FXUUHQW OLPLW IRU FUHDWLQJ ILOHV LQ /XVWUH ILOH V\VWHPV LV

�� NRSV�V DQG WKH NQRZQ SURGXFWLRQ XVDJH LV �� NRSV�V >��� ��@� :KLOH ZH GR QRW KDYH H[DFW YDOXHV RI

creat RSHUDWLRQV� 3)6� H[SHULHQFHG VHYHUDO SHULRGV WKDW ODVWHG IURP IHZ PLQXWHV WR VHYHUDO GD\V VHUYLQJ

open RSHUDWLRQV ZLWK UDWHV FRPSUHKHQGHG EHWZHHQ �� NRSV�V DQG ��� NRSV�V�

2EVHUYDWLRQ ��� 0RGHUQ ,�2 ZRUNORDGV DUH JHQHUDWLQJ PDVVLYH DPRXQWV RI PHWDGDWD RSHUDWLRQV�

ZLWK KLJK WKURXJKSXW UDWHV DQG EXUVWV WKDW UHDFK � 02SV�V� %DVHG RQ SUHYLRXV VWXGLHV >���@ DQG

WKH UHVXOWV REVHUYHG IURP 3)6�� LW LV H[SHFWHG WKDW WKHVH YDOXHV ZLOO FRQWLQXH WR LQFUHDVH RYHU WLPH�

0HWDGDWD WKURXJKSXW YV� ,�2 EDQGZLGWK� )LJXUH ��� GHSLFWV WKH read �WRS� DQG write �PLGGOH�

EDQGZLGWK RI 3)6�·V 266V� *LYHQ WKDW PRVW MREV FRQGXFWHG DW $%&, DUH $,�RULHQWHG� ZULWH WKURXJKSXW LV

ORZ� DYHUDJLQJ DW ��� *L%�V� ZKLOH UHDGV DUH VHUYHG DW DQ DYHUDJH UDWH RI �� *L%�V� +RZHYHU� DV GHSLFWHG

��



&+$37(5 �� 0(7$'$7$ &21752/ ,1 3$5$//(/ ),/( 6<67(06

0
100
200
300

Th
ro

ug
hp

ut
Read Bandwidth (GiB/s)

Write Bandwidth (GiB/s)

Ops per GiB (KOps/GiB)

Time (days)

0
5

10
15

0
40
80

120

0 5 10 15 20 25 30

)LJXUH ���� 7KURXJKSXW RI UHDG �WRS� DQG ZULWH �PLGGOH� RSHUDWLRQV IURP 3)6�·V 266 QRGHV� DQG UDWLR
EHWZHHQ PHWDGDWD RSHUDWLRQV �NRSV�V� DQG ,�2 EDQGZLGWK �*L%�V� RI 3)6� �ERWWRP��

LQ )LJXUH ��� �ERWWRP�� ZH REVHUYH WKDW LQ FHUWDLQ SHULRGV PHWDGDWD RSHUDWLRQV KDYH D VLJQLILFDQWO\ KLJKHU

WKURXJKSXW WKDQ *L%V UHDG�ZULWWHQ IURP�WR WKH 3)6� )RU H[DPSOH� EHWZHHQ GD\V �� DQG ��� LQ VHYHUDO WLPH

SHULRGV� PHWDGDWD RSHUDWLRQV ZHUH VXEPLWWHG DW D UDWH RYHU ��� NRSV IRU HDFK *L% �RU ��� RSV IRU HDFK

0L%� UHDG�ZULWWHQ IURP�WR WKH 3)6� 7KLV EHKDYLRU RFFXUV ZKHQ WKHUH LV D VXEVHW RI PHWDGDWD�LQWHQVLYH

MREV UXQQLQJ LQ WKH FOXVWHU�

2EVHUYDWLRQ ��� 7KHUH DUH VHYHUDO WLPH SHULRGV ZKHUH WKH DPRXQW RI VXEPLWWHG PHWDGDWD RSHUD�

WLRQV IDU H[FHHGV WKH *L%V RI GDWD UHDG�ZULWWHQ IURP�WR WKH 3)6� 7KLV PHDQV WKDW RQO\ HQVXULQJ 4R6

IRU GDWD ZRUNIORZV LV LQVXIILFLHQW IRU FRQWUROOLQJ WKH RYHUDOO 3)6 SHUIRUPDQFH� DQG PHWDGDWD RSHUDWLRQV

VKRXOG EH KDQGOHG DV ZHOO�

7\SH DQG IUHTXHQF\ RI PHWDGDWD RSHUDWLRQV� )LJXUH ��� VKRZV WKH W\SH DQG DPRXQW RI PHWDGDWD

RSHUDWLRQV LQ 3)6�� 7KH PRVW SUHGRPLQDQW RSHUDWLRQV DUH open� close� getattr� DQG rename� ZKLFK
DFFRXQW IRU ��� RI WKH WRWDO ORDG� 1RWRULRXVO\� VHYHUDO RI WKHVH DUH SDUWLFXODUO\ FRVWO\ WR WKH 3)6 DQG PRUH

SURQH WR FDXVH ,�2 FRQWHQWLRQ� 6SHFLILFDOO\� open DQG close V\VWHP FDOOV PD\ UHTXLUH DFTXLULQJ VHYHUDO

ORFNV LQ WKH QDPHVSDFH WR XSGDWH LQWHUQDO VWDWH RI WKH QDPHVSDFH� rename QHHGV WR HQVXUH DWRPLFLW\�

ZKLFK LV SDUWLFXODUO\ H[SHQVLYH� IRU H[DPSOH� ZKHQ PRYLQJ ILOHV EHWZHHQ 0'7 VHUYHUV >��� ���@� $V IRU

getattr RSHUDWLRQV� ZKLOH OHVV FRVWO\ WKDQ WKH RWKHUV� 3)6� UHFHLYHG DOPRVW ������� PLOOLRQ UHTXHVWV

GXULQJ WKH REVHUYDWLRQ SHULRG� UHSUHVHQWLQJ DQ DYHUDJH DQG FRQWLQXRXV UDWH RI ���� NRSV�V�

2EVHUYDWLRQ ��� 7KH PRVW SUHGRPLQDQW PHWDGDWD RSHUDWLRQV �L�H�� open� close� rename� HQWDLO
KLJKHU FRVWV WR WKH 3)6 GXH WR QDPHVSDFH KRXVHNHHSLQJ DQG ORFNLQJ� EHLQJ YHU\ OLNHO\ WR VDWXUDWH

PHWDGDWD UHVRXUFHV� $V VXFK� RSHUDWLRQV VKRXOG EH FRQWUROOHG ZLWK ILQH�JUDQXODULW\� HQVXULQJ WKDW

RSHUDWLRQV ZLWK GLIIHUHQW FRVWV KDYH GLIIHUHQW 4R6 OHYHOV�

��
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)LJXUH ���� &XPXODWLYH PHWDGDWD RSHUDWLRQV LQ 3)6��

����� &XUUHQW $SSURDFKHV

([LVWLQJ DSSURDFKHV IRU FRQWUROOLQJ PHWDGDWD ZRUNIORZV LQ +3& VWRUDJH V\VWHPV H[SHULHQFH WKH IROORZLQJ

VKRUWFRPLQJV�

0DQXDO LQWHUYHQWLRQ� ,Q VHYHUDO +3& UHVHDUFK IDFLOLWLHV� V\VWHP DGPLQLVWUDWRUV VWRS MREV ZLWK DJJUHV�

VLYH PHWDGDWD ,�2 EHKDYLRU �H�J�� GDWDVHWV PDGH RI VPDOO�VL]HG ILOHV� XQQHFHVVDU\ ILOH V\VWHP UHTXHVWV� DQG

WHPSRUDOO\ VXVSHQG MRE VXEPLVVLRQ DFFHVV IRU XVHUV WKDW GR QRW FRPSO\ ZLWK WKH FOXVWHU·V JXLGHOLQHV >���

���@� :KLOH WKLV KHOSV SURWHFWLQJ WKH ILOH V\VWHP IURP PHWDGDWD�DJJUHVVLYH XVHUV� WKLV LV D UHDFWLYH DS�

SURDFK WKDW LV RQO\ WULJJHUHG ZKHQ WKH MRE KDV DOUHDG\ VORZHG WKH VWRUDJH V\VWHP DQG WKH RWKHU MREV LQ

H[HFXWLRQ�

,QWUXVLYH WR ,�2 OD\HUV� :KLOH VROXWLRQV OLNH &$/&LR0 >��@� *,)7 >���@� DQG 7%) >���@ SURSRVH RSWL�

PL]DWLRQV WR PLWLJDWH ,�2 FRQWHQWLRQ DQG SHUIRUPDQFH YDULDELOLW\� WKHVH DUH WLJKWO\ FRXSOHG WR WKH V\VWHP

LPSOHPHQWDWLRQ DQG UHTXLUH KLJK LQWUXVLYHQHVV WR VHYHUDO ,�2 OD\HUV RI WKH +3& VRIWZDUH VWDFN� LQFOXGLQJ

WKH VKDUHG 3)6� MRE VFKHGXOHU �H�J�� 6/850�� DQG ,�2 OLEUDULHV �H�J�� 03,�,2�� 6XFK DQ DSSURDFK UHTXLUHV

GHHS XQGHUVWDQGLQJ RI WKH V\VWHP·V LQWHUQDO RSHUDWLRQ PRGHO DQG SURIRXQG FRGH UHIDFWRULQJ� LQFUHDVLQJ

WKH ZRUN QHHGHG WR PDLQWDLQ DQG SRUW LW WR QHZ SODWIRUPV�

,Q SDUWLFXODU� VROXWLRQV WKDW DFWXDWH DW WKH 3)6 OHYHO DUH HVSHFLDOO\ FKDOOHQJLQJ GXH WR WKUHH PDLQ

UHDVRQV� )LUVW� WLJKWO\ FRXSOHG RSWLPL]DWLRQV PD\ EH GLIILFXOW WR SRUW EHWZHHQ GLIIHUHQW 3)6V �H�J�� /XVWUH YV�

%HH*)6 YV� 39)6� DV HYHQ WKRXJK WKH\ VKDUH D VLPLODU KLJK�OHYHO GHVLJQ� WKH LQWHUQDO ORJLF GLIIHUV DFURVV

LPSOHPHQWDWLRQV� 6HFRQG� VHYHUDO FOXVWHUV XVH VWRUDJH DSSOLDQFHV IURP 'DWD'LUHFW 1HWZRUNV� )XMLWVX�

,%0� RU RWKHU VWRUDJH YHQGRUV� EHLQJ XQDEOH WR LPSOHPHQW RSWLPL]DWLRQV RYHU VXFK V\VWHPV� )LQDOO\� JLYHQ

WKDW VHYHUDO +3& FHQWHUV XVH DQG PDLQWDLQ LQ�KRXVH YHUVLRQV RI RSHQ�VRXUFH 3)6 LPSOHPHQWDWLRQV� ILQH�

WXQHG IRU WKHLU ,�2 UHTXLUHPHQWV DQG ZRUNORDGV� LQGLVFULPLQDWHO\ LPSOHPHQWLQJ WKHVH RSWLPL]DWLRQV FDQ

LQWURGXFH EXJV RU FDXVH SHUIRUPDQFH LVVXHV�

3DUWLDO YLVLELOLW\ DQG ,�2 FRQWURO� 6RPH VROXWLRQV RYHUFRPH WKH SUHYLRXV FKDOOHQJH E\ DFWXDWLQJ DW WKH

FRPSXWH QRGH OHYHO� HQDEOLQJ 4R6 FRQWURO IURP WKH DSSOLFDWLRQ�VLGH� WKXV QRW UHTXLULQJ FKDQJHV WR FRUH

OD\HUV RI WKH ,�2 VWDFN >��@� +RZHYHU� WKHVH DFW LQ LVRODWLRQ �L�H�� DJQRVWLF RI RWKHU MREV�� EHLQJ XQDEOH WR

KROLVWLFDOO\ FRRUGLQDWH WKH ,�2 JHQHUDWHG IURP PXOWLSOH MREV WKDW FRPSHWH IRU VKDUHG VWRUDJH� WKXV OHDGLQJ

WR ,�2 FRQWHQWLRQ DQG ZDVWH RI V\VWHP UHVRXUFHV >���@�

��
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)LJXUH ���� +LJK�OHYHO DUFKLWHFWXUH RI WKH 3$'// VWRUDJH PLGGOHZDUH DQG RUJDQL]DWLRQ RI GDWD SODQH VWDJHV
IRU DFKLHYLQJ 4R6 FRQWURO RI PHWDGDWD RSHUDWLRQV LQ 3)6V�

��� 3$'// 6WRUDJH 0LGGOHZDUH

:H DGGUHVV WKHVH FKDOOHQJHV ZLWK 3$'//� DQ DSSOLFDWLRQ DQG ILOH V\VWHP DJQRVWLF VWRUDJH PLGGOHZDUH WKDW

HQDEOHV 4R6 FRQWURO RI PHWDGDWD ZRUNIORZV LQ +3& VWRUDJH V\VWHPV�� )XQGDPHQWDOO\� LW DOORZV V\VWHP

DGPLQLVWUDWRUV WR SURDFWLYHO\ DQG KROLVWLFDOO\ FRQWURO WKH UDWH DW ZKLFK 326,; UHTXHVWV DUH VXEPLWWHG WR

WKH 3)6 IURP DOO UXQQLQJ MREV LQ WKH +3& V\VWHP� $V GHSLFWHG LQ )LJXUH ���� 3$'// IROORZV D GHFRXSOHG

GHVLJQ� 7KH GDWD SODQH ��������� SDUWLDOO\ EXLOW ZLWK 3$,2� LV PDGH RI PXOWLSOH VWDJHV WKDW DUH GLVWULEXWHG

RYHU FRPSXWH QRGHV� HDFK PHGLDWLQJ WKH ,�2 UHTXHVWV EHWZHHQ D JLYHQ DSSOLFDWLRQ DQG WKH VKDUHG ILOH

V\VWHP� 7KH FRQWURO SODQH IROORZV D KLHUDUFKLFDO GHVLJQ ZKHUH ORFDO FRQWUROOHUV DUH SODFHG LQ HDFK FRPSXWH

QRGH� ZKLOH D JOREDO FRQWUROOHU HQVXUHV FOXVWHU�ZLGH YLVLELOLW\�

3$'// GRHV QRW UHTXLUH FRGH FKDQJHV WR DQ\ FRUH OD\HUV RI WKH +3& ,�2 VWDFN� EHLQJ DJQRVWLF RI WKH

DSSOLFDWLRQV LW LV FRQWUROOLQJ DV ZHOO WKH ILOH V\VWHP WR ZKLFK WKH UHTXHVWV DUH VXEPLWWHG WR� %HLQJ VHSDUDWHG

IURP WKH 3)6 HQDEOHV DSSO\LQJ 3$'// RYHU PXOWLSOH DSSOLFDWLRQV XQGHU GLIIHUHQW 326,;�FRPSOLDQW VWRUDJH

EDFNHQGV� 7KLV LV LPSRUWDQW VLQFH ��� GLIIHUHQW +3& FHQWHUV PD\ XVH GLIIHUHQW ILOH V\VWHPV �H�J�� /XVWUH�

%HH*)6� *3)6� 39)6� RU VWRUDJH DSSOLDQFHV� ��� LW LV FRPSOLDQW ZLWK LQ�KRXVH ILOH V\VWHP LPSOHPHQWDWLRQV

WKDW KDYH FRGH KDUGHQHG RSWLPL]DWLRQV PDGH WKURXJK VHYHUDO \HDUV RI SUDFWLFH� DQG ��� GRHV QRW UHTXLUH

XVHUV WR FKDQJH WKHLU DSSOLFDWLRQV�

����� 'DWD 3ODQH

7KH 3$'// GDWD SODQH ZDV SDUWLDOO\ EXLOW XVLQJ 3$,2� 6WDJHV DFWXDWH DW WKH FRPSXWH QRGH OHYHO� HDFK RI

ZKLFK VLWV EHWZHHQ WKH DSSOLFDWLRQ DQG WKH ILOH V\VWHP OD\HU� 3$'// WUDQVSDUHQWO\ LQWHUFHSWV DQG UHLP�

SOHPHQWV PXOWLSOH 326,; V\VWHP FDOOV IURP GLIIHUHQW RSHUDWLRQ FODVVHV EHIRUH EHLQJ VXEPLWWHG WR WKH

3)6� LQFOXGLQJ GDWD �H�J�� read� fwrite�� PHWDGDWD �H�J�� open� rename�� H[WHQGHG DWWULEXWHV �H�J��

getattr� setattr�� DQG GLUHFWRU\ PDQDJHPHQW �H�J�� mkdir� mknod��

�3$'// VWDQGV IRU 3URJUDPPDEOH DQG $GDSWDEOH ,�2 ZRUNIORZV IRU '\QDPLFDOO\ /RDGHG /LEUDULHV�

��
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7R FRQWURO WKH UDWH RI ,�2 ZRUNIORZV RI D JLYHQ MRE� PXOWLSOH 3$'// VWDJHV PD\ EH XVHG� 8QGHU VLQJOH

QRGH MREV� D VLQJOH VWDJH PD\ KDQGOH DOO ,�2 ZRUNIORZV� $V GHSLFWHG LQ )LJXUH ���� WKLV LV WKH FDVH RI

MRE2 ZKHUH $SS2 RQO\ H[HFXWHV DW FRPSXWH QRGH �� )RU GLVWULEXWHG MREV� ZKHUH DSSOLFDWLRQ LQVWDQFHV UXQ

RQ VHSDUDWH FRPSXWH QRGHV� PXOWLSOH VWDJHV QHHG WR EH VHW �L�H�� RQH SHU LQVWDQFH�� )RU H[DPSOH� DV

GHSLFWHG LQ )LJXUH ��� MRE1� WZR VWDJHV DUH QHHGHG WR HIIHFWLYHO\ UDWH OLPLW WKH ,�2 ZRUNIORZV RI $SS1� VLQFH

LW H[HFXWHV LQ FRPSXWH QRGHV � DQG ��

0RXQWSRLQW GLIIHUHQWLDWLRQ� &RPSXWH QRGHV FDQ KDYH DFFHVV WR PXOWLSOH ILOH V\VWHPV� ERWK ORFDO �H�J��

xfs RU ext4 IRU PDQDJLQJ ORFDO VWRUDJH GHYLFHV� tmpfs IRU QRQ�SHUVLVWHQW ILOH VWRUDJH� DQG UHPRWH �H�J��

1)6 FOLHQW ZKLFK VXEPLWV UHTXHVWV WR D UHPRWH 1)6 VHUYHU� /XVWUH FOLHQW ZKLFK VXEPLWV UHTXHVWV WR D

/XVWUH ILOH V\VWHP�� *LYHQ WKDW 3$'// LQWHUFHSWV 326,; UHTXHVWV UHJDUGOHVV RI WKH GHVWLQHG ILOH V\VWHP� LW

QHHGV WR LGHQWLI\ ZKLFK UHTXHVWV DUH GHVWLQHG WRZDUGV WKH 3)6 WR EH WUHDWHG DFFRUGLQJO\� 3$'// SHUIRUPV

WKLV GLIIHUHQWLDWLRQ LQ WKUHH SKDVHV�

� 5HJLVWHULQJ PRXQWSRLQWV� WKH V\VWHP DGPLQLVWUDWRU GHILQHV ZKLFK PRXQWSRLQWV VKRXOG EH PDQDJHG

ZLWK 3$'// E\ UHJLVWHULQJ WKHLU IXOO SDWK RQ D PRXQWSRLQW UHJLVWU\� )RU H[DPSOH� DV GHSLFWHG LQ

)LJXUH ���� 3$'// FDQ KDQGOHG DOO UHTXHVWV WKDW DUH GHVWLQHG WRZDUGV WKH ILOH V\VWHPV ZKRVH

PRXQWSRLQWV DUH /scratch DQG /local/usr�

� +DQGOLQJ SDWK�EDVHG RSHUDWLRQV� DOO V\VWHP FDOOV WKDW GHILQH WKH SDWKQDPH RI WKH WDUJHWHG ILOH�

VXFK DV open� fopen� rename� DQG mkdir� DUH LQWHUFHSWHG DQG DQDO\]HG� 5HTXHVWV WKDW DUH

GHVWLQHG WRZDUGV DQ\ RI WKH UHJLVWHUHG PRXQWSRLQWV ZLOO IROORZ WKH UHJXODU RSHUDWLRQ IORZ RI D 3$,2

VWDJH� QDPHO\ ,�2 GLIIHUHQWLDWLRQ DQG HQIRUFHPHQW� RWKHUZLVH� UHTXHVWV DUH GLUHFWO\ VXEPLWWHG WR

WKH FRUUHVSRQGLQJ ILOH V\VWHP ZLWKRXW DQ\ FKDQJHV�

� +DQGOLQJ ILOH GHVFULSWRU DQG ILOH SRLQWHU EDVHG RSHUDWLRQV� WR GHWHUPLQH LI D V\VWHP FDOO WKDW DFFHVVHV

ILOHV WKURXJK ILOH GHVFULSWRUV �H�J�� read� fgetattr� RU ILOH SRLQWHUV �H�J�� fwrite� fclose� LV
GHVWLQHG WRZDUGV D PRXQWSRLQW OLVWHG LQ WKH PRXQWSRLQW UHJLVWU\� IRU HDFK YDOLG open�EDVHG FDOO

3$'// VWRUHV WKH UHVXOWLQJ ILOH GHVFULSWRU �RU ILOH SRLQWHU� LQ DQ LQWHUQDO ILOH PDSSLQJ PRGXOH� 7KHQ�

ZKHQHYHU WKHVH ILOH GHVFULSWRU �RU ILOH SRLQWHU� EDVHG V\VWHP FDOOV DUH LQWHUFHSWHG� 3$'// YHULILHV

LI WKH FRUUHVSRQGLQJ LGHQWLILHU LV UHJLVWHUHG LQ WKH ILOH PDSSLQJ� ,I VR� UHTXHVWV IROORZ WKH UHJXODU

RSHUDWLRQ IORZ RI D 3$,2 VWDJH� RWKHUZLVH� WKHVH DUH GLUHFWO\ VXEPLWWHG WR WKH FRUUHVSRQGLQJ ILOH

V\VWHP ZLWKRXW DGGLWLRQDO SURFHVVLQJ� 2Q close�EDVHG RSHUDWLRQV� WKH ILOH GHVFULSWRU LV UHPRYHG
IURP WKH ILOH PDSSLQJ�

&RQWH[W REMHFW FUHDWLRQ� $IWHU GLIIHUHQWLDWLQJ ZKLFK UHTXHVWV VKRXOG EH HQIRUFHG �L�H�� UDWH OLPLWHG��

3$'// FUHDWHV WKH &RQWH[W REMHFW WR EH VXEPLWWHG WR WKH 3$,2 GDWD SODQH VWDJH� )RU HDFK UHTXHVW� WKH

&RQWH[W REMHFW LV EXLOW ZLWK WKH IROORZLQJ ,�2 FODVVLILHUV� ZRUNIORZ LG� VHW ZLWK WKH WKUHDG�,'� RSHUDWLRQ W\SH

�H�J�� open� read� close� getattr�� RSHUDWLRQ FRQWH[W� ZKLFK GHILQHV WKH RSHUDWLRQ FODVV WKDW D JLYHQ
RSHUDWLRQ UHVSHFWV WR ³ read DQG write�EDVHG RSHUDWLRQV DUH GHILQHG DV data� ZKLOH WKH UHPDLQGHU

��
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VXFK DV open� rename� mkdir� DQG getattr� DUH GHILQHG DV metadata� DQG RSHUDWLRQ VL]H� ZKLFK

GHILQHV WKH FRVW LQ WRNHQV RI HDFK RSHUDWLRQ� EHLQJ VHW WR � IRU PHWDGDWD RSHUDWLRQV DQG WKH FRUUHVSRQGLQJ

EXIIHU VL]H IRU data RSHUDWLRQV�

,�2 GLIIHUHQWLDWLRQ DQG HQIRUFHPHQW� 7KH VWDJH WDUJHWV DOO 326,; RSHUDWLRQV VWXGLHG LQ ������� JLYHQ

WKHLU SUHYDOHQFH LQ WKH ,�2 ZRUNORDGV REVHUYHG LQ +3& VWRUDJH V\VWHPV� $V GHSLFWHG LQ )LJXUH ���� RSHU�

DWLRQV PD\ EH KDQGOHG E\ WZR 3$,2 FKDQQHOV� QDPHO\ &KDQQHO⇡ IRU data DQG &KDQQHO" IRU metadata
RSHUDWLRQV� 8QOHVV VWDWHG RWKHUZLVH� FKDQQHO GLIIHUHQWLDWLRQ LV PDGH XVLQJ WKH RSHUDWLRQ FRQWH[W� 'XH WR

WKH GLIIHUHQW HYDOXDWLRQ VFHQDULRV SUHVHQWHG LQ WKLV FKDSWHU� IXUWKHU GLVFXVVLRQ RQ WKH H[DFW 326,; RSHU�

DWLRQV KDQGOHG E\ 3$'// LV PDGH LQ ����� $OO FKDQQHOV DUH FRQILJXUHG ZLWK '5/ HQIRUFHPHQW REMHFWV WR

HQVXUH UHTXHVWV DUH UDWH OLPLWHG EHIRUH EHLQJ VXEPLWWHG WR WKH 3)6�

,PSOHPHQWDWLRQ� :H LPSOHPHQWHG WKH 3$'//·V GDWD SODQH ZLWK ��. OLQHV RI &�� FRGH� 7KH GDWD SODQH

H[SRVHV D 326,; LQWHUIDFH WKDW UHLPSOHPHQWV �� FDOOV IURP GLIIHUHQW RSHUDWLRQ FODVVHV� 0RUHRYHU� LW LPSOH�

PHQWV WKH QHFHVVDU\ EXLOGLQJ EORFN IRU GLIIHUHQWLDWLQJ UHTXHVWV EDVHG RQ WKHLU PRXQWSRLQW� LQFOXGLQJ WKH

PRXQWSRLQW GLIIHUHQWLDWLRQ DQG ILOH PDSSLQJ PRGXOHV 7KH ORJLF IRU UDWH OLPLWLQJ UHTXHVWV� QDPHO\ FKDQQHO

GLIIHUHQWLDWLRQ DQG HQIRUFHPHQW� ZDV EXLOW XVLQJ 3$,2�

����� &RQWURO 3ODQH

7KH FRQWURO SODQH IROORZV D KLHUDUFKLFDO GHVLJQ �DV GHVFULEHG LQ �������� 7KH JOREDO FRQWUROOHU KDV JOREDO

V\VWHP YLVLELOLW\ DQG HQIRUFHV FOXVWHU�ZLGH SROLFLHV RYHU WKH RYHUDOO 6'6 V\VWHP� DQG LV GHSOR\HG LQ D

GHGLFDWHG FRPSXWH QRGH� /RFDO FRQWUROOHUV KDYH ORFDO YLVLELOLW\ DQG RQO\ RUFKHVWUDWH WKH GDWD SODQH VWDJHV RI

D JLYHQ FRPSXWH QRGH� &RPPXQLFDWLRQ IORZV LQ D KLHUDUFKLFDO PDQQHU� VSHFLILFDOO\� WR HQIRUFH SROLFLHV DQG

FROOHFW ,�2 VWDWLVWLFV� WKH JOREDO FRQWUROOHU FRPPXQLFDWHV ZLWK ORFDO FRQWUROOHUV� ZKLFK LQ WXUQ FRPPXQLFDWH

ZLWK WKHLU FRUUHVSRQGLQJ GDWD SODQH VWDJHV�

*LYHQ WKDW HDFK FRPSXWH QRGH FDQ KDYH PXOWLSOH GDWD SODQH VWDJHV� HLWKHU GXH WR PXOWLSOH FRQFXUUHQW

MREV �DV GLVFXVVHG LQ ��� RU IURP PXOWL�SURFHVV DSSOLFDWLRQV� ZKLFK FUHDWH RQH GDWD SODQH VWDJH SHU

SURFHVV� KDYLQJ D ORFDO FRQWUROOHU DOORZV UHGXFLQJ WKH QXPEHU RI FRQQHFWLRQV WR WKH JOREDO FRQWUROOHU�

&XUUHQWO\� ORFDO FRQWUROOHUV DFW DV SUR[LHV WKDW DJJUHJDWH VWDWLVWLFV IURP VWDJHV EHIRUH EHLQJ GLVSDWFKHG WR

WKH JOREDO FRQWUROOHU� DQG IRUZDUG HQIRUFHPHQW UXOHV WR WKH UHVSHFWLYH VWDJHV� 7KH DFWXDO FRQWURO GHFLVLRQV

DUH PDGH E\ WKH JOREDO FRQWUROOHU� :H OHDYH VFDODELOLW\ DQG GHSHQGDELOLW\ LPSURYHPHQWV� DV ZHOO DV WKH

GHOHJDWLRQ RI FRQWURO UHVSRQVLELOLW\ WR ORFDO FRQWUROOHUV DV IXWXUH ZRUN�

2UFKHVWUDWLQJ VWDJHV IURP WKH VDPH MRE� (YHU\ WLPH D MRE VWDUWV� LWV FRUUHVSRQGLQJ VWDJHV DUH

LQLWLDOL]HG DQG FRQQHFWHG WR WKH ORFDO FRQWUROOHU� 6WDJHV VHQG WR WKH FRQWUROOHU LQIRUPDWLRQ WKDW FKDUDFWHUL]HV

WKH MRE DQG WKH FRPSXWH QRGH ZKHUH LW LV UXQQLQJ �H�J�� job-ID� 3,'� KRVWQDPH� XVHUQDPH�� 7KH ORFDO
FRQWUROOHU WKHQ DJJUHJDWHV WKLV LQIRUPDWLRQ DQG VKDUHV LW ZLWK WKH JOREDO FRQWUROOHU� %DVHG RQ WKLV� WKH

FRQWURO SODQH NQRZV ZKLFK MRE HDFK VWDJH UHVSHFWV WR� RUFKHVWUDWLQJ WKH VWDJHV WKDW EHORQJ WR WKH VDPH

job-ID DV D VLQJOH RQH�

��
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$OJRULWKP ���� 0D[�PLQ )DLU 6KDUH :LWKRXW )DOVH 5HVRXUFH $OORFDWLRQ &RQWURO $OJRULWKP
,QLWLDOL]H� 0D['  1 ,236� $FWLYH > 0� GHPDQG8 > 0� XVDJH8 > 0� 0 ≤ Y ≤ 1

� ^XVDJH0� ... � XVDJH�2C8E4−1` ← FROOHFW ��
� OHIW' ←0D['
� IRU 8 = 0 LQ >�� $FWLYH−1@ GR
� IDLUBVKDUH ← ;4 5 C'

�2C8E4−8
� LI XVDJH8 ≤ GHPDQG8 WKHQ
� WKUHVKROG8 ← (GHPDQG8 − XVDJH8) ∗ Y
� UDWH8 ←<8= (XVDJH8 + WKUHVKROG8 � IDLUBVKDUH)
� HOVH
� UDWH8 ←<8= (GHPDQG8 � IDLUBVKDUH�

�� OHIW' ← OHIW' − UDWH8
�� WRWDOBXVDJH ← Õ�2C8E4−1

9=0 DB0649
�� IRU 8 = 0 LQ >�� $FWLYH−1@ GR
�� XVDJHBSURSRUWLRQ8 ← DB0648

C>C0;BDB064

�� UDWH8 ← UDWH8 + (XVDJHBSURSRUWLRQ8 ∗ OHIW')
�� HQIBUXOH ({UDWH0� ... � UDWH�2C8E4−1})
�� VOHHS �ORRSBLQWHUYDO�

&RQWURO DOJRULWKP� $OJRULWKP ��� LV D FRPPRQ SURSRUWLRQDO VKDULQJ DOJRULWKP XVHG WR HQIRUFH ,�2

IDLUQHVV SROLFLHV ZKHQ D JLYHQ UHVRXUFH LV ERWWOHQHFNHG �L�H�� LI D UHVRXUFH LV RYHUORDGHG� WKH SROLF\ UHGXFHV

LWV ORDG E\ RUFKHVWUDWLQJ WKH ZRUNIORZV WKDW DFFHVV LW ZKLOH HQVXULQJ PD[�PLQ IDLUQHVV�� DV GHPRQVWUDWHG

LQ �� DQG LQ SUHYLRXV ZRUN >���� ���@� +RZHYHU� ZKLOH WKLV DOJRULWKP LV ZHOO VXLWHG IRU ZRUNORDGV WKDW KDYH

D VXVWDLQHG ,�2 EHKDYLRU� LW LV VXERSWLPDO XQGHU YRODWLOH DQG EXUVW\ ZRUNORDGV� 6SHFLILFDOO\� WKH DOJRULWKP

DVVLJQV WR DFWLYH LQVWDQFHV HLWKHU WKHLU GHPDQG RU WKHLU IDLU VKDUH� ZKLOH DOVR SURSRUWLRQDOO\ GLVWULEXWLQJ DQ\

OHIWRYHU UHVRXUFHV LQ WKH V\VWHP� KRZHYHU� LI D JLYHQ LQVWDQFH H[KLELWV D YRODWLOH ZRUNORDG� WKH DOJRULWKP

PD\ DVVLJQ D UHVRXUFH VKDUH ODUJHU WKDQ WKDW WKH LQVWDQFH QHHGV� ZKLFK UHVXOWV LQ RYHU�SURYLVLRQLQJ� :H

UHIHU WR WKLV EHKDYLRU DV IDOVH UHVRXUFH DOORFDWLRQ�

6LQFH PHWDGDWD ZRUNORDGV LQ +3& VWRUDJH V\VWHPV DUH YRODWLOH DQG EXUVW\ ��������� ZH SURSRVH D QHZ

PD[�PLQ IDLU VKDUH DOJRULWKP WKDW SUHYHQWV IDOVH UHVRXUFH DOORFDWLRQ WR HQVXUH 4R6 FRQWURO RYHU PHWDGDWD

ZRUNIORZV� ZKLFK LV GHSLFWHG LQ $OJRULWKP ���� %ULHIO\� UDWKHU WKDQ DVVLJQLQJ WKH LQVWDQFH·V GHPDQG RU IDLU

VKDUH H[FOXVLYHO\ EDVHG RQ WKH QXPEHU RI DFWLYH LQVWDQFHV LQ WKH V\VWHP� ZH FRQVLGHU WKH DFWXDO XVDJH RI

HDFK LQVWDQFH DQG UHGLVWULEXWH UHVRXUFHV LQ D PD[�PLQ IDLU VKDUH PDQQHU EDVHG RQ WKRVH REVHUYDWLRQV�

*LYHQ WKH FRQWH[W DQG SUREOHP GLVFXVVHG LQ WKLV FKDSWHU� IURP WKLV SRLQW IRUZDUG� ZH FRQVLGHU WKH

PHWDGDWD WKURXJKSXW WKDW D JLYHQ ILOH V\VWHP FDQ VHUYLFH DV WKH PDLQ UHVRXUFH WR EH GLVWULEXWHG DPRQJ

LQVWDQFHV� 7KH RYHUDOO PHWDGDWD UDWH DYDLODEOH �JLYHQ E\ 0D['� DQG PHWDGDWD UDWH GHPDQG RI HDFK LQ�

VWDQFH�MRE �JLYHQ E\ GHPDQG� DUH GHILQHG D SULRUL E\ WKH V\VWHP DGPLQLVWUDWRU RU WKH PHFKDQLVP UHVSRQ�

VLEOH IRU PDQDJLQJ UHVRXUFHV RI GLIIHUHQW MRE LQVWDQFHV �H�J�� 6/850�� 7KH DOJRULWKP LV FRPSXWHG RQ WKH

JOREDO FRQWUROOHU DQG XVHV D IHHGEDFN FRQWURO ORRS WKDW SHUIRUPV WKH IROORZLQJ VWHSV� )LUVW� LW FROOHFWV

VWDWLVWLFV IURP HDFK DFWLYH LQVWDQFH·V VWDJH WR GHWHUPLQH LWV DFWXDO PHWDGDWD UDWH XVDJH� JLYHQ E\ XVDJH8

��
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�1�� )RU HDFK DFWLYH LQVWDQFH� WKH DOJRULWKP FRPSXWHV LWV IDLUBVKDUH �4� DQG YHULILHV LI WKH FXUUHQW UDWH

�XVDJH8 � LV ORZHU WKDQ LWV GHPDQG �5�� 8QGHU WKLV VFHQDULR� LQVWDQFH8 FDQ EH VHUYLFHG DW D UDWH ORZHU WKDQ
LWV GHPDQG� $V VXFK� LW DVVLJQV WKH PLQLPXP EHWZHHQ IDLUBVKDUH DQG XVDJH8+WKUHVKROG8 �7�� 7KUHVKROG8
LV FRPSXWHG EDVHG RQ WKH SURGXFW RI D FRQILJXUDEOH Y YDOXH DQG WKH GLIIHUHQW EHWZHHQ GHPDQG8 DQG XV�

DJH8 � DQG LV XVHG WR DEVRUE WKH UDWH RI KLJKO\ YRODWLOH ZRUNORDGV �6�� ,I XVDJH8 LV KLJKHU WKDQ GHPDQG8 � WKH
FRQWUROOHU DVVLJQV WKH PLQLPXP EHWZHHQ GHPDQG8 DQG WKH IDLUBVKDUH �8-9��

7KH DOJRULWKP WKHQ GLVWULEXWHV OHIWRYHU UDWH �OHIW'� DFURVV DFWLYHV LQVWDQFHV �11-14�� 6SHFLILFDOO\� LW
FRPSXWHV WKH RYHUDOO UDWH XVHG E\ DOO LQVWDQFHV �11�� DQG DVVLJQV OHIW' EDVHG RQ WKHLU XVDJH SURSRU�

WLRQ� JLYHQ E\ XVDJHBSURSRUWLRQ8 �13-14�� )LQDOO\� WKH JOREDO FRQWUROOHU JHQHUDWHV WKH HQIRUFHPHQW UXOHV
�enf_rule� WR EH VXEPLWWHG WR HDFK ORFDO FRQWUROOHU �15�� DQG VOHHSV IRU ORRSBLQWHUYDO EHIRUH EHJLQQLQJ
D QHZ FRQWURO F\FOH �16��

,PSOHPHQWDWLRQ� :H KDYH LPSOHPHQWHG 3$'//·V FRQWURO SODQH ZLWK �. OLQHV RI &�� FRGH� 7KH LPSOH�

PHQWDWLRQ RI WKH FRQWURO SODQH GLVFXVVHG LQ ���� VHUYHG DV EDVLV IRU WKH GHYHORSPHQW RI WKLV RQH� 7KH

JOREDO FRQWUROOHU LPSOHPHQWV WKH QHFHVVDU\ EXLOGLQJ EORFNV IRU VSHFLI\LQJ SROLFLHV DQG FRQWURO DOJRULWKPV�

DQG PDQDJLQJ ORFDO FRQWUROOHUV �H�J�� FROOHFW VWDWLVWLFV� VXEPLW UXOHV�� /RFDO FRQWUROOHUV LPSOHPHQW WKH ORJLF

IRU FRPPXQLFDWLQJ ZLWK GDWD SODQH VWDJHV� DQG SUHSURFHVVLQJ WKH VWDWLVWLFV WKDW ZLOO EH VKDUHG ZLWK WKH

JOREDO FRQWUROOHU� &RPPXQLFDWLRQ EHWZHHQ ORFDO FRQWUROOHUV DQG GDWD SODQH VWDJHV LV HVWDEOLVKHG XVLQJ

81,; 'RPDLQ 6RFNHWV� ZKLOH FRPPXQLFDWLRQ EHWZHHQ FRQWUROOHUV LV HVWDEOLVKHG WKURXJK 53&� XVLQJ WKH

J53& IUDPHZRUN >��@�

��� (YDOXDWLRQ

:H QRZ GHPRQVWUDWH KRZ 3$'// FDQ HQIRUFH PHWDGDWD 4R6 SROLFLHV LQ 3)6V� 6SHFLILFDOO\� RXU HYDOXDWLRQ

GHPRQVWUDWH WKDW 3$'// ��� FDQ HQIRUFH SROLFLHV DW GLIIHUHQW JUDQXODULWLHV� ��� FDQ FRQWURO ,�2 EXUVWLQHVV�

��� HQIRUFHV ,�2 SULRULWL]DWLRQ DQG SURSRUWLRQDO VKDULQJ REMHFWLYHV RYHU FRQFXUUHQW MREV LQ WKH V\VWHP� DQG

��� KDV QHJOLJLEOH RYHUKHDG�

7HVWEHG FRQILJXUDWLRQ� ([SHULPHQWV ZHUH FRQGXFWHG LQ FRPSXWH QRGHV RI WKH )URQWHUD VXSHUFRP�

SXWHU >���@� (DFK FRPSXWH QRGH LV HTXLSSHG ZLWK WZR ���FRUH ,QWHO ;HRQ SURFHVVRUV ���� FRUHV�� ��� *L%

RI 5$0� DQG D VLQJOH ��� *L% 66'� 6RIWZDUH�ZLVH� LW XVHV &HQW26 ��� ZLWK WKH /LQX[ NHUQHO Y���� DQG WKH

xfs ILOH V\VWHP� 7KH SURGXFWLRQ 3)6 LV D /XVWUH ILOH V\VWHP�

%HQFKPDUNV DQG ZRUNORDGV� :H FRQGXFWHG H[SHULPHQWV XVLQJ ERWK GDWD DQG PHWDGDWD ZRUNORDGV�

)RU GDWD ZRUNORDGV� QDPHO\ read DQG write� ZH XVHG WKH ,25 EHQFKPDUN >���@� ,25 LV D V\QWKHWLF ,�2

EHQFKPDUN XVHG WR HYDOXDWH +3& VWRUDJH V\VWHPV� 7KH write�read ZRUNORDG VHTXHQWLDOO\ ZULWHV�UHDGV

D VLQJOH ILOH ZLWK ��� *L% XVLQJ 326,;�FRPSOLDQW V\VWHP FDOOV�

7R JHQHUDWH UHDOLVWLF PHWDGDWD ZRUNORDGV� ZH LPSOHPHQWHG D WUDFH UHSOD\HU WKDW VXEPLWV �´UHSOD\Vµ�

PHWDGDWD RSHUDWLRQV �QDPHO\� open� close� rename� getattr� setattr� mkdir� mknod� rmdir�
statfs� DQG unlink� ZLWK DQ LGHQWLFDO UHTXHVW GLVWULEXWLRQ DV WKH RQH REVHUYHG IURP WKH ORJV FROOHFWHG

��
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DW 3)6�� 7KH UHSOD\HU LV PXOWL�WKUHDGHG� DQG HDFK WKUHDG VXEPLWV D VSHFLILF PHWDGDWD RSHUDWLRQ DW D UDWH

WKDW IROORZV WKH VDPH SHUIRUPDQFH FXUYH DV WKH RULJLQDO ORJV� 7KH UDWH DW ZKLFK RSHUDWLRQV DUH VXEPLWWHG

GHSHQGV RQ KRZ PDQ\ FRPSXWH QRGHV DUH XVHG IRU D JLYHQ H[SHULPHQW� WKLV LV IXUWKHU GLVFXVVHG LQ

WKH IROORZLQJ VHFWLRQV� 7KH H[HFXWLRQ SHULRG ZDV DOVR DFFHOHUDWHG� ZKHUH HDFK VHFRQG RI WKH UHSOD\HU

FRUUHVSRQGV WR D PLQXWH·V ZRUWK RI RSHUDWLRQV LQ WKH RULJLQDO ORJ�

0HWKRGRORJ\� )RU DOO H[SHULPHQWV� WKH JOREDO FRQWUROOHU UXQV DW D GHGLFDWHG FRPSXWH QRGH� DQG HDFK

MRE UHVSHFWV WR WKH H[HFXWLRQ RI ,25 RU WKH WUDFH UHSOD\HU XQGHU D VSHFLILF ZRUNORDG� ,25 H[SHULPHQWV ZHUH

FRQGXFWHG XVLQJ WKH 3)6� ([SHULPHQWV LQYROYLQJ PHWDGDWD RSHUDWLRQV ZHUH FRQGXFWHG RYHU WKH ORFDO ILOH

V\VWHP WR SUHYHQW WKH %DVHOLQH VHWXS WR FDXVH KDUP WR WKH SURGXFWLRQ�EDVHG 3)6 DQG QHJDWLYHO\ LPSDFW WKH

SHUIRUPDQFH RI FRQFXUUHQW MREV LQ WKH FOXVWHU� 1HYHUWKHOHVV� EHFDXVH 3$'// DFWXDWHV DW WKH V\VWHP FDOO

OHYHO� DW XVHU�VSDFH� LW FDQ LQWHUFHSW DQG KDQGOH 326,; RSHUDWLRQV VXEPLWWHG WR DQ\ LQ�NHUQHO ILOH V\VWHP

UHJLVWHUHG LQ WKH 9)6� LQFOXGLQJ ORFDO DQG UHPRWH ILOH V\VWHPV �L�H�� /XVWUH NHUQHO FOLHQW�� :H H[SHFW 3$'//

WR DFKLHYH WKH VDPH OHYHO RI HIIHFWLYHQHVV ZKHQ XVHG RYHU 3)6V�

����� )XQFWLRQDO (YDOXDWLRQ

7KLV VHFWLRQ GHPRQVWUDWHV 3$'//·V FDSDELOLW\ RI UDWH OLPLWLQJ ,�2 ZRUNIORZV DW GLIIHUHQW OHYHOV RI JUDQX�

ODULW\� QDPHO\ SHU�RSHUDWLRQ W\SH DQG SHU�RSHUDWLRQ FODVV� $OO H[SHULPHQWV SUHVHQWHG LQ WKLV VHFWLRQ ZHUH

FRQGXFWHG XQGHU D VLQJOH FRPSXWH QRGH�

6HWXSV� ([SHULPHQWV ZHUH FRQGXFWHG XQGHU WKUHH VHWXSV�

� %DVHOLQH� UHSUHVHQWV WKH EHQFKPDUN ³ ,25 RU WUDFH UHSOD\HU ³ ZLWKRXW XVLQJ 3$'//�

� 3DVVWKURXJK� UHVSHFWV WR D VFHQDULR ZKHUH 326,; RSHUDWLRQV VXEPLWWHG E\ WKH EHQFKPDUN DUH

LQWHUFHSWHG E\ 3$'// EXW DUH QRW UDWH OLPLWHG� 7KLV VHWXS ZDV XVHG WR PHDVXUH WKH RYHUKHDG

LQWURGXFHG E\ 3$'//�

� 3$'//� UHSUHVHQWV D VFHQDULR ZKHUH 326,; RSHUDWLRQV VXEPLWWHG E\ WKH EHQFKPDUN DUH LQWHUFHSWHG

E\ 3$'// DQG WKURWWOHG DW D JLYHQ UDWH�

:RUNORDG FRQILJXUDWLRQ� ([SHULPHQWV XVLQJ WKH WUDFH UHSOD\HU ZHUH FRQILJXUHG DV IROORZV� 7KH UDWH

RI HDFK RSHUDWLRQ W\SH ZDV VFDOHG�GRZQ WR KDOI WR HQVXUH WKDW WKH ILOH V\VWHP FRXOG VHUYH WKHP ZLWKRXW

RYHUORDGLQJ� 7KH WUDFH XVHG LQ WKH H[SHULPHQWV FRUUHVSRQGV WR WKH PHWDGDWD RSHUDWLRQV RI D VLQJOH 0'7

VHUYHU RI WKH 3)6� ILOH V\VWHP�

3HU�RSHUDWLRQ W\SH UDWH OLPLWLQJ� )LUVW� ZH GHPRQVWUDWH KRZ 3$'// HQDEOHV V\VWHP DGPLQLVWUDWRUV WR

FRQWURO WKH UDWH RI VSHFLILF RSHUDWLRQV� 8QGHU WKLV VFHQDULR� ERWK ,25 DQG WUDFH UHSOD\HU ZHUH FRQILJXUHG

WR VXEPLW D VLQJOH RSHUDWLRQ W\SH� )RU DOO H[SHULPHQWV� 3$'// ZDV FRQILJXUHG WR WKURWWOH RSHUDWLRQV ZLWK

D VWDWLF UDWH� ZKRVH YDOXH FKDQJHV HYHU\ 1 PLQXWHV XSRQ LQVWUXFWLRQ RI WKH V\VWHP DGPLQLVWUDWRU� QDPHO\

� PLQXWHV IRU PHWDGDWD DQG � PLQXWH IRU GDWD RSHUDWLRQV�

��
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rename
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0
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read

1.0 1.5 2.0 2.5 1.5

0
0.5
1.0
1.5
2.0

0 1 2 3 4 5

write

0.75 1.25 1.75 2.25 0.75

)LJXUH ���� 3HU�RSHUDWLRQ W\SH UDWH OLPLWLQJ� ([SHULPHQWV VKRZ WKDW 3$'// FDQ HQIRUFH GLIIHUHQW UDWH OLPLWV
RYHU GLIIHUHQW 326,; RSHUDWLRQV� LQFOXGLQJ open� close� getattr� rename� read DQG write�

)LJXUH ��� GHSLFWV WKH WKURXJKSXW UHVXOWV RI %DVHOLQH DQG 3$'// VHWXSV XQGHU GLIIHUHQW RSHUDWLRQ

W\SHV� *UH\ OLQHV GHSLFW WKH %DVHOLQH VHWXS� ZKLOH EODFN OLQHV GHSLFW WKH 3$'// VHWXS�

$W DOO WLPHV� 3$'// LV DEOH WR FRQWURO WKH UDWH RI DOO RSHUDWLRQV� QHYHU H[FHHGLQJ WKH FRQILJXUHG OLPLWV�

2YHU VHYHUDO SHULRGV� 3$'// IROORZV WKH VDPH SHUIRUPDQFH FXUYH DV %DVHOLQH� DV REVHUYHG LQ WKH open
H[SHULPHQW EHWZHHQ �� DQG �� PLQXWHV �L�H�� SHULRGV ZKHUH WKH EODFN OLQH LV QRW IODW�� 7KLV LV EHFDXVH�

WKH OLPLW VHW E\ WKH V\VWHP DGPLQLVWUDWRU� IRU WKDW LQWHUYDO� LV KLJKHU WKDQ WKH RSHUDWLRQV VXEPLWWHG E\

WKH UHSOD\HU� $QDORJRXVO\� ZH REVHUYH SHULRGV ZKHUH WKH 3$'// VHWXS DFKLHYHV KLJKHU WKURXJKSXW WKDQ

%DVHOLQH� DV REVHUYHG LQ WKH getattr H[SHULPHQW EHWZHHQ WKH � DQG �� PLQXWHV LQWHUYDO� 7KLV RFFXUV

ZKHQ RSHUDWLRQV DUH EHLQJ DJJUHVVLYHO\ UDWH OLPLWHG �L�H�� WKH RULJLQDO UDWH LV VLJQLILFDQWO\ KLJKHU WKDQ WKH

GHILQHG OLPLW�� FUHDWLQJ D EDFNORJ RI RSHUDWLRQV WR EH H[HFXWHG�

��
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)LJXUH ���� 0HWDGDWD UDWH OLPLWLQJ ZLWK 3$'//�

:H REVHUYH VLPLODU UHVXOWV IRU GDWD�RULHQWHG RSHUDWLRQV� +RZHYHU� VLQFH WKH WDUJHWHG ILOH V\VWHP RI WKH

,25 H[SHULPHQWV LV WKH VKDUHG VWRUDJH EDFNHQG �L�H�� /XVWUH�� ZH QRWLFH PRUH YDULDELOLW\�

3HU�RSHUDWLRQ FODVV UDWH OLPLWLQJ� :H QRZ GHPRQVWUDWH KRZ 3$'// FRQWUROV WKH ,�2 ZRUNIORZV RI

D JLYHQ RSHUDWLRQ FODVV� QDPHO\ metadata� :H IROORZHG D VLPLODU WHVWLQJ PHWKRGRORJ\ DV WKH SUHYLRXV

VHWXS� 7KH WUDFH UHSOD\HU VSDZQV WHQ WKUHDGV� RQH IRU HDFK RSHUDWLRQ W\SH� )LJXUH ��� GHSLFWV WKH REWDLQHG

UHVXOWV� 7KH WKURXJKSXW FRUUHVSRQGV WR WKH DFFXPXODWHG UDWH RI DOO UHSOD\HU WKUHDGV�

$W DOO WLPHV� 3$'// HIIHFWLYHO\ FRQWUROV WKH UDWH RI DOO PHWDGDWD RSHUDWLRQV WKURXJKRXW WKH RYHUDOO

H[SHULPHQW� ,Q VHYHUDO SHULRGV� 3$'// PDWFKHV RU DFKLHYHV KLJKHU WKURXJKSXW SHUIRUPDQFH WKDQ %DVHOLQH�

ZH GUDZ VLPLODU REVHUYDWLRQV DV LQ WKH SUHYLRXV VHWXS�

2YHUKHDG� 7R IXUWKHU HYDOXDWH WKH RYHUKHDG LPSRVHG E\ 3$'//� ZH FRQGXFWHG D VHW RI H[SHULPHQWV ZLWK

WKH 3DVVWKURXJK VHWXS� :KHQ FRPSDULQJ 3DVVWKURXJK ZLWK %DVHOLQH� WKH RYHUKHDG LV QHJOLJLEOH� QHYHU

GHJUDGLQJ SHUIRUPDQFH PRUH WKDQ ���� DFURVV DOO H[SHULPHQWV� )RU ILJXUH FODULW\� 3DVVWKURXJK LV QRW

GHSLFWHG LQ )LJXUHV ��� DQG ���� DV LWV SHUIRUPDQFH OLQH SUDFWLFDOO\ RYHUODSV ZLWK WKH %DVHOLQH RQH�

����� 3HU�-RE 4R6 &RQWURO

:H QRZ GHPRQVWUDWH KRZ 3$'// DFKLHYHV PHWDGDWD 4R6 FRQWURO LQ +3& VWRUDJH V\VWHPV E\ RUFKHVWUDWLQJ

WKH ,�2 ZRUNIORZV RI DFWLYH MREV LQ WKH VXSHUFRPSXWHU� 8QGHU WKLV VFHQDULR� PHWDGDWD RSHUDWLRQV DUH VHHQ

DV D ILQLWH DQG VKDUHG ,�2 UHVRXUFH� DQG IRU WKH 3)6 WR SURYLGH VXVWDLQHG ,�2 SHUIRUPDQFH� MREV QHHG WR

PHHW VSHFLILF PHWDGDWD 6/2V�

7HVWEHG FRQILJXUDWLRQ� $W DOO WLPHV� WKHUH DUH DW PRVW IRXU MREV LQ WKH V\VWHP� HDFK UXQQLQJ LQ D

GHGLFDWHG FRPSXWH QRGH DQG H[HFXWLQJ WKH WUDFH UHSOD\HU� ZKLFK VXEPLWV PHWDGDWD RSHUDWLRQV DW GLIIHUHQW

UDWHV� -REV DUH LQFUHPHQWDOO\ DGGHG WR WKH V\VWHP HYHU\ � PLQXWHV� 8QGHU WKLV VFHQDULR� ZH FRQVLGHU WKDW

WKH V\VWHP DGPLQLVWUDWRU GHILQHV D PD[LPXP UDWH RI PHWDGDWD RSHUDWLRQV �0D['� WKDW FDQ EH VXEPLWWHG

WR WKH WDUJHWHG VWRUDJH V\VWHP� EHLQJ VHW DW ��� NRSV�V� $JDLQ� WR SUHYHQW KDUPLQJ WKH SURGXFWLRQ 3)6�

PHWDGDWD RSHUDWLRQV DUH VXEPLWWHG WR HDFK FRPSXWH QRGH·V ORFDO ILOH V\VWHP� $V VXFK� 0D[' FRUUHVSRQGV

WKH PD[LPXP PHWDGDWD UDWH DYDLODEOH WR DOO RI WKHVH ILOH V\VWHPV�

:RUNORDG FRQILJXUDWLRQ� 7KH WUDFH XVHG LQ WKH H[SHULPHQWV FRUUHVSRQGV WR WKH PHWDGDWD RSHUDWLRQV

RI DOO 0'7 VHUYHUV RI 3)6�� L�H�� WKH FRPELQHG UDWH RI DOO MREV IROORZV WKH RYHUDOO PHWDGDWD ORDG REVHUYHG

��
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7DEOH ���� 3HU�-RE 4R6 &RQWURO 7HVWLQJ 6FHQDULRV�

7HVWLQJ VFHQDULR �� 7HVWLQJ VFHQDULR �� 7HVWLQJ VFHQDULR ��

-RE1 ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V `
-RE2 ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V `
-RE3 ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V `
-RE4 ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V ` ^ ��� ² �� NRSV�V `

DW WKH 3)6� ILOH V\VWHP� (DFK MRE LV DVVLJQHG ZLWK D JLYHQ ORDG WKDW YDULHV DFURVV WHVWLQJ VFHQDULRV� DV

GHSLFWHG LQ 7DEOH ���� )RU LQVWDQFH� LQ WHVWLQJ VFHQDULR ��� DOO MREV VXEPLW WKH VDPH ORDG �L�H�� ����� 7KH

WUDFH UHSOD\HU ZDV FRQILJXUHG ZLWK �� WKUHDGV� HDFK RI ZKLFK UHSOD\HG D JLYHQ RSHUDWLRQ W\SH ZLWK WKH

VDPH UDWH DV WKH RULJLQDO ORJ�

6HWXSV� ([SHULPHQWV ZHUH FRQGXFWHG XQGHU ILYH VHWXSV� %DVHOLQH UHSUHVHQWV WKH FXUUHQW VHWXS VXSSRUWHG

DW PRVW VXSHUFRPSXWHUV� ZKHUH DOO MREV H[HFXWH ZLWKRXW DQ\ WKURWWOLQJ� 7KH UHPDLQGHU VHWXSV DUH UDWH OLP�

LWHG ZLWK 3$'//� ZLWK D PD[LPXP FRPELQHG UDWH RI 0D[' � 8QLIRUP UHSUHVHQWV D VFHQDULR ZKHUH MREV

DUH WKURWWOHG ZLWK D IL[HG OLPLW WKURXJKRXW WKHLU HQWLUH H[HFXWLRQ� $FURVV DOO WHVWLQJ VFHQDULRV� HDFK MRE LV

UDWH OLPLWHG WR �� NRSV�V� 3ULRULW\ UHSUHVHQWV D VHWXS ZKHUH MREV DUH VWDWLFDOO\ UDWH OLPLWHG� VLPLODUO\ WR

8QLIRUP� EXW DUH DVVLJQHG ZLWK GLIIHUHQW UDWHV� 7KLV HQDEOHV GHILQLQJ GLIIHUHQW ,�2 SULRULWLHV WR DOO MREV LQ

WKH V\VWHP� 7KH 3URSRUWLRQDO VKDULQJ VHWXS UHSUHVHQWV D VFHQDULR ZKHUH PHWDGDWD ZRUNIORZV DUH FRQ�

WUROOHG ZLWK $OJRULWKP ���� 6SHFLILFDOO\� WKH FRQWURO DOJRULWKP HQIRUFHV SHU�MRE PHWDGDWD UDWH UHVHUYDWLRQV

DQG SURSRUWLRQDOO\ GLVWULEXWHV OHIWRYHU PHWDGDWD UDWH ZKHQHYHU LW LV DYDLODEOH� )LQDOO\� 3URSRUWLRQDO VKDULQJ

ZLWKRXW IDOVH DOORFDWLRQ �36)$� UHSUHVHQWV D VFHQDULR ZKHUH PHWDGDWD ZRUNIORZV DUH FRQWUROOHG ZLWK $OJR�

ULWKP ���� ZKLFK SUHYHQWV IDOVH UHVRXUFH DOORFDWLRQ ZKHQ ZRUNORDGV DUH EXUVW\ DQG YRODWLOH� )RU 3ULRULW\�

3URSRUWLRQDO VKDULQJ DQG 36)$ VHWXSV� WKH UDWH OLPLWV RI HDFK MRE DUH GHSLFWHG LQ 7DEOH ���� ZKLFK YDU\

DFURVV WHVWLQJ VFHQDULRV� )RU 3URSRUWLRQDO VKDULQJ WKHVH OLPLWV UHSUHVHQW WKH SHU�MRE PD[LPXP UDWH ZKHQ

DOO MREV DUH DFWLYH� )RU 36)$ WKHVH OLPLWV UHSUHVHQW WKH SHU�MRE PD[LPXP UDWH ZKHQ ��� DOO MREV DUH DFWLYH

DQG ��� HDFK MRE·V XVDJH LV KLJKHU WKDQ LWV GHPDQG�

7HVWLQJ VFHQDULRV� 7R SURYLGH D FRPSUHKHQVLYH HYDOXDWLRQ WHVWEHG� ZH FRQVLGHU WKUHH WHVWLQJ VFHQDULRV

ZLWK YDU\LQJ ORDG SURSRUWLRQV DQG UDWH OLPLWV� 7DEOH ��� GHSLFWV WKH ORDG SURSRUWLRQ DQG WKH PHWDGDWD UDWH

OLPLW IRU HDFK FRPELQDWLRQ RI WHVWLQJ VFHQDULR DQG MRE� 7KH ORDG SURSRUWLRQ YDULHV DFURVV DOO VHWXSV� ZKLOH

WKH PHWDGDWD UDWH OLPLW LV RQO\ HQIRUFHG XQGHU 3ULRULW\� 3URSRUWLRQDO VKDULQJ� DQG 36)$� 7KH VXP RI WKH

ORDG SURSRUWLRQ RI DOO MREV FRUUHVSRQGV WR WKH PHWDGDWD RSHUDWLRQV RI DOO 0'7 VHUYHUV RI 3)6�� ZKLOH WKH

VXP RI WKH PHWDGDWD UDWH OLPLWV FRUUHVSRQGV WR 0D[' �

� 7HVWLQJ VFHQDULR �� ����������� DOO MREV IROORZ WKH VDPH ZRUNORDG EXW DUH DVVLJQHG ZLWK GLIIHUHQW

,�2 SULRULWLHV�

� 7HVWLQJ VFHQDULR �� ����������� MREV KDYH GLIIHUHQW ORDG SURSRUWLRQV ² IRU LQVWDQFH� -RE1 VXEPLWV

��
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��� RI WKH RYHUDOO PHWDGDWD ORDG� ZKLOH -RE4 VXEPLWV ��� ² DQG UDWH OLPLWV DUH DVVLJQHG SURSRU�

WLRQDOO\ WR HDFK MRE·V ORDG �L�H�� MREV ZLWK ORZHU PHWDGDWD ORDG DUH DVVLJQHG ZLWK ORZHU SULRULW\��

� 7HVWLQJ VFHQDULR �� ����������� MREV IROORZ WKH VDPH ORDG SURSRUWLRQV DV WHVWLQJ VFHQDULR ��� EXW

WKH UDWH OLPLWV RI -RE1 DQG -RE4 DUH VZLWFKHG �L�H�� WKH MRE ZLWK ORZHU PHWDGDWD ORDG LV DVVLJQHG

ZLWK KLJKHU SULRULW\� DQG YLFH�YHUVD��

������� 7HVWLQJ 6FHQDULR ��

)LJXUH ��� GHSLFWV� IRU HDFK VHWXS� WKH PHWDGDWD UDWH RI DOO MREV DW ��VHFRQG LQWHUYDOV XQGHU WHVWLQJ VFHQDULR

��� ([SHULPHQWV LQFOXGH VHYHQ SKDVHV �¿²∆�� HDFKPDUNLQJ ZKHQ D JLYHQ MRE HQWHUV RU OHDYHV WKH V\VWHP�

%DVHOLQH� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� (DFK MRE H[HFXWHV RYHU �� PLQXWHV DQG OHDYHV

WKH V\VWHP LQ WKH VDPH RUGHU DV LW HQWHUHG� 7KURXJKRXW WKH HQWLUH H[HFXWLRQ� ZH REVHUYH WKDW WKH ZRUNORDG

LV H[WUHPHO\ YRODWLOH DQG EXUVW\� ZLWK SHDNV WKDW UHDFK ��� NRSV�V� :KHQ DOO MREV DUH H[HFXWLQJ� WKHUH DUH

VHYHUDO SHULRGV ZKHUH WKH ILOH V\VWHP FRQWLQXRXVO\ VHUYHV UHTXHVWV EHWZHHQ ��� NRSV�V DQG ��� NRSV�V�

0RUHRYHU� QRWH WKDW WKH SHUIRUPDQFH FXUYH �DQG PD[LPXP UDWH� REVHUYHG LQ WKLV ZRUNORDG GRHV QRW PDWFK

WKDW LQ )LJXUH ���� HYHQ WKRXJK WKH ORJV XVHG IRU UHSOD\LQJ WKH PHWDGDWD RSHUDWLRQV DUH WKH VDPH� 7KLV LV

EHFDXVH MREV VWDUW WKHLU H[HFXWLRQ DW GLIIHUHQW WLPHV� EHLQJ VHSDUDWHG E\ D ��PLQXWHV JDS�

8QLIRUP� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� 7KURXJKRXW WKH HQWLUH H[HFXWLRQ� ZKHQHYHU D

QHZ MRE LV DGGHG� LW LV SURYLVLRQHG ZLWK LWV DVVLJQHG UDWH� QDPHO\ �� NRSV�V� 3$'// HQVXUHV WKDW WKH

WKURXJKSXW RI DOO MREV LV VXVWDLQHG DQG HOLPLQDWHV H[LVWLQJ ,�2 EXUVWLQHVV� :KLOH UDWH OLPLWHG� ZH REVHUYH

WKDW DOO MREV ILQLVK LQ WKH VDPH WLPH DV WKHLU FRUUHVSRQGLQJ YHUVLRQ LQ WKH %DVHOLQH VHWXS� :KLOH WKLV VHWXS

LV XVHIXO WR HTXDOO\ GLVWULEXWH PHWDGDWD UDWH DFURVV MREV� LW KDV WKUHH PDLQ OLPLWDWLRQV� ILUVW� LW GRHV QRW

DOORZ MREV WR H[HFXWH ZLWK GLIIHUHQW SULRULWLHV� VHFRQG� JLYHQ WKDW WKHUH DUH VHYHUDO SHULRGV ZKHUH WKHUH LV

OHIWRYHU PHWDGDWD UDWH� MREV PD\ EH UDWH OLPLWHG PRUH DJJUHVVLYHO\ WKDQ QHHGHG �IRU LQVWDQFH� LQ LQWHUYDOV

¿ WR ¬ DQG ƒ WR ∆�� ILQDOO\� MREV FDQ H[SHULHQFH RYHU�SURYLVLRQLQJ LI WKH\ VXEPLW PHWDGDWD RSHUDWLRQV DW

D UDWH ORZHU WKDW WKH GHILQHG OLPLW� OHDGLQJ WR ZDVWH RI V\VWHP UHVRXUFHV�

3ULRULW\� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� 6LPLODUO\ WR WKH 8QLIRUP VHWXS� 3$'// HQVXUHV

WKDW DOO MREV DUH SURYLVLRQHG ZLWK WKHLU UDWH WKURXJKRXW WKH HQWLUH H[HFXWLRQ� +RZHYHU� ZKHQ D MRE LV VHW

ZLWK ORZ SULRULW\� LWV H[HFXWLRQ PD\ WDNH ORQJHU WKDQ LWV FRUUHVSRQGLQJ XQWKURWWOHG YHUVLRQ VLQFH PHWDGDWD

RSHUDWLRQV DUH UDWH OLPLWHG PRUH DJJUHVVLYHO\� :H REVHUYH WKLV SKHQRPHQRQ LQ -RE1� ZKHUH LWV H[HFXWLRQ

WDNHV �� PLQXWHV ORQJHU WKDQ LQ WKH SUHYLRXV VHWXSV� 0RUHRYHU� ZKLOH WKLV VHWXS HQDEOHV GHILQLQJ PHWDGDWD

UDWH SULRULWLHV� LW VWLOO VXIIHUV IURP WKH RWKHU WZR OLPLWDWLRQV GLVFXVVHG LQ WKH 8QLIRUP VHWXS�

3URSRUWLRQDO VKDULQJ� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� :KHQHYHU D QHZ MRE HQWHUV �¿²¬�

RU OHDYHV WKH V\VWHP �ƒ²∆�� LW LV DVVLJQHG ZLWK LWV SURSRUWLRQDO PHWDGDWD VKDUH� :KHQ DOO MREV DUH UXQQLQJ

�√�� WKH\ DUH DVVLJQHG ZLWK WKHLU GHPDQGHG UDWH� 'XULQJ WKLV SKDVH� MREV DUH VHUYHG ZLWK WKH VDPH OLPLWV DV

LQ 3ULRULW\� &RPSDUHG WR %DVHOLQH� WKLV VHWXS HOLPLQDWHV ,�2 EXUVWLQHVV DQG SURYLGHV VXVWDLQHG PHWDGDWD

SHUIRUPDQFH� &RPSDUHG WR 8QLIRUP DQG 3ULRULW\� LW HQVXUHV GLIIHUHQW SULRULW\ UDWHV ZKLOH VKDULQJ OHIWRYHU

��
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)LJXUH ���� 3HU�MRE PHWDGDWD FRQWURO RYHU %DVHOLQH� 8QLIRUP� 3ULRULW\� 3URSRUWLRQDO 6KDULQJ� DQG 36)$
VHWXSV XQGHU WHVWLQJ VFHQDULR ���

PHWDGDWD UDWH ZKHQHYHU LW LV DYDLODEOH� +RZHYHU� JLYHQ WKDW -RE1 LV DJJUHVVLYHO\ UDWH OLPLWHG GXULQJ √� LWV

H[HFXWLRQ WDNHV � PLQXWHV ORQJHU WKDQ WKH FRUUHVSRQGLQJ XQWKURWWOHG YHUVLRQ� )XUWKHUPRUH� EHFDXVH WKH

ZRUNORDG LV YRODWLOH DQG EXUVW\� ZH REVHUYH VHYHUDO SHULRGV WKDW GHPRQVWUDWH WKH IDOVH UHVRXUFH DOORFDWLRQ

SUREOHP �GLVFXVVHG LQ �������� EHLQJ SDUWLFXODUO\ QRWLFHDEOH LQ WKH ��²�� PLQXWHV DQG ��²�� PLQXWHV

LQWHUYDOV� ,Q WKHVH SHULRGV� RQH RU PRUH MREV DUH RYHU�SURYLVLRQHG� DQG WKH H[FHHGLQJ UHVRXUFHV FRXOG EH

XVHG WR LPSURYH WKH SHUIRUPDQFH RI WKH UHPDLQGHU MREV�

36)$� ([SHULPHQWV ZHUH H[HFXWHG RYHU �� PLQXWHV� $OO MREV FRPSOHWH WKHLU H[HFXWLRQ LQ WKH VDPH WLPH

DV WKHLU FRUUHVSRQGLQJ XQWKURWWOHG YHUVLRQV �%DVHOLQH�� $V REVHUYHG WKURXJKRXW WKH RYHUDOO H[HFXWLRQ� WKH

36)$ DOJRULWKP FRQWLQXRXVO\ DGMXVWV WKH OLPLW RI HDFK MRE EDVHG RQ WKH DFWXDO UDWH LW LV XVLQJ� UHPRYLQJ

WKH IDOVH UHVRXUFH DOORFDWLRQ H[SHULHQFHG LQ WKH 3URSRUWLRQDO VKDULQJ VHWXS� 6SHFLILFDOO\� LQ WKH ��²��

PLQXWHV SHULRG� 36)$ DVVLJQV XQXVHG PHWDGDWD UDWH WR -RE1� -RE2� DQG -RE3� WHPSRUDULO\ KDYLQJ DFFHVV

WR PRUH UDWH WKDQ WKHLU GHPDQG� 7KH VDPH LV REVHUYHG IRU -RE1 DQG -RE2 LQ WKH ��²�� PLQXWHV SHULRG�
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)LJXUH ���� 3HU�MRE PHWDGDWD FRQWURO RYHU %DVHOLQH� 8QLIRUP� 3ULRULW\� 3URSRUWLRQDO 6KDULQJ� DQG 36)$
VHWXSV XQGHU WHVWLQJ VFHQDULR ���

$V VXFK� 36)$ HQDEOHV PD[LPL]LQJ WKH XVH RI DYDLODEOH UHVRXUFHV WR DFFHOHUDWH WKH SHUIRUPDQFH RI PRUH

UHVRXUFH�KXQJU\ MREV� ZLWKRXW GHJUDGLQJ WKH SHUIRUPDQFH RI RYHU�SURYLVLRQHG RQHV�

������� 7HVWLQJ 6FHQDULR ��

)LJXUH ��� GHPRQVWUDWHV� IRU HDFK VHWXS� WKH PHWDGDWD UDWH RI DOO MREV DW ��VHFRQG LQWHUYDOV XQGHU WHVWLQJ

VFHQDULR ���

%DVHOLQH� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� *LYHQ WKDW WKH RYHUDOO PHWDGDWD ORDG LV WKH VDPH

DFURVV DOO WHVWLQJ VFHQDULRV� ZH REVHUYH VLPLODU YRODWLOLW\ DQG EXUVWLQHVV DV LQ WHVWLQJ VFHQDULR �� %DVHOLQH

VHWXS� 7KH NH\ GLIIHUHQFH LV WKDW QRZ -RE4 JHQHUDWHV D PDMRU SDUW RI WKH PHWDGDWD ORDG EHLQJ QRWLFHDEOH

WKURXJKRXW LWV HQWLUH H[HFXWLRQ� ZKLOH -RE1 GHPRQVWUDWHV VLJQLILFDQWO\ ORZHU ORDG�

8QLIRUP� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� 6LPLODUO\ WR WHVWLQJ VFHQDULR ��� WKURXJKRXW WKH HQWLUH

H[HFXWLRQ� ZKHQHYHU QHZ MRE LV DGGHG� LW LV SURYLVLRQHG ZLWK LWV VWDWLF UDWH� QDPHO\ �� NRSV�V� +RZHYHU� DV

��
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-RE4 QRZ JHQHUDWHV ��� RI WKH RYHUDOO PHWDGDWD ORDG� 3$'// DJJUHVVLYHO\ UDWH OLPLWV LW� UHVXOWLQJ LQ D ORQJHU

H[HFXWLRQ SHULRG �QDPHO\� LW WDNHV �� PLQXWHV ORQJHU WR FRPSOHWH�� 2Q WKH RWKHU KDQG� -RE1 H[SHULHQFHV

RYHU�SURYLVLRQLQJ IRU PRVW RI LWV H[HFXWLRQ� JLYHQ WKDW LW RQO\ JHQHUDWHV ��� RI WKH RYHUDOO PHWDGDWD ORDG�

7KLV GHPRQVWUDWHV WKDW D VWDWLF UDWH OLPLW SROLF\ LV XQVXLWHG ZKHQ MREV KDYH GLIIHUHQW ZRUNORDG SURSRUWLRQV�

3ULRULW\� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� &RQWUDULO\ WR WHVWLQJ VFHQDULR ��� GXH WR WKH GHFUHDVHG

PHWDGDWD ORDG� -RE1 LV QRZ DEOH WR ILQLVK LQ WKH VDPH WLPH DV LQ %DVHOLQH VHWXS� 2Q WKH RWKHU KDQG� -RE4
WDNHV � PLQXWHV ORQJHU WR FRPSOHWH LWV H[HFXWLRQ� 6SHFLILFDOO\� GXH WR LWV ODUJH PHWDGDWD ORDG� 3$'// DJ�

JUHVVLYHO\ UDWH OLPLWV -RE4 WKURXJKRXW WKH RYHUDOO H[HFXWLRQ SHULRG� UHVXOWLQJ LQ D ODUJH EDFNORJ RI PHWDGDWD

RSHUDWLRQV WR EH SHUIRUPHG� DV REVHUYHG LQ ∆� ,Q DGGLWLRQ� WKLV DOVR RFFXUV EHFDXVH WKH VSHFLILHG SROLF\

GRHV QRW HQDEOH MREV WR OHYHUDJH IURP OHIWRYHU PHWDGDWD UDWH DYDLODEOH LQ WKH V\VWHP�

3URSRUWLRQDO VKDULQJ� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� &RQWUDULO\ WR 8QLIRUP DQG 3ULRULW\� HDFK

MRE LXV DEOH WR FRPSOHWH LWV H[HFXWLRQ LQ �� PLQXWHV� VLQFH $OJRULWKP ��� GLVWULEXWHV OHIWRYHU PHWDGDWD UDWH

ZKHQHYHU LW LV DYDLODEOH� +RZHYHU� VLPLODUO\ WR WKH REVHUYDWLRQV PDGH LQ WHVWLQJ VFHQDULR ��� 3URSRUWLRQ

VKDULQJ H[SHULHQFHV SHULRGV XQGHU IDOVH UHVRXUFH DOORFDWLRQ� EHLQJ HVSHFLDOO\ QRWLFHDEOH LQ WKH ��²��

PLQXWHV� ��²�� PLQXWHV� DQG ��²�� PLQXWHV LQWHUYDOV�

36)$� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� $JDLQ� 36)$ PD[LPL]HV WKH XVH RI PHWDGDWD UHVRXUFHV E\

UHDOORFDWLQJ XQXVHG UDWH IURP RYHU�SURYLVLRQHG MREV� )RU LQVWDQFH� GXULQJ WKH ��²�� PLQXWHV SHULRG� -RE4
LPSURYHV LWV SHUIRUPDQFH E\ OHYHUDJLQJ IURP XQXVHG UDWH RI WKH RWKHU MREV� ,QWHUHVWLQJO\� GXULQJ WKH ��²��

PLQXWHV LQWHUYDO� 36)$ GHPRQVWUDWHV ORZHU XVDJH RI UHVRXUFHV FRPSDUHG WR 3ULRULW\ DQG 3URSRUWLRQDO

VKDULQJ� 7KLV RFFXUV EHFDXVH XS WR WKH ���PLQXWHV PDUN WKH DOJRULWKP DOORFDWHG HQRXJK UDWH WR DFWLYH

MREV WKDW DOORZHG WKHP WR FRQGXFW DQ\ DFFXPXODWHG EDFNORJ RI PHWDGDWD RSHUDWLRQV� 7KXV� DIWHU WKDW PDUN

�DQG XS WR �� PLQXWHV�� DOO MREV IORZ ZLWK D UDWH FORVHU WR WKDW REVHUYHG LQ %DVHOLQH�

������� 7HVWLQJ 6FHQDULR ��

)LJXUH ��� GHSLFWV� IRU HDFK VHWXS� WKH PHWDGDWD UDWH RI DOO MREV DW ��VHFRQG LQWHUYDOV XQGHU WHVWLQJ VFHQDULR

��� ([SHULPHQWV FRQGXFWHG IRU %DVHOLQH DQG 8QLIRUP VHWXSV DUH WKH VDPH DV LQ WHVWLQJ VFHQDULR ��� DV

ERWK PHWDGDWD ORDG DQG UDWH OLPLWV UHPDLQ XQFKDQJHG� :H GUDZ LGHQWLFDO REVHUYDWLRQV�

3ULRULW\� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� ,Q WKLV VFHQDULR� -RE4 VXEPLWV ��� RI WKH RYHUDOO PHWD�

GDWD ORDG ZKLOH EHLQJ DVVLJQHG ZLWK WKH ORZHVW SULRULW\� $V D UHVXOW� WKH MRE WDNHV �� PLQXWHV ORQJHU WR

FRPSOHWH LWV H[HFXWLRQ� 2I SDUWLFXODU LQWHUHVW� GXULQJ ∆� 3$'// DJJUHVVLYHO\ UDWH OLPLWV PHWDGDWD RSHUD�

WLRQV� EHLQJ VXEPLWWHG DW D FRQVWDQW UDWH RI �� NRSV�V� QRW OHYHUDJLQJ IURP WKH UHPDLQGHU ��� NRSV�V

DYDLODEOH LQ WKH V\VWHP�

3URSRUWLRQDO VKDULQJ� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� 6LQFH -RE4 LV WKH ODVW WR HQWHU WKH V\VWHP

�√�� LW RQO\ OHYHUDJHV IURP OHIWRYHU PHWDGDWD UDWH ZKHQ WKH RWKHU MREV FRPSOHWH WKHLU H[HFXWLRQ �ƒ²∆��

'XULQJ ∆� GXH WR DFFXPXODWHG EDFNORJ� WKH MRE VXEPLWV PHWDGDWD RSHUDWLRQV DW D FRQVWDQW UDWH RI 0D['
�RYHU � PLQXWHV�� DFKLHYLQJ EHWWHU SHUIRUPDQFH WKDQ 3ULRULW\ �EHLQJ �� PLQXWHV IDVWHU�� EXW VWLOO UHTXLULQJ

���
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)LJXUH ���� 3HU�MRE PHWDGDWD FRQWURO RYHU %DVHOLQH� 8QLIRUP� 3ULRULW\� 3URSRUWLRQDO 6KDULQJ� DQG 36)$
VHWXSV XQGHU WHVWLQJ VFHQDULR ���

DQ DGGLWLRQDO � PLQXWHV WR FRPSOHWH ZKHQ FRPSDUHG WR %DVHOLQH� )XUWKHUPRUH� JLYHQ WKDW -RE1 RQO\

SHUIRUPV ��� RI WKH RYHUDOO PHWDGDWD ORDG EXW LV DVVLJQHG ZLWK WKH KLJKHVW SULRULW\� LW LV RYHU�SURYLVLRQHG

IRU PRVW RI LWV H[HFXWLRQ�

36)$� ([SHULPHQWV H[HFXWHG RYHU �� PLQXWHV� 6LQFH 36)$ SUHYHQWV IDOVH UHVRXUFH VKDULQJ� GXULQJ WKH

��²�� PLQXWHV LQWHUYDO D ODUJH VKDUH RI XQXVHG PHWDGDWD UDWH LV DVVLJQHG WR -RE4� $V D UHVXOW� LQ ∆�

-RE4 H[HFXWHV DOO DFFXPXODWHG EDFNORJ XQGHU ��� PLQXWHV� 1RWH WKDW 36)$ LV DEOH WR UHDVVLJQ XQXVHG

UHVRXUFHV ZLWKRXW FRPSURPLVLQJ RWKHU SROLFLHV� IRU LQVWDQFH� -RE1 GHPRQVWUDWHV WKH VDPH SHUIRUPDQFH

FXUYH DV LQ VHWXSV ZLWK PRUH VWULFW SROLFLHV� QDPHO\ 3ULRULW\ DQG 3URSRUWLRQDO VKDULQJ� )LQDOO\� 36)$ LV

DEOH WR H[HFXWH MREV IDVWHU WKDQ 8QLIRUP� 3ULRULW\� DQG 3URSRUWLRQ VKDULQJ� ZKLOH DOVR HOLPLQDWLQJ H[LVWLQJ

EXUVWLQHVV LQ WKH V\VWHP� ERXQGLQJ WKH RYHUDOO PHWDGDWD UDWH WR 0D[' �

���
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��� 5HODWHG :RUN

7KLV VHFWLRQ GLVFXVVHV DQG FRPSDUHV H[LVWLQJ ZRUN RQ PHWDGDWD 4R6 FRQWURO ZLWK 3$'//�

+3& VWRUDJH 4R6�0DQ\ ZRUNV DUH GHVLJQHG WR PLWLJDWH ,�2 FRQWHQWLRQ LQ +3& VWRUDJH VWDFNV� LQFOXGLQJ

*,)7 >���@� &$/&LR0 >��@� ,2UFKHVWUDWRU >���@� 86KDSH >���@� DQG *DLQDUX HW DO� >��@� 7KHVH KRZHYHU�

LJQRUH WKH LPSDFW WKDW PHWDGDWD ZRUNIORZV KDYH RYHU WKH RYHUDOO V\VWHP SHUIRUPDQFH� 3$'// LV DEOH WR

FRQWURO WKH UDWH RI ERWK GDWD DQG PHWDGDWD ZRUNIORZV� 2WKHU V\VWHPV DUH GLUHFWO\ LPSOHPHQWHG ZLWKLQ

FRUH OD\HUV RI WKH +3& ,�2 VWDFN� LQFOXGLQJ WKH 3)6 >��� ���� ���� ���� ���@� VFKHGXOHU >��@� DQG ,�2

OLEUDULHV >��� ��@� 7KHVH VROXWLRQV DUH LQWUXVLYH DQG RIIHU OLPLWHG PDLQWDLQDELOLW\ DQG SRUWDELOLW\� 3$'//

DFWXDWHV DW WKH FRPSXWH QRGH OHYHO DQG GRHV QRW UHTXLUH DQ\ FKDQJHV WR FRUH OD\HUV RI WKH ,�2 VWDFN�

6LPLODUO\ WR 3$'//� 22236 WUDQVSDUHQWO\ LQWHUFHSWV �WKURXJK LD_PRELOAD� DQG UDWH OLPLWV 326,;

UHTXHVWV DW FRPSXWH QRGHV� EHLQJ WUDQVSDUHQW DQG SRUWDEOH WR ERWK 326,;�FRPSOLDQW ILOH V\VWHPV DQG

DSSOLFDWLRQV >��@� +RZHYHU� EHFDXVH LW GRHV QRW SURYLGH JOREDO YLVLELOLW\ RYHU WKH V\VWHP� 22236 FDQ RQO\

HQIRUFH VWDWLF SROLFLHV VXFK DV 6WDWLF DQG 3ULRULW\� GLVFXVVHG LQ ������� 2Q WKH RWKHU KDQG� 3$'// FDQ

HQIRUFH G\QDPLF DQG FOXVWHU�ZLGH SROLFLHV WKDW UHTXLUH V\VWHP�ZLGH YLVLELOLW\�

6'6 V\VWHPV� 3$'// EXLOGV RQ D ODUJH ERG\ RI ZRUN RQ 6'6 V\VWHPV� 6\VWHPV OLNH ,2)ORZ� V5RXWH� DQG

36/2� DFWXDWH DW WKH YLUWXDOL]DWLRQ DQG EORFN GHYLFH OD\HUV� RQO\ FRQWUROOLQJ WKH UDWH RI read DQG write
UHTXHVWV >���� ���� ���� ���@� 2WKHUV� VXFK DV 5HWUR DQG &U\VWDO� LPSOHPHQW UHVRXUFH PDQDJHPHQW

SROLFLHV RYHU GLVWULEXWHG VWRUDJH V\VWHPV >��� ���� ���@� EXW DUH GLUHFWO\ LPSOHPHQWHG ZLWKLQ WKH VWRUDJH

V\VWHP LWVHOI� RIIHULQJ OLPLWHG PDLQWDLQDELOLW\ DQG SRUWDELOLW\� ,Q SDUWLFXODU� 6,5(1 DOVR HQIRUFHV 4R6 SROLFLHV

RYHU +3& VWRUDJH V\VWHPV� EXW LV GLUHFWO\ LPSOHPHQWHG ZLWKLQ ,�2 IRUZDUGLQJ DQG 266 QRGHV RI WKH

2UDQJH)6 ILOH V\VWHP >��� ���@� 3$'// LV D EDUH�PHWDO VROXWLRQ WKDW DFWXDWHV DW WKH FRPSXWH QRGH

OHYHO� DQG WUDQVSDUHQWO\ LQWHUFHSWV DQG HQIRUFHV 326,; UHTXHVWV� ERWK GDWD DQG PHWDGDWD� EHIRUH EHLQJ

VXEPLWWHG WR WKH 3)6� 7KLV PDNHV LW DSSOLFDEOH RYHU GLIIHUHQW DSSOLFDWLRQV DQG FRPSDWLEOH ZLWK 326,;�

FRPSOLDQW VWRUDJH V\VWHPV�

,�2 RSWLPL]DWLRQV� 0DQ\ ZRUNV SURSRVH ,�2 RSWLPL]DWLRQV WR UHGXFH WKH DPRXQW RI RSHUDWLRQV VXEPLWWHG

WR WKH 3)6 E\ UHVRUWLQJ WR VWRUDJH WLHULQJ >��� ���@� GDWD UHGXFWLRQ WHFKQLTXHV >���� ���@� DQG RSWLPL]HG

GDWD IRUPDWV >��� ���@� :KLOH WKHVH FDQ KHOS SURWHFW WKH 3)6 WR VRPH H[WHQW� WKH\ VWLOO H[SRVH LW WR ,�2

EXUVWLQHVV DQG PHWDGDWD�DJJUHVVLYH MREV� VLQFH PHWDGDWD ZRUNIORZV DUH QRW UDWH OLPLWHG� 1HYHUWKHOHVV�

WKHVH FDQ EH FRPELQHG ZLWK 3$'// WR IXUWKHU HQKDQFH PHWDGDWD ZRUNIORZV LQ +3& FOXVWHUV�

��� 6XPPDU\ DQG 'LVFXVVLRQ

,Q WKLV FKDSWHU� ZH VWXG\ WKH LPSDFW LQ SHUIRUPDQFH WKDW PHWDGDWD RSHUDWLRQV LPSRVH RYHU ODUJH�VFDOH

+3& VWRUDJH V\VWHPV� :H DQDO\]H WUDFHV IURP D SURGXFWLRQ /XVWUH ILOH V\VWHP RI WKH $%&, VXSHUFRPSXWHU�

KRVWHG E\ $,67� DQG UHYHDO QHZ LQVLJKWV DERXW PHWDGDWD RSHUDWLRQV DW VFDOH� )LUVW� ZH REVHUYH WKDW PRGHUQ

,�2 ZRUNORDGV DUH YRODWLOH DQG EXUVW\� DQG JHQHUDWH PDVVLYH DPRXQWV RI PHWDGDWD RSHUDWLRQV� 7KHQ� ZH

���
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QRWLFH WKDW WKH DPRXQW RI PHWDGDWD RSHUDWLRQV IDU H[FHHG WKH read DQG write EDQGZLGWK RI WKH 3)6�

)LQDOO\� ZH REVHUYH WKDW WKH PRVW SUHGRPLQDQW PHWDGDWD RSHUDWLRQV HQWDLO KLJK FRVWV WR WKH 3)6 GXH WR

QDPHVSDFH KRXVHNHHSLQJ DQG ORFNLQJ�

%DVHG RQ WKHVH LQVLJKWV� ZH VKRZ WKH GHVLJQ� LPSOHPHQWDWLRQ� DQG HYDOXDWLRQ RI 3$'//� DQ DSSOLFDWLRQ

DQG ILOH V\VWHP DJQRVWLF VWRUDJH PLGGOHZDUH WKDW HQDEOHV HQIRUFLQJ 4R6 SROLFLHV RYHU PHWDGDWD ZRUNIORZV

LQ +3& FOXVWHUV� 7KH GDWD SODQH� EXLOW ZLWK 3$,2� LV D PXOWL�VWDJH FRPSRQHQW GLVWULEXWHG RYHU FRPSXWH

QRGHV� ZKHUH HDFK VWDJH PHGLDWHV WKH ,�2 UHTXHVWV EHWZHHQ D JLYHQ DSSOLFDWLRQ DQG WKH VKDUHG ILOH

V\VWHP� 7KH FRQWURO SODQH IROORZV D KLHUDUFKLFDO GLVWULEXWLRQ� PDGH RI JOREDO DQG ORFDO FRQWUROOHUV� DQG DFWV

DV D JOREDO FRRUGLQDWRU WKDW FRQWLQXRXVO\ PRQLWRUV DQG PDQDJHV DOO UXQQLQJ MREV E\ DGMXVWLQJ WKH ,�2 UDWH

RI HDFK GDWD SODQH VWDJH� )XUWKHU� ZH LQWURGXFH D QHZ PD[�PLQ IDLU VKDUH DOJRULWKP �36)$� WKDW SUHYHQWV

IDOVH UHVRXUFH DOORFDWLRQ XQGHU EXUVW\ ZRUNORDGV� :LWK 3$'//� V\VWHP DGPLQLVWUDWRUV FDQ SURDFWLYHO\ DQG

KROLVWLFDOO\ FRQWURO WKH UDWH RI ,�2 ZRUNIORZV RI DOO UXQQLQJ MREV� DQG WKXV� SUHYHQW PHWDGDWD�DJJUHVVLYH

RQHV IURP KDUPLQJ WKH 3)6� DV ZHOO DV RWKHU MREV LQ H[HFXWLRQ�

2XU H[SHULPHQWV GHPRQVWUDWH WKDW 3$'// FDQ ��� HIIHFWLYHO\ FRQWURO WKH UDWH RI ,�2 ZRUNIORZV DW GLIIHU�

HQW JUDQXODULWLHV� ��� SUHYHQW ,�2 EXUVWLQHVV DQG FRQWURO PHWDGDWD�DJJUHVVLYH ZRUNORDGV WKURXJK VWDWLF DQG

G\QDPLF SROLFLHV� ��� FRRUGLQDWH WKH UDWH RI PXOWLSOH FRQFXUUHQW MREV KROLVWLFDOO\� DQG ��� ZKHQ FRQILJXUHG

ZLWK 36)$� LW PD[LPL]HV WKH XVH RI PHWDGDWD UHVRXUFH WR DFFHOHUDWH WKH SHUIRUPDQFH RI UHVRXUFH�KXQJU\

MREV� ZLWKRXW GHJUDGLQJ WKH SHUIRUPDQFH RI RYHU�SURYLVLRQHG RQHV� 7KHVH UHVXOWV DOORZ XV WR FRQFOXGH WKDW

LW LV SRVVLEOH WR EXLOG WUDQVSDUHQW VWRUDJH GDWD SODQH VWDJHV� GLVWULEXWHG RYHU WKH ,�2 LQIUDVWUXFWXUH� WKDW

SURYLGH FRRUGLQDWHG FRQWURO RI VKDUHG DQG SHUIRUPDQFH�FULWLFDO ,�2 UHVRXUFHV�

)XUWKHUPRUH� ZKLOH ZH GHPRQVWUDWH KRZ 3$'// FDQ EH XVHG WR HQVXUH SHU�MRE 4R6 FRQWURO� LW FDQ EH

XVHG LQ RWKHU VFHQDULRV� )RU H[DPSOH� $,67 UHSRUWHG WKDW 3)6�·V 0'7V H[SHULHQFH KLJK ORDG LPEDODQFH

GXH WR WKH VFKHGXOLQJ SROLF\ IRU DVVLJQLQJ 0'7 VHUYHUV XSRQ ILOH FUHDWLRQ� 7KLV QRW RQO\ FDXVHV FOLHQWV WR

H[SHULHQFH GLIIHUHQW OHYHOV RI SHUIRUPDQFH� EXW FDQ DOVR OHDG WR RYHUDOO SHUIRUPDQFH GHJUDGDWLRQ RI WKH

PHWDGDWD VHUYLFH� 7KXV� 3$'// FRXOG EH XVHG WR SUHYHQW 0'7 VHUYHUV IURP RYHUORDGLQJ�

���
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0RGHUQ LQIUDVWUXFWXUHV IHDWXUH ORQJ DQG FRPSOH[ GDWD VWRUDJH SDWKV PDGH RI VHYHUDO ,�2 OD\HUV� LQFOXGLQJ

RSHUDWLQJ V\VWHPV� K\SHUYLVRUV� ILOH V\VWHPV� GDWDEDVHV� DQG GHYLFH GULYHUV� )RU HDFK RI WKHVH OD\HUV� JRRG

SHUIRUPDQFH RIWHQ PHDQV LPSOHPHQWLQJ PXOWLSOH ,�2 RSWLPL]DWLRQV� VXFK DV ,�2 VFKHGXOLQJ� FDFKLQJ� DQG

UHSOLFDWLRQ� 7KHVH RSWLPL]DWLRQV KRZHYHU� DUH LPSOHPHQWHG LQ D VXE�RSWLPDO PDQQHU� DV WKHVH DUH WLJKWO\

FRXSOHG WR WKH V\VWHP LPSOHPHQWDWLRQ� DQG FDQ LQWHUIHUH ZLWK HDFK RWKHU GXH WR ODFN RI JOREDO FRQWH[W�

7KLV WKHVLV DGGUHVVHV WKHVH FKDOOHQJHV WKURXJK D QRYHO 6'6 V\VWHP WKDW HQDEOHV V\VWHP GHVLJQHUV WR

LPSOHPHQW FRPSOH[ ,�2 RSWLPL]DWLRQV WKDW DUH VLPXOWDQHRXVO\ ��� GHFRXSOHG IURP WKH WDUJHWHG V\VWHP�

��� SHUIRUP FRRUGLQDWHG FRQWURO GHFLVLRQV RYHU ,�2 UHVRXUFHV� DQG ��� DUH SURJUDPPDEOH DQG DGDSWDEOH�

WR HQVXUH WKH ,�2 UHTXLUHPHQWV DQG VWRUDJH REMHFWLYHV LPSRVHG E\ WKH WDUJHWHG OD\HU DUH PHW�

,Q UHFHQW \HDUV� WKH UHVHDUFK RQ 6'6 LQFUHDVHG DW DQ DFFHOHUDWHG SDFH� OHDGLQJ WR D EURDG VSHFWUXP RI

SURSRVDOV WR DGGUHVV WKH VKRUWFRPLQJV RI FRQYHQWLRQDO VWRUDJH LQIUDVWUXFWXUHV� 'HVSLWH WKLV PRPHQWXP�

PDQ\ DVSHFWV RI WKH SDUDGLJP DUH VWLOO XQFOHDU� XQGHILQHG� DQG XQH[SORUHG� 7KLV FKDOOHQJH PRWLYDWHG WKH

ZRUN GHVFULEHG LQ ��� ZKHUH ZH VXUYH\HG FXUUHQW 6'6 V\VWHPV� H[SODLQLQJ DQG FODULI\LQJ IXQGDPHQWDO

DVSHFWV RI WKH ILHOG� 6SHFLILFDOO\� ZH SURYLGHG EDFNJURXQG FRQFHSWV RQ 6'6 DQG RXWOLQHG WKH GLVWLQFWLYH

FKDUDFWHULVWLFV RI DQ 6'6�HQDEOHG LQIUDVWUXFWXUH� 7KHQ� ZH GLVWLOOHG D QXPEHU RI NH\ GHVLJQ IHDWXUHV IRU

HDFK SODQH RI IXQFWLRQDOLW\� UHJDUGLQJ WKHLU LQWHUQDO RUJDQL]DWLRQ DQG GLVWULEXWLRQ� )XUWKHU� ZH SURSRVHG

D WD[RQRP\ DQG FODVVLILFDWLRQ RI H[LVWLQJ V\VWHPV WR RUJDQL]H WKH PDQLIROG DSSURDFKHV DFFRUGLQJ WR WKHLU

VWRUDJH LQIUDVWUXFWXUH �L�H�� FORXG� +3&� DQG DSSOLFDWLRQ�VSHFLILF�� FRQWURO VWUDWHJ\ �H�J�� IHHGEDFN FRQWURO�

SHUIRUPDQFH PRGHOLQJ�� DQG HQIRUFHPHQW VWUDWHJ\ �H�J�� VFKHGXOLQJ� SULRULW\ TXHXHV� ORJLF LQMHFWLRQ��

/HYHUDJLQJ RQ WKH LQVLJKWV RI RXU VXUYH\� DV UHJDUGV WR WKH 6'6 GDWD SODQH� ZH QRWLFHG WKDW H[LVWLQJ

V\VWHPV H[SHULHQFH WKH VDPH OLPLWDWLRQV DV WUDGLWLRQDOO\ LPSOHPHQWHG ,�2 RSWLPL]DWLRQV� 6SHFLILFDOO\�

FXUUHQW 6'6 V\VWHPV DUH WDUJHWHG IRU VSHFLILF ,�2 OD\HUV� DQG WKHLU GHVLJQV DUH WLJKWO\ FRXSOHG DQG GULYHQ

E\ WKH DUFKLWHFWXUH DQG VSHFLILFLWLHV RI WKH VRIWZDUH VWDFNV WKDW WKH\ DUH DSSOLHG WR� $V WKH FRUH FRQWULEXWLRQ

RI WKLV WKHVLV� ZH DGGUHVVHG WKHVH OLPLWDWLRQV LQ �� ZLWK 3$,2� D 6'6 GDWD SODQH IUDPHZRUN WKDW HQDEOHV

EXLOGLQJ XVHU�OHYHO� SRUWDEOH� DQG JHQHUDOO\ DSSOLFDEOH VWRUDJH RSWLPL]DWLRQV� &RQWUDU\ WR H[LVWLQJ VROXWLRQV�

3$,2 LPSOHPHQWV RSWLPL]DWLRQV RXWVLGH WKH WDUJHWHG V\VWHPV DV GDWD SODQH VWDJHV� E\ LQWHUFHSWLQJ DQG

KDQGOLQJ WKH ,�2 SHUIRUPHG E\ WKHVH� 7KHVH RSWLPL]DWLRQV DUH WKHQ PDQDJHG E\ D ORJLFDOO\ FHQWUDOL]HG
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FRQWUROOHU WKDW KDV WKH JOREDO FRQWH[W QHFHVVDU\ WR HQVXUH KROLVWLF ,�2 FRQWURO DQG SHUIRUPDQFH� %XLOGLQJ

3$,2 UHTXLUHG DGGUHVVLQJ PXOWLSOH FKDOOHQJHV WKDW DUH QRW VXSSRUWHG E\ FXUUHQW VROXWLRQV� 7R SHUIRUP

FRPSOH[ ,�2 RSWLPL]DWLRQV RXWVLGH DSSOLFDWLRQV� 3$,2 FRPELQHV LGHDV IURP FRQWH[W SURSDJDWLRQ� HQDEOLQJ

DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ WR EH SURSDJDWHG WR VWDJHV ZLWK PLQRU FRGH FKDQJHV� )XUWKHU� 3$,2 UHTXLUHG

GHVLJQLQJ QHZ DEVWUDFWLRQV WKDW DOORZ GLIIHUHQWLDWLQJ DQG PHGLDWLQJ ,�2 UHTXHVWV EHWZHHQ XVHU�VSDFH ,�2

OD\HUV� LQFOXGLQJ FRQWH[W REMHFWV� FKDQQHOV� HQIRUFHPHQW REMHFWV� DQG UXOHV� 7KHVH DEVWUDFWLRQV SURPRWH

WKH LPSOHPHQWDWLRQ DQG SRUWDELOLW\ RI D YDULHW\ RI VWRUDJH RSWLPL]DWLRQV�

7R GHPRQVWUDWH WKH SHUIRUPDQFH DQG HIIHFWLYHQHVV RI ,�2 RSWLPL]DWLRQV EXLOW ZLWK 3$,2� ZH GHYHORSHG

WKUHH GDWD SODQH VWDJHV� DOO GULYHQ E\ UHDO XVH FDVHV WKDW H[LVW LQ WRGD\·V SURGXFWLRQ FOXVWHUV� )LUVW�

ZH VKRZHG KRZ WR DFKLHYH WDLO ODWHQF\ FRQWURO LQ /60�EDVHG .96V� 'HVSLWH WKH DGYDQWDJHV DQG ZLGH

DGRSWLRQ RI /60 .96V� VXFK DV 5RFNV'% >���@� /HYHO'% >��@� DQG 3HEEOHV'% >���@� D FRPPRQ SUREOHP

RI WKHVH V\VWHPV LV WKH LQWHUIHUHQFH EHWZHHQ IRUHJURXQG DQG EDFNJURXQG ZRUNIORZV� JHQHUDWLQJ KLJK WDLO

ODWHQF\ VSLNHV IRU FOLHQWV� 6,/. DGGUHVVHV WKLV SUREOHP E\ SURSRVLQJ DQ ,�2 VFKHGXOHU WKDW FRQWUROV WKH

LQWHUIHUHQFH EHWZHHQ WKHVH WDVNV >��@� +RZHYHU� LW IROORZV DQ LQWUXVLYH DSSURDFK� DQG DSSO\LQJ LWV ,�2

VFKHGXOHU RYHU 5RFNV'% UHTXLUHG FKDQJLQJ VHYHUDO FRUH PRGXOHV� $V VXFK� ZH DGGUHVVHG WKHVH SUREOHPV

LQ ��� ZLWK D GDWD SODQH VWDJH EXLOW ZLWK 3$,2 WKDW LPSOHPHQWV 6,/.·V GHVLJQ SULQFLSOHV ZKLOH IROORZLQJ

DQ 6'6 DSSURDFK ³ WKH GDWD SODQH VWDJH SURYLGHV WKH ,�2 PHFKDQLVPV IRU SULRULWL]LQJ DQG UDWH OLPLWLQJ

EDFNJURXQG IORZV� ZKLOH WKH FRQWURO SODQH UH�LPSOHPHQWV 6,/.·V ,�2 VFKHGXOLQJ DOJRULWKP WR RUFKHVWUDWH

WKH VWDJH� %\ SURSDJDWLQJ DSSOLFDWLRQ�OHYHO LQIRUPDWLRQ �VSHFLILFDOO\� WKH FRQWH[W DW ZKLFK D JLYHQ 326,;

RSHUDWLRQ LV FUHDWHG VXFK DV IOXVKHV DQG FRPSDFWLRQV�� RXU 3$,2 VWDJH RXWSHUIRUPHG 5RFNV'% XS WR �× LQ
��C⌘ SHUFHQWLOH ODWHQF\� XQGHU GLIIHUHQW ZRUNORDGV DQG WHVWLQJ VFHQDULRV� DQG HQDEOHG VLPLODU FRQWURO DQG

SHUIRUPDQFH DV V\VWHP�VSHFLILF RSWLPL]DWLRQ WKDW UHTXLUHG SURIRXQG UHIDFWRULQJ WR WKH RULJLQDO FRGHEDVH�

:H WKHQ GHPRQVWUDWH KRZ WR HQVXUH SHU�DSSOLFDWLRQ EDQGZLGWK JXDUDQWHHV XQGHU D VKDUHG VWRUDJH

HQYLURQPHQW� 7KH $%&, VXSHUFRPSXWHU HQDEOHV D FORXG�OLNH UHVRXUFH DOORFDWLRQ PRGHO� ZKHUH XVHUV FDQ

UHVHUYH D IXOO FRPSXWH QRGH RU D IUDFWLRQ RI LW WR H[HFXWH WKHLU MREV� E\ KDYLQJ H[FOXVLYH DFFHVV WR FRPSXWH

�QDPHO\� &38 FRUHV DQG *38� UHVRXUFHV� PHPRU\� DQG VWRUDJH TXRWD >�@� :KLOH WKHVH UHVRXUFHV DUH

HIIHFWLYHO\ LVRODWHG XVLQJ /LQX[ cgroups� WKH VDPH LV QRW HQVXUHG IRU ORFDO GLVN EDQGZLGWK� 8QGHU WKLV

VFHQDULR� MREV HQG XS HLWKHU EHLQJ H[HFXWHG ZLWKRXW EDQGZLGWK UHVWULFWLRQV� ZKLFK FRPSHWH IRU VKDUHG

UHVRXUFHV DQG FUHDWH ,�2 LQWHUIHUHQFH� RU ZLWK VWDWLF EDQGZLGWK OLPLWV� EHLQJ XQDEOH WR UHVHUYH GLIIHUHQW

,�2 SULRULWLHV� :H DGGUHVVHG WKHVH SUREOHPV LQ �� ZLWK D GDWD SODQH VWDJH EXLOW ZLWK 3$,2 WKDW G\QDPLFDOO\

UDWH OLPLWV ,�2 ZRUNIORZV DW HDFK MRE� ZKLOH WKH FRQWURO SODQH LPSOHPHQWV D SURSRUWLRQDO VKDULQJ DOJRULWKP

WR HQVXUH WKDW DOO MREV PHHW WKHLU SROLFLHV� 2XU DSSURDFK SUHVHQWV WZR NH\ GLIIHUHQFHV ZKHQ FRPSDUHG

ZLWK RWKHU VROXWLRQV� ILUVW� WKH GDWD SODQH VWDJH WUDQVSDUHQWO\ LQWHUFHSWV 326,; FDOOV XVLQJ LD_PRELOAD�
WKXV QRW UHTXLULQJ DQ\ FKDQJHV WR WKH RULJLQDO FRGHEDVH RI WKH WDUJHWHG MRE·V DSSOLFDWLRQ� VHFRQG� GXH

WR WKH JOREDO YLVLELOLW\ RI WKH FRQWURO SODQH� ZH LPSOHPHQWHG D PD[�PLQ IDLU VKDUH FRQWURO DOJRULWKP WKDW

GLVWULEXWHV OHIWRYHU EDQGZLGWK WKDW LV QRW LQ XVH DPRQJ DFWLYH MREV LQ WKH V\VWHP� ([SHULPHQWV FRQGXFWHG

ZLWK 7HQVRU)ORZ MREV GHPRQVWUDWHG WKDW FRQWUDULO\ WR WKH FXUUHQW VHWXS XVHG RQ $%&,� DOO 3$,2�HQDEOHG

7HQVRU)ORZ LQVWDQFHV ZHUH SURYLVLRQHG ZLWK WKHLU EDQGZLGWK JRDOV� )XUWKHU� ZKHQHYHU OHIWRYHU EDQGZLGWK
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ZDV DYDLODEOH� 3$,2 GLVWULEXWHG LW DFURVV DOO DFWLYH LQVWDQFHV� GHFUHDVLQJ WKHLU RYHUDOO H[HFXWLRQ ZKHQ

FRPSDUHG WR D VHWXS WKDW HQIRUFHG VWDWLF EDQGZLGWK OLPLWV�

)LQDOO\� ZH VKRZHG KRZ WR HQVXUH 4R6 FRQWURO RI PHWDGDWD ZRUNIORZV LQ +3& VWRUDJH V\VWHPV� ,Q

UHFHQW \HDUV� +3& ZRUNORDGV KDYH EHFRPH GDWD�LQWHQVLYH� UHDG�GRPLQDWHG� DQG JHQHUDWH PDVVLYH EXUVWV RI

PHWDGDWD RSHUDWLRQV� :KLOH WKHVH ZRUNORDGV GHPDQG VFDODEOH� KLJK WKURXJKSXW� DQG ORZ ODWHQF\ VWRUDJH�

PRVW VXSHUFRPSXWHUV UHO\ RQ /XVWUH�OLNH 3)6V� ZKLFK SURYLGH D FHQWUDOL]HG PHWDGDWD PDQDJHPHQW VHUYLFH�

8QGHU WKLV VFHQDULR� KDYLQJ PXOWLSOH FRQFXUUHQW MREV FRPSHWLQJ IRU VKDUHG VWRUDJH UHVRXUFHV FDQ OHDG WR

VHYHUH ,�2 FRQWHQWLRQ DQG SHUIRUPDQFH GHJUDGDWLRQ� :H DGGUHVVHG WKLV SUREOHP LQ �� ZLWK 3$'//� DQ

DSSOLFDWLRQ DQG ILOH V\VWHP DJQRVWLF VWRUDJH PLGGOHZDUH EXLOW ZLWK 3$,2� ,W DOORZV V\VWHP DGPLQLVWUDWRUV

WR SURDFWLYHO\ DQG KROLVWLFDOO\ FRQWURO WKH UDWH DW ZKLFK 326,; UHTXHVWV DUH VXEPLWWHG WR WKH 3)6 IURP DOO

UXQQLQJ MREV LQ WKH +3& V\VWHP� 3$'// GLIIHUV IURP H[LVWLQJ VROXWLRQV LQ WZR PDLQ D[LV� )LUVW� WKH GDWD

SODQH DFWXDWHV DW WKH FRPSXWH QRGH OHYHO DQG XVHV LD_PRELOAD WR PHGLDWH WKH ,�2 UHTXHVWV EHWZHHQ D

JLYHQ DSSOLFDWLRQ DQG WKH VKDUHG ILOH V\VWHP� 7KLV ZD\� 3$'// GRHV QRW UHTXLUH FKDQJLQJ DQ\ FRUH OD\HUV

RI WKH +3& ,�2 VWDFN� EHLQJ DJQRVWLF RI WKH DSSOLFDWLRQV LW LV FRQWUROOLQJ DV ZHOO WKH ILOH V\VWHP WR ZKLFK WKH

UHTXHVWV DUH VXEPLWWHG WR� 6HFRQG� EHVLGHV IROORZLQJ D KLHUDUFKLFDO GLVWULEXWLRQ DQG KDYLQJ JOREDO YLVLELOLW\

RYHU UHVRXUFHV� WKH FRQWURO SODQH LQWURGXFHV D QHZ SURSRUWLRQDO VKDULQJ DOJRULWKP �36)$� WKDW FRQWLQXRXVO\

UHDGMXVWV UHVHUYDWLRQV RI PHWDGDWD RSHUDWLRQV WR SUHYHQW RYHU�SURYLVLRQLQJ�XQGHU�SURYLVLRQLQJ DFURVV DOO

DFWLYH MREV� ([SHULPHQWV GHPRQVWUDWHG WKDW 3$'// FDQ HIIHFWLYHO\ FRQWURO PHWDGDWD�DJJUHVVLYH ZRUNORDGV

DQG SUHYHQW ,�2 EXUVWLQHVV� FDQ KROLVWLFDOO\ FRRUGLQDWH WKH PHWDGDWD UDWH RI PXOWLSOH MREV LQ WKH V\VWHP� DQG

ZKHQ FRQILJXUHG ZLWK 36)$� LW FDQ PD[LPL]H WKH XVH RI PHWDGDWD UHVRXUFH WR DFFHOHUDWH WKH SHUIRUPDQFH

RI UHVRXUFH�KXQJU\ MREV�

:LWK WKH FRQWULEXWLRQV SUHVHQWHG LQ WKLV WKHVLV� ZH GHPRQVWUDWHG WKDW LW LV SRVVLEOH WR EXLOG FRPSOH[

,�2 RSWLPL]DWLRQV DV XVHU�OHYHO� JHQHUDO DSSOLFDEOH VWRUDJH GDWD SODQH VWDJHV� WKDW DUH GHFRXSOHG IURP WKH

WDUJHWHG V\VWHP DQG KDYH JOREDO V\VWHP YLVLELOLW\ WR SHUIRUP KROLVWLF FRQWURO GHFLVLRQV RYHU ,�2 UHVRXUFHV�

��� )XWXUH :RUN

%XLOGLQJ RQ WKH FRQWULEXWLRQV SUHVHQWHG LQ WKLV WKHVLV� RXU ZRUN RSHQV LPPHGLDWH UHVHDUFK SDWKV WKDW FDQ

EH SXUVXHG� 7KHUH LV D ODUJH VFRSH RI ,�2 RSWLPL]DWLRQV WKDW ZRXOG EHQHILW IURP EHLQJ �UH�LPSOHPHQWHG ZLWK

3$,2� LQFOXGLQJ PXOWL�OD\HU FDFKHV ZLWK JOREDO YLVLELOLW\� ZRUNORDG�DZDUH VWRUDJH WLHULQJ� ORDG EDODQFLQJ RI

PHWDGDWD RSHUDWLRQV LQ 3)6V� DQG GDWD UHGXFWLRQ DQG SULYDF\ IRU XVHU�OHYHO VWRUDJH VWDFNV� 7R DFKLHYH WKLV�

LW ZRXOG EH LQWHUHVWLQJ WR H[SDQG WKH HQIRUFHPHQW REMHFWV VXSSRUWHG E\ 3$,2� LQFOXGLQJ FDFKHV� HQFU\SWLRQ

DQG FRPSUHVVLRQ VFKHPHV� GDWD SODFHPHQW PHFKDQLVPV� DQG PRUH� :LWK WKHVH EXLOGLQJ EORFNV� V\VWHP

GHVLJQHUV ZRXOG RQO\ UHTXLUH WR VSHFLI\ WKHLU SROLFLHV WR SURJUDPPH DQG DGDSW WKH GDWD SODQH VWDJH WR

PHHW WKH UHTXLUHPHQWV RI WKH WDUJHWHG VWRUDJH VFHQDULR �L�H�� ZRUNORDG� ,�2 OD\HU� LQIUDVWUXFWXUH��

0RGHUQ ,�2 VWDFNV DOUHDG\ LQFOXGH VHYHUDO IUDPHZRUNV WKDW HQDEOH XVHUV WR EXLOG VWRUDJH OD\HUV ILQH�

WXQHG IRU WKHLU DSSOLFDWLRQ·V UHTXLUHPHQWV� XVLQJ HLWKHU PRUH WUDGLWLRQDO IUDPHZRUNV OLNH )86( DQG 1HWZRUN
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%ORFN 'HYLFH� RU PRUH UHFHQW RQHV VXFK DV 63'. DQG 30'.� ZKLFK HQDEOH EXLOGLQJ NHUQHO�E\SDVV VWRUDJH

VWDFNV� $V VXFK� WR DFKLHYH ZLGHU DSSOLFDELOLW\ DQG SURYLGH ILQHU FRQWURO RYHU ,�2 UHTXHVWV� LW ZRXOG EH

LQWHUHVWLQJ WR LQWHJUDWH 3$,2 DV D QHZ DEVWUDFWLRQ RQ WRS RI WKHVH IUDPHZRUNV� )RU H[DPSOH� 3$,2 FRXOG EH

LQWHJUDWHG DV D QHZ ORJLFDO EORFN GHYLFH IRU WKH 63'. IUDPHZRUN RU EH SURYLGHG DV D QHZ 30'.�HQDEOHG

OLEUDU\ �VLPLODU WR libpmemobj� libpmemblk� DQG libpmemkv >���@��

/DUJH�VFDOH ,�2 LQIUDVWUXFWXUHV� VXFK DV WKRVH GHPRQVWUDWHG LQ ��� DUH PDGH RI KXQGUHGV WR WKRXVDQGV

RI FRPSXWH QRGHV� 7R HQVXUH JOREDO FRQWURO RI WKHVH UHVRXUFHV� LW PD\ UHTXLUH HPSOR\LQJ GDWD SODQH VWDJHV

DW D VLPLODU RU HYHQ ODUJHU VFDOH� :KLOH ZH KDYH SUHVHQWHG D SUHOLPLQDU\ YHUVLRQ RI D KLHUDUFKLFDO FRQWURO

SODQH� LW LV LPSRUWDQW WR IXUWKHU H[SORUH LWV VFDODELOLW\ DQG GHSHQGDELOLW\� *LYHQ WKH DPRXQW RI FRQWURO SRLQWV

�VWDJHV� WKDW ZLOO HPHUJH ZKHQ DSSOLHG DW D ODUJH VFDOH� LW ZLOO EH IXQGDPHQWDO WR HQVXUH VFDODEOH FRQWURO�

)RU LQVWDQFH� DQ LPPHGLDWH ERWWOHQHFN WKDW DSSHDUV LV WKH V\QFKURQL]DWLRQ EHWZHHQ FRQWUROOHUV WR HQVXUH

D JOREDO DQG FRUUHFW VWDWH RI WKH LQIUDVWUXFWXUH� DV ZHOO DV WKH H[HFXWLRQ RI FHQWUDOL]HG FRQWURO DOJRULWKPV�

$V VXFK� LW ZRXOG EH LQWHUHVWLQJ WR H[SORUH QRW RQO\ KRZ WR SK\VLFDOO\ VFDOH WKH FRQWURO SODQH� EXW DOVR KRZ

WR GHOHJDWH FRQWURO SRZHU EHWZHHQ GLIIHUHQW W\SHV RI FRQWUROOHUV� )XUWKHUPRUH� WR HQVXUH WKDW WKH FRQWURO

SODQH KDV KLJK�DYDLODELOLW\ DQG SURYLGHV D VXVWDLQHG VHUYLFH� LW LV LPSRUWDQW WR H[SORUH WHFKQLTXHV WKDW

LPSURYH WKH GHSHQGDELOLW\ RI WKH FRQWURO SODQH� VXFK DV SULPDU\�EDFNXS DQG VWDWH PDFKLQH UHSOLFDWLRQ�

ZKLOH DFFRXQWLQJ ZLWK WKH SHUIRUPDQFH SHQDOW\ WKDW LW PD\ LPSRVH LQ WKH RYHUDOO V\VWHP�

)LQDOO\� UHJDUGLQJ WR RWKHU UHVHDUFK FKDOOHQJHV RI WKH 6'6 SDUDGLJP� LQ ���� ZH GLVFXVV LQ GHWDLO

SRVVLEOH IXWXUH GLUHFWLRQV RI WKH ILHOG� JURXSHG E\ VWRUDJH LQIUDVWUXFWXUH� SODQHV RI IXQFWLRQDOLW\� DQG PRUH�
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>�@ 0DUWtQ $EDGL� 3DXO %DUKDP� -LDQPLQ &KHQ� =KLIHQJ &KHQ� $QG\ 'DYLV� -HIIUH\ 'HDQ� 0DWWKLHX

'HYLQ� 6DQMD\ *KHPDZDW� *HRIIUH\ ,UYLQJ� 0LFKDHO ,VDUG� 0DQMXQDWK .XGOXU� -RVK /HYHQEHUJ� 5D�

MDW 0RQJD� 6KHUU\ 0RRUH� 'HUHN 0XUUD\� %HQRLW 6WHLQHU� 3DXO 7XFNHU� 9LMD\ 9DVXGHYDQ� 3HWH :DU�

GHQ� 0DUWLQ :LFNH� <XDQ <X� DQG ;LDRTLDQJ =KHQJ� ´7HQVRU)ORZ� $ 6\VWHP IRU /DUJH�6FDOH 0D�

FKLQH /HDUQLQJµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ�

86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/conference/
osdi16/technical-sessions/presentation/abadi�

>�@ ,DQ $FNHUPDQ DQG 6DXUDEK .DWDULD� +RPHSDJH IHHGPXOWL�WDVN OHDUQLQJ XVLQJ 7HQVRU)ORZ� https:
/ / engineering . linkedin . com / blog / 2021 / homepage - feed - multi - task -
learning-using-tensorflow�

>�@ -XQJ�6DQJ $KQ� &KL\RXQJ 6HR� 5DYL 0D\XUDP� 5DKLP <DVHHQ� -LQ�6RR .LP� DQG 6HXQJU\RXO 0DHQJ�

´)RUHVW'%� $ )DVW .H\�9DOXH 6WRUDJH 6\VWHP IRU 9DULDEOH�/HQJWK 6WULQJ .H\Vµ� ,Q� ,((( 7UDQVDF�

WLRQV RQ &RPSXWHUV ���� ������� SS� ���²���� GRL� 10.1109/TC.2015.2435779�

>�@ $, %ULGJLQJ &ORXG ,QIUDVWUXFWXUH� https://abci.ai/�

>�@ 5DPQDWWKDQ $ODJDSSDQ� 9LMD\ &KLGDPEDUDP� 7KDQXPDOD\DQ 6DQNDUDQDUD\DQD 3LOODL� $QGUHD &�

$USDFL�'XVVHDX� DQG 5HP]L +� $USDFL�'XVVHDX� ´%H\RQG 6WRUDJH $3,V� 3URYDEOH 6HPDQWLFV IRU

6WRUDJH 6WDFNVµ� ,Q� ��WK :RUNVKRS RQ +RW 7RSLFV LQ 2SHUDWLQJ 6\VWHPV� 86(1,; $VVRFLDWLRQ�

����� XUO� https://www.usenix.org/conference/hotos15/workshop-program/
presentation/alagappan�

>�@ *HRUJH $PYURVLDGLV� $OL 5� %XWW� 9DVLO\ 7DUDVRY� (UH] =DGRN� 0LQJ =KDR� ,UIDQ $KPDG� 5HP]L +�

$USDFL�'XVVHDX� )HQJ &KHQ� <LUDQ &KHQ� <RQJ &KHQ� <XH &KHQJ� 9LMD\ &KLGDPEDUDP� 'LOPD 'D

6LOYD� $QJHOD 'HPNH�%URZQ� 3HWHU 'HVQR\HUV� -DVRQ )OLQQ� ;XELQ +H� 6RQJ -LDQJ� *HRII .XHQQLQJ�

0LQ /L� &DUORV 0DOW]DKQ� (WKDQ /� 0LOOHU� .DWKU\Q 0RKURU� 5DMX 5DQJDVZDPL� 1DUDVLPKD 5HGG\�

'DYLG 5RVHQWKDO� $OL 6DPDQ 7RVXQ� 1LVKD 7DODJDOD� 3HWHU 9DUPDQ� 6XGKDUVKDQ 9D]KNXGDL� $YDQL

:DOGDQL� ;LDRGRQJ =KDQJ� <L\LQJ =KDQJ� DQG 0DL =KHQJ� 'DWD 6WRUDJH 5HVHDUFK 9LVLRQ �����

���

https://www.usenix.org/conference/osdi16/technical-sessions/presentation/abadi
https://www.usenix.org/conference/osdi16/technical-sessions/presentation/abadi
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https://engineering.linkedin.com/blog/2021/homepage-feed-multi-task-learning-using-tensorflow
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https://doi.org/10.1109/TC.2015.2435779
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5HSRUW RQ 16) 9LVLRQLQJ :RUNVKRS +HOG 0D\ ��²-XQH �� ����� 7HFK� UHS� ����� GRL� 10.5555
/3316807�

>�@ 6HEDVWLDQ $QJHO� +LWHVK %DOODQL� 7KRPDV .DUDJLDQQLV� *UHJ 2·6KHD� DQG (QR 7KHUHVND� ´(QG�WR�

HQG 3HUIRUPDQFH ,VRODWLRQ 7KURXJK 9LUWXDO 'DWDFHQWHUVµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 2SHUDW�

LQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https:
//www.usenix.org/conference/osdi14/technical-sessions/presentation/
angel�

>�@ $OL $QZDU� <XH &KHQJ� $D\XVK *XSWD� DQG $OL 5� %XWW� ´026� :RUNORDG�DZDUH (ODVWLFLW\ IRU &ORXG

2EMHFW 6WRUHVµ� ,Q� ��WK $&0 ,QWHUQDWLRQDO 6\PSRVLXP RQ +LJK�3HUIRUPDQFH 3DUDOOHO DQG 'LV�

WULEXWHG &RPSXWLQJ� $&0� ����� SS� ���²���� GRL� 10.1145/2907294.2907304�

>�@ $XVWLQ $SSOHE\� DSSOHE\�VPKDVKHU� 60+DVKHU WHVW VXLWH IRU 0XUPXU+DVK IDPLO\ RI KDVK IXQF�

WLRQV� https://github.com/aappleby/smhasher� �����

>��@ $UFKLWHFWLQJ D +LJK 3HUIRUPDQFH 6WRUDJH 6\VWHP� https://www.intel.com/content/
dam/www/public/us/en/documents/white-papers/architecting-lustre-
storage-white-paper.pdf� -DQ� �����

>��@ -RH $UQROG� 2SHQ6WDFN 6ZLIW� 8VLQJ� $GPLQLVWHULQJ� DQG 'HYHORSLQJ IRU 6ZLIW 2EMHFW 6WRUDJH�

2·5HLOO\ 0HGLD� ,QF�� �����

>��@ /XLJL $W]RUL� $QWRQLR ,HUD� DQG *LDFRPR 0RUDELWR� ´7KH ,QWHUQHW RI 7KLQJV� $ VXUYH\µ� ,Q� &RPSXWHU

1HWZRUNV ����� ������� SS� ����²����� GRL� 10.1016/j.comnet.2010.05.010�

>��@ $OJLUGDV $YL]LHQLV� -HDQ�&ODXGH /DSULH� %ULDQ 5DQGHOO� DQG &DUO /DQGZHKU� ´%DVLF &RQFHSWV DQG

7D[RQRP\ RI 'HSHQGDEOH DQG 6HFXUH &RPSXWLQJµ� ,Q� ,((( 7UDQVDFWLRQV RQ 'HSHQGDEOH DQG

6HFXUH &RPSXWLQJ ��� ������� SS� ��²��� GRL� 10.1109/TDSC.2004.2�

>��@ $OH[DQGUR %DOGDVVLQ� -RmR %DUUHWR� 'DQLHO &DVWUR� DQG 3DROR 5RPDQR� ´3HUVLVWHQW 0HPRU\� $

6XUYH\ RI 3URJUDPPLQJ 6XSSRUW DQG ,PSOHPHQWDWLRQVµ� ,Q� $&0 &RPSXWLQJ 6XUYH\V ���� �-XO\

������ GRL� 10.1145/3465402�

>��@ 2DQD %DOPDX� WKHRDQDE�6,/.�86(1,;$7&����� 3URWRW\SH RI WKH 6,/. NH\�YDOXH VWRUH� https:
//github.com/theoanab/SILK-USENIXATC2019� �����

>��@ 2DQD %DOPDX� 'LHJR 'LGRQD� 5DFKLG *XHUUDRXL� :LOO\ =ZDHQHSRHO� +XDSHQJ <XDQ� $DVKUD\ $URUD�

.DUDQ *XSWD� DQG 3DYDQ .RQND� ´75,$'� &UHDWLQJ 6\QHUJLHV %HWZHHQ 0HPRU\� 'LVN DQG /RJ

LQ /RJ 6WUXFWXUHG .H\�9DOXH 6WRUHVµ� ,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,;

$VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/conference/atc17
/technical-sessions/presentation/balmau�

���

https://doi.org/10.5555/3316807
https://doi.org/10.5555/3316807
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/angel
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https://doi.org/10.1016/j.comnet.2010.05.010
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https://github.com/theoanab/SILK-USENIXATC2019
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https://www.usenix.org/conference/atc17/technical-sessions/presentation/balmau
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>��@ 2DQD %DOPDX� )ORULQ 'LQX� :LOO\ =ZDHQHSRHO� .DUDQ *XSWD� 5DYLVKDQNDU &KDQGKLUDPRRUWKL� DQG

'LHJR 'LGRQD� ´6,/.� 3UHYHQWLQJ /DWHQF\ 6SLNHV LQ /RJ�6WUXFWXUHG 0HUJH .H\�9DOXH 6WRUHVµ�

,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO�

https://www.usenix.org/conference/atc19/presentation/balmau�

>��@ 2DQD %DOPDX� 5DFKLG *XHUUDRXL� 9DVLOHLRV 7ULJRQDNLV� DQG ,JRU =DEORWFKL� ´)OR'%� 8QORFNLQJ 0HP�

RU\ LQ 3HUVLVWHQW .H\�9DOXH 6WRUHVµ� ,Q� 7ZHOIWK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0�

����� SS� ��²��� GRL� 10.1145/3064176.3064193�

>��@ )HWLD %DQQRXU� 6DPL 6RXLKL� DQG $EGHOKDPLG 0HOORXN� ´'LVWULEXWHG 6'1 &RQWURO� 6XUYH\� 7D[RQ�

RP\� DQG &KDOOHQJHVµ� ,Q� ,((( &RPPXQLFDWLRQV 6XUYH\V 	 7XWRULDOV ���� ������� SS� ���²����

GRL� 10.1109/COMST.2017.2782482�

>��@ 3HWH %HFNPDQ� -DFN 'RQJDUUD� 1LFROD )HUULHU� *HRIIUH\ )R[� 7HUU\ 0RRUH� 'DQ 5HHG� DQG 0LFDK

%HFN� ´+DUQHVVLQJ WKH FRPSXWLQJ FRQWLQXXP IRU SURJUDPPLQJ RXU ZRUOGµ� ,Q� )RJ &RPSXWLQJ�

7KHRU\ DQG 3UDFWLFH ������� SS� ���²���� GRL� 10.1002/9781119551713.ch7�

>��@ 1DOLQL 0� %HODUDPDQL� -LDQGDQ =KHQJ� $PRO 1D\DWH� 5REHUW 6RXOp� 0LFKDHO 'DKOLQ� DQG 5REHUW

*ULPP� ´3$'6� $ 3ROLF\ $UFKLWHFWXUH IRU 'LVWULEXWHG 6WRUDJH 6\VWHPVµ� ,Q� �WK 86(1,; 6\PSR�

VLXP RQ 1HWZRUNHG 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ��²���

XUO� https://www.usenix.org/legacy/events/nsdi09/tech/full_papers/
belaramani/belaramani_html/�

>��@ $GDP %HOD\� *HRUJH 3UHNDV� $QD .OLPRYLF� 6DPXHO *URVVPDQ� &KULVWRV .R]\UDNLV� DQG (GRXDUG

%XJQLRQ� ´,;� $ 3URWHFWHG 'DWDSODQH 2SHUDWLQJ 6\VWHP IRU +LJK 7KURXJKSXW DQG /RZ /DWHQF\µ� ,Q�

��WK 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHP 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ�

����� SS� ��²��� XUO� https://www.usenix.org/conference/osdi14/technical-
sessions/presentation/belay�

>��@ 6DPDUHVK %HUD� 6XGLS 0LVUD� DQG $WKDQDVLRV 9� 9DVLODNRV� ´6RIWZDUH�'HILQHG 1HWZRUNLQJ IRU ,Q�

WHUQHW RI 7KLQJV� $ 6XUYH\µ� ,Q� ,((( ,QWHUQHW RI 7KLQJV -RXUQDO ��� ������� SS� ����²����� GRL�

10.1109/JIOT.2017.2746186�

>��@ 3DQNDM %HUGH� 0DWWHR *HUROD� -RQDWKDQ +DUW� <XWD +LJXFKL� 0DVD\RVKL .RED\DVKL� 7RVKLR .RLGH�

%RE /DQW]� %ULDQ 2·&RQQRU� 3DYOLQ 5DGRVODYRY� :LOOLDP 6QRZ� DQG *XUX 3DUXONDU� ´2126� 7RZDUGV

DQ 2SHQ� 'LVWULEXWHG 6'1 26µ� ,Q� �UG :RUNVKRS RQ +RW 7RSLFV LQ 6RIWZDUH 'HILQHG 1HWZRUNLQJ�

$&0� ����� SS� �²�� GRL� 10.1145/2620728.2620744�

>��@ %HQMDPLQ %HUJ� 'DQLHO 6� %HUJHU� 6DUD 0F$OOLVWHU� ,VDDF *URVRI� 6DWK\D *XQDVHNDU� -LPP\ /X�

0LFKDHO 8KODU� -LP &DUULJ� 1DWKDQ %HFNPDQQ� 0RU +DUFKRO�%DOWHU� DQG *UHJRU\ 5� *DQJHU� ´7KH

&DFKH/LE &DFKLQJ (QJLQH� 'HVLJQ DQG ([SHULHQFHV DW 6FDOHµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ

2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO�

https://www.usenix.org/conference/osdi20/presentation/berg�

���

https://www.usenix.org/conference/atc19/presentation/balmau
https://doi.org/10.1145/3064176.3064193
https://doi.org/10.1109/COMST.2017.2782482
https://doi.org/10.1002/9781119551713.ch7
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https://www.usenix.org/conference/osdi14/technical-sessions/presentation/belay
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/belay
https://doi.org/10.1109/JIOT.2017.2746186
https://doi.org/10.1145/2620728.2620744
https://www.usenix.org/conference/osdi20/presentation/berg
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>��@ 'LPLWUL 3� %HUWVHNDV DQG 5REHUW *� *DOODJHU� 'DWD 1HWZRUNV� 3UHQWLFH +DOO� �����

>��@ -HDQ�3DVFDO %LOODXG DQG $MD\ *XODWL� ´K&ORFN� +LHUDUFKLFDO 4R6 IRU 3DFNHW 6FKHGXOLQJ LQ D +\SHU�

YLVRUµ� ,Q� �WK $&0 (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0� ����� SS� ���²���� GRL�

10.1145/2465351.2465382�

>��@ 0DWLDV %M¡UOLQJ� $EXWDOLE $JKD\HY� +DQV +ROPEHUJ� $UDYLQG 5DPHVK� 'DPLHQ /H 0RDO� *UHJRU\ 5�

*DQJHU� DQG *HRUJH $PYURVLDGLV� ´=16� $YRLGLQJ WKH %ORFN ,QWHUIDFH 7D[ IRU )ODVK�EDVHG 66'Vµ�

,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO�

https://www.usenix.org/conference/atc21/presentation/bjorling�

>��@ %/.,2� &JURXS·V %ORFN ,�2 &RQWUROOHU� https://www.kernel.org/doc/Documentation/
cgroup-v1/blkio-controller.txt�

>��@ )UDQFLHOL =� %RLWR� (GXDUGR &� ,QDFLR� -HDQ /� %H]� 3KLOLSSH 2�$� 1DYDX[� 0DULR $�5� 'DQWDV� DQG

<YHV 'HQQHXOLQ� ´$ &KHFNSRLQW RI 5HVHDUFK RQ 3DUDOOHO ,�2 IRU +LJK�3HUIRUPDQFH &RPSXWLQJµ�

,Q� $&0 &RPSXWLQJ 6XUYH\V ���� ������� ����²������ GRL� 10.1145/3152891�

>��@ )iELR %RWHOKR� $O\VVRQ %HVVDQL� )HUQDQGR 0�9� 5DPRV� DQG 3DXOR )HUUHLUD� ´2Q WKH 'HVLJQ RI

3UDFWLFDO )DXOW�7ROHUDQW 6'1 &RQWUROOHUVµ� ,Q� ���� �UG (XURSHDQ :RUNVKRS RQ 6RIWZDUH 'HILQHG

1HWZRUNV� ,(((� ����� SS� ��²��� GRL� 10.1109/EWSDN.2014.25�

>��@ )iELR %RWHOKR� 7XOLR $� 5LEHLUR� 3DXOR )HUUHLUD� )HUQDQGR 0�9� 5DPRV� DQG $O\VVRQ %HVVDQL� ´'H�

VLJQ DQG ,PSOHPHQWDWLRQ RI D &RQVLVWHQW 'DWD 6WRUH IRU D 'LVWULEXWHG 6'1 &RQWURO 3ODQHµ� ,Q�

���� ��WK (XURSHDQ 'HSHQGDEOH &RPSXWLQJ &RQIHUHQFH� ,(((� ����� SS� ���²���� GRL� 10.1
109/EDCC.2016.12�

>��@ -HDQ�<YHV /H %RXGHF DQG 3DWULFN 7KLUDQ� 1HWZRUN &DOFXOXV� $ 7KHRU\ RI 'HWHUPLQLVWLF 4XHXLQJ

6\VWHPV IRU WKH ,QWHUQHW� 9RO� ����� 6SULQJHU 6FLHQFH 	 %XVLQHVV 0HGLD� ����� GRL� 10.1007
/3-540-45318-0�

>��@ 3HWHU %UDDP� 7KH /XVWUH 6WRUDJH $UFKLWHFWXUH� ����� GRL� 10.48550/ARXIV.1903.01955�

>��@ /HR %UHLPDQ� -HURPH +� )ULHGPDQ� 5LFKDUG $� 2OVKHQ� DQG &KDUOHV -� 6WRQH� &ODVVLILFDWLRQ DQG

5HJUHVVLRQ 7UHHV� �����

>��@ %XLOG 8OWUD +LJK�3HUIRUPDQFH 6WRUDJH $SSOLFDWLRQV ZLWK WKH 6WRUDJH 3HUIRUPDQFH 'HYHORSPHQW

.LW� https://spdk.io/�

>��@ =KLFKDR &DR� 6L\LQJ 'RQJ� 6DJDU 9HPXUL� DQG 'DYLG 'X� ´&KDUDFWHUL]LQJ� 0RGHOLQJ� DQG %HQFK�

PDUNLQJ 5RFNV'% .H\�9DOXH :RUNORDGV DW )DFHERRNµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG

6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.
org/conference/fast20/presentation/cao-zhichao�

>��@ -RVLDK /� &DUOVRQ� 5HGLV LQ $FWLRQ� 0DQQLQJ 3XEOLFDWLRQV &R�� ����� LVEQ� �����������

���

https://doi.org/10.1145/2465351.2465382
https://www.usenix.org/conference/atc21/presentation/bjorling
https://www.kernel.org/doc/Documentation/cgroup-v1/blkio-controller.txt
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>��@ 3KLOLS +� &DUQV� :DOWHU %� /LJRQ ,,,� 5REHUW %� 5RVV� DQG 5DMHHY 7KDNXU� ´39)6� $ 3DUDOOHO )LOH

6\VWHP IRU /LQX[ &OXVWHUVµ� ,Q� �WK $QQXDO /LQX[ 6KRZFDVH 	 &RQIHUHQFH� 86(1,; $VVRFLDWLRQ�

����� XUO� https://www.usenix.org/conference/als-2000/pvfs-parallel-
file-system-linux-clusters�

>��@ -HVXV &DUUHWHUR� (PPDQXHO -HDQQRW� *XLOODXPH 3DOOH]� 'DYLG (� 6LQJK� DQG 1LFRODV 9LGDO� ´0DS�

SLQJ DQG 6FKHGXOLQJ +3& $SSOLFDWLRQV IRU 2SWLPL]LQJ ,�2µ� ,Q� ��WK $&0 ,QWHUQDWLRQDO &RQIHUHQFH

RQ 6XSHUFRPSXWLQJ� $&0� ����� GRL� 10.1145/3392717.3392764�

>��@ &)4� &RPSOHWH )DLUQHVV 4XHXHLQJ� https://www.kernel.org/doc/Documentation/
block/cfq-iosched.txt�

>��@ *XRTLDQJ -HUU\ &KHQ� -DQHW /� :LHQHU� 6KULGKDU ,\HU� $QVKXO -DLVZDO� 5DQ /HL� 1LNKLO 6LPKD� :HL

:DQJ� .HYLQ :LOIRQJ� 7LP :LOOLDPVRQ� DQG 6HUKDW <LOPD]� ´5HDOWLPH 'DWD 3URFHVVLQJ DW )DFH�

ERRNµ� ,Q� ���� ,QWHUQDWLRQDO &RQIHUHQFH RQ 0DQDJHPHQW RI 'DWD� $&0� ����� SS� ����²�����

GRL� 10.1145/2882903.2904441�

>��@ +DR &KHQ� &KDR\L 5XDQ� &KHQJ /L� ;LDRVRQJ 0D� DQG <LQORQJ ;X� ´6SDQ'%� $ )DVW� &RVW�(IIHFWLYH

/60�WUHH %DVHG .9 6WRUH RQ +\EULG 6WRUDJHµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH

7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https://www.usenix.org/
conference/fast21/presentation/chen-hao�

>��@ 7LDQTL &KHQ� 0X /L� <XWLDQ /L� 0LQ /LQ� 1DL\DQ :DQJ� 0LQMLH :DQJ� 7LDQMXQ ;LDR� %LQJ ;X� &KL\XDQ

=KDQJ� DQG =KHQJ =KDQJ� 0;1HW� $ )OH[LEOH DQG (IILFLHQW 0DFKLQH /HDUQLQJ /LEUDU\ IRU +HWHURJH�

QHRXV 'LVWULEXWHG 6\VWHPV� ����� GRL� 10.48550/ARXIV.1512.01274�

>��@ <X &KHQ� :HL 7RQJ� 'DQ )HQJ� DQG =LNH :DQJ� ´0DVV� :RUNORDG�$ZDUH 6WRUDJH 3ROLF\ IRU 2SHQ�

6WDFN 6ZLIWµ� ,Q� ��WK ,QWHUQDWLRQDO &RQIHUHQFH RQ 3DUDOOHO 3URFHVVLQJ� $&0� ����� ����²������

GRL� 10.1145/3404397.3404427�

>��@ 6WHYHQ :' &KLHQ� 6WHIDQR 0DUNLGLV� &KDLWDQ\D 3UDVDG 6LVKWOD� /XLV 6DQWRV� 3DZHO +HUPDQ� 6DL

1DUDVLPKDPXUWK\� DQG (UZLQ /DXUH� ´&KDUDFWHUL]LQJ 'HHS�/HDUQLQJ ,�2 ZRUNORDGV LQ 7HQVRU�

)ORZµ� ,Q� ���� ,(((�$&0 �UG ,QWHUQDWLRQDO :RUNVKRS RQ 3DUDOOHO 'DWD 6WRUDJH 	 'DWD ,QWHQVLYH

6FDODEOH &RPSXWLQJ 6\VWHPV� ,(((� ����� SS� ��²��� GRL� 10.1109/PDSW-DISCS.2018.0
0011�

>��@ )DKLP &KRZGKXU\� <XH =KX� 7RGG +HHU� 6DXO 3DUHGHV� $GDP 0RRG\� 5RELQ *ROGVWRQH� .DWKU\Q

0RKURU� DQG :HLNXDQ <X� ´,�2 &KDUDFWHUL]DWLRQ DQG 3HUIRUPDQFH (YDOXDWLRQ RI %HH*)6 IRU 'HHS

/HDUQLQJµ� ,Q� ��WK ,QWHUQDWLRQDO &RQIHUHQFH RQ 3DUDOOHO 3URFHVVLQJ� $&0� ����� GRL� 10.1145
/3337821.3337902�

>��@ $OH[DQGHU &RQZD\� $EKLVKHN *XSWD� 9LMD\ &KLGDPEDUDP� 0DUWLQ )DUDFK�&ROWRQ� 5LFKDUG 6SLOODQH�

$P\ 7DL� DQG 5RE -RKQVRQ� ´6SOLQWHU'%� &ORVLQJ WKH %DQGZLGWK *DS IRU 190H .H\�9DOXH 6WRUHVµ�

,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO�

https://www.usenix.org/conference/atc20/presentation/conway�

���

https://www.usenix.org/conference/als-2000/pvfs-parallel-file-system-linux-clusters
https://www.usenix.org/conference/als-2000/pvfs-parallel-file-system-linux-clusters
https://doi.org/10.1145/3392717.3392764
https://www.kernel.org/doc/Documentation/block/cfq-iosched.txt
https://www.kernel.org/doc/Documentation/block/cfq-iosched.txt
https://doi.org/10.1145/2882903.2904441
https://www.usenix.org/conference/fast21/presentation/chen-hao
https://www.usenix.org/conference/fast21/presentation/chen-hao
https://doi.org/10.48550/ARXIV.1512.01274
https://doi.org/10.1145/3404397.3404427
https://doi.org/10.1109/PDSW-DISCS.2018.00011
https://doi.org/10.1109/PDSW-DISCS.2018.00011
https://doi.org/10.1145/3337821.3337902
https://doi.org/10.1145/3337821.3337902
https://www.usenix.org/conference/atc20/presentation/conway
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>��@ 9LFWRU &RVWDQ DQG 6ULQLYDV 'HYDGDV� ´,QWHO 6*; ([SODLQHGµ� ,Q� &U\SWRORJ\ H3ULQW $UFKLYH �������

XUO� https://eprint.iacr.org/2016/086�

>��@ %UHQGDQ &XOO\� -DNH :LUHV� 'XWFK 0H\HU� .HYLQ -DPLHVRQ� .HLU )UDVHU� 7LP 'HHJDQ� 'DQLHO 6WRG�

GHQ� *HRIIUH /HIHEYUH� 'DQLHO )HUVWD\� DQG $QGUHZ :DUILHOG� ´6WUDWD� +LJK�3HUIRUPDQFH 6FDODEOH

6WRUDJH RQ 9LUWXDOL]HG 1RQ�YRODWLOH 0HPRU\µ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH

7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https://www.usenix.org/
conference/fast14/technical-sessions/presentation/cully�

>��@ 0DUFR 'DQWDV� 'LRJR /HLWmR� &OiXGLD &RUUHLD� 5LFDUGR 0DFHGR� :HLMLD ;X� DQG -RmR 3DXOR� ´0R�

QDUFK� +LHUDUFKLFDO 6WRUDJH 0DQDJHPHQW IRU 'HHS /HDUQLQJ )UDPHZRUNVµ� ,Q� ���� ,((( ,QWHUQD�

WLRQDO &RQIHUHQFH RQ &OXVWHU &RPSXWLQJ� ,(((� ����� SS� ���²���� GRL� 10.1109/Cluster4
8925.2021.00097�

>��@ 0DUFR 'DQWDV� 'LRJR /HLWmR� 3HWHU &XL� 5LFDUGR 0DFHGR� ;LQOLDQ /LX� :HLMLD ;X� DQG -RmR 3DXOR�

´$FFHOHUDWLQJ 'HHS /HDUQLQJ 7UDLQLQJ 7KURXJK 7UDQVSDUHQW 6WRUDJH 7LHULQJµ� ,Q� ���� ��QG ,(((

,QWHUQDWLRQDO 6\PSRVLXP RQ &OXVWHU� &ORXG DQG ,QWHUQHW &RPSXWLQJ� ,(((� ����� SS� ��²��� GRL�

10.1109/CCGrid54584.2022.00011�

>��@ ''16WRUDJH�/XVWUH3HUI0RQ� /XVWUH 0RQLWRULQJ 6\VWHP� https://github.com/DDNStorage/
LustrePerfMon�

>��@ 0LFKDsO 'HIIHUUDUG� .LUHOO %HQ]L� 3LHUUH 9DQGHUJKH\QVW� DQG ;DYLHU %UHVVRQ� )0$� $ 'DWDVHW )RU

0XVLF $QDO\VLV� ����� GRL� 10.48550/ARXIV.1612.01840�

>��@ &KULVWLQD 'HOLPLWURX DQG &KULVWRV .R]\UDNLV� ´3DUDJRQ� 4R6�DZDUH 6FKHGXOLQJ IRU +HWHURJHQHRXV

'DWDFHQWHUVµ� ,Q� ��WK ,QWHUQDWLRQDO &RQIHUHQFH RQ $UFKLWHFWXUDO 6XSSRUW IRU 3URJUDPPLQJ /DQ�

JXDJHV DQG 2SHUDWLQJ 6\VWHPV� $&0� ����� SS� ��²��� GRL� 10.1145/2451116.2451125�

>��@ +DULKDUDQ 'HYDUDMDQ� +XLKXR =KHQJ� $QWKRQ\ .RXJNDV� ;LDQ�+H 6XQ� DQG 9HQNDWUDP 9LVKZDQDWK�

´'/,2� $ 'DWD�&HQWULF %HQFKPDUN IRU 6FLHQWLILF 'HHS /HDUQLQJ $SSOLFDWLRQVµ� ,Q� ���� ,(((�$&0

��VW ,QWHUQDWLRQDO 6\PSRVLXP RQ &OXVWHU� &ORXG DQG ,QWHUQHW &RPSXWLQJ� ,(((� ����� SS� ��²���

GRL� 10.1109/CCGrid51090.2021.00018�

>��@ GHYLFH PDSSHU� /LQX[ NHUQHO IUDPHZRUN IRU PDSSLQJ SK\VLFDO EORFN GHYLFHV RQWR KLJKHU�OHYHO YLUWXDO

EORFN GHYLFHV� https://docs.kernel.org/admin-guide/device-mapper/index.
html�

>��@ 6DUDK 0� 'LHVEXUJ DQG $Q�, $QG\ :DQJ� ´$ 6XUYH\ RI &RQILGHQWLDO 'DWD 6WRUDJH DQG 'HOHWLRQ

0HWKRGVµ� ,Q� $&0 &RPSXWLQJ 6XUYH\V ���� ������� ���²����� GRL� 10.1145/1824795.182
4797�

>��@ $GYDLW 'L[LW� )DQJ +DR� 6DULW 0XNKHUMHH� 7�9� /DNVKPDQ� DQG 5DPDQD .RPSHOOD� ´7RZDUGV DQ

(ODVWLF 'LVWULEXWHG 6'1 &RQWUROOHUµ� ,Q� �QG $&0 6,*&200 :RUNVKRS RQ +RW 7RSLFV LQ 6RIWZDUH

'HILQHG 1HWZRUNLQJ� $&0� ����� SS� �²��� GRL� 10.1145/2491185.2491193�

���

https://eprint.iacr.org/2016/086
https://www.usenix.org/conference/fast14/technical-sessions/presentation/cully
https://www.usenix.org/conference/fast14/technical-sessions/presentation/cully
https://doi.org/10.1109/Cluster48925.2021.00097
https://doi.org/10.1109/Cluster48925.2021.00097
https://doi.org/10.1109/CCGrid54584.2022.00011
https://github.com/DDNStorage/LustrePerfMon
https://github.com/DDNStorage/LustrePerfMon
https://doi.org/10.48550/ARXIV.1612.01840
https://doi.org/10.1145/2451116.2451125
https://doi.org/10.1109/CCGrid51090.2021.00018
https://docs.kernel.org/admin-guide/device-mapper/index.html
https://docs.kernel.org/admin-guide/device-mapper/index.html
https://doi.org/10.1145/1824795.1824797
https://doi.org/10.1145/1824795.1824797
https://doi.org/10.1145/2491185.2491193
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>��@ 6L\LQJ 'RQJ� $QGUHZ .U\F]ND� <DQTLQ -LQ� DQG 0LFKDHO 6WXPP� ´(YROXWLRQ RI 'HYHORSPHQW 3UL�

RULWLHV LQ .H\�YDOXH 6WRUHV 6HUYLQJ /DUJH�VFDOH $SSOLFDWLRQV� 7KH 5RFNV'% ([SHULHQFHµ� ,Q� ��WK

86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²���

XUO� https://www.usenix.org/conference/fast21/presentation/dong�

>��@ -DFN 'RQJDUUD� 3HWH %HFNPDQ� 7HUU\ 0RRUH� 3DWULFN $HUWV� *LRYDQQL $ORLVLR� -HDQ�&ODXGH $QGUH�

'DYLG %DUNDL� -HDQ�<YHV %HUWKRX� 7DLVXNH %RNX� %HUWUDQG %UDXQVFKZHLJ� )UDQFN &DSSHOOR� %DU�

EDUD &KDSPDQ� ;XHELQ &KL� $ORN &KRXGKDU\� 6XGLS 'RVDQMK� 7KRP 'XQQLQJ� 6DQGUR )LRUH� $O

*HLVW� %LOO *URSS� 5REHUW +DUULVRQ� 0DUN +HUHOG� 0LFKDHO +HURX[� $GROI\ +RLVLH� .RK +RWWD� =KRQJ

-LQ� <XWDND ,VKLNDZD� )UHG -RKQVRQ� 6DQMD\ .DOH� 5LFKDUG .HQZD\� 'DYLG .H\HV� %LOO .UDPHU�

-HVXV /DEDUWD� $ODLQ /LFKQHZVN\� 7KRPDV /LSSHUW� %RE /XFDV� %DUQH\ 0DFFDEH� 6DWRVKL 0DW�

VXRND� 3DXO 0HVVLQD� 3HWHU 0LFKLHOVH� %HUQG 0RKU� 0DWWKLDV 6� 0XHOOHU� :ROIJDQJ (� 1DJHO� +L�

URVKL 1DNDVKLPD� 0LFKDHO ( 3DSND� 'DQ 5HHG� 0LWVXKLVD 6DWR� (G 6HLGHO� -RKQ 6KDOI� 'DYLG 6NLQ�

QHU� 0DUF 6QLU� 7KRPDV 6WHUOLQJ� 5LFN 6WHYHQV� )UHG 6WUHLW]� %RE 6XJDU� 6KLQML 6XPLPRWR� :LOOLDP

7DQJ� -RKQ 7D\ORU� 5DMHHY 7KDNXU� $QQH 7UHIHWKHQ� 0DWHR 9DOHUR� $DG YDQ GHU 6WHHQ� -HIIUH\

9HWWHU� 3HJ :LOOLDPV� 5REHUW :LVQLHZVNL� DQG .DWK\ <HOLFN� ´7KH ,QWHUQDWLRQDO ([DVFDOH 6RIWZDUH

3URMHFW 5RDGPDSµ� ,Q� 7KH ,QWHUQDWLRQDO -RXUQDO RI +LJK 3HUIRUPDQFH &RPSXWLQJ $SSOLFDWLRQV

���� ������� SS� �²��� GRL� 10.1177/1094342010391989�

>��@ 0DWWKLHX 'RULHU� *DEULHO $QWRQLX� 5RE 5RVV� 'ULHV .LPSH� DQG 6KDGL ,EUDKLP� ´&$/&LR0� 0LWL�

JDWLQJ ,�2 ,QWHUIHUHQFH LQ +3& 6\VWHPV WKURXJK &URVV�$SSOLFDWLRQ &RRUGLQDWLRQµ� ,Q� ���� ,(((

��WK ,QWHUQDWLRQDO 3DUDOOHO DQG 'LVWULEXWHG 3URFHVVLQJ 6\PSRVLXP� ,(((� ����� SS� ���²����

GRL� 10.1109/IPDPS.2014.27�

>��@ 8OULFK 'UHSSHU� (/) +DQGOLQJ IRU 7KUHDG�/RFDO 6WRUDJH� 7HFK� UHS� �����

>��@ '\QDPLFDOO\ /RDGHG /LEUDULHV� https://tldp.org/HOWTO/Program-Library-HOWTO/
dl-libraries.html�

>��@ 3HWHU YDQ (PGH %RDV� 5� .DDV� DQG (� =LMOVWUD� ´'HVLJQ DQG ,PSOHPHQWDWLRQ RI DQ (IILFLHQW 3ULRULW\

4XHXHµ� ,Q� 0DWKHPDWLFDO 6\VWHPV 7KHRU\ �� ������� SS� ��²���� GRL� 10.1007/BF0168326
8�

>��@ 7kQLD (VWHYHV� 5LFDUGR 0DFHGR� $OEHUWR )DULD� %HUQDUGR 3RUWHOD� -RmR 3DXOR� -RVp 3HUHLUD� DQG

'DQQ\ +DUQLN� ´7UXVW)6� $Q 6*;�(QDEOHG 6WDFNDEOH )LOH 6\VWHP )UDPHZRUNµ� ,Q� ���� ��WK ,Q�

WHUQDWLRQDO 6\PSRVLXP RQ 5HOLDEOH 'LVWULEXWHG 6\VWHPV :RUNVKRSV� ,(((� ����� SS� ��²��� GRL�

10.1109/SRDSW49218.2019.00012�

>��@ 7kQLD (VWHYHV� )UDQFLVFR 1HYHV� 5XL 2OLYHLUD� DQG -RmR 3DXOR� ´&$7� &RQWHQW�$ZDUH 7UDFLQJ DQG

$QDO\VLV IRU 'LVWULEXWHG 6\VWHPVµ� ,Q� ��QG ,QWHUQDWLRQDO 0LGGOHZDUH &RQIHUHQFH� $&0� �����

SS� ���²���� GRL� 10.1145/3464298.3493396�

>��@ IDFHERRN�URFNVGE� %HQFKPDUNLQJ WRROV �GEBEHQFK�� https://github.com/facebook/
rocksdb/wiki/Benchmarking-tools�

���

https://www.usenix.org/conference/fast21/presentation/dong
https://doi.org/10.1177/1094342010391989
https://doi.org/10.1109/IPDPS.2014.27
https://tldp.org/HOWTO/Program-Library-HOWTO/dl-libraries.html
https://tldp.org/HOWTO/Program-Library-HOWTO/dl-libraries.html
https://doi.org/10.1007/BF01683268
https://doi.org/10.1007/BF01683268
https://doi.org/10.1109/SRDSW49218.2019.00012
https://doi.org/10.1145/3464298.3493396
https://github.com/facebook/rocksdb/wiki/Benchmarking-tools
https://github.com/facebook/rocksdb/wiki/Benchmarking-tools
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>��@ IDFHERRN�URFNVGE� &RPSDFWLRQ -RE� https://github.com/facebook/rocksdb/blob/
v5.17.2/db/compaction_job.cc�

>��@ IDFHERRN�URFNVGE� )OXVK -RE� https://github.com/facebook/rocksdb/blob/v5.17
.2/db/flush_job.cc�

>��@ IDFHERRN�URFNVGE� 5DWH /LPLWHU� https://github.com/facebook/rocksdb/wiki/
Rate-Limiter�

>��@ IDFHERRN�URFNVGE� 5RFNV'% Y������� https://github.com/facebook/rocksdb/tree/
v5.17.2�

>��@ $OEHUWR )DULD� 5LFDUGR 0DFHGR� DQG -RmR 3DXOR� ´3RGV�DV�9ROXPHV� (IIRUWOHVVO\ ,QWHJUDWLQJ 6WRUDJH

6\VWHPV DQG 0LGGOHZDUH LQWR .XEHUQHWHVµ� ,Q� �WK ,QWHUQDWLRQDO :RUNVKRS RQ &RQWDLQHU 7HFKQROR�

JLHV DQG &RQWDLQHU &ORXGV� $&0� ����� SS� �²�� GRL� 10.1145/3493649.3493653�

>��@ $OEHUWR )DULD� 5LFDUGR 0DFHGR� -RVp 3HUHLUD� DQG -RmR 3DXOR� ´%'86� ,PSOHPHQWLQJ %ORFN 'HYLFHV

LQ 8VHU 6SDFHµ� ,Q� ��WK $&0 ,QWHUQDWLRQDO &RQIHUHQFH RQ 6\VWHPV DQG 6WRUDJH� $&0� ����� ���²

����� GRL� 10.1145/3456727.3463768�

>��@ 0LNH )RON� *HUG +HEHU� 4XLQFH\ .R]LRO� (OHQD 3RXUPDO� DQG 'DQD 5RELQVRQ� ´$Q 2YHUYLHZ RI WKH

+')� 7HFKQRORJ\ 6XLWH DQG ,WV $SSOLFDWLRQVµ� ,Q� ('%7�,&'7 ����:RUNVKRS RQ $UUD\ 'DWDEDVHV�

$&0� ����� SS� ��²��� GRL� 10.1145/1966895.1966900�

>��@ )URQWLHU� 251/·V H[DVFDOH VXSHUFRPSXWHU LV GHOLYHULQJ ZRUOG�OHDGLQJ SHUIRUPDQFH LQ ���� DQG

EH\RQG� https://www.olcf.ornl.gov/frontier/�

>��@ $QD *DLQDUX� *XLOODXPH $XS\� $QQH %HQRLW� )UDQFN &DSSHOOR� <YHV 5REHUW� DQG0DUF 6QLU� ´6FKHGXO�

LQJ WKH ,�2 RI +3& $SSOLFDWLRQV 8QGHU &RQJHVWLRQµ� ,Q� ���� ,((( ,QWHUQDWLRQDO 3DUDOOHO DQG 'LV�

WULEXWHG 3URFHVVLQJ 6\PSRVLXP� ,(((� ����� SS� ����²����� GRL� 10.1109/IPDPS.2015.1
16�

>��@ $QMXV *HRUJH� 5LFN 0RKU� -DPHV 6LPPRQV� DQG 6DUS 2UDO� 8QGHUVWDQGLQJ /XVWUH ,QWHUQDOV 6HFRQG

(GLWLRQ� 6HSW� ����� GRL� 10.2172/1824954�

>��@ /DUV *HRUJH� +%DVH � 7KH 'HILQLWLYH *XLGH� 5DQGRP $FFHVV WR <RXU 3ODQHW�6L]H 'DWD� 2·5HLOO\�

����� LVEQ� ������������������

>��@ 6DQMD\ *KHPDZDW DQG -HII 'HDQ� JRRJOH�OHYHOGE� /HYHO'%� $ )DVW .H\�9DOXH 6WRUDJH /LEUDU\�

https://github.com/google/leveldb�

>��@ $OL *KRGVL� 0DWHL =DKDULD� %HQMDPLQ +LQGPDQ� $QG\ .RQZLQVNL� 6FRWW 6KHQNHU� DQG ,RQ 6WRLFD�

´'RPLQDQW 5HVRXUFH )DLUQHVV� )DLU $OORFDWLRQ RI 0XOWLSOH 5HVRXUFH 7\SHVµ� ,Q� �WK 86(1,; 6\P�

SRVLXP RQ 1HWZRUNHG 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� �����

>��@ *X\ *RODQ�*XHWD� (GZDUG %RUWQLNRY� (VKFDU +LOOHO� DQG ,GLW .HLGDU� ´6FDOLQJ &RQFXUUHQW /RJ�

6WUXFWXUHG 'DWD 6WRUHVµ� ,Q� 7HQWK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0� �����

GRL� 10.1145/2741948.2741973�

���

https://github.com/facebook/rocksdb/blob/v5.17.2/db/compaction_job.cc
https://github.com/facebook/rocksdb/blob/v5.17.2/db/compaction_job.cc
https://github.com/facebook/rocksdb/blob/v5.17.2/db/flush_job.cc
https://github.com/facebook/rocksdb/blob/v5.17.2/db/flush_job.cc
https://github.com/facebook/rocksdb/wiki/Rate-Limiter
https://github.com/facebook/rocksdb/wiki/Rate-Limiter
https://github.com/facebook/rocksdb/tree/v5.17.2
https://github.com/facebook/rocksdb/tree/v5.17.2
https://doi.org/10.1145/3493649.3493653
https://doi.org/10.1145/3456727.3463768
https://doi.org/10.1145/1966895.1966900
https://www.olcf.ornl.gov/frontier/
https://doi.org/10.1109/IPDPS.2015.116
https://doi.org/10.1109/IPDPS.2015.116
https://doi.org/10.2172/1824954
https://github.com/google/leveldb
https://doi.org/10.1145/2741948.2741973
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>��@ JRRJOH�WHQVRUIORZ� 7HQVRU)ORZ� https : / / github . com / tensorflow / tensorflow /
tree/v2.1.0�

>��@ 5D~O *UDFLD�7LQHGR� -RVHS 6DPSp� (GJDU =DPRUD� 0DUF 6iQFKH]�$UWLJDV� 3HGUR *DUFtD�/ySH]�

<RVHI 0RDWWL� DQG (UDQ 5RP� ´&U\VWDO� 6RIWZDUH�'HILQHG 6WRUDJH IRU 0XOWL�7HQDQW 2EMHFW 6WRUHVµ�

,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²

���� XUO� https://www.usenix.org/conference/fast17/technical-sessions/
presentation/gracia-tinedo�

>��@ J53&� $ KLJK SHUIRUPDQFH� RSHQ VRXUFH XQLYHUVDO 53& IUDPHZRUN� https://grpc.io/�

>��@ $MD\ *XODWL� ,UIDQ $KPDG� DQG &DUO $ :DOGVSXUJHU� ´3$5'$� 3URSRUWLRQDO $OORFDWLRQ RI 5HVRXUFHV

IRU 'LVWULEXWHG 6WRUDJH $FFHVVµ� ,Q� �WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV�

86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https://www.usenix.org/legacy/events/
fast09/tech/full_papers/gulati/gulati_html/index.html�

>��@ $MD\ *XODWL� $ULI 0HUFKDQW� DQG 3HWHU 9DUPDQ� ´P&ORFN� +DQGOLQJ 7KURXJKSXW 9DULDELOLW\ IRU +\�

SHUYLVRU ,2 6FKHGXOLQJµ� ,Q� �WK 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOH�

PHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ���²����

>��@ $MD\ *XODWL� $ULI 0HUFKDQW� DQG 3HWHU -� 9DUPDQ� ´S&ORFN� $Q $UULYDO &XUYH %DVHG $SSURDFK IRU 4R6

*XDUDQWHHV LQ 6KDUHG 6WRUDJH 6\VWHPVµ� ,Q� ���� $&0 6,*0(75,&6 ,QWHUQDWLRQDO &RQIHUHQFH

RQ 0HDVXUHPHQW DQG 0RGHOLQJ RI &RPSXWHU 6\VWHPV� $&0� ����� SS� ��²��� GRL� 10.1145/1
254882.1254885�

>��@ $MD\ *XODWL� *DQHVKD 6KDQPXJDQDWKDQ� ;XHFKHQ =KDQJ� DQG 3HWHU 9DUPDQ� ´'HPDQG %DVHG

+LHUDUFKLFDO 4R6 8VLQJ 6WRUDJH 5HVRXUFH 3RROVµ� ,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH�

86(1,; $VVRFLDWLRQ� ����� SS� �²��� XUO� https://www.usenix.org/conference/atc1
2/technical-sessions/presentation/gulati�

>��@ =YLND *X]� +DUU\ �+XDQ� /L� $QDKLWD 6KD\HVWHK� DQG 9LMD\ %DODNULVKQDQ� ´3HUIRUPDQFH &KDUDF�

WHUL]DWLRQ RI 190H�RYHU�)DEULFV 6WRUDJH 'LVDJJUHJDWLRQµ� ,Q� $&0 7UDQVDFWLRQV RQ 6WRUDJH ����

�'HF� ������ GRL� 10.1145/3239563�

>��@ $KPHG (O�+DVVDQ\� -HUHPLH 0LVHUH]� 3DYRO %LHOLN� /DXUHQW 9DQEHYHU� DQG 0DUWLQ 9HFKHY� ´6'�

15DFHU� &RQFXUUHQF\ $QDO\VLV IRU 6RIWZDUH�GHILQHG 1HWZRUNVµ� ,Q� ��WK $&0 6,*3/$1 &RQIHU�

HQFH RQ 3URJUDPPLQJ /DQJXDJH 'HVLJQ DQG ,PSOHPHQWDWLRQ� $&0� ����� SS� ���²���� GRL�

10.1145/2908080.2908124�

>��@ 5HG +DW� :KDW LV VRIWZDUH�GHILQHG VWRUDJH" https://www.redhat.com/en/topics/data-
storage/software-defined-storage� �����

>��@ -RVHSK /� +HOOHUVWHLQ� <L[LQ 'LDR� 6XMD\ 6� 3DUHNK� DQG 'DZQ 0� 7LOEXU\� )HHGEDFN &RQWURO RI

&RPSXWLQJ 6\VWHPV� :LOH\� ����� GRL� 10.1002/047166880X�

���

https://github.com/tensorflow/tensorflow/tree/v2.1.0
https://github.com/tensorflow/tensorflow/tree/v2.1.0
https://www.usenix.org/conference/fast17/technical-sessions/presentation/gracia-tinedo
https://www.usenix.org/conference/fast17/technical-sessions/presentation/gracia-tinedo
https://grpc.io/
https://www.usenix.org/legacy/events/fast09/tech/full_papers/gulati/gulati_html/index.html
https://www.usenix.org/legacy/events/fast09/tech/full_papers/gulati/gulati_html/index.html
https://doi.org/10.1145/1254882.1254885
https://doi.org/10.1145/1254882.1254885
https://www.usenix.org/conference/atc12/technical-sessions/presentation/gulati
https://www.usenix.org/conference/atc12/technical-sessions/presentation/gulati
https://doi.org/10.1145/3239563
https://doi.org/10.1145/2908080.2908124
https://www.redhat.com/en/topics/data-storage/software-defined-storage
https://www.redhat.com/en/topics/data-storage/software-defined-storage
https://doi.org/10.1002/047166880X
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>��@ &KLQ�-XQJ +VX� 5DMHVK .� 3DQWD� 0RR�5\RQJ 5D� DQG 9LQFHQW :� )UHHK� ´,QVLGH�2XW� 5HOLDEOH 3HU�

IRUPDQFH 3UHGLFWLRQ IRU 'LVWULEXWHG 6WRUDJH 6\VWHPV LQ WKH &ORXGµ� ,Q� ���� ,((( ��WK 6\PSR�

VLXP RQ 5HOLDEOH 'LVWULEXWHG 6\VWHPV� ,(((� ����� SS� ���²���� GRL� 10.1109/SRDS.2016
.025�

>��@ <XVKHQJ +XD� ;XDQKXD 6KL� +DL -LQ� :HL /LX� <DQ -LDQJ� <RQJ &KHQ� DQG /LJDQJ +H� ´6RIWZDUH�

GHILQHG 4R6 IRU ,�2 LQ H[DVFDOH FRPSXWLQJµ� ,Q� &&) 7UDQVDFWLRQV RQ +LJK 3HUIRUPDQFH &RPSXW�

LQJ ��� ������� SS� ��²��� GRL� 10.1007/s42514-019-00005-9�

>��@ /HL +XDQJ DQG 6L /LX� ´22236� $Q ,QQRYDWLYH 7RRO IRU ,2 :RUNORDG 0DQDJHPHQW RQ 6XSHUFRP�

SXWHUVµ� ,Q� ���� ,((( ��WK ,QWHUQDWLRQDO &RQIHUHQFH RQ 3DUDOOHO DQG 'LVWULEXWHG 6\VWHPV� ,(((�

����� SS� ���²���� GRL� 10.1109/ICPADS51040.2020.00069�

>��@ /HL +XDQJ� <LQ]KL :DQJ� &KXQ�<DXQJ /X� DQG 6L /LX� ´%HVW 3UDFWLFH RI ,2 :RUNORDG 0DQDJHPHQW

LQ &RQWDLQHUL]HG (QYLURQPHQWV RQ 6XSHUFRPSXWHUVµ� ,Q� 3UDFWLFH DQG ([SHULHQFH LQ $GYDQFHG

5HVHDUFK &RPSXWLQJ� $&0� ����� ����²����� GRL� 10.1145/3437359.3465561�

>��@ 0DUNXV &� +XHEVFKHU DQG -XOLH $� 0F&DQQ� ´$ 6XUYH\ RI $XWRQRPLF &RPSXWLQJ ³ 'HJUHHV�

0RGHOV� DQG $SSOLFDWLRQVµ� ,Q� $&0 &RPSXWLQJ 6XUYH\V ���� ������� ���²����� GRL� 10.114
5/1380584.1380585�

>��@ 3DWULFN +XQW� 0DKDGHY .RQDU� )ODYLR -XQTXHLUD� DQG %HQMDPLQ 5HHG� ´=RR.HHSHU� :DLW�IUHH &R�

RUGLQDWLRQ IRU ,QWHUQHW�VFDOH 6\VWHPVµ� ,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,;

$VVRFLDWLRQ� �����

>���@ ,%0� ,%0� 6'6 VROXWLRQV RYHUYLHZ� https : / / www . ibm . com / storage / software -
defined-storage� �����

>���@ )ORULQ ,VDLOD� -HVXV &DUUHWHUR� DQG 5RE 5RVV� ´&ODULVVH� $ 0LGGOHZDUH IRU 'DWD�6WDJLQJ &RRUGLQD�

WLRQ DQG &RQWURO RQ /DUJH�6FDOH +3& 3ODWIRUPVµ� ,Q� ��WK ,(((�$&0 ,QWHUQDWLRQDO 6\PSRVLXP RQ

&OXVWHU� &ORXG DQG *ULG &RPSXWLQJ� ,(((� ����� SS� ���²���� GRL� 10.1109/CCGrid.2016
.24�

>���@ 6XVKDQW -DLQ� $ORN .XPDU� 6XEKDVUHH 0DQGDO� -RRQ 2QJ� /HRQ 3RXWLHYVNL� $UMXQ 6LQJK� 6XEEDLDK

9HQNDWD� -LP :DQGHUHU� -XQODQ =KRX� 0LQ =KX� -RQ =ROOD� 8UV +|O]OH� 6WHSKHQ 6WXDUW� DQG $PLQ

9DKGDW� ´%�� ([SHULHQFH ZLWK D *OREDOO\�GHSOR\HG 6RIWZDUH 'HILQHG :DQµ� ,Q� ���� &RQIHUHQFH

RI WKH $&0 6SHFLDO ,QWHUHVW *URXS RQ 'DWD &RPPXQLFDWLRQ� $&0� ����� SS� �²��� GRL� 10.11
45/2486001.2486019�

>���@ <DVHU -DUDUZHK� 0DKPRXG $O�$\\RXE� (OKDGM %HQNKHOLID� 0ODGHQ 9RXN� DQG $QG\ 5LQGRV� ´6',R7�

D VRIWZDUH GHILQHG EDVHG LQWHUQHW RI WKLQJV IUDPHZRUNµ� ,Q� -RXUQDO RI $PELHQW ,QWHOOLJHQFH DQG

+XPDQL]HG &RPSXWLQJ ��� ������� SS� ���²���� GRL� 10.1007/s12652-015-0290-y�

���

https://doi.org/10.1109/SRDS.2016.025
https://doi.org/10.1109/SRDS.2016.025
https://doi.org/10.1007/s42514-019-00005-9
https://doi.org/10.1109/ICPADS51040.2020.00069
https://doi.org/10.1145/3437359.3465561
https://doi.org/10.1145/1380584.1380585
https://doi.org/10.1145/1380584.1380585
https://www.ibm.com/storage/software-defined-storage
https://www.ibm.com/storage/software-defined-storage
https://doi.org/10.1109/CCGrid.2016.24
https://doi.org/10.1109/CCGrid.2016.24
https://doi.org/10.1145/2486001.2486019
https://doi.org/10.1145/2486001.2486019
https://doi.org/10.1007/s12652-015-0290-y
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>���@ <DVHU -DUDUZHK� 0DKPRXG $O�$\\RXE� $OD· 'DUDEVHK� (OKDGM %HQNKHOLID� 0ODGHQ 9RXN� DQG $QG\

5LQGRV� ´6RIWZDUH GHILQHG FORXG� 6XUYH\� V\VWHP DQG HYDOXDWLRQµ� ,Q� )XWXUH *HQHUDWLRQ &RPSXWHU

6\VWHPV �� ������� SS� ��²��� GRL� 10.1016/j.future.2015.10.015�

>���@ ;X -L� %LQ <DQJ� 7LDQ\X =KDQJ� ;LDRVRQJ 0D� ;LXSHQJ =KX� ;L\DQJ :DQJ� 1RVD\ED (O�6D\HG� -LGRQJ

=KDL� :HLJXR /LX� DQG :HL ;XH� ´$XWRPDWLF� $SSOLFDWLRQ�$ZDUH ,�2 )RUZDUGLQJ 5HVRXUFH $OORFD�

WLRQµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� �����

SS� ���²���� XUO� https://www.usenix.org/conference/fast19/presentation/
ji�

>���@ 6XGDUVXQ .DQQDQ� 1LWLVK %KDW� $GD *DYULORYVND� $QGUHD $USDFL�'XVVHDX� DQG 5HP]L $USDFL�'XVVH�

DX� ´5HGHVLJQLQJ /60V IRU 1RQYRODWLOH 0HPRU\ ZLWK 1RYH/60µ� ,Q� ���� 86(1,; $QQXDO 7HFKQL�

FDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ���²����� XUO� https://www.usenix.org/
conference/atc18/presentation/kannan�

>���@ 6XPDQ .DUNL� %DR 1JX\HQ� DQG ;XHFKHQ =KDQJ� ´4R6 6XSSRUW IRU 6FLHQWLILF :RUNIORZV 8VLQJ

6RIWZDUH�'HILQHG 6WRUDJH 5HVRXUFH (QFODYHVµ� ,Q� ���� ,((( ,QWHUQDWLRQDO 3DUDOOHO DQG 'LVWULEXWHG

3URFHVVLQJ 6\PSRVLXP� ,(((� ����� SS� ��²���� GRL� 10.1109/IPDPS.2018.00020�

>���@ 0DJQXV .DUOVVRQ� &KULVWRV 7� .DUDPDQROLV� DQG ;LDR\XQ =KX� ´7ULDJH� 3HUIRUPDQFH 'LIIHUHQWLD�

WLRQ IRU 6WRUDJH 6\VWHPV 8VLQJ $GDSWLYH &RQWUROµ� ,Q� $&0 7UDQVDFWLRQV RQ 6WRUDJH ��� �������

SS� ���²���� GRL� 10.1145/1111609.1111612�

>���@ ,DQ $� .DVK� *UHJ 2·6KHD� DQG 6WDYURV 9RORV� ´'&�'5)� $GDSWLYH 0XOWL�5HVRXUFH 6KDULQJ DW 3XEOLF

&ORXG 6FDOHµ� ,Q� �WK $&0 6\PSRVLXP RQ &ORXG &RPSXWLQJ� $&0� ����� SS� ���²���� GRL� 10
.1145/3267809.3267848�

>���@ 6DQJZRRN .LP� +ZDQMX .LP� -RRQZRQ /HH� DQG -LQN\X -HRQJ� ´(QOLJKWHQLQJ WKH ,�2 3DWK� $

+ROLVWLF $SSURDFK IRU $SSOLFDWLRQ 3HUIRUPDQFHµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH

7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/
conference/fast17/technical-sessions/presentation/kim-sangwook�

>���@ $QD .OLPRYLF� &KULVWRV .R]\UDNLV� (QR 7KHUHVND� %LQX -RKQ� DQG 6DQMHHY .XPDU� ´)ODVK 6WRUDJH

'LVDJJUHJDWLRQµ� ,Q� ��WK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0� ����� ����²������

GRL� 10.1145/2901318.2901337�

>���@ 7HHPX .RSRQHQ� 0DUWLQ &DVDGR� 1DWDVKD *XGH� -HUHP\ 6WULEOLQJ� /HRQ 3RXWLHYVNL� 0LQ =KX�

5DMLY 5DPDQDWKDQ� <XLFKLUR ,ZDWD� +LURDNL ,QRXH� 7DND\XNL +DPD� DQG 6FRWW 6KHQNHU� ´2QL[� $

'LVWULEXWHG &RQWURO 3ODWIRUP IRU /DUJH�6FDOH 3URGXFWLRQ 1HWZRUNVµ� ,Q� �WK 86(1,; 6\PSRVLXP

RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� ����²������

>���@ $QWKRQ\ .RXJNDV� +DULKDUDQ 'HYDUDMDQ� DQG ;LDQ�+H 6XQ� ´+HUPHV� $ +HWHURJHQHRXV�$ZDUH

0XOWL�7LHUHG 'LVWULEXWHG ,�2 %XIIHULQJ 6\VWHPµ� ,Q� ��WK ,QWHUQDWLRQDO 6\PSRVLXP RQ +LJK�3HU�

IRUPDQFH 3DUDOOHO DQG 'LVWULEXWHG &RPSXWLQJ� $&0� ����� SS� ���²���� GRL� 10.1145/3208
040.3208059�

���

https://doi.org/10.1016/j.future.2015.10.015
https://www.usenix.org/conference/fast19/presentation/ji
https://www.usenix.org/conference/fast19/presentation/ji
https://www.usenix.org/conference/atc18/presentation/kannan
https://www.usenix.org/conference/atc18/presentation/kannan
https://doi.org/10.1109/IPDPS.2018.00020
https://doi.org/10.1145/1111609.1111612
https://doi.org/10.1145/3267809.3267848
https://doi.org/10.1145/3267809.3267848
https://www.usenix.org/conference/fast17/technical-sessions/presentation/kim-sangwook
https://www.usenix.org/conference/fast17/technical-sessions/presentation/kim-sangwook
https://doi.org/10.1145/2901318.2901337
https://doi.org/10.1145/3208040.3208059
https://doi.org/10.1145/3208040.3208059
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>���@ 5REHUW .UDKQ� %RKGDQ 7UDFK� $QMR 9DKOGLHN�2EHUZDJQHU� 7KRPDV .QDXWK� 3UDPRG %KDWRWLD� DQG

&KULVWRI )HW]HU� ´3HVRV� 3ROLF\ (QKDQFHG 6HFXUH 2EMHFW 6WRUHµ� ,Q� ��WK (XURSHDQ &RQIHUHQFH RQ

&RPSXWHU 6\VWHPV� $&0� ����� ����²������ GRL� 10.1145/3190508.3190518�

>���@ 'LHJR .UHXW]� )HUQDQGR 5DPRV� 3DXOR 9HULVVLPR� &KULVWLDQ 5RWKHQEHUJ� 6LDPDN $]RGROPRON\�

DQG 6WHYH 8KOLJ� ´6RIWZDUH�'HILQHG 1HWZRUNLQJ� $ &RPSUHKHQVLYH 6XUYH\µ� ,Q� 3URFHHGLQJV RI WKH

,((( ����� ������� SS� ��²��� GRL� 10.1109/JPROC.2014.2371999�

>���@ $QGUHZ .U\F]ND� 5RFNV'% %ORJ� $XWR�WXQHG 5DWH /LPLWHU� https://rocksdb.org/blog/20
17/12/18/17-auto-tuned-rate-limiter.html�

>���@ .XEHUQHWHV� 3URGXFWLRQ�*UDGH &RQWDLQHU 2UFKHVWUDWLRQ� https://kubernetes.io/�

>���@ $EKLVKHN 9LMD\D .XPDU DQG 0XWKLDQ 6LYDWKDQX� ´4XLYHU� $Q ,QIRUPHG 6WRUDJH &DFKH IRU 'HHS

/HDUQLQJµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLD�

WLRQ� ����� SS� ���²���� XUO� https : / / www . usenix . org / conference / fast20 /
presentation/kumar�

>���@ $OLQD .X]QHWVRYD� +DVVDQ 5RP� 1HLO $OOGULQ� -DVSHU 8LMOLQJV� ,YDQ .UDVLQ� -RUGL 3RQW�7XVHW� 6KD�

KDE .DPDOL� 6WHIDQ 3RSRY� 0DWWHR 0DOORFL� $OH[DQGHU .ROHVQLNRY� 7RP 'XHULJ� DQG 9LWWRULR )HU�

UDUL� ´7KH 2SHQ ,PDJHV 'DWDVHW Y�µ� ,Q� ,QWHUQDWLRQDO -RXUQDO RI &RPSXWHU 9LVLRQ ����� �������

SS� ����²����� GRL� 10.1007/s11263-020-01316-z�

>���@ $YLQDVK /DNVKPDQ DQG 3UDVKDQW 0DOLN� ´&DVVDQGUD� $ 'HFHQWUDOL]HG 6WUXFWXUHG 6WRUDJH 6\VWHPµ�

,Q� $&0 6,*236 2SHUDWLQJ 6\VWHPV 5HYLHZ ���� ������� SS� ��²��� GRL� 10.1145/1773912
.1773922�

>���@ +� /DPHKDPHGL� %� 6]\PDQVNL� =� 6KHQWX� DQG (� 'HHOPDQ� ´'DWD 5HSOLFDWLRQ 6WUDWHJLHV LQ *ULG

(QYLURQPHQWVµ� ,Q� )LIWK ,QWHUQDWLRQDO &RQIHUHQFH RQ $OJRULWKPV DQG $UFKLWHFWXUHV IRU 3DUDOOHO

3URFHVVLQJ� ,(((� ����� SS� ���²���� GRL� 10.1109/ICAPP.2002.1173605�

>���@ /HVOLH /DPSRUW� ´7KH 3DUW�WLPH 3DUOLDPHQWµ� ,Q� $&0 7UDQVDFWLRQV RQ &RPSXWHU 6\VWHPV ����

������� SS� ���²���� GRL� 10.1145/279227.279229�

>���@ OG�VR� /'B35(/2$'� https://man7.org/linux/man-pages/man8/ld.so.8.html�

>���@ <DQQ /H&XQ� /pRQ %RWWRX� <RVKXD %HQJLR� DQG 3DWULFN +DIIQHU� ´*UDGLHQW�EDVHG /HDUQLQJ $SSOLHG

WR 'RFXPHQW 5HFRJQLWLRQµ� ,Q� 3URFHHGLQJV RI WKH ,((( ����� ������� SS� ����²����� GRL� 10
.1109/5.726791�

>���@ 'DQ /HYLQ� $QGUHDV :XQGVDP� %UDQGRQ +HOOHU� 1LNKLO +DQGLJRO� DQG $QMD )HOGPDQQ� ´/RJLFDOO\

&HQWUDOL]HG"� 6WDWH 'LVWULEXWLRQ 7UDGH�RIIV LQ 6RIWZDUH 'HILQHG 1HWZRUNVµ� ,Q� �VW :RUNVKRS RQ +RW

7RSLFV LQ 6RIWZDUH 'HILQHG 1HWZRUNV� $&0� ����� SS� �²�� GRL� 10.1145/2342441.2342443�

>���@ ,UD 1 /HYLQH� 'DU\OH + %XVFK� DQG +DUULVRQ 6KXOO� 4XDQWXP &KHPLVWU\� 9RO� �� 3HDUVRQ 3UHQWLFH

+DOO� ����� LVEQ� ������������������

���

https://doi.org/10.1145/3190508.3190518
https://doi.org/10.1109/JPROC.2014.2371999
https://rocksdb.org/blog/2017/12/18/17-auto-tuned-rate-limiter.html
https://rocksdb.org/blog/2017/12/18/17-auto-tuned-rate-limiter.html
https://kubernetes.io/
https://www.usenix.org/conference/fast20/presentation/kumar
https://www.usenix.org/conference/fast20/presentation/kumar
https://doi.org/10.1007/s11263-020-01316-z
https://doi.org/10.1145/1773912.1773922
https://doi.org/10.1145/1773912.1773922
https://doi.org/10.1109/ICAPP.2002.1173605
https://doi.org/10.1145/279227.279229
https://man7.org/linux/man-pages/man8/ld.so.8.html
https://doi.org/10.1109/5.726791
https://doi.org/10.1109/5.726791
https://doi.org/10.1145/2342441.2342443
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>���@ 0X /L� 'DYLG *� $QGHUVHQ� -XQ :� 3DUN� $OH[DQGHU -� 6PROD� $PU $KPHG� 9DQMD -RVLIRYVNL� -DPHV

/RQJ� (XJXQH -� 6KHNLWD� DQG %RU�<LLQJ 6X� ´6FDOLQJ 'LVWULEXWHG 0DFKLQH /HDUQLQJ ZLWK WKH 3D�

UDPHWHU 6HUYHUµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ�

86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/conference/
osdi14/technical-sessions/presentation/li_mu�

>���@ 1LQJ /L� +RQJ -LDQJ� 'DQ )HQJ� DQG =KDQ 6KL� ´36/2� (QIRUFLQJ WKH -C⌘ 3HUFHQWLOH /DWHQF\ DQG

7KURXJKSXW 6/2V IRU &RQVROLGDWHG 90 6WRUDJHµ� ,Q� ��WK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU

6\VWHPV� $&0� ����� ����²������ GRL� 10.1145/2901318.2901330�

>���@ 7RQJ /L� 'DQ 3� %DXPEHUJHU� DQG 6FRWW +DKQ� ´(IILFLHQW DQG 6FDODEOH 0XOWLSURFHVVRU )DLU 6FKHGXO�

LQJ 8VLQJ 'LVWULEXWHG :HLJKWHG 5RXQG�5RELQµ� ,Q� ��WK $&0 6,*3/$1 6\PSRVLXP RQ 3ULQFLSOHV

DQG 3UDFWLFH RI 3DUDOOHO 3URJUDPPLQJ� $&0� ����� SS� ��²��� GRL� 10.1145/1504176.1504
188�

>���@ <RQJNXQ /L� =KHQ /LX� 3DWULFN 3� &� /HH� -LD\X :X� <LQORQJ ;X� <L :X� /LX 7DQJ� 4L /LX� DQG 4LX

&XL� ´'LIIHUHQWLDWHG .H\�9DOXH 6WRUDJH 0DQDJHPHQW IRU %DODQFHG ,�2 3HUIRUPDQFHµ� ,Q� ����

86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https:
//www.usenix.org/conference/atc21/presentation/li-yongkun�

>���@ (GR /LEHUW\� =RKDU .DUQLQ� %LQJ ;LDQJ� /DXUHQFH 5RXHVQHO� %DULV &RVNXQ� 5DPHVK 1DOODSDWL�

-XOLR 'HOJDGR� $PLU 6DGRXJKL� <XU\ $VWDVKRQRN� 3LDOL 'DV� &DQ %DOLRJOX� 6DVZDWD &KDNUDYDUW\�

0DGKDY -KD� 3KLOLS *DXWLHU� 'DYLG $USLQ� 7LP -DQXVFKRZVNL� 9DOHQWLQ )OXQNHUW� <X\DQJ :DQJ�

-DQ *DVWKDXV� /RUHQ]R 6WHOOD� 6\DPD 5DQJDSXUDP� 'DYLG 6DOLQDV� 6HEDVWLDQ 6FKHOWHU� DQG $OH[

6PROD� ´(ODVWLF 0DFKLQH /HDUQLQJ $OJRULWKPV LQ $PD]RQ 6DJH0DNHUµ� ,Q� ���� $&0 6,*02'

,QWHUQDWLRQDO &RQIHUHQFH RQ 0DQDJHPHQW RI 'DWD� $&0� ����� SS� ���²���� GRL� 10.1145/3
318464.3386126�

>���@ OLEIXVH� OLEIXVH� 7KH UHIHUHQFH LPSOHPHQWDWLRQ RI WKH /LQX[ )86( �)LOHV\VWHP LQ 8VHUVSDFH� LQWHU�

IDFH� https://github.com/libfuse/libfuse� �����

>���@ .H /LX� ;XHFKHQ =KDQJ� .HL 'DYLV� DQG 6RQJ -LDQJ� ´6\QHUJLVWLF FRXSOLQJ RI 66' DQG KDUG GLVN

IRU 4R6�DZDUH YLUWXDO PHPRU\µ� ,Q� ���� ,((( ,QWHUQDWLRQDO 6\PSRVLXP RQ 3HUIRUPDQFH $QDO\VLV

RI 6\VWHPV 	 6RIWZDUH� ,(((� ����� SS� ��²��� GRL� 10.1109/ISPASS.2013.6557143�

>���@ 6L /LX� /HL +XDQJ� +DQJ /LX� $PLW 5XKHOD� 9LUJLQLD 7UXHKHDUW� 6XVDQ /LQGVH\� DQG 4XDQ <XDQ�

´3UDFWLFH *XLGHOLQH IRU +HDY\ ,�2 :RUNORDGV ZLWK /XVWUH )LOH 6\VWHPV RQ 7$&& 6XSHUFRPSXWHUVµ�

,Q� 3UDFWLFH DQG ([SHULHQFH LQ $GYDQFHG 5HVHDUFK &RPSXWLQJ� $&0� ����� ���²���� GRL� 10.1
145/3437359.3465570�

>���@ /HQQDUW /MXQJ DQG 7RUVWHQ 6|GHUVWU|P� 7KHRU\ DQG 3UDFWLFH RI 5HFXUVLYH ,GHQWLILFDWLRQ� 0,7 SUHVV�

�����

���

https://www.usenix.org/conference/osdi14/technical-sessions/presentation/li_mu
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>���@ -D\ /RIVWHDG� )DQJ =KHQJ� 4LQJ /LX� 6FRWW .ODVN\� 5RQ 2OGILHOG� 7RGG .RUGHQEURFN� .DUVWHQ

6FKZDQ� DQG 0DWWKHZ :ROI� ´0DQDJLQJ 9DULDELOLW\ LQ WKH ,2 3HUIRUPDQFH RI 3HWDVFDOH 6WRUDJH

6\VWHPVµ� ,Q� ���� $&0�,((( ,QWHUQDWLRQDO &RQIHUHQFH IRU +LJK 3HUIRUPDQFH &RPSXWLQJ� 1HW�

ZRUNLQJ� 6WRUDJH DQG $QDO\VLV� ,(((� ����� SS� �²��� GRL� 10.1109/SC.2010.32�

>���@ -D\ ) /RIVWHDG� 6FRWW .ODVN\� .DUVWHQ 6FKZDQ� 1RUEHUW 3RGKRUV]NL� DQG &KHQ -LQ� ´)OH[LEOH ,2 DQG

LQWHJUDWLRQ IRU VFLHQWLILF FRGHV WKURXJK WKH DGDSWDEOH ,2 V\VWHP �$',26�µ� ,Q� �WK ,QWHUQDWLRQDO

:RUNVKRS RQ &KDOOHQJHV RI /DUJH $SSOLFDWLRQV LQ 'LVWULEXWHG (QYLURQPHQWV� ����� SS� ��²���

GRL� 10.1145/1383529.1383533�

>���@ /DQ\XH /X� 7KDQXPDOD\DQ 6DQNDUDQDUD\DQD 3LOODL� $QGUHD &� $USDFL�'XVVHDX� DQG 5HP]L +�

$USDFL�'XVVHDX� ´:LVF.H\� 6HSDUDWLQJ .H\V IURP 9DOXHV LQ 66'�FRQVFLRXV 6WRUDJHµ� ,Q� ��WK

86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²����

XUO� https : / / www . usenix . org / conference / fast16 / technical - sessions /
presentation/lu�

>���@ &KULVWRSKHU 5� /XPE� $ULI 0HUFKDQW� DQG *XLOOHUPR $� $OYDUH]� ´)DoDGH� 9LUWXDO 6WRUDJH 'HYLFHV

ZLWK 3HUIRUPDQFH *XDUDQWHHVµ� ,Q� �QG 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV�

86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/conference/
fast-03/fa%C3%A7ade-virtual-storage-devices-performance-guarantees�

>���@ &KHQ /XR DQG 0LFKDHO - &DUH\� ´/60�EDVHG VWRUDJH WHFKQLTXHV� D VXUYH\µ� ,Q� 7KH 9/'% -RXUQDO

���� ������� SS� ���²���� GRL� 10.1007/s00778-019-00555-y�

>���@ /XVWUH 0'&� PGFBUHLQW�F� https://github.com/lustre/lustre-release/blob/
master/lustre/mdc/mdc_reint.c� �����

>���@ /XVWUH 0HWDGDWD 6HUYLFH �0'6�� https : / / wiki . lustre . org / Lustre _ Metadata _
Service_(MDS)�

>���@ -RQDWKDQ 0DFH� 3HWHU %RGLN� 5RGULJR )RQVHFD� DQG 0DGDQODO 0XVXYDWKL� ´5HWUR� 7DUJHWHG 5H�

VRXUFH 0DQDJHPHQW LQ 0XOWL�WHQDQW 'LVWULEXWHG 6\VWHPVµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 1HW�

ZRUNHG 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO�

https://www.usenix.org/conference/nsdi15/technical-sessions/presentation/
mace�

>���@ -RQDWKDQ 0DFH DQG 5RGULJR )RQVHFD� ´8QLYHUVDO &RQWH[W 3URSDJDWLRQ IRU 'LVWULEXWHG 6\VWHP ,Q�

VWUXPHQWDWLRQµ� ,Q� ��WK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0� ����� ���²�����

GRL� 10.1145/3190508.3190526�

>���@ -RQDWKDQ 0DFH� 5\DQ 5RHONH� DQG 5RGULJR )RQVHFD� ´3LYRW 7UDFLQJ� '\QDPLF &DXVDO 0RQLWRULQJ

IRU 'LVWULEXWHG 6\VWHPVµ� ,Q� $&0 7UDQVDFWLRQV RQ &RPSXWHU 6\VWHPV ���� �'HF� ������ GRL�

10.1145/3208104�

���

https://doi.org/10.1109/SC.2010.32
https://doi.org/10.1145/1383529.1383533
https://www.usenix.org/conference/fast16/technical-sessions/presentation/lu
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>���@ 5LFDUGR 0DFHGR� &OiXGLD &RUUHLD� 0DUFR 'DQWDV� &OiXGLD %ULWR� :HLMLD ;X� <XVXNH 7DQLPXUD� -DVRQ

+DJD� DQG -RmR 3DXOR� ´7KH &DVH IRU 6WRUDJH 2SWLPL]DWLRQ 'HFRXSOLQJ LQ 'HHS /HDUQLQJ )UDPH�

ZRUNVµ� ,Q� ���� ,((( ,QWHUQDWLRQDO &RQIHUHQFH RQ &OXVWHU &RPSXWLQJ� ,(((� ����� SS� ���²����

GRL� 10.1109/Cluster48925.2021.00096�

>���@ 5LFDUGR 0DFHGR� $OEHUWR )DULD� -RmR 3DXOR� DQG -RVp 3HUHLUD� ´$ &DVH IRU '\QDPLFDOO\ 3UR�

JUDPPDEOH 6WRUDJH %DFNJURXQG 7DVNVµ� ,Q� ���� ��WK ,QWHUQDWLRQDO 6\PSRVLXP RQ 5HOLDEOH

'LVWULEXWHG 6\VWHPV :RUNVKRSV� ,(((� ����� SS� �²��� GRL� 10.1109/SRDSW49218.201
9.00009�

>���@ 5LFDUGR 0DFHGR� 0DULDQD 0LUDQGD� <XVXNH 7DQLPXUD� -DVRQ +DJD� $PLW 5XKHOD� 6WHSKHQ /LHQ

+DUUHOO� 5LFKDUG 7RGG (YDQV� DQG -RmR 3DXOR� ´3URWHFWLQJ 0HWDGDWD 6HUYHUV )URP +DUP 7KURXJK

$SSOLFDWLRQ�OHYHO ,�2 &RQWUROµ� ,Q� ���� ,((( ,QWHUQDWLRQDO &RQIHUHQFH RQ &OXVWHU &RPSXWLQJ�

,(((� ����� SS� ���²���� GRL� 10.1109/CLUSTER51413.2022.00075�

>���@ 5LFDUGR 0DFHGR� -RmR 3DXOR� -RVp 3HUHLUD� DQG $O\VVRQ %HVVDQL� ´$ 6XUYH\ DQG &ODVVLILFDWLRQ RI

6RIWZDUH�'HILQHG 6WRUDJH 6\VWHPVµ� ,Q� $&0 &RPSXWLQJ 6XUYH\V ���� ������� GRL� 10.1145/3
385896�

>���@ 5LFDUGR 0DFHGR� <XVXNH 7DQLPXUD� -DVRQ +DJD� 9LMD\ &KLGDPEDUDP� -RVp 3HUHLUD� DQG -RmR

3DXOR� ´3$,2� *HQHUDO� 3RUWDEOH ,�2 2SWLPL]DWLRQV :LWK 0LQRU $SSOLFDWLRQ 0RGLILFDWLRQVµ� ,Q� ��WK

86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²����

XUO� https://www.usenix.org/conference/fast22/presentation/macedo�

>���@ 1LFN 0F.HRZQ� 7RP $QGHUVRQ� +DUL %DODNULVKQDQ� *XUX 3DUXONDU� /DUU\ 3HWHUVRQ� -HQQLIHU 5H[�

IRUG� 6FRWW 6KHQNHU� DQG -RQDWKDQ 7XUQHU� ´2SHQ)ORZ� (QDEOLQJ ,QQRYDWLRQ LQ &DPSXV 1HWZRUNVµ�

,Q� 6,*&200 &RPSXWHU &RPPXQLFDWLRQ 5HYLHZ ���� ������� SS� ��²��� GRL� 10.1145/1355
734.1355746�

>���@ 'LUN 0HLVWHU� -XUJHQ .DLVHU� $QGUH %ULQNPDQQ� 7RQL &RUWHV� 0LFKDHO .XKQ� DQG -XOLDQ .XQNHO�

´$ 6WXG\ RQ 'DWD 'HGXSOLFDWLRQ LQ +3& 6WRUDJH 6\VWHPVµ� ,Q� 3URFHHGLQJV RI WKH ,QWHUQDWLRQDO

&RQIHUHQFH RQ +LJK 3HUIRUPDQFH &RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH DQG $QDO\VLV� ,(((� ����� GRL�

10.1109/SC.2012.14�

>���@ 3DXO 0HQDJH� /LQX[ &RQWURO *URXSV� https://www.kernel.org/doc/Documentation/
cgroup-v1/cgroups.txt�

>���@ $ULI 0HUFKDQW� 0XVWDID 8\VDO� 3UDGHHS 3DGDOD� ;LDR\XQ =KX� 6KDUDG 6LQJKDO� DQG .DQJ 6KLQ�

´0DHVWUR� 4XDOLW\�RI�6HUYLFH LQ /DUJH 'LVN $UUD\Vµ� ,Q� �WK $&0 ,QWHUQDWLRQDO &RQIHUHQFH RQ $XWR�

QRPLF &RPSXWLQJ� $&0� ����� SS� ���²���� GRL� 10.1145/1998582.1998638�

>���@ 0LFKDHO 0HVQLHU� )HQJ &KHQ� 7LDQ /XR� DQG -DVRQ $NHUV� ´'LIIHUHQWLDWHG 6WRUDJH 6HUYLFHVµ� ,Q�

��UG $&0 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 3ULQFLSOHV� $&0� ����� SS� ��²��� GRL� 10.1145
/2043556.2043563�

���

https://doi.org/10.1109/Cluster48925.2021.00096
https://doi.org/10.1109/SRDSW49218.2019.00009
https://doi.org/10.1109/SRDSW49218.2019.00009
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https://doi.org/10.1145/3385896
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https://doi.org/10.1145/2043556.2043563
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>���@ 0LFURVRIW� 0LFURVRIW :LQGRZV 6HUYHU� :LQGRZV 6HUYHU 6WRUDJH 'RFXPHQWDWLRQ� https://docs.
microsoft.com/en-us/windows-server/storage/storage�

>���@ 6DPDQWKD 0LOOHU� .DL\XDQ =KDQJ� 0HQJTL &KHQ� 5\DQ -HQQLQJV� $QJ &KHQ� 'DQ\DQJ =KXR� DQG

7KRPDV $QGHUVRQ� ´+LJK 9HORFLW\ .HUQHO )LOH 6\VWHPV ZLWK %HQWRµ� ,Q� ��WK 86(1,; &RQIHUHQFH

RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https://www.
usenix.org/conference/fast21/presentation/miller�

>���@ 0XWKXNXPDU 0XUXJDQ� .ULVKQD .DQW� $MD\NULVKQD 5DJKDYDQ� DQG 'DYLG +�&� 'X� ´IOH[6WRUH� $

6RIWZDUH 'HILQHG� (QHUJ\ $GDSWLYH 'LVWULEXWHG 6WRUDJH )UDPHZRUNµ� ,Q� ,((( ��QG ,QWHUQDWLRQDO

6\PSRVLXP RQ 0RGHOOLQJ� $QDO\VLV 	 6LPXODWLRQ RI &RPSXWHU DQG 7HOHFRPPXQLFDWLRQ 6\VWHPV�

,(((� ����� SS� ��²��� GRL� 10.1109/MASCOTS.2014.18�

>���@ 0DUFR $�6� 1HWWR� 5RGULJR 1� &DOKHLURV� (GXDUGR 5� 5RGULJXHV� 5HQDWR /�)� &XQKD� DQG 5DMNXPDU

%X\\D� ´+3& &ORXG IRU 6FLHQWLILF DQG %XVLQHVV $SSOLFDWLRQV� 7D[RQRP\� 9LVLRQ� DQG 5HVHDUFK

&KDOOHQJHVµ� ,Q� $&0 &RPSXWLQJ 6XUYH\V ���� ������� ���²����� GRL� 10.1145/3150224�

>���@ )UDQFLVFR 1HYHV� 1XQR 0DFKDGR� DQG -RVp 3HUHLUD� ´)DOFRQ� $ 3UDFWLFDO /RJ�%DVHG $QDO\VLV 7RRO

IRU 'LVWULEXWHG 6\VWHPVµ� ,Q� ���� ��WK $QQXDO ,(((�,),3 ,QWHUQDWLRQDO &RQIHUHQFH RQ 'HSHQG�

DEOH 6\VWHPV DQG 1HWZRUNV� ,(((� ����� SS� ���²���� GRL� 10.1109/DSN.2018.00061�

>���@ 6KDGL $� 1RJKDEL� .DUWLN 3DUDPDVLYDP� <L 3DQ� 1DYLQD 5DPHVK� -RQ %ULQJKXUVW� ,QGUDQLO *XSWD�

DQG 5R\ +� &DPSEHOO� ´6DP]D� 6WDWHIXO 6FDODEOH 6WUHDP 3URFHVVLQJ DW /LQNHG,Qµ� ,Q� 3URFHHGLQJV

RI WKH 9/'% (QGRZPHQW ����� ������� SS� ����²����� GRL� 10.14778/3137765.3137770�

>���@ .ZDQJVXQJ 2K� $EKLVKHN &KDQGUD� DQG -RQ :HLVVPDQ� ´:LHUD� 7RZDUGV )OH[LEOH 0XOWL�7LHUHG *HR�

'LVWULEXWHG &ORXG 6WRUDJH ,QVWDQFHVµ� ,Q� ��WK $&0 ,QWHUQDWLRQDO 6\PSRVLXP RQ +LJK�3HUIRUPDQFH

3DUDOOHO DQG 'LVWULEXWHG &RPSXWLQJ� $&0� ����� SS� ���²���� GRL� 10.1145/2907294.290
7322�

>���@ 'LHJR 2QJDUR DQG -RKQ 2XVWHUKRXW� ´,Q 6HDUFK RI DQ 8QGHUVWDQGDEOH &RQVHQVXV $OJRULWKPµ�

,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO�

https://www.usenix.org/conference/atc14/technical-sessions/presentation/
ongaro�

>���@ 2SHQ6WDFN� 2SHQ6WDFN 'RFXPHQWDWLRQ� 6WRUOHWV� https://docs.openstack.org/storlets/
latest/�

>���@ -LDQ 2X\DQJ� 6KLGLQJ /LQ� 6RQJ -LDQJ� =KHQ\X +RX� <RQJ :DQJ� DQG <XDQ]KHQJ :DQJ� ´6')�

6RIWZDUH�GHILQHG )ODVK IRU :HE�VFDOH ,QWHUQHW 6WRUDJH 6\VWHPVµ� ,Q� ��WK ,QWHUQDWLRQDO &RQIHU�

HQFH RQ $UFKLWHFWXUDO 6XSSRUW IRU 3URJUDPPLQJ /DQJXDJHV DQG 2SHUDWLQJ 6\VWHPV� $&0� �����

SS� ���²���� GRL� 10.1145/2541940.2541959�

>���@ /LQX[ 0DQ 3DJH� SURF � 3URFHVV ,QIRUPDWLRQ 3VHXGR�)LOH 6\WHP� ����� XUO� https://linux.
die.net/man/5/proc�

���
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>���@ /LQX[ 0DQ 3DJH� GVWDW � YHUVDWLOH WRRO IRU JHQHUDWLQJ V\VWHP UHVRXUFH VWDWLVWLFV� XUO� https :
//linux.die.net/man/1/dstat�

>���@ $QDVWDVLRV 3DSDJLDQQLV� *LRUJRV 6DORXVWURV� 3LODU *RQ]iOH]�)pUH]� DQG $QJHORV %LODV� ´7XFDQD�

'HVLJQ DQG ,PSOHPHQWDWLRQ RI D )DVW DQG (IILFLHQW 6FDOH�XS .H\�YDOXH 6WRUHµ� ,Q� ���� 86(1,;

$QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.
usenix.org/conference/atc16/technical-sessions/presentation/papagiannis�

>���@ $GDP 3DV]NH� 6DP *URVV� )UDQFLVFR 0DVVD� $GDP /HUHU� -DPHV %UDGEXU\� *UHJRU\ &KDQDQ�

7UHYRU .LOOHHQ� =HPLQJ /LQ� 1DWDOLD *LPHOVKHLQ� /XFD $QWLJD� $OEDQ 'HVPDLVRQ� $QGUHDV .|SI�

(GZDUG =� <DQJ� =DFKDU\ 'H9LWR� 0DUWLQ 5DLVRQ� $O\NKDQ 7HMDQL� 6DVDQN &KLODPNXUWK\� %HQRLW

6WHLQHU� /X )DQJ� -XQMLH %DL� DQG 6RXPLWK &KLQWDOD� ´3\7RUFK� $Q ,PSHUDWLYH 6W\OH� +LJK�3HUIRU�

PDQFH 'HHS /HDUQLQJ /LEUDU\µ� ,Q� $GYDQFHV LQ 1HXUDO ,QIRUPDWLRQ 3URFHVVLQJ 6\VWHPV ��� �����

SS� ����²�����

>���@ 7LUWKDN 3DWHO� 6XUHQ %\QD� *OHQQ .� /RFNZRRG� DQG 'HYHVK 7LZDUL� ´5HYLVLWLQJ ,�2 %HKDYLRU LQ

/DUJH�6FDOH 6WRUDJH 6\VWHPV� 7KH ([SHFWHG DQG WKH 8QH[SHFWHGµ� ,Q� ,QWHUQDWLRQDO &RQIHUHQFH

IRU +LJK 3HUIRUPDQFH &RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH DQG $QDO\VLV� $&0� ����� GRL� 10.1145
/3295500.3356183�

>���@ 7LUWKDN 3DWHO� 5RKDQ *DUJ� DQG 'HYHVK 7LZDUL� ´*,)7� $ &RXSRQ %DVHG 7KURWWOH�DQG�5HZDUG 0HFK�

DQLVP IRU )DLU DQG (IILFLHQW ,�2 %DQGZLGWK 0DQDJHPHQW RQ 3DUDOOHO 6WRUDJH 6\VWHPVµ� ,Q� ��WK

86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²����

XUO� https://www.usenix.org/conference/fast20/presentation/patel-gift�

>���@ -RmR 3DXOR DQG -RVp 3HUHLUD� ´$ 6XUYH\ DQG &ODVVLILFDWLRQ RI 6WRUDJH 'HGXSOLFDWLRQ 6\VWHPVµ� ,Q�

$&0 &RPSXWLQJ 6XUYH\V ���� ������� ����²������ GRL� 10.1145/2611778�

>���@ 3HUVLVWHQW 0HPRU\ 'HYHORSPHQW .LW� https://pmem.io/pmdk/�

>���@ 6LPRQ 3HWHU� -LDOLQ /L� ,UHQH =KDQJ� 'DQ 5�.� 3RUWV� 'RXJ :RRV� $UYLQG .ULVKQDPXUWK\� 7KRPDV

$QGHUVRQ� DQG 7LPRWK\ 5RVFRH� ´$UUDNLV� 7KH 2SHUDWLQJ 6\VWHP LV WKH &RQWURO 3ODQHµ� ,Q� ��WK

86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ�

����� SS� �²��� XUO� https://www.usenix.org/conference/osdi14/technical-
sessions/presentation/peter�

>���@ 5RJpULR 3RQWHV� 'RULDQ %XULKDEZD� )UDQFLVFR 0DLD� -RmR 3DXOR� 9DOHULR 6FKLDYRQL� 3DVFDO )HOEHU�

+XJXHV 0HUFLHU� DQG 5XL 2OLYHLUD� ´6DIH)6� $ 0RGXODU $UFKLWHFWXUH IRU 6HFXUH 8VHU�6SDFH )LOH 6\V�

WHPV� 2QH )86( WR 5XOH 7KHP $OOµ� ,Q� ��WK $&0 ,QWHUQDWLRQDO 6\VWHPV DQG 6WRUDJH &RQIHUHQFH�

$&0� ����� ���²����� GRL� 10.1145/3078468.3078480�

>���@ <LQJMLQ 4LDQ� ;L /L� 6KXLFKL ,KDUD� /LQJIDQJ =HQJ� -�UJHQ .DLVHU� 7LP 6��� DQG $QGUp %ULQNPDQQ�

´$ &RQILJXUDEOH 5XOH %DVHG &ODVVIXO 7RNHQ %XFNHW )LOWHU 1HWZRUN 5HTXHVW 6FKHGXOHU IRU WKH /XVWUH

)LOH 6\VWHPµ� ,Q� ,QWHUQDWLRQDO &RQIHUHQFH IRU +LJK 3HUIRUPDQFH &RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH

DQG $QDO\VLV� $&0� ����� ���²����� GRL� 10.1145/3126908.3126932�

���

https://linux.die.net/man/1/dstat
https://linux.die.net/man/1/dstat
https://www.usenix.org/conference/atc16/technical-sessions/presentation/papagiannis
https://www.usenix.org/conference/atc16/technical-sessions/presentation/papagiannis
https://doi.org/10.1145/3295500.3356183
https://doi.org/10.1145/3295500.3356183
https://www.usenix.org/conference/fast20/presentation/patel-gift
https://doi.org/10.1145/2611778
https://pmem.io/pmdk/
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/peter
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/peter
https://doi.org/10.1145/3078468.3078480
https://doi.org/10.1145/3126908.3126932


%,%/,2*5$3+<

>���@ $MD\NULVKQD 5DJKDYDQ� $EKLVKHN &KDQGUD� DQG -RQ %� :HLVVPDQ� ´7LHUD� 7RZDUGV )OH[LEOH 0XOWL�

WLHUHG &ORXG 6WRUDJH ,QVWDQFHVµ� ,Q� ��WK ,QWHUQDWLRQDO 0LGGOHZDUH &RQIHUHQFH� $&0� �����

SS� �²��� GRL� 10.1145/2663165.2663333�

>���@ 3DQGLDQ 5DMX� 5RKDQ .DGHNRGL� 9LMD\ &KLGDPEDUDP� DQG ,WWDL $EUDKDP� ´3HEEOHV'%� %XLOGLQJ

.H\�9DOXH 6WRUHV 8VLQJ )UDJPHQWHG /RJ�6WUXFWXUHG 0HUJH 7UHHVµ� ,Q� ��WK $&0 6\PSRVLXP RQ

2SHUDWLQJ 6\VWHPV 3ULQFLSOHV� $&0� ����� SS� ���²���� GRL� 10.1145/3132747.3132765�

>���@ 6DELQH 5DWKPD\HU DQG 0LFKDHO /HQNH� ´$ 7RRO IRU 2Q�OLQH 9LVXDOL]DWLRQ DQG ,QWHUDFWLYH 6WHHULQJ RI

3DUDOOHO +3& $SSOLFDWLRQVµ� ,Q� ��WK ,QWHUQDWLRQDO 3DUDOOHO 3URFHVVLQJ 6\PSRVLXP� ,((( &RPSXWHU

6RFLHW\� ����� SS� ���²���� GRL� 10.1109/IPPS.1997.580882�

>���@ 'DYLG 5HLQVHO� -RKQ 5\GQLQJ� DQG -RKQ )� *DQW]� ´:RUOGZLGH JOREDO GDWDVSKHUH IRUHFDVW� ���� �

����� 7KH ZRUOG NHHSV FUHDWLQJ PRUH GDWD³QRZ� ZKDW GR ZH GR ZLWK LW DOOµ� ,Q� ,'& &RUSRUDWH

86$ �������

>���@ .DL 5HQ� 4LQJ =KHQJ� -R\ $UXOUDM� DQG *DUWK *LEVRQ� ´6OLP'%� $ 6SDFH�(IILFLHQW .H\�9DOXH 6WRUDJH

(QJLQH IRU 6HPL�6RUWHG 'DWDµ� ,Q� 3URFHHGLQJV RI WKH 9/'% (QGRZPHQW ����� �6HSW� ������

SS� ����²����� GRL� 10.14778/3151106.3151108�

>���@ (ULN 5LHGHO� *DUWK *LEVRQ� DQG &KULVWRV )DORXWVRV� ´$FWLYH 6WRUDJH IRU /DUJH�6FDOH 'DWD 0LQLQJ

DQG 0XOWLPHGLD $SSOLFDWLRQVµ� ,Q� ��WK &RQIHUHQFH RQ 9HU\ /DUJH 'DWDEDVHV� &LWHVHHU� �����

SS� ��²���

>���@ 5RFNV'%� $ SHUVLVWHQW NH\�YDOXH VWRUH IRU IDVW VWRUDJH HQYLURQPHQWV� https://rocksdb.org/�

>���@ (ULF :�'� 5R]LHU� 3LQ =KRX� DQG 'ZLJKW 'LYLQH� ´%XLOGLQJ ,QWHOOLJHQFH IRU 6RIWZDUH 'HILQHG 'DWD

&HQWHUV� 0RGHOLQJ 8VDJH 3DWWHUQVµ� ,Q� �WK ,QWHUQDWLRQDO 6\VWHPV DQG 6WRUDJH &RQIHUHQFH� $&0�

����� ����²������ GRL� 10.1145/2485732.2485752�

>���@ =KHQ\XDQ 5XDQ� 7RQJ +H� DQG -DVRQ &RQJ� ´,16,'(5� 'HVLJQLQJ ,Q�6WRUDJH &RPSXWLQJ 6\VWHP

IRU (PHUJLQJ +LJK�3HUIRUPDQFH 'ULYHµ� ,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH �86(1,;

$7& ���� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https : / / www . usenix . org /
conference/atc19/presentation/ruan�

>���@ 2OJD 5XVVDNRYVN\� -LD 'HQJ� +DR 6X� -RQDWKDQ .UDXVH� 6DQMHHY 6DWKHHVK� 6HDQ 0D� =KLKHQJ

+XDQJ� $QGUHM .DUSDWK\� $GLW\D .KRVOD� 0LFKDHO %HUQVWHLQ� $OH[DQGHU &� %HUJ� DQG /L )HL�)HL�

´,PDJHQHW /DUJH 6FDOH 9LVXDO 5HFRJQLWLRQ &KDOOHQJHµ� ,Q� ,QWHUQDWLRQDO -RXUQDO RI &RPSXWHU 9LVLRQ

����� ������� SS� ���²���� GRL� 10.1007/s11263-015-0816-y�

>���@ /LURQ 6FKLII� 6WHIDQ 6FKPLG� DQG 3HWU .X]QHWVRY� ´,Q�%DQG 6\QFKURQL]DWLRQ IRU 'LVWULEXWHG 6'1

&RQWURO 3ODQHVµ� ,Q� 6,*&200 &RPSXWHU &RPPXQLFDWLRQ 5HYLHZ ���� ������� SS� ��²��� GRL�

10.1145/2875951.2875957�

���

https://doi.org/10.1145/2663165.2663333
https://doi.org/10.1145/3132747.3132765
https://doi.org/10.1109/IPPS.1997.580882
https://doi.org/10.14778/3151106.3151108
https://rocksdb.org/
https://doi.org/10.1145/2485732.2485752
https://www.usenix.org/conference/atc19/presentation/ruan
https://www.usenix.org/conference/atc19/presentation/ruan
https://doi.org/10.1007/s11263-015-0816-y
https://doi.org/10.1145/2875951.2875957
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>���@ (ULF -RQDV DQG-RKDQQ 6FKOHLHU�6PLWK� 9LNUDP 6UHHNDQWL� &KLD�FKH 7VDL� $QXUDJ .KDQGHOZDO� 4LIDQ

3X� 9DLVKDDO 6KDQNDU� -RmR &DUUHLUD� .DUO .UDXWK� 1HHUDMD -D\DQW <DGZDGNDU� -RVHSK (� *RQ]DOH]�

5DOXFD $GD 3RSD� ,RQ 6WRLFD� DQG 'DYLG $� 3DWWHUVRQ� &ORXG 3URJUDPPLQJ 6LPSOLILHG� $ %HUNHOH\

9LHZ RQ 6HUYHUOHVV &RPSXWLQJ� 7HFK� UHS� 8&%�((&6�������� ((&6 'HSDUWPHQW� 8QLYHUVLW\ RI

&DOLIRUQLD� %HUNHOH\� )HE� �����

>���@ )UDQN %� 6FKPXFN DQG 5RJHU /� +DVNLQ� ´*3)6� $ 6KDUHG�'LVN )LOH 6\VWHP IRU /DUJH &RPSXWLQJ

&OXVWHUVµ� ,Q� �VW 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ�

����� SS� ���²���� XUO� https://www.usenix.org/legacy/events/fast02/full_
papers/schmuck/schmuck_html/�

>���@ %LDQFD 6FKURHGHU DQG *DUWK $� *LEVRQ� ´'LVN )DLOXUHV LQ WKH 5HDO :RUOG� :KDW 'RHV DQ 077) RI

��������� +RXUV 0HDQ WR <RX"µ ,Q� �WK 86(1,; &RQIHUHQFH RI )LOH DQG 6WRUDJH 7HFKQRORJLHV�

86(1,; $VVRFLDWLRQ� ����� SS� �²��� XUO� https://www.usenix.org/legacy/events/
fast07/tech/schroeder.html�

>���@ :LOOLDP 6FKXOW]� 7HVV $YLWDELOH� DQG $O\VRQ &DEUDO� ´7XQDEOH &RQVLVWHQF\ LQ 0RQJR'%µ� ,Q� 3UR�

FHHGLQJV RI WKH 9/'% (QGRZPHQW ����� �$XJ� ������ SS� ����²����� GRL� 10.14778/33520
63.3352125�

>���@ 3KLOLS 6FKZDQ� ´/XVWUH� %XLOGLQJ D )LOH 6\VWHP IRU �����QRGH &OXVWHUVµ� ,Q� 3URFHHGLQJV RI WKH

���� /LQX[ 6\PSRVLXP� 9RO� ����� ����� SS� ���²����

>���@ 6XGKDUVDQ 6HVKDGUL� 0DUN *DKDJDQ� 6XQGDUDP %KDVNDUDQ� 7UHYRU %XQNHU� $UXS 'H� <DQTLQ -LQ�

<DQJ /LX� DQG 6WHYHQ 6ZDQVRQ� ´:LOORZ� $ 8VHU�3URJUDPPDEOH 66'µ� ,Q� ��WK 86(1,; 6\PSR�

VLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ��²���

XUO� https : / / www . usenix . org / conference / osdi14 / technical - sessions /
presentation/seshadri�

>���@ 0LFKDHO 6HYLOOD� 1RDK:DWNLQV� ,YR -LPHQH]� 3HWHU $OYDUR� 6KHO )LQNHOVWHLQ� -HII /H)HYUH� DQG &DUORV

0DOW]DKQ� ´0DODFRORJ\� $ 3URJUDPPDEOH 6WRUDJH 6\VWHPµ� ,Q� ��WK (XURSHDQ &RQIHUHQFH RQ

&RPSXWHU 6\VWHPV� $&0� ����� SS� ���²���� GRL� 10.1145/3064176.3064208�

>���@ 0LFKDHO $� 6HYLOOD� &DUORV 0DOW]DKQ� 3HWHU $OYDUR� 5H]D 1DVLULJHUGHK� %UDGOH\ :� 6HWWOHP\HU�

'DQQ\ 3HUH]� 'DYLG 5LFK� DQG *DOHQ 0� 6KLSPDQ� ´3URJUDPPDEOH &DFKHV ZLWK D 'DWD 0DQ�

DJHPHQW /DQJXDJH DQG 3ROLF\ (QJLQHµ� ,Q� ���� ��WK ,(((�$&0 ,QWHUQDWLRQDO 6\PSRVLXP RQ

&OXVWHU� &ORXG DQG *ULG &RPSXWLQJ� ,(((� ����� SS� ���²���� GRL� 10.1109/CCGRID.2018
.00035�

>���@ 0LFKDHO $� 6HYLOOD� 1RDK :DWNLQV� &DUORV 0DOW]DKQ� ,NH 1DVVL� 6FRWW $� %UDQGW� 6DJH $� :HLO� *UHJ

)DUQXP� DQG 6DP )LQHEHUJ� ´0DQWOH� $ 3URJUDPPDEOH 0HWDGDWD /RDG %DODQFHU IRU WKH &HSK )LOH

6\VWHPµ� ,Q� ,QWHUQDWLRQDO &RQIHUHQFH IRU +LJK 3HUIRUPDQFH &RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH DQG

$QDO\VLV� ,(((� ����� SS� �²��� GRL� 10.1145/2807591.2807607�

���

https://www.usenix.org/legacy/events/fast02/full_papers/schmuck/schmuck_html/
https://www.usenix.org/legacy/events/fast02/full_papers/schmuck/schmuck_html/
https://www.usenix.org/legacy/events/fast07/tech/schroeder.html
https://www.usenix.org/legacy/events/fast07/tech/schroeder.html
https://doi.org/10.14778/3352063.3352125
https://doi.org/10.14778/3352063.3352125
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/seshadri
https://www.usenix.org/conference/osdi14/technical-sessions/presentation/seshadri
https://doi.org/10.1145/3064176.3064208
https://doi.org/10.1109/CCGRID.2018.00035
https://doi.org/10.1109/CCGRID.2018.00035
https://doi.org/10.1145/2807591.2807607
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>���@ +RQJ]KDQJ 6KDQ� .DWLH $QW\SDV� DQG -RKQ 6KDOI� ´&KDUDFWHUL]LQJ DQG 3UHGLFWLQJ WKH ,�2 3HUIRU�

PDQFH RI +3& $SSOLFDWLRQV 8VLQJ D 3DUDPHWHUL]HG 6\QWKHWLF %HQFKPDUNµ� ,Q� 3URFHHGLQJV RI WKH

���� $&0�,((( &RQIHUHQFH RQ 6XSHUFRPSXWLQJ� ,(((� ����� GRL� 10.1109/SC.2008.5222
721�

>���@ <L]KRX 6KDQ� <XWRQJ +XDQJ� <LOXQ &KHQ� DQG <L\LQJ =KDQJ� ´/HJR26� $ 'LVVHPLQDWHG� 'LVWULEXWHG

26 IRU +DUGZDUH 5HVRXUFH 'LVDJJUHJDWLRQµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV

'HVLJQ DQG ,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https : / / www .
usenix.org/conference/osdi18/presentation/shan�

>���@ 0� 6KUHHGKDU DQG *HRUJH 9DUJKHVH� ´(IILFLHQW )DLU 4XHXHLQJ 8VLQJ 'HILFLW 5RXQG 5RELQµ� ,Q�

$&0 6,*&200 ���� &RQIHUHQFH RQ $SSOLFDWLRQV� 7HFKQRORJLHV� $UFKLWHFWXUHV� DQG 3URWRFROV IRU

&RPSXWHU &RPPXQLFDWLRQ� $&0� ����� SS� ���²���� GRL� 10.1145/217382.217453�

>���@ 'DYLG 6KXH DQG 0LFKDHO )UHHGPDQ� ´)URP $SSOLFDWLRQ 5HTXHVWV WR 9LUWXDO ,23V� 3URYLVLRQHG .H\�

9DOXH 6WRUDJH ZLWK /LEUDµ� ,Q� �WK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0� ����� ����²

������ GRL� 10.1145/2592798.2592823�

>���@ 'DYLG 6KXH� 0LFKDHO )UHHGPDQ� DQG $QHHV 6KDLNK� ´3HUIRUPDQFH ,VRODWLRQ DQG )DLUQHVV IRU 0XOWL�

7HQDQW &ORXG 6WRUDJHµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOH�

PHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https: / / www. usenix . org /
conference/osdi12/technical-sessions/presentation/shue�

>���@ .RQVWDQWLQ 6KYDFKNR� +DLURQJ .XDQJ� 6DQMD\ 5DGLD� DQG 5REHUW &KDQVOHU� ´7KH +DGRRS 'LV�

WULEXWHG )LOH 6\VWHPµ� ,Q� ���� ,((( ��WK 6\PSRVLXP RQ 0DVV 6WRUDJH 6\VWHPV DQG 7HFKQROR�

JLHV� ,(((� ����� GRL� 10.1109/MSST.2010.5496972�

>���@ +XDLPLQJ 6RQJ� <DQORQJ <LQ� ;LDQ�+H 6XQ� 5DMHHY 7KDNXU� DQG 6DPXHO /DQJ� ´6HUYHU�VLGH ,�2

&RRUGLQDWLRQ IRU 3DUDOOHO )LOH 6\VWHPVµ� ,Q� ���� ,QWHUQDWLRQDO &RQIHUHQFH IRU +LJK 3HUIRUPDQFH

&RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH DQG $QDO\VLV� $&0� ����� ����²������ GRL� 10.1145/20633
84.2063407�

>���@ 'DQ 6WDQ]LRQH� -RKQ :HVW� 5� 7RGG (YDQV� 7RPP\ 0LQ\DUG� 2PDU *KDWWDV� DQG 'KDEDOHVZDU .�

3DQGD� ´)URQWHUD� 7KH (YROXWLRQ RI /HDGHUVKLS &RPSXWLQJ DW WKH 1DWLRQDO 6FLHQFH )RXQGDWLRQµ�

,Q� 3UDFWLFH DQG ([SHULHQFH LQ $GYDQFHG 5HVHDUFK &RPSXWLQJ� $&0� ����� SS� ���²���� GRL�

10.1145/3311790.3396656�

>���@ ,RDQ 6WHIDQRYLFL� %LDQFD 6FKURHGHU� *UHJ 2·6KHD� DQG (QR 7KHUHVND� ´V5RXWH� 7UHDWLQJ WKH 6WRU�

DJH 6WDFN /LNH D 1HWZRUNµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,;

$VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/conference/fast16
/technical-sessions/presentation/stefanovici�

���

https://doi.org/10.1109/SC.2008.5222721
https://doi.org/10.1109/SC.2008.5222721
https://www.usenix.org/conference/osdi18/presentation/shan
https://www.usenix.org/conference/osdi18/presentation/shan
https://doi.org/10.1145/217382.217453
https://doi.org/10.1145/2592798.2592823
https://www.usenix.org/conference/osdi12/technical-sessions/presentation/shue
https://www.usenix.org/conference/osdi12/technical-sessions/presentation/shue
https://doi.org/10.1109/MSST.2010.5496972
https://doi.org/10.1145/2063384.2063407
https://doi.org/10.1145/2063384.2063407
https://doi.org/10.1145/3311790.3396656
https://www.usenix.org/conference/fast16/technical-sessions/presentation/stefanovici
https://www.usenix.org/conference/fast16/technical-sessions/presentation/stefanovici
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>���@ ,RDQ 6WHIDQRYLFL� (QR 7KHUHVND� *UHJ 2·6KHD� %LDQFD 6FKURHGHU� +LWHVK %DOODQL� 7KRPDV .DUDJLDQ�

QLV� $QWRQ\ 5RZVWURQ� DQG 7RP 7DOSH\� ´6RIWZDUH�'HILQHG &DFKLQJ� 0DQDJLQJ &DFKHV LQ 0XOWL�

7HQDQW 'DWD &HQWHUVµ� ,Q� �WK $&0 6\PSRVLXP RQ &ORXG &RPSXWLQJ� $&0� ����� SS� ���²����

GRL� 10.1145/2806777.2806933�

>���@ .XQ 6XR� <RQJ =KDR� -LD 5DR� /XZHL &KHQJ� ;LDRER =KRX� DQG )UDQFLV &� 0� /DX� ´3UHVHUYLQJ

,�2 3ULRULWL]DWLRQ LQ 9LUWXDOL]HG 26HVµ� ,Q� �WK $&0 6\PSRVLXP RQ &ORXG &RPSXWLQJ� $&0� �����

SS� ���²���� GRL� 10.1145/3127479.3127484�

>���@ /DOLWK 6XUHVK� 3HWHU %RGLN� ,VKDL 0HQDFKH� 0DUFR &DQLQL� DQG )ORULQ &LXFX� ´'LVWULEXWHG 5HVRXUFH

0DQDJHPHQW $FURVV 3URFHVV %RXQGDULHVµ� ,Q� ��WK $&0 6\PSRVLXP RQ &ORXG &RPSXWLQJ� $&0�

����� SS� ���²���� GRL� 10.1145/3127479.3132020�

>���@ 5HEHFFD 7DIW� ,UIDQ 6KDULI� $QGUHL 0DWHL� 1DWKDQ 9DQ%HQVFKRWHQ� -RUGDQ /HZLV� 7RELDV *ULHJHU�

.DL 1LHPL� $QG\ :RRGV� $QQH %LU]LQ� 5DSKDHO 3RVV� 3DXO %DUGHD� $PUXWD 5DQDGH� %HQ 'DUQHOO�

%UDP *UXQHLU� -XVWLQ -DIIUD\� /XF\ =KDQJ� DQG 3HWHU 0DWWLV� ´&RFNURDFK'%� 7KH 5HVLOLHQW *HR�

'LVWULEXWHG 64/ 'DWDEDVHµ� ,Q� ���� $&0 6,*02' ,QWHUQDWLRQDO &RQIHUHQFH RQ 0DQDJHPHQW RI

'DWD� $&0� ����� SS� ����²����� GRL� 10.1145/3318464.3386134�

>���@ 7HQVRU)ORZ� 7)5HFRUG DQG WI�WUDLQ�([DPSOH� https://www.tensorflow.org/tutorials/
load_data/tfrecord�

>���@ (QR 7KHUHVND� +LWHVK %DOODQL� *UHJ 2·6KHD� 7KRPDV .DUDJLDQQLV� $QWRQ\ 5RZVWURQ� 7RP 7DOSH\�

5LFKDUG %ODFN� DQG 7LPRWK\ =KX� ´,2)ORZ� $ 6RIWZDUH�'HILQHG 6WRUDJH $UFKLWHFWXUHµ� ,Q� ��WK $&0

6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 3ULQFLSOHV� $&0� ����� SS� ���²���� GRL� 10.1145/25173
49.2522723�

>���@ 6HL\D 7RNXL� .HQWD 2RQR� 6KRKHL +LGR� DQG -XVWLQ &OD\WRQ� ´&KDLQHU� $ 1H[W�*HQHUDWLRQ 2SHQ

6RXUFH )UDPHZRUN IRU 'HHS /HDUQLQJµ� ,Q� 3URFHHGLQJV RI :RUNVKRS RQ 0DFKLQH /HDUQLQJ 6\V�

WHPV LQ WKH ��WK $QQXDO &RQIHUHQFH RQ 1HXUDO ,QIRUPDWLRQ 3URFHVVLQJ 6\VWHPV� 9RO� �� �����

SS� �²��

>���@ 7RS���� 7KH /LVW� https://www.top500.org/�

>���@ 5DJKDY 7XOVKLEDJZDOH� 5RFNV'% DW 1XWDQL[� https://www.nutanix.dev/2021/03/10
/rocksdb-at-nutanix/�

>���@ .HLWDUR 8HKDUD� <X ;LDQJ� <LK�)DUQ 5� &KHQ� 0DWWL +LOWXQHQ� .DXVWXEK -RVKL� DQG 5LFKDUG 6FKOLFKW�

LQJ� ´6XSHU&HOO� $GDSWLYH 6RIWZDUH�'HILQHG 6WRUDJH IRU &ORXG 6WRUDJH :RUNORDGVµ� ,Q� ���� ��WK

,(((�$&0 ,QWHUQDWLRQDO 6\PSRVLXP RQ &OXVWHU� &ORXG DQG *ULG &RPSXWLQJ� ,(((� ����� SS� ���²

���� GRL� 10.1109/CCGRID.2018.00025�

���

https://doi.org/10.1145/2806777.2806933
https://doi.org/10.1145/3127479.3127484
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>���@ $QMR 9DKOGLHN�2EHUZDJQHU� (VODP (OQLNHW\� $DVWKD 0HKWD� 'HHSDN *DUJ� 3HWHU 'UXVFKHO� 5RGULJR

5RGULJXHV� -RKDQQHV *HKUNH� DQG $QVOH\ 3RVW� ´*XDUGDW� (QIRUFLQJ GDWD SROLFLHV DW WKH VWRUDJH

OD\HUµ� ,Q� ��WK (XURSHDQ &RQIHUHQFH RQ &RPSXWHU 6\VWHPV� $&0� ����� �����²������ GRL�

10.1145/2741948.2741958�

>���@ %KDUDWK .XPDU 5HGG\ 9DQJRRU� 9DVLO\ 7DUDVRY� DQG (UH] =DGRN� ´7R )86( RU 1RW WR )86(� 3HUIRU�

PDQFH RI 8VHU�6SDFH )LOH 6\VWHPVµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQROR�

JLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https://www.usenix.org/conference/
fast17/technical-sessions/presentation/vangoor�

>���@ 9LQRG .XPDU 9DYLODSDOOL� $UXQ &� 0XUWK\� &KULV 'RXJODV� 6KDUDG $JDUZDO� 0DKDGHY .RQDU� 5REHUW

(YDQV� 7KRPDV *UDYHV� -DVRQ /RZH� +LWHVK 6KDK� 6LGGKDUWK 6HWK� %LNDV 6DKD� &DUOR &XULQR�

2ZHQ 2·0DOOH\� 6DQMD\ 5DGLD� %HQMDPLQ 5HHG� DQG (ULF %DOGHVFKZLHOHU� ´$SDFKH +DGRRS <$51�

<HW $QRWKHU 5HVRXUFH 1HJRWLDWRUµ� ,Q� �WK $QQXDO 6\PSRVLXP RQ &ORXG &RPSXWLQJ� $&0� �����

GRL� 10.1145/2523616.2523633�

>���@ +HQN .DDUOH 9HUVWHHJ DQG :HHUDWXQJH 0DODODVHNHUD� $Q LQWURGXFWLRQ WR FRPSXWDWLRQDO IOXLG G\�

QDPLFV � WKH ILQLWH YROXPH PHWKRG� $GGLVRQ�:HVOH\�/RQJPDQ� ����� LVEQ� ������������������

>���@ 0DWWKHZ :DFKV� 0LFKDHO $EG�(O�0DOHN� (QR 7KHUHVND� DQG *UHJRU\ 5� *DQJHU� ´$UJRQ� 3HUIRU�

PDQFH ,QVXODWLRQ IRU 6KDUHG 6WRUDJH 6HUYHUVµ� ,Q� �WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH

7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²��� XUO� https://www.usenix.org/
legacy/events/fast07/tech/wachs.html�

>���@ &DUO $� :DOGVSXUJHU DQG :LOOLDP (� :HLKO� ´/RWWHU\ 6FKHGXOLQJ� )OH[LEOH 3URSRUWLRQDO�6KDUH 5H�

VRXUFH 0DQDJHPHQWµ� ,Q� �VW 86(1,; 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG ,PSOHPHQ�

WDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� �²��� XUO� https://www.usenix.org/legacy/
publications/library/proceedings/osdi/waldspurger.html�
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LQJ� $&0� ����� GRL� 10.1145/2391229.2391243�
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�WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ��²

��� XUO� https://www.usenix.org/legacy/events/fast07/tech/wang.html�

>���@ 6DJH :HLO� 6FRWW %UDQGW� (WKDQ 0LOOHU� 'DUUHOO /RQJ� DQG &DUORV 0DOW]DKQ� ´&HSK� $ VFDODEOH�

KLJK�SHUIRUPDQFH GLVWULEXWHG ILOH V\VWHPµ� ,Q� �WK 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 'HVLJQ DQG
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>���@ +DR :HQ� =KLFKDR &DR� <DQJ =KDQJ� ;LDQJ &DR� =LTL )DQ� 'RXJ 9RLJW� DQG 'DYLG 'X� ´-RL16�

0HHWLQJ /DWHQF\ 6/2 ZLWK ,QWHJUDWHG &RQWURO IRU 1HWZRUNHG 6WRUDJHµ� ,Q� ���� ,((( ��WK ,QWHU�

QDWLRQDO 6\PSRVLXP RQ 0RGHOLQJ� $QDO\VLV� DQG 6LPXODWLRQ RI &RPSXWHU DQG 7HOHFRPPXQLFDWLRQ

6\VWHPV� ,(((� ����� SS� ���²���� GRL� 10.1109/MASCOTS.2018.00027�

>���@ -DNH :LUHV DQG $QGUHZ :DUILHOG� ´0LUDGRU� $Q $FWLYH &RQWURO 3ODQH IRU 'DWDFHQWHU 6WRUDJHµ� ,Q�

��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²

���� XUO� https://www.usenix.org/conference/fast17/technical-sessions/
presentation/wires�

>���@ )HQJJDQJ :X� 0LQJ�+RQJ <DQJ� %DRTXDQ =KDQJ� DQG 'DYLG +�&� 'X� ´$&�.H\� $GDSWLYH &DFKLQJ

IRU /60�EDVHG .H\�9DOXH 6WRUHVµ� ,Q� ���� 86(1,; $QQXDO 7HFKQLFDO &RQIHUHQFH� 86(1,; $V�

VRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/conference/atc20
/presentation/wu-fenggang�

>���@ -RHO &� :X DQG 6FRWW $� %UDQGW� ´3URYLGLQJ 4XDOLW\ RI 6HUYLFH 6XSSRUW LQ 2EMHFW�%DVHG )LOH 6\VWHPµ�

,Q� ��WK ,((( &RQIHUHQFH RQ 0DVV 6WRUDJH 6\VWHPV DQG 7HFKQRORJLHV� ,(((� ����� SS� ���²����

GRL� 10.1109/MSST.2007.28�

>���@ 0LJXHO ;DYLHU� ,VUDHO 'H 2OLYHLUD� )DELR 5RVVL� 5REVRQ 'RV 3DVVRV� .DVVLDQR 0DWWHXVVL� DQG &H�

VDU 'H 5RVH� ´$ 3HUIRUPDQFH ,VRODWLRQ $QDO\VLV RI 'LVN�,QWHQVLYH :RUNORDGV RQ &RQWDLQHU�%DVHG
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´Y3)6� %DQGZLGWK 9LUWXDOL]DWLRQ RI 3DUDOOHO 6WRUDJH 6\VWHPVµ� ,Q� ,((( ��WK 6\PSRVLXP RQ 0DVV
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+DLGRQJ /DQ� <LER <DQJ� -LGRQJ =KDL� :HLJXR /LX� DQG :HL ;XH� ´(QG�WR�HQG ,�2 0RQLWRULQJ RQ

D /HDGLQJ 6XSHUFRPSXWHUµ� ,Q� ��WK 86(1,; 6\PSRVLXP RQ 1HWZRUNHG 6\VWHPV 'HVLJQ DQG

,PSOHPHQWDWLRQ� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/
conference/nsdi19/presentation/yang�

>���@ -LDQ <DQJ� -XQR .LP� 0RUWH]D +RVHLQ]DGHK� -RVHSK ,]UDHOHYLW]� DQG 6WHYH 6ZDQVRQ� ´$Q (PSLULFDO

*XLGH WR WKH %HKDYLRU DQG 8VH RI 6FDODEOH 3HUVLVWHQW 0HPRU\µ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ

)LOH DQG 6WRUDJH 7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.
usenix.org/conference/fast20/presentation/yang�
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Q\� 5LQL .DXVKLN� $QGUHD $USDFL�'XVVHDX� DQG 5HP]L $USDFL�'XVVHDX� ´6SOLW�/HYHO ,�2 6FKHGXO�

LQJµ� ,Q� ��WK $&0 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 3ULQFLSOHV� $&0� ����� SS� ���²���� GRL�

10.1145/2815400.2815421�

���

https://doi.org/10.1109/MASCOTS.2018.00027
https://www.usenix.org/conference/fast17/technical-sessions/presentation/wires
https://www.usenix.org/conference/fast17/technical-sessions/presentation/wires
https://www.usenix.org/conference/atc20/presentation/wu-fenggang
https://www.usenix.org/conference/atc20/presentation/wu-fenggang
https://doi.org/10.1109/MSST.2007.28
https://doi.org/10.1109/PDP.2015.67
https://doi.org/10.1109/MSST.2012.6232370
https://doi.org/10.1109/MSST.2012.6232370
https://www.usenix.org/conference/nsdi19/presentation/yang
https://www.usenix.org/conference/nsdi19/presentation/yang
https://www.usenix.org/conference/fast20/presentation/yang
https://www.usenix.org/conference/fast20/presentation/yang
https://doi.org/10.1145/2815400.2815421


%,%/,2*5$3+<

>���@ =L\H <DQJ� -DPHV 5� +DUULV� %HQMDPLQ :DONHU� 'DQLHO 9HUNDPS� &KDQJSHQJ /LX� &XQ\LQ &KDQJ�

*DQJ &DR� -RQDWKDQ 6WHUQ� 9LVKDO 9HUPD� DQG /XVH (� 3DXO� ´63'.� $ 'HYHORSPHQW .LW WR %XLOG

+LJK 3HUIRUPDQFH 6WRUDJH $SSOLFDWLRQVµ� ,Q� ,((( ,QWHUQDWLRQDO &RQIHUHQFH RQ &ORXG &RPSXWLQJ

7HFKQRORJ\ DQG 6FLHQFH� ,(((� ����� SS� ���²���� GRL� 10.1109/CloudCom.2017.14�

>���@ .RN�.LRQJ <DS� 0XUWD]D 0RWLZDOD� -HUHP\ 5DKH� 6WHYH 3DGJHWW� 0DWWKHZ +ROOLPDQ� *DU\ %DOGXV�

0DUFXV +LQHV� 7DHHXQ .LP� $VKRN 1DUD\DQDQ� $QNXU -DLQ� 9LFWRU /LQ� &ROLQ 5LFH� %ULDQ 5RJDQ�

$UMXQ 6LQJK� %HUW 7DQDND� 0DQLVK 9HUPD� 3XQHHW 6RRG� 0XNDUUDP 7DULT� 0DWW 7LHUQH\� ']HYDG

7UXPLF� 9\WDXWDV 9DODQFLXV� &DOYLQ <LQJ� 0DKHVK .DOODKDOOD� %LNDVK .ROH\� DQG $PLQ 9DKGDW� ´7DN�

LQJ WKH (GJH RII ZLWK (VSUHVVR� 6FDOH� 5HOLDELOLW\ DQG 3URJUDPPDELOLW\ IRU *OREDO ,QWHUQHW 3HHULQJµ�

,Q� ���� &RQIHUHQFH RI WKH $&0 6SHFLDO ,QWHUHVW *URXS RQ 'DWD &RPPXQLFDWLRQ� $&0� �����

SS� ���²���� GRL� 10.1145/3098822.3098854�

>���@ 6RKHLO +� <HJDQHK DQG <DVKDU *DQMDOL� ´.DQGRR� $ )UDPHZRUN IRU (IILFLHQW DQG 6FDODEOH 2IIORDGLQJ

RI &RQWURO $SSOLFDWLRQVµ� ,Q� �VW :RUNVKRS RQ +RW 7RSLFV LQ 6RIWZDUH 'HILQHG 1HWZRUNV� $&0�

����� SS� ��²��� GRL� 10.1145/2342441.2342446�

>���@ 2UFXQ <LOGL]� 0DWWKLHX 'RULHU� 6KDGL ,EUDKLP� 5RE 5RVV� DQG *DEULHO $QWRQLX� ´2Q WKH 5RRW &DXVHV

RI &URVV�$SSOLFDWLRQ ,�2 ,QWHUIHUHQFH LQ +3& 6WRUDJH 6\VWHPVµ� ,Q� ���� ,((( ,QWHUQDWLRQDO 3DUDO�

OHO DQG 'LVWULEXWHG 3URFHVVLQJ 6\PSRVLXP� ,(((� ����� SS� ���²���� GRL� 10.1109/IPDPS.2
016.50�

>���@ $QG\ <RR� 0RUULV -HWWH� DQG 0DUN *URQGRQD� ´6OXUP� 6LPSOH /LQX[ 8WLOLW\ IRU 5HVRXUFH 0DQ�

DJHPHQWµ� ,Q� :RUNVKRS RQ -RE 6FKHGXOLQJ 6WUDWHJLHV IRU 3DUDOOHO 3URFHVVLQJ� 6SULQJHU� �����
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�WK $&0 6\PSRVLXP RQ &ORXG &RPSXWLQJ� $&0� ����� SS� ���²���� GRL� 10.1145/326780
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$VKOLH 0DUWLQH]� -LQJ /LX� $QQD .RUQIHOG 6LPSVRQ� 6XMD\ -D\DNDU� 3HGUR +HQULTXH 3HQQD� 0D[

'HPRXOLQ� 3LDOL &KRXGKXU\� DQG $QLUXGK %DGDP� ´7KH 'HPLNHUQHO 'DWDSDWK 26 $UFKLWHFWXUH IRU

0LFURVHFRQG�6FDOH 'DWDFHQWHU 6\VWHPVµ� ,Q� ��WK 6\PSRVLXP RQ 2SHUDWLQJ 6\VWHPV 3ULQFLSOHV�

$&0� ����� SS� ���²���� GRL� 10.1145/3477132.3483569�
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3HUIRUPDQFH 9LUWXDOL]DWLRQ YLD 7KURXJKSXW DQG /DWHQF\ &RQWUROµ� ,Q� ��WK ,QWHUQDWLRQDO 6\PSR�
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>���@ -LDQ\RQJ =KDQJ� $QDQG 6LYDVXEUDPDQLDP� 4LDQ :DQJ� $OPD 5LVND� DQG (ULN 5LHGHO� ´6WRUDJH

3HUIRUPDQFH 9LUWXDOL]DWLRQ YLD 7KURXJKSXW DQG /DWHQF\ &RQWUROµ� ,Q� $&0 7UDQVDFWLRQV RQ 6WRUDJH

��� ������� SS� ���²���� GRL� 10.1145/1168910.1168913�

>���@ 7HQJ =KDQJ� -LDQ\LQJ :DQJ� ;XQWDR &KHQJ� +DR ;X� 1DQORQJ <X� *XL +XDQJ� 7LH\LQJ =KDQJ�

'HQJFKHQJ +H� )HLIHL /L� :HL &DR� =KRQJGRQJ +XDQJ� DQG -LDQOLQJ 6XQ� ´)3*$�$FFHOHUDWHG &RP�

SDFWLRQV IRU /60�EDVHG .H\�9DOXH 6WRUHµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH 7HFK�

QRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https : / / www . usenix . org /
conference/fast20/presentation/zhang-teng�

>���@ ;XHFKHQ =KDQJ� .HL 'DYLV� DQG 6RQJ -LDQJ� ´,2UFKHVWUDWRU� ,PSURYLQJ WKH 3HUIRUPDQFH RI 0XOWL�

QRGH ,�2 6\VWHPV YLD ,QWHU�6HUYHU &RRUGLQDWLRQµ� ,Q� ���� $&0�,((( ,QWHUQDWLRQDO &RQIHUHQFH

IRU +LJK 3HUIRUPDQFH &RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH DQG $QDO\VLV� ,(((� ����� SS� �²��� GRL�

10.1109/SC.2010.30�

>���@ ;XHFKHQ =KDQJ� .HL 'DYLV� DQG 6RQJ -LDQJ� ´4R6 6XSSRUW IRU (QG 8VHUV RI ,�2�LQWHQVLYH $SSOLFD�

WLRQV 8VLQJ 6KDUHG 6WRUDJH 6\VWHPVµ� ,Q� ���� ,QWHUQDWLRQDO &RQIHUHQFH IRU +LJK 3HUIRUPDQFH

&RPSXWLQJ� 1HWZRUNLQJ� 6WRUDJH DQG $QDO\VLV� $&0� ����� ����²������ GRL� 10.1145/20633
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IRU 1RQ�9RODWLOH 0DLQ 0HPRULHV DQG 'LVNVµ� ,Q� ��WK 86(1,; &RQIHUHQFH RQ )LOH DQG 6WRUDJH

7HFKQRORJLHV� 86(1,; $VVRFLDWLRQ� ����� SS� ���²���� XUO� https://www.usenix.org/
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>���@ 7LPRWK\ =KX� 0LFKDHO $� .R]XFK� DQG 0RU +DUFKRO�%DOWHU� ´:RUNORDG&RPSDFWRU� 5HGXFLQJ 'DW�
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