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A B S T R A C T

The automatic exchange and comparison of DNA data between national databases to combat terrorism and cross-
border crime in the EU area has been facilitated by the 2008 Prüm Decisions. While it was anticipated that all EU
Member States would have fulfilled the requirements by August 2011, this has not yet occurred. Once each
Member State has implemented the Prüm Decisions, which is expected to occur by spring or summer 2019, the
EU Commission is planning on submitting a legislative proposal to amend the Prüm Decisions, possibly
broadening its scope both in terms of types of data exchanged and the number of countries involved. Therefore,
it is a timely place to review the available literature on the existing data on the cross-border exchange and
comparison of DNA. However, due to the limited amount of available data regarding the Prüm regime’s con-
tribution to combating crime and terrorism, this article reviews national DNA databases’ contribution to national
criminal justice systems before it turns to the Prüm regime. Outlining how Prüm represents an “aspirational
regime” focused on a secure and safe future, we draft recommendations directed towards rendering cross-border
exchange of DNA data more transparent and accountable.

1. Introduction

On 22 March 2016, a bomb was detonated at Maalbeek station in
Brussels, killing twenty people.1 In connection with the criminal in-
vestigation, automatic rifles were found in a house near Paris two days
later. After re-examining the rifles in early 2018, biological traces were
collected and DNA profiles were obtained. The profiles were uploaded
to the French national DNA database and, on account of the Prüm
Decisions, compared with DNA profiles held on national DNA databases
connected to the Prüm regime. The cross-border comparison led to
matches with three individuals whose DNA profiles were held on the

Dutch DNA database. The suspects were arrested in the Netherlands on
18 June 2018.

This brief description highlights several significant issues regarding
the cross-border exchange of DNA data. First, it provides a framework
for understanding the emergence and current operation of the Prüm
regime2 —a network concerned with the exchange of data on finger-
prints, DNA profiles and motor vehicle information3 between EU
Member States that made the arrest mentioned in the example possible.
In brief, against the backdrop of the Schengen Agreement and the
Hague Program, officials from Belgium, Germany, the Netherlands,
Spain, France, Luxembourg and Austria signed the Prüm Convention on
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1 Two other bombs exploded at Brussels Airport killing twelve people; in addition, three individuals involved in the attack committed suicide when they detonated
the bombs. More information is available at: http://www.standaard.be/cnt/dmf20180618_03568358; https://www.nrc.nl/nieuws/2018/06/19/drie-nederlanders-
opgepakt-voor-leveren-wapens-aan-terroristen-a1607122; https://www.dw.com/en/dutch-police-use-dna-evidence-to-arrest-3-men-with-suspected-links-to-islamic-
state/a-44295035 (accessed 4 October 2018).

2 In this article we use the following terms: Prüm Convention refers to the 2005 Convention between 7 countries; Prüm Decisions refers to Council Decision
2008/615/JHA and Council Decision 2008/616/JHA that establish transnational data exchange among all EU Member States; Prüm system is used to refer to the
actual network of EU Member States exchanging DNA data; and Prüm regime refers to the cross-border exchange and comparison of DNA data as well as personal
information and intelligence once a match is reported, or Step 1 and Step 2.

3 In the present article, the focus is solely restricted to the cross-border DNA exchange and comparison. Such focus allows to critically reflect upon the implications
of the widespread cultural belief that forensic DNA technologies have the capacity to provide irrefutable “truth” in identifying the authors of crimes ([10]) to the
Prüm regime.
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27 May 2005. The Convention intended to strengthen the cooperation
between those seven countries by exchanging information to combat
terrorism, cross-border crime and illegal migration. It also included a
clause, leaving participation in such cooperation open to all other
Member States in the European Union [1]. In 2008, the Prüm Con-
vention was subsumed into the police and judicial cooperation provi-
sions of the European Union Law by a Council Decision, referred to as
the Prüm Decisions [2,3].4 By means of this Decision, all EU Member
States were obliged to join this network, exchanging fingerprints, DNA
and vehicle registration data.

All EU Member States were expected to have fulfilled the Prüm
Decisions by August 2011, but according to the latest report on the
progress of the implementation of Prüm regarding DNA data exchange,
there are currently only 24 EU Member States that are fully operational,
and Member States have established different levels of connection for
exchange [4]. Writing in March 2019, Greece, Ireland, Italy and the
United Kingdom are still not operational in the Prüm regime. Reasons
for not implementing the Prüm Decisions are diverse (see [5–7]), and
include that countries such as Greece, Italy and Ireland did not have
DNA databases or dedicated legislation when the Prüm Decisions were
adopted and/or were severely hit by the economic and financial crises
in 2008 and thereafter. The UK was part of Prüm when the Decision to
implement it was taken in 2008, it then withdrew from Prüm in De-
cember 2014 and presently is—despite Brexit—seeking to rejoin the
Prüm system and its regime ([8]; EU Council 2017, [9]). In addition,
available data also shows that the level of connection is very different
among countries: in 2018, the Netherlands exchanged forensic DNA
data with 23 countries, whereas Denmark exchanged with only five
countries [4].

The criminal case presented also outlines a second dimension of the
cross-border exchange of DNA data: the arrest of the three suspect-
s—together with numerous other “success” stories attributed to the
Prüm regime5 —further triggers the collective imagination regarding
the power of forensic DNA typing in general [10,11], and the use of
DNA databases and cross-border exchange and comparison in particular
[12,13,6]. Such notion is underscored by a recent speech by the EU
Commissioner for the Security Union, Julian King, at the Security
Dialogue with the EU’s Committee on Civil Liberties, Justice and Home
Affairs (or LIBE Committee) where he stated that: “Over the ten years of
its existence, Prüm has proven to be a very useful tool in European law
enforcement cooperation that has helped to solve many serious crimes
in the EU.”6 This fosters a relatively straightforward image of the suc-
cess of Prüm, rendering invisible all the complexities, problems and
ambiguities inherent to the implementation and operation of this ex-
tensive regime, such as issues of transparency and trust (or lack
thereof), challenges related to data protection, and potential threats to
civil rights such as privacy, liberty and the presumption of innocence
([14–17,12,13,5,18,6]). One of the aims of this article is to demonstrate
that, while it is true that the Prüm Decisions and its regime have been
regarded as useful by law enforcement agencies and helped to solve
crimes in the EU, the claim of the EU Commissioner for the Security
Union is problematic as quantitative and publicly accessible informa-
tion to verify his claims are limited, disjointed and largely unavailable.

Third, the brief description above of the criminal case, provides
some insight into the mechanisms of the Prüm Decisions and its regime,
commonly referred to as Step 1 and Step 2. Step 1 focuses on the cross-
border exchange and comparison of DNA data, based on a hit/no hit

principle (i.e. the actual exchange of DNA data, its comparison and the
result of that comparison). The matches between the traces from the
rifles and the DNA reference profiles of the three individuals in the
Dutch database were found and reported early 2018 due to the auto-
mated cross-border exchange and comparison in the scope of the
aforementioned criminal investigation. Step 2—which goes beyond the
actual automated data exchange and is governed by national law,
nonetheless being a key element in the Prüm regime—regards the ac-
tions taken by the searching Member State to request personal data and
other information from other countries relating to the DNA hit. Thus, in
the abovementioned case, it is likely that French authorities contacted
the Dutch National Contact Point requesting the personal data of the
individuals linked to the matching reference profiles. Approximately six
months after the initial report of the match, and following further in-
vestigation by the authorities, the three suspects assumed to be in-
volved in the Brussels terrorist attacks were arrested; underscoring the
many contingencies of cross-border exchange and cooperation in
criminal investigation.

In this article we engage in a critical review of the literature on
national DNA databases’ contribution to the criminal justice system and
on the cross-border exchange and comparison of DNA data in the
context of the Prüm regime. Following Wienroth’s [19] proposal, we
conceptualize the Prüm Regime—both its initial implementation pro-
cess and current aims to develop it further—as an “aspirational re-
gime.” According to the author: “these regimes provide context to the
development and application of forensic genetic innovations by mate-
rially and discursively rationalizing and operationalizing research and
technology uses at the transnational level. They are ‘aspirational’ since
their rationales and objectives are future-orientated: to develop tech-
nologies and techno-legal systems that can solve or prevent crimes,
produce state security and public safety” ([19]: 12).

Ten years after the Prüm Decisions were incorporated into EU law,
we review how such an aspirational regime has, so far, developed and
materialized and articulated its future-orientated objectives.
Notwithstanding that the Prüm Decisions are not yet fully implemented,
we outline amendments that may be introduced, such as exchanging
DNA data with other, non-EU countries; a harmonization of Step 2; a
modernization of Prüm’s infrastructure and technology; and the ex-
change of additional forensic modalities. As such, the “next generation
Prüm” is one defined by expansion directed towards future-oriented
goals, aimed at developing technologies and exchange regimes that can
help to solve cross-border crime and terrorism, thus enforcing state and
public security and safety.

In this article we demonstrate that there is an overall scarcity of
information about how the Prüm regime contributes to the EU’s crim-
inal justice systems. Whether or not the expansion of the Prüm regime is
desirable, required or necessary is therefore hard to assess and is cur-
rently not backed-up by any accurate and publicly available informa-
tion. Thus, before amendments to the Prüm regime are proposed re-
garding modernization, harmonization and expansion of countries and
modalities, we argue that making available relevant, accurate and
comparable data that renders the regime transparent and accountable
should be a primary goal. While such latter issues are typically policy-
driven topics, this article also speaks to scientists and caseworkers, as
well as policy makers in the EU area and beyond. We regard our con-
tribution as an introduction to the many issues and complexities that
are of significance to those making decisions on strategic and opera-
tional levels regarding the future of the next generation Prüm. In lieu of
publicly available, accurate and meaningful data and information re-
garding exchange and comparison of DNA data in the context of the
Prüm regime and how it contributes to combating crimes and terrorism
in the EU-area, we first review existing analyses of DNA databases’
contribution to solving crime in national jurisdictions. The significance
of the reviewed examples is that it is very hard to determine or measure
how national DNA databases contribute to fighting crime. Such con-
tingencies of determining added value increase when a cross-border

4 Note that the aim of fighting illegal migration was not adopted in the
Decisions.

5 http://data.consilium.europa.eu/doc/document/ST-9823-2016-INIT/en/
pdf (accessed 25 May 2018); see also [55]: 1-2.

6 https://ec.europa.eu/commission/commissioners/2014-2019/king/
announcements/commissioner-kings-speech-security-dialogue-libe-committee_
en (accessed 1 October 2018).
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system of connected national DNA databases is considered, as is dis-
cussed in the second section, when we review existing studies on the
Prüm regime. In the third section of the article, we provide a brief in-
sight into the past, present and future of the Prüm regime to further
contextualize previously reported shortcomings of the Prüm
Convention, Decisions, system and regime as well as the anticipated
changes. Finally, we finish the paper by drawing conclusions and for-
mulating some recommendations.

2. DNA databases’ contribution to national criminal justice
systems

The performance of forensic DNA databases is often captured in
concepts such as cost-effectiveness, cost-benefit and utility analysis
[20–26]. Cost-effectiveness analysis focuses on input-costs and com-
pares for example, how much it costs to identify one suspect through
DNA when compared to fingerprint analysis. Cost-benefit monetizes all
inputs, outputs and outcomes and subsequently “compares competing
options for spending money to identify the highest achievable net
benefit” ([22]: 34). Forensic utility was first considered an important
concept by the 2009 [21] report into the utility of the DNA database of
England and Wales (NDNAD); defining it as “the extent to which a
database produces measurable improvements in the police’s perfor-
mance in correctly identifying and distinguishing offenders in relation
to particular reported crimes” (2009: 64). While the HGC underscored
desirability of measuring utility, it highlighted the challenges faced
with articulating a working definition, let alone how to measure for-
ensic utility. Using the example of the rate of convictions of suspects
found through DNA matches, they argued that while the conviction rate
certainly is measurable, it does not take into account the possibility of
someone being identified through other, possibly more traditional
means than DNA ([21]: 65). Neither does it take into consideration
cases which have not progressed to trial, or that an individual’s inclu-
sion in a database may (possibly) deter them from committing a crime.
In other words, determining utility as well as the cost-effectiveness and
cost-benefit of forensic DNA databases are very hard to establish and/or
measure.

A number of researchers have attempted to address exactly this
challenge. A study from the United States of America (USA) in-
vestigated cases involving property offences, where the analysis of DNA
was randomly allocated, to measure cost-effectiveness [20]. The results
of this field study provided support for the use of DNA evidence in high
volume cases. More specifically, when compared with traditional in-
vestigation, the researchers found that the availability of DNA evidence
led to twice as many suspects identified and arrested, and twice as
many cases accepted for prosecution. They also found that DNA evi-
dence was five times more likely to result in the identification of a
suspect compared with fingerprint evidence [20]. Therefore, in the
investigation of property offences, the authors concluded that DNA
evidence “increases the rate at which suspects are identified, arrested
and prosecuted” ([20]: 153).

Another USA study, looked at the contribution of DNA profiles up-
loaded to DNA databases in six USA states,7 distinguishing between
profiles derived from crime scene traces and profiles originating from
reference samples provided by arrestees [27]. The authors found that,
when compared with profiles obtained from arrestees, more matches
were generated if profiles were uploaded of convicted offenders and
more matches were found if more crime scene traces were collected and
uploaded ([27]: 20). They stated that “the marginal value of adding
more suspects or arrestees to the database is lower than the value of
adding more crime scenes, under existing legislation” ([27]: 18). Based
on these findings, the authors suggested that focusing on processing
crime scene traces instead of arrestee samples is more cost-effective

([27]; see also [28]). Both studies thus support the claim that DNA
evidence in criminal cases positively adds to the criminal justice system
in the US, yet they also demonstrate the challenges and complexity of
determining its contribution to combatting crime and its costs.

Researchers have also tried to evaluate the effect of DNA evidence
on criminal justice processes. For example, work conducted in Australia
which analyzed a sample of 750 completed cases (in four categories of
offences: sexual crimes, serious assaults, homicides and property
crimes). Half of the cases involved DNA evidence and the other half did
not. In that research design, Briody [29–32]) was able to assess the
effects of DNA evidence on court decision and defendant confessions.
For the first three categories, he found, among other things, that DNA
evidence: “emerged as a positive predictor that prosecutors would
pursue cases in court, and it demonstrated a powerful influence on jury
decisions to convict” ([31]: 1; see also [33]).

Attrition models8 are often used to measure and quantify a number
of stages in forensic investigation which can be expressed in terms of
“matches” so that routine forensic activities and achievements can be
positioned within the “overall investigative and prosecutorial ‘chain’ of
events” ([34]: 378; see also [35]). Using data from the UK, Briody and
Prenzler [31] analyzed the impact of DNA and property crimes by
analyzing the ratio of convictions to reported volume crime from fig-
ures published in 2000 and 2003. By formulating a series of attrition
points, the authors aimed to identify a series of stages or target points
where key changes could be directed in order to improve outcomes
([31]: 76). Combining the successive attrition rates from different
stages, provided a cumulative result arguing that the NDNAD was
“instrumental in achieving convictions in less than 2% (0.01683) of
reported burglary cases in a ‘best case’ scenario. If the average atten-
dance figures of 75% attendance rate and 3% yield are used in the
calculation, the result drops to 0.0089, or a ratio of convictions through
DNA to reported burglaries of less than 1%” ([31]: 78). The authors
concluded that the incapacitation effect of imprisonment from being
identified through DNA would apply in less than 0.5 percent of reported
offences and the any deterrent effect arising from imprisonments was
correspondingly low.

Another mode of assessing DNA databases’ value has been to esti-
mate the so-called deterrence effect.9 Although structural deterrence
has been a major theory in criminology for decades, established results
have been equivocal. For example, in one review, results are summar-
ized as follows: “whereas some research has found support for struc-
tural, […] other work has found either no support for the theory […] or
that increases in sanction threats have been associated with increases in
crime” ([36]: 187). The deterrence effect has also been tested for in-
dividuals included in national DNA databases, with unclear results.
While one study found small deterrent effects (2–3%) for robbery and
burglary, it also recorded a 20–30% recidivism increase for, among
others, violent crimes [37]. However, another USA study found that
DNA databases do deter convicted (violent as well as property) offen-
ders from committing new crimes ([25], 2017). More specifically, the
researcher found that each (subject) profile added to the Combined
DNA Index System (CODIS) “resulted in between 0.07 and 0.68 fewer
serious offences” ([25]: 25). Combining information on the costs of
crimes, the estimated number of prevented crimes, and the costs of
maintaining a DNA database and its wider infrastructure (i.e. labora-
tory, software), Doleac puts forward that DNA profiling is cost-effective
when considered that the social costs of crime are estimated to be
$1566 per crime, while adding one DNA profile to CODIS equals $40:

“In 2010, 761,609 offender profiles were uploaded to CODIS. At $40

7 The states are California, Florida, Illinois, New York, Texas and Virginia.

8 Attrition can be defined as “the shortfall between the number of offences
committed and the number of offenders convicted” ([66]: 1).

9 The deterrence effect is the hypothesis stipulating that individuals will be
deterred from committing crimes when they assess their risk of being arrested is
high.
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apiece, this cost the state and federal governments approximately
$30.5 million, but saved at least $1.2 billion annually by preventing
new crimes” ([25]: 25).

Doleac’s results cannot be underestimated, but also raise some im-
mediate questions. Nevertheless, her work provides more than anec-
dotal information regarding cost-effectiveness of DNA databases, partly
caused by a net deterrent effect of having one’s profile included in a
DNA database.

Researchers in the Netherlands have also measured the cost-effec-
tiveness of DNA matches. The authors in one study suggested that
sampling convicted offenders positively contributed to the detection of
suspects [24]. However, they were unable calculate cost-effectiveness
due to the unavailability of cost data [24]: 78. Another considered the
NDNAD and the DNA database in the Netherlands, and found that
newly uploaded traces match a known individual in the database at a
rate of 50% and 59%, respectfully [35]. The authors criticize that these
numbers distort the contribution of DNA databases to solving criminal
cases as they do “not answer the question in how many cases the
analysis of a DNA trace actually results in the identification of a suspect
through a DNA database match and which other factors are of re-
levance” [35]: 851. The authors argue that the type of crime scene
attended should be considered. In their assessment of forensic reports
related to Severe and Violent Crimes (SC, n= 116) as well as High
Volume Crimes (HVC, n= 2791), the researchers concluded:

“The data show that in 3% of the SC-cases and in 1% of the HVC-
cases, the DNA from the crime scene yielded a “cold hit” in the DNA
database leading law enforcement to a suspect in a case, which had
no previous suspects” ([35]: 855; see also [33]).

The European Network of Forensic Science Institutes (ENFSI) pub-
lishes statistical data in their survey on DNA databases in Europe. As a
measure to determine the optimal database structure—here regarded as
ratio between the number of DNA traces and DNA reference
profiles—ENFSI records the sizes of databases, in particular in relation
to the number of DNA profiles originating from traces and known in-
dividuals. Where ENFSI refers to the “stain-person matches per person”
they calculate the total number of matches between stain(s) and person
(s) divided by the total number of individuals included in the database.
In one study, the stain-person matches per person ratio between the
Dutch national DNA database and NDNAD for the year 2011 are com-
pared [38]. Based on that measure, the databases perform more or less
equally. However, if one takes into comparison the relative size of the
databases, 10% and 0.74% of the English (and Welsh) and Dutch po-
pulation included in the database in 2011 respectively, it is concluded
that such equal performance is achieved with less infringement of
privacy and bodies as well as less financial resources in the Dutch
case.10 Thus, the “Dutch model contributes to processes of criminal
investigation more effectively, more efficiently and cost effectively than
does the English model” ([38]: 320; see also [39,40]).

Santos and colleagues [41] used qualitative and quantitative data
from nineteen countries and their databases to conclude that “DNA
database’s performance in terms of person-stain matches is not linked to
its size in terms of individuals included” (2013: 9). The authors outline
that countries with the highest proportion of their population included
in the database do not necessarily hold DNA databases with a sig-
nificantly higher performance than the countries with comparatively
lower proportion of included individuals [41]. This finding corresponds
with the recent deletion of ˜1.7 m DNA profiles from the NDNAD. Re-
moval of such a large quantity of DNA profiles from persons has not
result in fewer matches (see [42], also [43]).

3. Available information regarding DNA data exchange and
comparison in the Prüm regime

While the above discussed studies are incomparable and sometimes
draw (partly) opposing conclusions, they provided evidence of the po-
sitive effect that national (and state) forensic DNA databases have on
criminal justice systems (see [33,44]). They also demonstrate the dif-
ficulty in measuring the contribution of DNA databasing in a single
jurisdiction’s criminal legal system and its ability to help solve crimes.
Assessing the impact of DNA databases and their interconnectedness
across several jurisdictions is even more complex. The diverse inclusion
and retention rules resulting in different DNA typing practices (e.g. only
convicted offenders are included in a database, or everyone arrested for
a recordable offence, see [7,41,43,45–47]) provides a major problem.
The different trajectories pertaining to legislating and setting up DNA
databases is another.11 Furthermore, the differences in the modes of
organizing criminal justice systems and therewith governance of DNA
databases differs between nations. Whereas in some countries a na-
tional DNA database is the responsibility of the office of the prosecutor
(e.g. Belgium, Netherlands), most countries’ DNA databases are police
databases (e.g. Germany, England and Wales, see below; [48,12,13],
2019). Due to such and other contingencies, it is extremely hard to
determine how the cross-border exchange and comparison contributes
to combating crime and terrorism. This may also provide some ex-
planation for the lack of studies attending to this issue. The limited
number of studies that are available on the cross-border exchange of
DNA data of the Prüm regime do not deviate much from what is known,
and therefore it is important to keep this in mind when considering any
discussion on the quantitative and qualitative information available in
relation to Step 1 and Step 2 of the Prüm regime.

A wealth of information about the exchange and comparison of DNA
data is available. Delegates attending a Working Party on Information
Exchange and Data Protection (DAPIX) meeting in 2011, agreed to a
model to report statistical data regarding Prüm DNA exchange and
comparison. The model provides information on the size of a Member
States’ DNA database, the number of sent and received DNA profiles,
and the number of stain-person, stain-stain and person-person matches
of individual countries.12 But this information is not consistent.13 As-
suming that each Member State annually submits this mandatory form,
much quantitative information should be available. However, that in-
formation is not publicly accessible; and even if published on the
website of the European Council of the European Union, the data is
difficult to find, incomplete and very hard to compare.14 The Prüm
regime therefore challenges principles of good governance, including
“efficiency and effectiveness, transparency […] and accountability,”

10 England and Wales and the Netherlands have very different inclusion re-
gimes; while in the former, DNA from anyone arrested for a recordable offence
will be included in the NDNAD, the latter includes DNA from specific groups of
suspects and convicted offenders, see: [38].

11 While, for example, the Netherlands and Austria were among the first
countries to adopt a database, countries like Italy and Greece were only starting
the legislative process to implement DNA databases after the Prüm Decisions
were established (see [6]).

12 http://data.consilium.europa.eu/doc/document/ST-14103-2011-REV-1/
en/pdf (accessed 31 May 2018).

13 Kees van der Beek, The Prüm System: Taking Stock of over years of transna-
tional DNA data comparison and looking ahead. 12 November 2018, EXCHANGE
International Conference: Contemporary Challenges to Forensic Genetics in
Society, Braga, Portugal.

14 This is further exemplified by the response to a request for document 5509/
18 which included information about the statistics of DNA exchange and
comparison for the year 2017. The request was made by one of this article’s
authors while preparing a report on the Prüm Decisions commissioned by the
European Parliament’s Policy Department for Citizens’ Rights and
Constitutional Affairs at the request of the LIBE Committee Source (see [64]).
The request was denied because disclosing such information was considered to
“undermine the protection of the public interest as regards public security.”
Personal communication from: Directorate-General Communication and In-
formation, Knowledge Management, Transparency, Head of Unit, dated 9 July
2018.
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which are part of the Council of Europe 12 Principles of Good Gov-
ernance.15

Despite such difficulties, Santos and Machado [49] were able to
trace data related to DNA exchange and comparison for the years 2011
through 2015. The data deficiencies allowed them to only rank coun-
tries according to the total volume of matches, how reference samples
in a national DNA database contribute to the identification of DNA trace
profiles in databases of other countries, and how many matches found
in a national DNA database compare to the number of cross-border
matches in that country. The authors also found evidence that DNA
traces from unsolved crimes in Western European countries often match
DNA reference profiles included in databases of Eastern European
countries [49]. Based on their study, Santos and Machado argued for
the need to make more data available, including “statistics on the total
profiles sent and received, the number of confirmed matches, the
number of matches reported for follow-up, the number of actual fol-
lowed-up criminal cases and statistics on the judicial outcomes of the
cases” (2017: 309).

Another source of information regarding Step 1 exchange and
comparison of DNA data is provided by the Dutch DNA database cus-
todian. According to the 2016 annual report of the Dutch DNA data-
base, a total number of 10,286 hits were reported between 2008 and
2016 [50]. This number simply refers to the total number of hits be-
tween traces and persons in every possible combination between every
country that the Netherlands has been exchanging data with (i.e. Step
1). It is of course noted that a hit in step 1 of the Prüm regime does not
mean that a person is arrested, or a crime is solved. Also, if there is a hit,
this does not necessarily mean that the profile is connected to the crime.
The category of “NL Trace, Foreign Person” includes the traces of un-
solved crimes in the Dutch database matching a reference profile in
another Member State’s national DNA database. In the Netherlands,
between 2008 and the end of 2016, a total number of 3876 such mat-
ches were found within Prüm step 1 [50]. These matches have the
potential to be significant for authorities because, with additional
analysis or specific requests for further information, they can associate
names to traces, thus potentially facilitating useful information for
unsolved cases (e.g. by identifying or exonerating individuals).

The scarcity of data available is made more complex by the gen-
eration of false-positive matches (i.e. matches that are invalid/untrue).
The Council Decision 2008/616/JHA, from of 23 June 2008, describes
the standards and technical protocol of Prüm such as norms for eval-
uating and reporting (no) matching. It is considered a full match when
all allele values are the same (at least six full designated loci must
match before a hit is considered and a response is provided). It is
classified as a near match when the value of only one of all the com-
pared alleles is different. A near match is only accepted if there is at
least six full designated matched loci in the two compared DNA profiles.
Regarding reporting rules full matches, near matches and ‘no hits’
should be reported. Considering the high volume of profiles that are
available for comparison in the Prüm regime (see [6,51,52,12,13]),
some practitioners and scholars consider the six (and seven) loci
matching rule to be ethically problematic due to the high frequency of
false-positive matches reported. Such false-positives may lead to false
incrimination [53] and might also be associated with a potential pres-
sure to confirm ‘near matches’ as reliable leads for subsequent police
investigation [12,13,54]. On the other hand, some forensic experts
argue that approximately 40% of 6-loci matches and 94% of 7-loci
matches are true matches.16 Considering that different Member States

might diverge in the technical assessment of the quality of the match
and in the absence of any unified criteria regarding the characteristics
of the profiles that are sent under Prüm, there are clear implications to
the assessment of Prüm’s efficacy.

As previously mentioned, Step 2 occurs after a hit has been found
and allows the searching Member State to issue a request for “personal
data from the Member State administering the file, and, where neces-
sary, to request further information through mutual assistance proce-
dures” ([2]: 2). We found one study that considered the effectiveness of
cross-border exchange and comparison of DNA data by examining Step
1 and Step 2 (see [55]). That research, based on data provided by the
Dutch DNA database custodian for the year 2010, recorded the drop-out
of cross-border DNA matches. For the year 2010, a total of 2020 mat-
ches were found in Step 1 for the Dutch database, 568 (or 28%) were
found between foreign reference profiles and traces of unsolved crimes
kept in the Dutch database. Only 138 (6.8%) matches resulted in a
mutual legal assistance request, and after receiving the requested in-
formation from foreign authorities, the police were informed about 86
(4.2%) of those hits leading to 37 (1.8%) matches being deployed in a
prosecution. A number of reasons for the drop-out on various levels of
decision-making were given, including tactical17, reliability18, legal19,
priority20 and suitability21 ([55]: 20).

Other studies also suggest that drop-out may occur due to differ-
ences in organization and jurisdiction between the international part-
ners [48,12,13], in press. Within the EU, the custody of DNA databases
ranges from police forces to judicial authorities. As mentioned above, in
most countries forensic DNA databases are under the responsibility of a
government ministry generally responsible for policing and national
security (e.g. the Ministry of the Interior, Ministry of Internal Affairs or
Ministry of Home Affairs; see [48]). However, in Belgium, the Neth-
erlands, Portugal and Sweden, DNA databases are governed by the
Ministry of Justice, a ministry responsible for organizing the justice
system and overseeing public prosecutors. Given the diverging ratio-
nales that such different entities might have in relation to crime con-
trol—police agencies work with investigative clues and intelligence
[56] and prosecutors are mainly interested in rendering proof—-
diverging practices emerge when submitting or responding to interna-
tional legal assistance procedures [12,13]. Different criteria and prac-
tices consequently emerge. While some countries provide the non-
genetic information associated to the profile after a match, others ask
for additional analysis, and some countries only provide information
through a judicial rogatory commission (Machado and Granja, 2019).
This means the level and speed of exchange of information through
Prüm regime is inconsistent contributing to a lack of equality.

4. The Prüm regime’s past, present and future

Since the signing of the Prüm Convention in 2005, the Prüm regime
has been the subject of critique and comments by scholars, amongst
others, in social sciences, surveillance studies and law. For example,
several authors observed a democratic deficit and a lack of account-
ability and transparency when the Prüm Convention was transposed
into EU acquis [14,15,57–59]. From the analysis presented in this

15 See: https://www.coe.int/en/web/good-governance/12-principles-and-
eloge (accessed 19 November 2018)

16 Kees van der Beek, The Prüm System: Taking Stock of over 10 years of
transnational DNA data comparison and looking ahead. 12 November 2018,
EXCHANGE International Conference: Contemporary Challenges to Forensic
Genetics in Society, Braga, Portugal.

17 Assessment by the custodian of the DNA database whether a match may be
considered relevant and qualifies for follow-up in the form of a match report to
the prosecutor.

18 Assessment by the custodian of the DNA database of the reliability of a
match in terms of its evidential value including the possibility of it being a false
positive match.

19 Assessment by the prosecutor of the legal basis of the DNA profile involved
in a match in terms of retention and exchange.

20 Assessment by the prosecutor of the need for a follow-up procedure subject
to the opportunity principle.

21 Assessment whether the foreign follow-up information received might have
prosecution value for the case in hand.
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article on more than a decade of the Prüm regime, it is clear that issues
of transparency and therewith accountability remain problematic. Such
is even more challenging if one realizes that, according to other au-
thors, the EU area is increasingly managed in accordance with the
emergence of a police state where a logic of crime control trumps due
process [52,60,61]. While we realize that not everyone subscribes to
such analyses and discourses, they are important because they provide
a critical perspective on the political, legal and social legitimacy and
acceptability of the Prüm regime (see [5,15,17]). Thus, there are still
pressing ethical, legal and social implications of the Prüm Decisions and
its regime that remain unsolved see [5,8,18,22,53,54,62,63,6].

The Prüm Decisions have not been amended or altered since their
enactment a decade ago. This unaltered status of the Prüm regime is
related to an informal Ministers’ meeting in Germany in 2007, when it
was decided that the technical implementation of the solutions already
in place “must remain unchanged.”22 While it was expected that, and
stipulated in, the Prüm Decisions that each Member State would be
compliant by 2011, it is currently anticipated that this will not occur
until the spring or summer of 2019 [64]. Once all the Member States
have implemented the Prüm Decisions, it is highly likely that the
Commission will propose amendments. While it is currently unknown
what the Commission will decide, possible changes include: first, ex-
changing and comparing DNA data with other countries and partners,
including South-East European countries (see below) and Europol;
second, modernizing the Prüm infrastructure and technology; and third,
starting the exchange of forensic data on weapons, facial recognition,
missing persons and unidentified corpses23 [64]. In addition to these
modifications, the complete implementation of the Prüm Decisions may
also be followed by a further harmonization of Step 2 [64]. In short, the
forthcoming amendments are likely directed at enlarging the scope and
depth of the so-called “next generation Prüm.”

Meanwhile, on 13 September 2018 in Vienna, the Police
Cooperation Convention for Southeast Europe (PCC SEE) signed a
Prüm-like agreement and a memorandum of understanding on auto-
mated exchange of DNA, fingerprint and vehicle registration data24 .
Like Prüm, the agreement is aimed at “strengthening cross-border co-
operation, particularly in combating terrorism, cross-border crime and
illegal migration” [65]. Austria, Hungary, Bulgaria and Romania are
already signatories of the PCC SEE Agreement, indicating that Prüm
Member States can connect to it: “Once a positive evaluation of a Party
in the context of this Agreement (Article 21) or the European Union has
been made, the respective Party is entitled to apply this Agreement
immediately in relation to all other Parties which also have been
evaluated positively” [65].25

The probable enlarging of the scope and depth of the next genera-
tion Prüm, and the increasing emergence of Prüm-like agreements
clearly outline how Prüm represents an “aspirational regime”. Such

uses are, however, “aspirational” as they are continually developing,
requiring further investments in material infrastructures, including
software packages, laboratory facilities, paperwork and (legal) rules
and standards, and because they are orientated towards future goals,
such as preventing crimes, producing state security and ensuring public
safety ([19]: 12). The aspirational nature of the expansion of the Prüm
regime—either the amendments to the pre-existing regime, as the ex-
pansion to other countries—is, however, based on an overall lack of
available, relevant, accurate and comparable data that concretely allow
for the objective, independent and systematic analyse of the Prüm re-
gime’s contribution to combating cross-border crime and terrorism, and
potentially illegal migration through the PCC SEE.

5. Conclusion and recommendations

Internal borders in the EU-area have been dissolved resulting in the
relatively free movement of persons and goods through the EU-area. In
this context, it is important that police and judicial authorities are able
to work together and exchange data on DNA, fingerprints and vehicle
registration plates across borders. However, since a large volume of
personal and non-personal data is circulating across borders privacy is
at stake, and the potential abuse of power by states and judicial au-
thorities remains a challenge. Therefore, it is of the utmost importance
for European democracy that accurate information is made publicly
available for review and analysis. This is currently not the case—the
information that is available is incomplete, hard to find, and mostly
incomparable. Thus, the utility and efficacy of the Prüm regime cannot
effectively be measured in a meaningful way by independent parties,
making it impossible to answer the question whether the Prüm regime
is a proportional crime control mechanism.

Against the backdrop of a deficiency of verifiable and quantitative
information about the Prüm regime’s performance, we also referred to
the critique that the Prüm Decisions and its regime have triggered.
Scholars in law, the social sciences and activists, to mention only a few,
have criticized Prüm for a lack of democratic scrutiny, challenged its
legitimacy, aired concerns about privacy protection, and feared a fur-
ther expansion of the EU as being managed in accordance with crime
control mechanisms. As such, there are serious concerns about me-
chanisms providing or facilitating the Prüm regime and its practi-
tioners’ trustworthiness. These issues have been raised for over a decade
yet remain largely unresolved and lies directly in contrast with the
Council of Europe’s 12 principles of Good Governance.

These concerns over accountability and transparency, pose further
questions to the anticipated expansion of the Prüm regime, through
exchanging new modalities and connecting with new countries. Based
on our review, we would consider it beneficial to amend the 2008 Prüm
Decisions only after a rigorous evaluation of the Prüm regime. Such
evaluation should be based on quantitative, reliable and verifiable data
in combination with qualitative information, such as studies based on
the perspectives of professionals directly involved in Prüm [12,13]. By
publishing those evaluations as well as the data underpinning them,
would, in our view, be a significant step in strengthening analyses of the
Prüm regime’s efficiency and effectiveness while at the same time im-
proving transparency and accountability.
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