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ABSTRACT Integrity monitoring is a key criterion for achieving robust and safe navigation systems. This
work explores two integrity frameworks: the classical methods and their respective evolution towards the
road vehicle urban scenario, and the artificial intelligence-based methods, where the monitoring process
is accomplished by data analysis and learning techniques. In most cases, machine learning outperforms
traditional models, which are often observed under controlled, non-real-time conditions, by employing
simple algorithms that may have limited success in real-world applications. An overview is provided on
how these algorithms have been used, including a comparison of their characteristics and performances,
offering insights into how they can evolve and possible future directions to achieve more reliable solutions.

INDEX TERMS Integrity monitoring, GNSS, machine learning, road vehicle.

I. INTRODUCTION
The Global Navigation Satellite System (GNSS) is undergo-
ing an evolutionary phase, owing to the deployment of novel
systems for global and regional coverage. These systems have
reached a high level of maturity, surpassing originally speci-
fied accuracy and precision levels by a significant margin [1].
With the multitude of satellites and multifrequency signals
currently available, receivers are required to have higher com-
putational power to take advantage of signal diversity, while
maintaining low energy consumption and costs. Correction
services such as the Galileo High Accuracy Service broadcast
in the E6 signal are currently available, which contributes
to lowering the cost of the high accuracy required for road
vehicles. Technological advances in antennas capable of miti-
gatingmultipath through beamformingwill be able to address
two major concerns for life safety: multipath mitigation and
interference, such as jamming, spoofing, and meaconing [2].
Recently, there has been a growing interest in self-driving

capabilities, leading to significant advancements in both
advanced driver-assistance systems and fully autonomous
vehicles. This trend is supported by empirical evidence that
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autonomous vehicles have the potential to mitigate the fre-
quency of accidents, diminish fuel/energy consumption and
traffic congestion, and enhance the mobility of elderly or
disabled individuals. Furthermore, numerous documented
occurrences involving automobiles equipped with automated
driving capabilities reveal that most of these incidents are
attributable to malfunctions in positioning, navigation, and
perception functions. To attain these goals, autonomous
vehicles must safely execute a series of functions, such as
detecting the surrounding environment, determining the most
efficient route, regulating velocity, and exhibiting proficiency
in navigation and parking [3].

GNSS has the potential to address various automation
challenges, such as lane-level maneuvers, vision system
oversight, safety through independence, and enabling inter-
operability through consistent timing and reference frames
for vehicle-to-everything cooperation [4]. Although correc-
tion services manage to cancel or mitigate most of the factors
that make up the GNSS error budget, it is widely known
that GNSS performance is greatly affected by errors owing
to the presence of multipath and Non-Line-Of-Sight (NLOS)
effects in urban and suburban areas, as depicted in Fig. 1.
Under these conditions, it is crucial to determine the reli-
ability of the measurements provided by a system rather
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FIGURE 1. GNSS integrity monitoring application in urban environment.

than solely focusing on achieving high precision [5], that
is, it is imperative to devise resilient systems that can with-
stand flaws and bound errors and continuously monitor their
incidence [6].
Receiver-based IntegrityMonitoring (IM) is a key criterion

for robust navigation systems, as it is designed to detect faults
in real-time and provide timely warnings when the system
is out of bounds for navigation requirements, allowing users
to take necessary actions to mitigate potential harm to any
intervening parties. Under certain domains, such as aviation,
maritime, and railway, characterized by stringent safety-of-
life regulations, integrity is used as a measure of trust in
the correctness of the information supplied by the system.
Although traditional IM based on statistical methods per-
form well under good signal conditions, they underperform
in challenging multipath and non-line-of-sight environments.
Owing to stringent safety-of-life regulations, higher levels of
vehicle automation demand that the tight required navigation
performance, characterized by low error tolerances and high
reliability, be met in complicated urban surroundings.

The IM in GNSS has evolved from single constellation,
single frequency, single fault, to multiconstellation, multi-
frequency, multifault, aided by augmentation systems [7].
Despite this evolution, GNSS alone is unable to achieve the
road vehicle requirement target of 10 cm 95% of the timewith
an integrity risk of 10−8 per hour [4], [8]. Furthermore, the
automotive field has a higher sensitivity to cost than the avia-
tion field, typically employing low-cost mass market devices,
which also exacerbates integrity issues owing to higher noise
and lower multipath rejection capabilities [9]. This resulted
in IM for road vehicle steadily evolving towards a ‘‘system
of systems’’, incorporating the use of complementary sensors
such as inertial, wheel speed sensors, cameras, and Light

Detection and Ranging (LiDAR), as well as mapping assis-
tance and wireless signal augmentation [6], [10].
Data-driven techniques, particularly Artificial Intelligence

(AI), are being explored for IM tasks, demonstrating the
potential to complement or even replace existing integrity
estimation techniques in challenging environments. In con-
trast to the traditional statistical methods used in Receiver
Autonomous Integrity Monitoring (RAIM), AI algorithms
uncover intricate data dependencies by learning the relation-
ship between input features and the corresponding output.
In addition, AI serves as a valuable tool for investigating the
interplay among various dataset features.

The goal of this work is to introduce the basis performance
concepts, along with a brief overview of classic GNSS IM
methods used in aviation and automotive. Further information
regarding classic approaches can be found in [6], [7], [8], [9],
and [10] and the works cited in Sections II and III. This pro-
vides a basis that allows the reader to better understand recent
developments in GNSS IM using AI-based methods, which
are the focus of this work. To the best of our knowledge, the
use of AI to estimate protection levels has not been reported,
and an overview focusing on GNSS IM using AI is lacking
in the literature. Some notable works performed position
error estimation using AI, which can be used as a proxy
for protection level. Many attempts have been made using
AI-based systems in Fault Detection and Exclusion (FDE),
measurement error modeling, including multipath and NLOS
detection, adjacent areas such as atmospheric error predic-
tion, and detection of interference such as jamming, spoofing,
and meaconing. The use of real signals in dynamic scenar-
ios under challenging GNSS environments, and the need
to comply with highly demanding requirements due to the
safety-of-life, is a highly complex task to be accomplished.

The remainder of this paper is organized as follows. The
navigation performance concepts that include integrity are
presented in Section II. The traditional statistical methods for
IM in automotive applications are discussed in Section III.
A review of promising state-of-the-art AI algorithms that
either are or can be used for IM, categorized by applica-
tion area, is presented in Section IV. A table summarizing
the selected studies for each application area was provided,
highlighting the most important features, advantages, and
limitations. The results of the review process are discussed
in Section V, which provide insights into potential future AI
proposals. Finally, conclusions and future work are presented
in Section VI.

II. NAVIGATION PERFORMANCE CONCEPTS
The performance of a positioning system is typically eval-
uated through four interrelated criteria: accuracy, integrity,
continuity, and availability [11], as depicted in Fig. 2.

The foundation is sustained by accuracy which is given
by the difference between the estimated and true position
and velocity and is commonly provided as a statistical value
obtained from the error distribution (e.g., 95th percentile).
Integrity is a measure of the trust that can be placed in the
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FIGURE 2. Overview of navigation performance concepts.

correctness of information provided by the positioning sys-
tem; it also includes the ability to provide timely warnings
to the user when the system deviates from safe navigation
requirements. The third level is continuity, which is a mea-
sure of reliable operation that expresses the probability that
accuracy and integrity will be maintained over a given time
interval. The top level is availability, which is defined as the
percentage of time a system is operational and usable.

The concept of integrity is further defined using a set of
IM parameters [12]: Alert Limit (AL), Time To Alert (TTA),
Integrity Risk (IR), and Protection Level (PL). IR repre-
sents the maximum probability of providing out of tolerance
signals without a warning. AL represents the largest Position-
ing Error (PE) which can be tolerated for a safe operation.
Because the PE is not known, it must be estimated through
the PL, which is a statistical upper bound on PE computed
as a guarantee that the probability of the PE being greater
than the PL is below the IR. PE, PL, and AL can be further
separated into horizontal and vertical components, as well as
along-track and cross-track for automotive applications. TTA
is the maximum elapsed time since a failure occurs until the
system announces the alert. A set of IM events is defined
based on the relationship between AL, PL, TTA, and PE as
follows [13]:

• Integrity failure when the TTA is exceeded;
• System unavailable when PL ≥ AL
• Nominal operations when PE ≤ PL ≤ AL;
• Misleading operations when PL ≤ PE ≤ AL;

• Hazardously misleading operations when PL ≤ AL ≤

PE ;
The Stanford plot is a commonly used representation for
accuracy and integrity analysis [14].

In the aviation domain, the IR for operational safety is
typically defined with a probability of occurrence of 10−7 per
150 s. In the case of autonomous driving, the target require-
ment for integrity risk is much stricter, with a probability
of occurrence of 10−8 per hour [8], considering automation
level 4 or higher or Automotive Safety Integrity Level (ASIL)
D. Additionally, the challenging environments of suburban
and urban roads make this target requirement even harder to
achieve and prove, making this an open research topic.

III. CLASSIC INTEGRITY AND AUTOMOTIVE
APPLICATIONS
The RAIM technique is a well-established approach that
leverages redundant measurements to identify and mitigate
outliers. A minimum of four measurements are required to
estimate the position (three coordinates and one clock bias).
The availability of additional measurements enables consis-
tency verification of the solution. The primary components of
RAIM include FDE, position estimation, and protection level
estimation.

The goal of FDE is to find outliers in the measurements
according to a predefined error model by comparison to a
given threshold computed based on the application required
probabilities of false alarm (i.e., probability of being in a
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fault-free case and declaring a fault) and missed detection
(i.e., probability of being in a faulty case and declaring
fault-free). The measurement residuals follow a chi-square
distribution with n − 4 degrees of freedom. The distribution
is central in the fault-free case and non-central when a fault
is present, with the non-centrality parameter representing the
bias introduced by the faulty measurement. This relationship
is illustrated in Fig. 3.

FIGURE 3. Example of central and non-central χ2 probability distribution
for two degrees of freedom, non-centrality λ of 20 meters and threshold
of 8 meters.

The threshold defines a critical value between the proba-
bilities of false alarm and missed detection, which are given
as follows:

Pfa = 1 −

∫ T

0
fχ2 (x)dx (1)

Pmd =

∫ T

0
fχ2

λ
(x)dx (2)

There are multiple methods for computing the test statistic.
In the least-squares range residuals method [15], the test
statistic r is computed using:

r =
s · σ

√
n− 4

(3)

where s is the root squared sum of the normalized range
residuals of the n satellites, and σ is the standard devia-
tion of the pseudo-range errors. In the solution separation
algorithm [16], the solutions for n sets of n− 1 satellites are
computed, and the test statistic is given by themaximum of all
possible distances between the solutions. In the parity space
method [17], the test statistic D is computed as:

D = (S · z)T · (S · z) (4)

where z is the difference between the observed and predicted
measurements and S is the idempotent matrix obtained using:

S = IM−H · H∗ (5)

where H is the design matrix relating the observations to the
state estimates, IM is an identity matrix of size M , and H∗ is

the generalized inverse of H given by:

H∗
= (HT

· H )−1
· HT (6)

By applying the above procedures to solutions obtained
with different subsets of satellites, faulty measurements can
be identified and either excluded or down-weighted to remove
their influence from the positioning solution.

The goal of PL is to provide an estimate that over-bounds
the position error, which cannot be observed directly. A well-
known method for computing PL is the slope method [18],
which is a function of the design matrixH , and matrix S from
Eq. (5), and for the horizontal component is given as:

Slope(i) =

√
H∗

1,i
2
+ H∗

1,i
2√

Si,i
(7)

The slope provides insight into the effect that a bias in satellite
measurement can produce in position estimation. The satellite
with the largest slope will have the smallest contribution to
the test statistic; therefore, it is difficult to detect measure-
ment biases or faults. The horizontal PL is computed by
determining the maximum slope from the satellite set and
applying:

HPL = Slopemax · σ ·
√

λ (8)

A similar procedure is applied for the weighted least squares
version.

Several improvements to RAIM methods have been pro-
posed. Relative RAIM introduced the time differencing
technique used to mitigate constant (i.e., phase ambiguity)
or slowly changing parameters in time (i.e., atmospheric
errors and satellite hardware biases) and to avoid the need
for ambiguity resolution in the carrier phase [19]. Further
developments occurred naturally with the evolution of GNSS
by making use of multiconstellation, multifrequency sig-
nals, and considering multiple simultaneous faults. Advanced
RAIM [20], [21] explored these features while also taking
advantage of an integrity message broadcast by the ground
segment monitoring GNSS satellites. The Advanced RAIM
method was further developed from snapshot to a Kalman
Filter (KF) solution in [22], providing tighter bounds in
the protection levels estimated with increased computational
load, owing to the bank of KFs used for each satellite subset.
Comprehensive information on aviation domain methods can
be found in [19], [23], [24], and [25].

For the road vehicle use case, the highway can be seen
as the best-case scenario; even so, large-dimension vehicles
in the proximity of the receiver can disturb the propaga-
tion channels. Urban canyons are one of the worst possible
scenarios for GNSS signal reception, second only to tun-
nels where signals are completely blocked and navigation is
not possible using only GNSS signals. With a propagation
channel highly degraded due to signal blockages, multipath
and interferences, and with much tighter protection bounds
needed, integrity estimation in urban scenarios is a highly
challenging and open research topic.
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For static, Line-Of-Sight (LOS) open-sky scenarios, mea-
surement rejection is the typical procedure used to deal with
faults and the respective PL estimation, because measure-
ments are abundant and highly stable. For urban applications,
error characterization is used, where the goal is to compute
an effective PL without the need to identify and remove the
affected measurements [13]. Some examples of the RAIM
methods used in the aviation and automotive are provided in
Fig. 4.

In urban and dynamic scenarios where multipath and
NLOS are common, the GNSS receiver should extract as
much information possible from all measurements, while
minimizing the dilution of precision. Multipath reception
is sometimes the only form of signal reception in urban
canyons; therefore such affected measurements should be
identified, and ideally, the respective bias estimated/removed,
to avoid contaminating the positioning solution.

Much research has been applied in techniques to mitigate
the effect of multipath interference and NLOS signals at dif-
ferent levels, including antenna design, baseband algorithms,
positioning engines, and post-processing techniques [26],
[27], helping to improve the accuracy and reliability of GNSS
positioning in urban environments. In [28], a signal qual-
ity monitoring technique and crowdsourced map containing
Carrier-to-Noise Ratio (C/N0) measurements were employed
for multipath prediction and detection. The map information
is used to control the stochastic model in a loosely coupled
and tightly coupled KF architectures using GNSS and iner-
tial measurement unit sensors. Improvements of 17% and
13% were achieved in the horizontal accuracy when apply-
ing loosely and tightly coupled architectures, respectively.
Mapping information is also used in [26] and [29] to identify
which satellites are in the NLOS condition.

The work in [30] proposed the use of a vehicular area
network to collect the ensemble average of effects that can
occur over a specific location and time to help compute the
effective error for each satellite. This error is then used to
compute the protection levels, which are usually conservative
values when compared to theoretical values obtained from the
geometrymatrices involved in the process. A higher bound on
the PL leads to a lower level of continuity and availability. It is
a key factor that a PL algorithm provides correct bounds, not
overly confident, because these can result in misleading or
hazardous information, but also not overly protective, since
the system may then be often declared unusable, especially
for liability-critical and safety-of-life applications with strict
requirements.

The isotropy-based PL is a method patented by GMV [31],
and its main idea is that the measurement error vector can
point in any direction with the same probability. The PL is as
follows:

PL = k · ||r|| ·

√
λhmax(HT · H )−1 (9)

Parameter k is precomputed for a given target integrity risk
using the number of measurements and the number of states
to be estimated (a table is created to be used in real-time).

This value is then multiplied by the residual r obtained from a
least-squares solution and the maximum eigenvalue obtained
from the dilution of precision matrix. The results obtained
in [12] show that its application under driving conditions
requires a least squares approach, restricting its achievable
performance.

Techniques based on the KF appear to have a higher
potential to reach the protection levels needed for driving con-
ditions, as can also be seen in the results from [12]. The work
in [22] applied solution separation to an Extended Kalman
Filter (EKF) in kinematic precise point positioning, achiev-
ing promising error bounds for stable signal conditions. The
results obtained in the suburban scenario highlight the issues
of using only GNSS data in environments that are prone
to interference. With a solution that requires convergence,
the problem is exacerbated owing to partial or full measure-
ment outages, as the filter constantly resets the ambiguity
estimates.

Time-correlated errors have also been studied in [32],
which uses a frequency domain approach to the overbounding
problem, assuming the stationarity of the auto correlation
sequence of the noise over a predefined duration. The KF
covariance matrix overbounds the error distribution when the
noise models overbound the Fourier transform of a windowed
version of the auto correlation sequence. The results pre-
sented used only 10 min of simulation data in an apparently
benign baseline estimation environment; therefore, further
testing is necessary.

Recently, u-Blox patented an IM method [33], [34] that
applies multipath mitigation techniques, measurement uncer-
tainty modeling and tight position bounding schemes, known
as single epoch position bounding. The distribution prob-
ability relating the error states, GNSS measurements, and
quality parameters was obtained by integrating all possible
ambiguity solutions from the carrier phase. The method aims
to identify and remove individual signals subject to NLOS
or severe multipath conditions and entire epochs of data in
degraded environments affecting a large number of satellites
(e.g., no solution is reported when data are unsuitable, just
as would occur inside a tunnel). The method is applied to
a moving receiver/vehicle, and preliminary results indicate
performance with error bounds mostly below 1 m, satisfying
a target integrity risk of 10−5 per hour.

IV. INTEGRITY IN AUTOMOTIVE APPLICATIONS USING
ARTIFICIAL INTELLIGENCE
AI corresponds to computer software that mimics human
cognition in performing complex tasks such as analysis, rea-
soning, learning, and planning. AI can be divided into several
fields, the most common of which are Machine Learning
(ML), Robotics, and Computer Vision. ML is a class of
methods through which AI can acquire cognition by enabling
computers to learn from historical data, resorting to statistical
tools, without being programmed explicitly. This results in
algorithms that can be used to make accurate predictions of
past, current, and future events.
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FIGURE 4. Examples of RAIM methods in aviation and automotive.

The common parts of an ML model are the decision pro-
cess (used to compute the prediction), error function (used
to evaluate the predictions made), and model optimization
process (adjustment of the parameters of themodel to approx-
imate the predictions to the real values). ML models can be
used to perform regression (continuous output) or classifica-
tion (discrete and categorized output), and depending on the
characteristics of the training data, the three learning types
are:

• Supervised Learning: uses labeled datasets to train the
algorithms. In this approach, the training data feed the
model, which updates its weights until it is properly
fitted to the expected output. The accuracy of the model
is measured using task-specific metrics. The majority
of the ML models analyzed in this study fall into this
category.

• Unsupervised Learning: the datasets are unlabeled;
therefore, the models are trained to find implicit patterns
or structures without any guidance, as in clustering.
These algorithms can also be employed for associ-
ation and dimensionality reduction/feature selection,
such as in Principal Component Analysis. Hierarchical
Density-Based Spatial Clustering of Applications with
Noise (HDBSCAN), K-Nearest Neighbors (KNN), and
Auto-Regressive (AR) fall in this category.

• Reinforcement Learning: the algorithm learns to make
decisions by interacting with an environment and receiv-
ing feedback in terms of rewards or penalties without
labeled data. The algorithm learns from trial and error,
with the goal of maximizing the cumulative reward over
time. Currently, this type of learning is most commonly
employed in the robotics field, but there are some stud-
ies employing this type of learning to augment GNSS
accuracy, such as [35] and [36].

Currently, GNSS IM strategies are rough adaptations of
the classic RAIM technique. It is also possible to find a
few curious approaches such as vision-aided RAIM, which
employs computer vision models to match landmarks with

photographs to obtain additional measurements [7], [37].
However, none of these methods can fully solve the existing
urban environment challenges. Therefore, it is necessary to
develop new methods to increase the reliability of integrity
estimation for each type of scenario, focusing on autonomous
land vehicles.

The use of ML in GNSS is promising, and several methods
have been developed to mitigate issues originating from the
use of GNSSmeasurements.MLmodels have been employed
in FDE. Integrity-adjacent areas have also been pursued,
including multipath and NLOS detection, atmospheric error
prediction, and interference detection, such as jamming,
spoofing and meaconing. These solutions could potentially
improve the integrity of GNSS-based positioning systems for
automotive applications in challenging environments. To the
best of our knowledge, PL estimation using ML/AI has not
been reported in the literature. A few recent works target
position error estimation, which can theoretically be used as
a basis to infer a protection level.

This section provides an overview of AI-based approaches
applied to GNSS use cases. To analyze the IM in GNSS,
AI applications were divided into four main categories:
(1) position error estimation (as a proxy for PL), (2) fault
detection and exclusion, dealing directly with IM, and
integrity-adjacent areas, namely (3) measurement error mod-
eling encompassing the classification of signal reception,
estimation of atmospheric errors, and detection of inter-
ference, and (4) environment detection and classification,
as depicted in Fig. 5.

A. POSITION ERROR ESTIMATION
The position error estimation category, which belongs to the
accuracy of GNSS performance, is explored in this section.
Accuracy is the basis of integrity, and position error estima-
tion can also be used as an input for PL estimation.

The thesis in [38], studies the usage of two ML algorithms
by exploring several different features to predict positioning
errors using a Decision Tree (DT) and a Support Vector
Machine (SVM). DT did not present satisfactory results but
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FIGURE 5. Main application areas of AI-based approaches for integrity monitoring and adjacent areas.

enabled feature ranking, which showed that C/N0, number
of used satellites and elevation explain most of the location
error variance. The ranking obtained was used for feature
selection prior to SVM development. On the other hand,
the SVM reached a Root Mean Square Error (RMSE) of
3.54 cm, using the top eight features (C/N0, number of
satellites, elevation, difference east-north-up, least-square
residuals, azimuth, innovation east-north-up and position
Dilution of Precision (DOP)), with a good match between
predicted and true errors. From an IM perspective, it pro-
vided approximately 50% correct bounding PL (the other half
was misleading or hazardous). To augment the performance
of the model, a camera was used to estimate the environ-
mental obstruction. However, the results deteriorated when
obstruction informationwas used in themodels. This could be
explained by errors in the sky clearance input and multipath
presence for LOS satellites (e.g., via ground reflection). The
lack of statistical significance when using this new input with
SVM and the high variance obtained in the ranking of the sky
clearance feature using DT also supports this possibility.

According to [39], awareness of the environment surround-
ing the receiver is important for the generation of better
error models. The authors suggest that the environment be
classified into suburban, urban, and urban canyons based
on satellite visibility, minimum elevation angle, and DOP;
and multipath reflections estimated from C/N0 variation.
Two approaches can be employed for this classification task:
using the observables directly or by employing the difference
between the observables and the values under optimal condi-
tions. Although the literature states that the second approach
leads to better environment recognition, the first approach
is followed in [39] because it can be performed in real-
time, without the need for initial calibration. In addition,
three models were introduced to predict the positioning error:
a KNN, a SVM and a Random Forest (RF), which were
optimized using a grid search. The feature vector includes the
Horizontal Dilution of Precision (HDOP)/Vertical Dilution

of Precision (VDOP), the number of satellites, the min-
imum elevation angle and the mean signal strength. The
best-performing model is RF, and it is shown that the model
errors increase with environmental complexity, mostly due
to multipath. Overall, the authors maintain that an adaptive
selection of training parameters according to environment
recognition allows for better error prediction and thus safer
conditions. The tests were conducted using artificial GNSS
data under stationary conditions in well-characterized envi-
ronments, which is hardly the case in real applications.

Karlson and Mohammadiha [40] presented an approach
to model the GNSS error based on the AR and Gaussian
Mixture Model (GMM). The pipeline described is dedicated
to generating artificial GNSS positioning errors and considers
different environment types surrounding the receiver, such as
urban and highway, with two different levels of ionospheric
activity. The error is approximated as several stochastic pro-
cesses because it is known that the error behavior changes
over time; therefore, it cannot be properlymodeled by a single
stationary process. Unsupervised clustering was performed
to group points with similar properties. The residual error of
each cluster was modeled as a GMM. Each group is used
for supervised model fitting of an AR process to obtain a set
of parameters that describe each stochastic behavior. These
two steps are iterated until convergence, using 40 hours of
Volvo driving data. The inference framework also has two
steps: first, a sub-model is selected based on the optional input
of surrounding conditions for the desired artificial data; and
second, an AR model with the GMM residual error from the
set of models within the sub-model is employed to make the
predictions. Non-stationary error modeling is enforced by an
auto-regressive model of order p.
Recently, the approach used in [41] applied a Deep Neural

Network (DNN) based on a set transformer to estimate a
correction to an initial position estimate obtained using a
traditional least-squares model. The set transformer enables
the model to adapt to the variability of satellite measurements
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in both order and number. Two issues affect solutions using
pseudoranges and satellite positions: (1) numerically ill-
conditioned inputs, owing to very small variationswithin very
large values for pseudorange (receiver-satellite distance) and
satellite position in the Earth-Centered-Earth-Fixed frame,
and (2) geographic sparsity due to the dataset being obtained
typically from a specific location on Earth. These issues are
mitigated by formulating the problem in terms of pseudor-
ange residuals and LOS vectors and by outputting a correction
to the initial position in the local-tangent-plane North East
Down (NED) frame. Compared to a weighted least-squares
solution, this method was able to improve the mean abso-
lute positioning error by more than 50% under simulated
data and more than 40% in real data from the Android raw
GNSS measurement dataset. The results indicated a high
sensitivity to errors present in the initial position estimate,
and an improvement of up to 10%was obtained from the data
augmentation strategy.

The authors in [42] attempted to reduce the sensitivity to
the error in the initial position estimate by using a hybrid
architecture, employing a KF that estimates the initial posi-
tion and a Graph Convolutional Neural Network (GCNN) to
estimate the position correction. Pseudorange, carrier phase,
and Doppler measurements are used in the KF, where pseudo-
range smoothing is applied using the latter two measurement
types. The inputs to the GCNN are the pseudorange residu-
als and LOS vectors. The GCNN can handle the variability
of the sets of measurements, achieving a mean absolute
error improvement of 26% over weighted least-squares and
KF-based methods, and also outperforming [41]. All pseudo-
range errors that are typically modeled in GNSS positioning
are corrected in both [41] and [42], the latter including
inter-system and inter-frequency biases due to the use of
multifrequency and multiconstellation (Global Positioning
System (GPS) L1, L2, L5; GLONASS L1, L2; Galileo E1,
E5) measurements. This might be a key contributing factor
to achieve better performance since the former used only
single-frequency GPS L1 measurements.

A summary of the studies analyzed is presented in Table 1.

B. FAULT DETECTION AND EXCLUSION
Fault detection refers to the system’s capability to acknowl-
edge the occurrence of abnormal behavior, and fault exclu-
sion refers to the ability of the system to remove the cause
of said behavior. Particularly, in the case of IM, these terms
are usually related to the pseudorange measurement quality,
which is classically determined by the dispersion of residuals.

AI-based methods have demonstrated good performance
in FDE. In [43] a Neural Network (NN) was used to
improve the weight definition of a particle filter used in the
classic RAIM approach, reducing fault detection time, and
improving the mitigation of the faulted measurement, even
when the data are affected by non-Gaussian noise. Similarly,
in [44], a Chaos Particle Swarm Optimization Particle Fil-
ter (CPSOF) was employed to reduce the detection time of

faulty measurements in a non-Gaussian error scenario. This
algorithm mitigates particle degeneracy and sample impov-
erishment, typical of a particle filter, by adding a CPSOF
that moves the samples towards regions in the state space
where the likelihood is more significant, in addition to reduc-
ing the number of iterations and run time. Moreover, the
FDE is accomplished by a log-likelihood ratio statistical test
between the outputs of several CPSOF (if m measurements
are performed, then m + 1 CPSOF are used), one employed
using all m measurements, and one employed for each set of
m− 1 measurements.

RAIM-Net, introduced in [45], utilizes a multilayer
Long-Short Term Memory (LSTM) DNN to perform FDE.
The network is fed with precomputed features at different
time steps to output a classification of each signal in terms
of fault or fault-free. Position solutions are obtained with
all measurements in view, as well as with each subset of
observations using the iterated least-squares method. Input
features are obtained by taking the difference between the all-
in-view and the subset solutions. After the number of layers
was iterated, the results of this algorithmwere compared with
those of classic RAIM, and it was concluded that RAIM-Net
has a higher fault detection rate and a lowerminimal detection
bias. Performance was assessed using real data with simu-
lated errors under static conditions.

Supervised learning-based methodologies require a
labeled dataset in which the model can be trained; however,
obtaining the said GNSS dataset can be difficult, particularly
in urban scenarios. Xia et al. [46] introduced HDBSCAN,
a clustering methodology capable of labeling anomalous
satellite observations to construct a dataset for offline train-
ing of a binary classifier to detect measurement faults in
real-time. The system can achieve positioning accuracy
improvements of the order of 39% to 63% by removing faulty
measurements. A comparison was performed with traditional
RAIM FDE, which is a single fault test known to be inad-
equate for urban scenarios. These clustering algorithms are
promising approaches for fault isolation, although additional
tests are necessary to compare ML-based methods with
traditional techniques that are capable of handling multiple
faults.

To perform fault detection, the authors of [47] delineated
two models: an SVM and an NN trained to classify GNSS
measurements as safe or unsafe for navigation. The input
feature vector is a concatenation of the range residuals and
received Signal-to-Noise Ratio (SNR), and the performance
is higher than standard RAIM, both in terms of recall and
precision, with the added advantage of handlingmultiple fault
scenarios. The results were obtained in a simulated envi-
ronment with synthetic signals. Furthermore, [48] employed
a Time Delayed Neural Network (TDNN), known for its
ability to detect faulty characteristics expressed in irregular
sequences of data, to perform the same classification task.
In this methodology, the feature vector is the time sequence of
the test statistics computed by RAIM from the pseudoranges
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TABLE 1. Specifications, advantages and limitations of the selected studies for Position Error Estimation.

and the TDNN computes the dissimilarity between the cur-
rent trend (resulting from online measurements) and past
trend (computed offline with GNSS satellites in the normal
state). Based on the simulated tests, the AI-based model can
also detect faults more reliably and rapidly than standard
RAIM.

The studies analyzed in this category are summarized in
Table 2.

C. MEASUREMENT ERROR MODELING
GNSS error sources can be categorized into clock, signal
propagation, system, and other sources, as shown in Fig. 6.

Most satellite-based errors can be removed by applying
correction services, mitigated by estimating the respective
bias in the positioning solution, or removed by means of
calibration. The remaining GNSS error sources add up in
creating a measurement error that is a function of many
variables which can be complex to model and predict. The
combination of several factors, such asmultipath, ionospheric
delay, and jamming, to name a few, add up to a positioning
error that is intricate and non-deterministic, as well as non-
Gaussian. This behavior of the error suggests that employing

anMLmodel to learn it will likely result in a simpler andmore
accurate pipeline than trying to define static models for each
error source, since this kind of models can handle complex
behaviors very well and with a high degree of disregard for
the causes.

An example of an ML application is found in [49],
which details a Vehicle-to-Infrastructure (V2I) approach for
estimating pseudorange residuals under real-time dynamic
conditions. Assuming that neighboring receivers are affected
by similar errors, this method is based on the collection of
several measurements obtained by different receivers within a
given area through collaboration between vehicles. A central
unit gathers measurements and uses them to train a backprop-
agation NN capable of predicting pseudorange errors, which
are then broadcast to all receivers within the area. The NN
weights are updated periodically by the central unit, depend-
ing on the dataset size or update interval. The pseudorange
residuals were used to compute a weighting factor for each
satellite, which, when used with the slope method, was able
to improve the envelope ratio of the horizontal protection
level, particularly in areas with poor satellite visibility. This
approach has intrinsic environment detection owing to the
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TABLE 2. Specifications, advantages and limitations of the selected studies for Fault Detection and Exclusion.

division of the map into areas and training a model for
each area. Performance improvements may also be partly
attributed to the cooperative aspects of the implementation.
The size of the dataset used to train the NN is not specified.
The input features were satellite elevation and azimuth, SNR,
and pseudorange residuals. Some baseline assumptions are
made to simplify the implementation, namely speed, direc-
tion, and other parameters of the vehicles are considered not
to affect the quality of corrections. It is also highly dependent
on V2I wireless communication.

Most of the studies using ML in the area of GNSS found in
the literature belong to the category of GNSS received signal
classification, which is described next.

1) RECEIVED SIGNAL CLASSIFICATION: LOS, NLOS AND
MULTIPATH
Multipath reception occurs when multiple replicas of the sig-
nal are received through different paths, including direct LOS.
In the case of NLOS reception, a direct path replica is absent.
In urban areas, GNSS signals often encounter obstacles such
as trees and buildings, which have a detrimental impact
on GNSS positioning and integrity performance. Although
receiver design improvements can partially mitigate multi-
path effects, they are ineffective in addressing the NLOS

case. Several studies have investigated the application of ML
techniques to classify the received GNSS signals into three
categories: LOS, NLOS, and multipath. This classification is
used to enhance positioning accuracy and integrity.

One such study [45] focused on achieving accurate classi-
fication with high computational efficiency by employing the
Gradient Boosting Decision Tree (GBDT) algorithm using
three key features: C/N0, pseudorange residuals, and satellite
elevation angle. Importantly, the study collected raw mea-
surements in various urban environments, achieving 89%
classification accuracy for static data. External testing in
nearby locations verified the robustness of the algorithm, with
GBDT outperforming the other classification techniques.
Among GBDT variants, XGBoost and LightGBM could be
useful for further improving performance of the referred
approach.

In [50], a collaborative approach addressed multipath
challenges by leveraging in-car navigation systems. Nearby
vehicles shared information such as pseudorange correc-
tions and map matching. ML algorithms, including Logistic
Regression, SVM, Naïve Bayes, and DT, were used in this
context. The authors selected six predictor variables and
conducted binary classification experiments under various
conditions. The results demonstrated prediction correctness
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FIGURE 6. Error sources affecting GNSS measurements.

rates close to 90%, suggesting the transferability of the mod-
els across different locations and times.

Another study [51] introduced a GNSS signal classifier
based on a DT algorithm that can predict satellite vis-
ibility in dense urban regions with over 85% certainty.
Their success was attributed to the use of a substantial
number of raw measurements and sophisticated feature-
selection techniques. A similar approach was found in [52],
where GNSS signals were classified into NLOS, LOS, and
multipath signals using two antennas with different polar-
izations (left- and right-hand circular polarization). This
unique classifier achieved a remarkable accuracy of 99%,
surpassing that of the KNN and SVM techniques. In a previ-
ous study [53], a fuzzy logic-based algorithm was explored
using satellite elevation angles and C/N0-R-L, effectively
distinguishing betweenNLOS andmultipath signal-reception
states.

A Convolutional Neural Network (CNN) was demon-
strated to play a vital role in signal classification [54]. The
authors proposed a CNN-based multipath detection method
for kinematic positioning, achieving significant accuracy
improvements using a sparse auto-encoder. Softmax, and
random forest classifiers were compared, with both excelling
in static and kinematic data scenarios. The results indicated
an 18–30% improvement in accuracy after applying this
algorithm. In addition, [55] introduced a CNN-based model
for identifying multipath signals. This model treats raw data
from the correlator as images, using a CNN to extract fea-
tures. A binary multipath classifier achieved superior results
compared to an SVM, taking advantage of the CNNs’ capa-
bilities to process video and image data.

In [56], SVMswere employed to distinguish between three
categories of received GNSS signals: LOS, multipath, and
NLOS. They extracted four features from rawmeasurements,
achieving classification accuracies of approximately 67% for
individual features and about 75% when using them together

in training. The study provided validation results but lacked
information about the feature distribution in each fold.

Lastly, [57] introduced a classification technique using
variables derived from raw GPS measurements and an adap-
tive neuro fuzzy inference system. This method achieved high
accuracy rates, outperforming SVM, DT, and C/N0-based
classifiers. The work in [58] explored a Gated Recurrent
Unit (GRU) model for detecting multipath in GNSS signals,
surpassingDT, KNN classifiers, and SVM.GRUs are particu-
larly effective in capturing non-linear relationships and using
previous data to enhance accuracy.

It is important to note that most of these studies relied
on simulated data because of the complexity in determin-
ing real-life signal states. Dynamic factors such as passing
vehicles or pedestrians can create NLOS conditions. Notably,
strategies including DTs, GBDTs, CNN, and GRU, consis-
tently outperformed other strategies in these signal-reception
classification tasks.

The selected studies for received signal classification are
summarized in Table 3.

2) IONOSPHERE AND TROPOSPHERE ERROR ESTIMATION
The ionosphere and troposphere are two well-known sources
of error inGNSS positioning that introduce delays of different
magnitudes. The ionospheric delay is given by the integral
of the electron density along the ray path, known as Total
Electron Content (TEC), which causes an advance in the
phase measurements and a delay in the pseudorange mea-
surements. Atmospheric delay is typically divided into two
components: hydrostatic and water vapor. The former is esti-
mated using a model that depends on temperature, pressure,
humidity, and transmitting and receiving antenna position,
while the latter is typically estimated in the positioning solu-
tion, known as the Zenith Wet Delay (ZWD), by applying
an elevation-dependent mapping function to convert between
zenith and slant delay.
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TABLE 3. Specifications, advantages and limitations of the selected studies for Received Signal Classification.

Given their higher flexibility, ML-based approaches have
shown great performance in estimating the complex behavior
of these delays. The works in [60] and [61] tackled the task
of predicting TEC using Gaussian Process Regression (GPR).
In [60] a GPR model was trained to predict the vertical TEC
at each location to generate a TEC map. This algorithm is
designed to be updated in real-time in an EGNOS station
network based on the dual-frequency measurements con-
ducted by this correction system. In contrast, the work in [61]
focused on the TEC content over an Indian GNSS station,
and the results showed that the model had 100% accuracy.
IONONet, a fully connected NN used to predict the vertical
TEC,was described in [62]. An intensive study of the network
architecture was conducted, using the solar flux 10.7 cm,
Kp-index, day of the year, time of day, longitude, and latitude
as the input features. Although the model showed promise,

its results were worse than those derived from the NeQuick
model. This could be explained by the 9-year gap between
the training and testing datasets. The model could not pre-
dict anomalies because they were not present in the training
dataset. Additionally, the network architecture was selected
based on a sensitivity analysis using approximately 4% of
the available dataset, which may not be representative of the
complexity of the ionospheric TEC being modeled.

The authors in [63] implemented an NN to forecast the
ZWD. The study focused on determining the precipitable
water vapor, which is highly important in meteorological
applications. Since the precipitable water vapor is obtained
from the ZWD the conclusions of the article can be applied
towards augmenting positioning accuracy, by reducing the
tropospheric effect on GNSS measurements. In fact, for a
Precise Point Positioning - Real-Time Kinematic (PPP-RTK)
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TABLE 4. Specifications, advantages and limitations of the selected studies for Ionospheric and Tropospheric delay.

solution, thewet delay can cause difficulties in solving integer
ambiguity, leading to increased convergence time. After the
feed-forward NN was trained on GNSS data obtained from
two ground stations in Austria, the algorithm was tested, and
it was found that it is capable of predicting ZWD with an
RMSE of 1.50 cm up to six hours in advance.

A summary of the selected studies for atmospheric error
estimation is presented in Table 4.

3) JAMMING, SPOOFING AND MEACONING
Radio frequency interference in GNSS signals is growing in
amount and complexity, given current technological advance-
ments. These have exposed GNSS vulnerabilities that need
to be addressed, particularly for safety-critical applications,
such as autonomous driving [64].
Jamming can be defined as an interference signal over the

frequency band of interest that originates from intentional
or unintentional actions. Although jamming is generally
accepted to lead to signal loss, its effects can vary from having
no effect (e.g., if the jammer is out of range) to severely
deteriorating GNSS transmissions. Satellites with the lowest
C/N0, which typically also have lower elevation angles, are
impacted first, affecting the dilution of precision and causing
a loss of lock and front-end saturation.

The study in [65] classified the type of jamming affecting
the receiver by generating a black-and-white image of the
spectrogram obtained from the incoming radio frequency
in-phase/quadrature samples. These images were then pro-
cessed with two different classifiers, SVM and CNN,
achieving 94% and 91% average classification accuracy,
respectively. This type of solution is not possible when using
measurement-level GNSS receiver data, but could be imple-
mented, for example, in a software-defined radio solution,
where there is access to raw samples.

Technological growth has enabled other positioning meth-
ods based on the Signals of Opportunity (SOP). Cellular
Long Term Evolution (LTE) towers exist in abundance in
urban areas and transmit over a wide range of frequencies
and directions. The C/N0 at the receiver is typically tens

of dBs higher than typical GNSS signals, and they can be
exploited with minimal effort. A jamming attack requires the
entire spectrum of emissions to be targeted using high-power
signals. Cellular SOPs span 700 MHz to 6 GHz; therefore,
these signals present good robustness to interference and can
be used to augment positioning reliability. The work in [64]
exploits these characteristics and uses pseudorange measure-
ments obtained from cellular SOP towers along with GNSS
pseudoranges in a Simultaneous Localization and Mapping
(SLAM) approach to improve GNSS robustness in chal-
lenging or denied environments. This approach successfully
reduces the jamming impact.

Spoofing can be defined as a radio frequency signal
interference attack with the intention of deceiving a GNSS
receiver to track misleading signals, leading to invalid
position, velocity, and timing solutions. Meaconing is a
data-repetition attack that can lead to the same practical result
as spoofing. GNSS vulnerability to spoofing and meaconing
is of high importance because it can lead the receiver to com-
pute a completely different solution without the user system
detecting it or raising an alarm. This imposes an increase in
hazardous misleading information and deterioration of the
system’s IM capabilities, deeming it unsuitable for safety-
of-life applications. The work in [66] studied the use of an
SVM with a radial basis function kernel to separate mea-
surements between authentic and manipulated. The resulting
high number of support vectors of the SVM reflects the high
complexity of this task. Despite the short interference period
used in the dataset, the system achieved a 98% detection
accuracy under static conditions.

Table 5 summarizes the selected works on jamming, spoof-
ing, and meaconing.

D. ENVIRONMENT DETECTION/CLASSIFICATION
Multipath and NLOS signals are among the most severe
phenomena affecting GNSS signals. They are location-
and time-dependent and most frequent in urban environ-
ments owing to the aforementioned issues. Considering these
effects is crucial for improving GNSS-based positioning
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TABLE 5. Specifications, advantages and limitations of the selected studies for Jamming, Spoofing and Meaconing.

FIGURE 7. Environment detection and classification: sensors, features, scenarios and use cases.

performance. However, estimating the respective contribu-
tions is a challenging task because it depends on the complex
interactions between theGNSS signal and elements in the sur-
rounding environment. The type of sensors, features, maps,
typical scenarios, and use cases for environment detection and
classification are depicted in Fig. 7.

Different approaches can be used to obtain informa-
tion about the surrounding environment. Using maps is a
straightforward approach in which, in addition to the reg-
ular information found in 2D maps, 3D city models are
becoming widely available. These maps are being explored
to support 3Dmapping-aided positioningmethods, helping to
address multipath and NLOS issues [67]. There are also pro-
posals to utilize NLOS signals in a constructive manner [68].
While the information in regular maps can be used to deter-

mine the type of scenario in which a vehicle is located, more
advanced approaches can use 3D information to model the
expected effects at the location of the vehicle, ranging from
models based on ray-tracing techniques to more sophisticated
models based onwave propagation theory. The estimated path
is employed to correct for the bias present in the pseudorange
measurement. However, this approach has limitations as the

level of detail and accuracy of the 3D surrounding environ-
ment is typically limited, and the models require significant
processing power, which is usually not available in low-cost
receivers.

More advanced approaches are required to address mul-
tipath and NLOS effects, such as the use of high-resolution
3D models or ML algorithms to predict their impact on sig-
nals. In [56], the authors trained a classifier using supervised
learning to classify GNSS pseudorange measurements into
clean, multipath, and NLOS categories. The authors created
basic 3D building models of the Hung Hom area for data
labeling by manually referencing a 3D model available on
Google Earth. Various features from the GNSS raw data
were evaluated, and a new feature was proposed to indi-
cate the consistency between pseudorange and Doppler shift
measurements. The SVM classifier achieved approximately
75% accuracy using the proposed feature and received signal
strength.

Cameras and LiDAR sensors are frequently explored to
implement perception systems to support automated driving.
In a perception solution, computer vision and ML techniques
are applied to video streams, usually from multiple cameras
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or to a point-cloud from LiDAR, in order to detect and clas-
sify relevant elements surrounding the vehicle. The elements
detected included different types of obstacles, other vehicles,
pedestrians or traffic signs.

This type of system can also be explored to assist posi-
tioning in different ways (e.g., relative positioning). Scene
detection/classification applied to the GNSS positioning
domain can be used to detect and classify elements that can
affect GNSS signals, such as buildings, trees, or tunnels.
This approach has the advantage of using a system that
may already be available in the vehicle and that can provide
real-time information about the surrounding environment.
The level of detail that can be obtained is limited by the
sensor’s field of view at a specific moment, providing only
information about nearby elements.

In [69], a fish-eye camera was used to detect NLOS scenar-
ios caused by urban canyons that affect the reception of the
GNSS signal in the vehicle. The authors used this information
to correct some of the GNSS pseudorange measurements,
thereby improving the overall GNSS positioning accuracy.

Perception systems based on LiDAR and cameras have
various advantages and drawbacks. The high cost of LiDAR
sensors limits their large-scale deployment. In contrast, cam-
era technology is cheaper and readily available on the mass
market, making it a viable option. Cameras can detect both
moving and static objects in the surrounding environment,
and have an advantage over other perception sensors because
of their ability to capture colors and textures, which is not
possible with LiDAR sensors. Both solutions require high
computing power for image-processing algorithms.

LiDAR sensors can also be used to create High Definition
(HD) maps. Point cloud data can be used for SLAM [70].
When combined with GNSS, LiDAR can be used for 3D
mapping of outdoor environments. HD maps are 3D repre-
sentations of the environment that can be captured by survey
vehicles. These maps can then be used in the online phase to
obtain absolute positioning as an alternative or to complement
the absolute positioning provided by GNSS (especially useful
in urban environments).

HD maps can also be used in vehicles without LiDAR
sensors as a source of information regarding the surrounding
environment. In [71], map-matching was used to estimate the
horizontal uncertainty level of the GNSS position fixes for
autonomous vehicle navigation. Thismethod uses anHDmap
to match the position based on proprioceptive sensors and
GNSS fixes, and a particle filter is used to manage multiple
hypotheses. The map-aided horizontal uncertainty level was
computed by determining the maximum distance between a
map-matched hypothesis and a given GNSS position, thereby
providing a confidence indicator for integrity monitoring.
Using HD maps has the disadvantage of not providing real-
time information; large surveys are required to create these
maps, and as the maps become outdated, the surveys must be
repeated.

Selecting the best approach from those described above
depends on striking a balance between complexity, cost, and

the level of detail. In a vehicle that is already equipped
with perception systems, information regarding nearby sur-
rounding elements can be obtained at a relatively low cost.
However, combining multiple approaches is the best way to
achieve optimal results, with perception systems providing
real-time detailed information about the nearby environment
and maps providing a ‘‘big-picture’’ overview. HDmaps may
become an interesting source of information in the future, par-
ticularly if they are widely available and frequently updated.

V. DISCUSSION
From the studies related to position error estimation using AI,
it is clear that this is a novel application, with very few studies
currently available. The results obtained across this category
were heterogeneous given the differences in the datasets and
particular conditions. These ranged from different ground
vehicles in real environments with nearby building, simu-
lation of urban air mobility using synthetic data, and real
data from urban scenarios, both from automotive-grade and
smartphone-grade GNSS receivers. RF was shown to be
better than KNN and SVM in directly predicting the posi-
tioning error using simulation data. Using real data, while
DT was mainly useful for feature ranking and a-priori feature
selection, SVM was able to provide 50% correct bounding
PL, despite additional information from an external camera
to estimate environmental obstruction not improving overall
results. DNN and GCNN were able to handle GNSS mea-
surement variability due to satellite visibility and improved
both accuracy and precision over typical least-squares andKF
implementations.

In the fault detection and exclusion category, most ML
models were mainly used in supporting roles, providing
improved parameters for RAIM implementations. Most stud-
ies usedmanual fault injection, with step and ramp errors used
to prove the effectiveness of each implementation against
traditional RAIM. In addition, these are also single faults;
therefore, it is important for new works targeting RAIM
implementation comparison to move in the direction of
real and multiple faults in urban environments. The models
applied in this category included NN, LSTM, HDBSCAN,
and TDNN.

ML models can assist in the IM process by classifying
the received signals in LOS, NLOS, or multipath conditions.
These methods use various features such as C/N0, pseudor-
ange residuals, satellite elevation angles, Doppler shift, and
different variables obtained from in-car navigation systems.
The models employed for this task were DT, GBDT, fuzzy
logic, CNN, and GRU. The last model outperformed some
standard models, which can be sustained by its ability to use
information from the previous states.

Different ML models have been tested and compared for
atmospheric error estimation applications, such as TEC and
ZWD prediction. For example, the GPR model has been used
to predict the TEC with real-time updates, whereas a fully
connected NN has been used to predict the vertical TEC.
Another NN-based approach was used to forecast ZWD,
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which showed promising results in reducing the tropospheric
effect on GNSS positioning. These studies proved that ML
models can be used to predict this type of error. However, in a
dynamic setting within urban areas, this type of application is
unlikely to have a significant impact, because the quantities
being estimated can be orders of magnitude below other
prominent error sources.

Jamming, spoofing, and meaconing are becoming increas-
ingly prevalent and complex, which is a significant concern
for safety-critical GNSS applications. The solutions analyzed
for this category operated at different levels: intermediate
frequency samples for jamming detection, and GNSS observ-
ables for spoofing/meaconing detection. The SVM and CNN
models were used for these tasks. The detection accuracy
spanned between 90% and 99% among the multiple jamming
types, with SVM performing slightly better than the CNN.
For the spoofing/meaconing case, the detection accuracy
is 98%. A spoofed satellite typically provides inconsistent
positioning data; therefore, traditional RAIM techniques can
detect this as an outlier and remove the affected satellite from
the positioning solution.

The detection and classification of the surrounding envi-
ronment is another component of the equation that is essential
for improving the performance of GNSS-based positioning
systems. Maps, including 3D city models, can provide useful
information about the environment to support 3D mapping-
aided positioning methods, but their accuracy is limited when
modeling the impact of multipath and NLOS effects. Cam-
eras and LiDAR sensors are being increasingly explored as
perception systems to support automated driving and provide
real-time information about the surrounding environment.
The level of detail about the surrounding environment that
can be obtained is limited by the capabilities of the sensors
and environmental changes; however, once this information
is provided to the GNSS system, it will enable performance
improvements. Using the surrounding environment informa-
tionmay allow the use of amulti-model system, depending on
the location of the receiver. This would then pose a different
set of questions, such as when the transition from one model
to the other should be performed, and what level of detail
would be necessary to distinguish between, for example,
an urban setting and a suburban one.

Some of the works analyzed in the position error category
either included environmental detection or tried to infer it.
It is clear from the literature that accounting for the environ-
ment is important, yet care must be taken since this is not a
trivial task, and attempts to do so may become counterpro-
ductive, given that the estimation itself is typically time- and
resource-consuming and not error-free.

In general, ML can consider more complex correlations
between error sources that may not be captured by tra-
ditional statistical models. Owing to the ability to detect
patterns in complex datasets, it is able to estimate errors
without considering sources individually, which comprises in
a simpler approach compared to classic models. ML models
can help detect and correct errors, which is important for

applications that require high levels of accuracy and relia-
bility. However, despite multiple attempts to use different
learning algorithms, the problem of integrity in the auto-
motive context remains unsolved. This could be explained
by the scarcity of large, balanced, and diverse datasets in
dynamic environments. Consequently, simpler ML models
are often implemented instead of advanced and data-hungry
applications. Consequently, the limited success of DT, RF,
SVM, and clustering algorithms such as HDBSCAN or KNN
may be constrained by the lack of generalization and the
presence of noisy data environments. Some state-of-the-art
algorithms can be used to improve integrity if a proper dataset
is available. For instance, the GBDT family can be effective
in noisy data environments, is less prone to overfitting than
RF and DT, and can handle different types of GNSS features
without extensive pre-processing. NN can handle complex
patterns in high-dimensional feature spaces, whereas CNNs
can exploit and automatically learn the spatial correlation
of data. LSTM and transformers are particularly effective
in handling time-series sequential data by capturing global
dependencies in the input sequence and are therefore appro-
priate for non-stationary conditions.

VI. CONCLUSION AND FUTURE WORK
Traditional techniques such as RAIM have been used for
years to mitigate errors affecting GNSS measurements. With
the shift from airplanes to road vehicles, urban scenarios, and
safety-of-life requirements as the main drivers, the increas-
ing complexity and diversity of error sources in GNSS
systems require more advanced approaches. ML models
can potentially provide solutions for improving integrity of
GNSS-based positioning systems. However, further testing is
required to compare these methods with the traditional tech-
niques under realistic and fair conditions. The performance
of ML models depends on various factors, including the size,
shape, quality, and complexity of the dataset, the number of
features, and the target problem. Datasets should be large and
represent all intended scenarios and error classes to prevent
overfitting. Additionally, the models should use inputs that do
not depend on the global position of the receiver. This allows
the model to generalize from the data and effectively provide
better performance.

A few challenges still need to be resolved before IM sys-
tems based on machine learning can be implemented in road
vehicles, particularly with automation levels 4 and above.
First, it is necessary to construct a model that can estimate
integrity in complicated urban contexts while accounting for
many sources of errors, including jamming, spoofing, and
meaconing. To accomplish this, the model must be able to
estimate the integrity state, protection level (or the position
error as a proxy of). Based on this research, it is anticipated
that a learner that can deduce the fundamental behavior of
GNSS error in urban settings will require a higher level
of complexity than that of classic approaches (SVM, RF,
and DT). Indeed, most current GCNN implementations for
positioning error prediction have shown promising results.
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It is crucial to provide an open-source baseline dataset to
promote research in this field and achieve an already specified
model that meets the required navigation performance. The
aim of this dataset is to enable unbiased comparisons of
techniques, even those built with expensive or confidential
information. In addition, it enables broader validation of
the features of interest when performing the IM task. The
Android raw GNSS measurement dataset is a good first step
towards this goal, although it only has 39 features, reducing
the research scope of the features that may impact GNSS
performance the most. In addition, this dataset should ideally
contain samples from other complementary sensors, follow-
ing the trend observed in the classic approaches towards the
urban scenario.

The goal of the positioning system is to provide accurate
position estimations that fall within n · σ range. An integrity
monitoring system is interested in the tail of the error dis-
tribution (e.g., 1 − 1e−7) to estimate a protection level that
correctly bounds the positioning error without hindering con-
tinuity and availability. This poses a serious issue regarding
data imbalance because the number of epochs with faults is
likely to be a very small percentage of the dataset. If the
system sees a few points in fault conditions, it will not be
able to learn to identify them. Data augmentation is an option
that can be used to mitigate data imbalance. However, this
must be approached with caution because the errors follow
the laws of physics and creating artificial data points could
lead to unmeaningful samples.

Even after a model has been successfully trained and val-
idated, demonstrating that it is capable of complying with
the requirements established for autonomous vehicles of
level 4 or higher is far from trivial. The topics addressed in
ISO/IEC TR 24029-1 (if NN are employed), ISO 23894, and
ISO/IEC TR 24027 govern the usage of AI systems. The first
sets the baseline for the robustness of NN systems, which
are typically difficult to prove and test, necessary for their
usage in safety-critical applications. The second addresses the
risks that must be considered during model development and
validation, namely, the complexity of the environment, lack
of transparency, data quality, and hardware issues. The last
focuses on one of the mainML bottlenecks, namely data bias.
This bias can be caused by many factors, such as deficiencies
in the system architecture, cognitive bias of the developer, and
bias inherent to the data generation process, among others.
It is easily learned by the model and can be propagated or
even augmented while performing inferences.

The hardware in which the model will be deployed also
poses a challenge to this research topic. This limits the size
of the model and can cause latency problems or even loss of
accuracy. These constraints typically translate to the use of
small low-complexity models, which are not appropriate for
modeling GNSS integrity in challenging environments. The
computational power of small-sized hardware is increasing,
and in future years, the computational power of road vehicles
will increase significantly, thereby extending the implemen-
tation options.

In the future, our goal is to develop ML-based PL estima-
tion for GNSS IM system, targeting road vehicles in urban
and suburban scenarios.

ACRONYMS
AI Artificial Intelligence.
AL Alert Limit.
AR Auto-Regressive.
ASIL Automotive Safety Integrity Level.
C/N0 Carrier-to-Noise Ratio.
CNN Convolutional Neural Network.
CPSOF Chaos Particle SwarmOptimization Particle

Filter.
DNN Deep Neural Network.
DOP Dilution of Precision.
DT Decision Tree.
EKF Extended Kalman Filter.
FDE Fault Detection and Exclusion.
GBDT Gradient Boosting Decision Tree.
GCNN Graph Convolutional Neural Network.
GMM Gaussian Mixture Model.
GNSS Global Navigation Satellite System.
GPR Gaussian Process Regression.
GPS Global Positioning System.
GRU Gated Recurrent Unit.
HD High Definition.
HDBSCAN Hierarchical Density-Based Spatial Cluster-

ing of Applications with Noise.
HDOP Horizontal Dilution of Precision.
IM Integrity Monitoring.
IR Integrity Risk.
KF Kalman Filter.
KNN K-Nearest Neighbors.
LiDAR Light Detection and Ranging.
LOS Line-Of-Sight.
LSTM Long-Short Term Memory.
LTE Long Term Evolution.
ML Machine Learning.
NDOP Ambiguity Dilution of Precision.
NED North East Down.
NLOS Non-Line-Of-Sight.
NN Neural Network.
PDOP Position Dilution of Precision.
PE Positioning Error.
PL Protection Level.
PPP-RTK Precise Point Positioning - Real-Time

Kinematic.
RAIM Receiver Autonomous Integrity

Monitoring.
RF Random Forest.
RMSE Root Mean Square Error.
SLAM Simultaneous Localization and Mapping.
SNR Signal-to-Noise Ratio.
SOP Signals of Opportunity.
SVM Support Vector Machine.
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TDNN Time Delayed Neural Network.
TEC Total Electron Content.
TTA Time To Alert.
V2I Vehicle-to-Infrastructure.
VDOP Vertical Dilution of Precision.
ZWD Zenith Wet Delay.
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