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ABSTRACT Trusted Execution Environments (TEEs) are fundamental in securing a broad spectrum
of applications and are prevalent on various platforms, from mobile and embedded devices to cloud
servers. However, the existing landscape of TEE technologies is notably heterogeneous, posing substantial
interoperability and compatibility challenges for application developers and system designers. These hurdles
are not limited to well-established technologies like Arm TrustZone and Intel SGX, but also extend to
newer generations of TEE models. In this context, we introduce AnyTEE, a new framework that allows
application developers to use multiple TEE models in their applications and system designers to engineer
customized TEEmodels acrossmultiple Instruction Set Architectures (ISAs). Essentially, AnyTEE harnesses
widely available hardware virtualization primitives to facilitate the development of Software Defined TEEs
(sdTEEs). Our implementation of AnyTEE includes sdTEE versions of the SGX and TrustZone models for
Arm and RISC-V, respectively, along with an sdTEE variant of SGX that incorporates fine-grained isolation
mechanisms. Our evaluation shows that AnyTEE achieves near-native performance (<3% overhead).

INDEX TERMS Trusted execution environments, virtualization, TrustZone, intel SGX, system security.

I. INTRODUCTION
Trusted Execution Environments (TEEs) are a pivotal and
continuously evolving technology for protecting security-
sensitive software. Available on most Commercial Off-
The-Shelf (COTS) platforms, TEEs rely on hardware-based
primitives to isolate the execution of said software from
the untrusted main Operating System (OS) (or hypervisor).
Well-established TEE technologies from major CPU vendors
include Intel SGX [17], Arm TrustZone (TZ) [51], and
AMD SEV [2], and target a wide spectrum of applications
ranging from cloud servers and desktops, to mobile and
embedded / Internet of Things (IoT) devices [17], [51], [56].
Further, steamed by the ever-growing push for confidential
computing, new TEE-enabling technologies have recently
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emerged, such as Intel TDX [30], Arm CCA [38], and RISC-
V CoVE [55].
However, system designers and integrators are today

hampered by significant interoperability and compatibility
challenges due to proprietary features and peculiarities of
TEE technologies. In fact, to cope with stronger threat
models and deliver richer functionality while providing a
competitive market advantage, TEE vendors have devel-
oped independent solutions, resulting in heterogeneous
TEE enforcement mechanisms and protection models. For
example, while TZ mirrors the CPU privilege levels, Intel
SGX preserves the same privilege level while providing
additional protections that prevent arbitrary access to the
TEE by system-level software. These differences translate
into separate software development niches for TZ and
SGX, preventing software reusability between these com-
munities and forcing developers to be proficient in both
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TEE-enabling technologies. Unfortunately, this fragmenta-
tion of TEE software development niches is expected to
grow as the next generation of TEE hardware also exhibits
its specific traits. For instance, while SGX and TZ offer
fine-grained protection at the application logic, Intel TDX
and Arm CCA enable coarser isolation units spanning entire
Virtual Machines (VM).

To cope with TEE heterogeneity, researchers have pro-
posed to emulate specific TEE technologies on platforms
that do not natively support them [20], [28], [33], [66]. For
example, while Komodo [20] mimics the SGX protection
model on Arm platforms, HyperEnclave [33] provides SGX
compatibility on AMD servers. These works, however, do not
allow the coexistence of different TEE programming models
(e.g., emulated SGX and TZ environments) nor do they allow
the development of novel or customizable TEEs. Another
approach to dealing with TEE heterogeneity consists of
developing elementary hardware abstractions for building
customizable TEEs. Keystone [35] pioneered this concept
by providing such abstractions atop raw hardware security
primitives, i.e., the RISC-V physical memory protection
(PMP). The PMP is often present in RISC-V computers (is
part of the ISA) and is a per-CPU protection unit with a
limited number of configurable memory regions (typically
16). However, since PMP is only available in RISC-V,
Keystone cannot directly work on other ISAs, hampering
the porting effort cross-platforms. Furthermore, Keystone
does not provide seamless compatibility with existing TEE
programming models, e.g., precluding the integration of
legacy TZ applications.

In this paper, we complement these existing approaches
and make the case for Software Defined TEEs (sdTEEs), i.e.,
a TEE emulation and customization paradigm that simulta-
neously offers three fundamental properties: (1) portability,
(2) configurability, and (3) interoperability. Firstly, it should
be possible to run legacy stacks (binaries, applications, and
APIs) across various platforms and architectures. Secondly,
they should provide extensible primitives and building
blocks, enabling developers to implement their own custom
TEEs tailored to specific requirements. Finally, Software
Defined TEEs should provide interoperability among TEE
solutions (e.g., application- and VM-level), while enabling
developers to use multiple TEE models simultaneously.
To the best of our knowledge, no existing solution has
achieved this so far.

To materialize this concept, we propose AnyTEE, an open-
source framework that leverages the widely available hard-
ware virtualization primitives existing in well-established
computing platforms (e.g., Arm VE, Intel-VT, RISC-V
Hypervisor extension) to create sdTEEs. sdTEEs consist of
(virtual) isolated execution environments linked to an asso-
ciated context and set of resources (e.g., memory, interrupts)
that can be hierarchically related. To this end, AnyTEE intro-
duces the concept of hierarchical TEE execution modeling,
i.e., a parent sdTEE oversees a child sdTEE, facilitating, for
example, the ability to mimic the vanilla TZ model, where

the secure world has higher privileges than, and control of,
the normal world. This design enables composability, nesting,
and/or customization, to support legacy, modern, and future
TEE models. TEE models for confidential computing can be
replicated by resorting to nested virtualization techniques,
and new sdTEEs featuring additional fine-grained security
properties (e.g., intra-privilege isolation) by manipulating
page tables.

We developed a reference implementation of AnyTEE for
(i) the SGX protection model (sdSGX) on a COTS Arm plat-
form (NXP i.MX8QM) and for (ii) the TZ protection model
(sdTZ) on a RISC-V SoC running on an FPGA. In both cases,
we run legacy trusted applications (TAs) without modifying
the source code, e.g., we seamlessly run a TZ Bitcoin wallet
TA on a RISC-V machine. We also support the simultaneous
execution of sdTZ and sdSGXTEEmodels. Furthermore, our
implementation demonstrates how to augment the SGX and
TZ protectionmodels, for example, by restricting thememory
access privileges of the trusted OS running in the sdTZ [13].
We also implement fine-grained security enhancements by
enhancing sdSGX enclaves with rapid permission context-
switching, akin to VMFUNC [46]. We evaluated AnyTEE
using microbenchmarks and legacy real-world applications.
Our evaluation shows that, in general, our system achieves
near-native performance (average less than 3%), mainly due
to memory virtualization translation at the hardware level.
Our work is open source [8].

A. CONTRIBUTIONS
We make the following contributions:

• Conceptualization of Software Defined TEEs (sdTEEs)
with a focus on three main properties: portability, interop-
erability, and configurability.

• AnyTEE framework design, outlining the building blocks
that enable the support of existing and novel TEE models
on platforms with hardware-supported virtualization.

• Open-source reference implementation for SGX (sdSGX)
and TZ (sdTZ) protection models, accommodating diverse
ISAs such as Armv8-A and RISC-V. Additionally,
an sdTEE-based intra-environment isolation mechanism.

• Comprehensive evaluation and benchmarking of AnyTEE
across SGX and TZ TEE models, and theoretical security
analysis, highlighting mitigations of potential attacks
vectors.

II. BACKGROUND AND OVERVIEW
TEE technologies vary widely in their architectures, capa-
bilities, and threat models. In this section, we explore key
issues that arise from this heterogeneity. First, we discuss
the diversity of TEE technologies. Then, we examine the
limitations of both TEE Software Development Kits (SDKs)
and existing solutions for decoupling TEE software from
hardware. Finally, we outline this work’s goals.
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FIGURE 1. Software stacks and privilege levels of various TEE technologies. Inspired by related work [12], we depict privileges vertically and in ascending
order, with the lowest privilege at the top. TZ: the OS in the normal world requests services to the TEE in the secure world through the secure monitor.
FFA: a trusted hypervisor is added to manage trusted VMs. CCA: the Realm world is added to host the Realm Manager (RMM) which manages confidential
VMs. SGX: enclaves are tied to a process and are protected from all other system software. TDX and CoVE: a trusted hypervisor creates confidential VMs
with resources donated by the untrusted Hypervisor and performs context switching. SEV: an untrusted hypervisor manages VMs, which can either start
up fully protected or select which memory is protected. RISC-V ISA: the physical memory protection (PMP) is used to create security domains, with SBI
managing context switching.

A. HETEROGENEITY OF TEE TECHNOLOGIES
A common denominator between existing TEE technologies
lies in their ability to protect the execution state of security-
sensitive software, isolating it from an untrusted host OS
or hypervisor. Yet, they possess unique features that make
them incompatible with each other. To better understand their
primary sources of incompatibility, in this section, we briefly
review representative TEE technologies.

1) REPRESENTATIVE TEE TECHNOLOGIES
As illustrated in Figure 1, major hardware manufacturers
have developed various TEE technologies. Arm is one of the
major players, creating TZ [51], which is widely deployed in
numerous mobile and embedded/IoT devices. Evolving from
TZ, Arm Firmware Framework for Arm (FFA) [4] and Con-
fidential Computing Architecture (CCA) [38] ensued. From
Intel, we find Software Guard Extensions (SGX) [17] for
desktop and server platforms, and Trust Domain Extensions
(TDX) [30] for cloud and data center environments. AMD
engineered their own TEE technology for the cloud, namely
Secure Encrypted Virtualization (SEV) [2]. Importantly,
RISC-V also includes primitives for building TEE software
stacks in its baseline specification (ISA) [21] and is now
standardizing the Confidential Virtual Machine Extension
(CoVE) [30].

2) DIVERSITY OF TEE PROTECTION MODELS
Conceptually, TEE technologies offer different protection
abstractions, which are then reflected in the programming
and usage models presented to software developers. One
approach aims to protect a specific piece of application logic,
typically a trusted function, that provides a well-defined
interface for invocation by the unprotected application
component. This trusted function is referred to as a TA
in TZ or RISC-V ISA, or as an enclave program in Intel

SGX. This model is particularly well-suited for desktops,
mobile devices, and low-end hardware. A second approach
offers a coarser level of protection by enabling the isolation
of an entire VM, commonly known as a confidential VM.
As illustrated in Figure 1, confidential VMs are supported
by Arm FFA, Arm CCA, Intel TDX, AMD SEV, and
RISC-V CoVE. This model is crucial to enabling confidential
computing.

3) DIVERSITY OF TEE ENFORCEMENT MECHANISMS
For protecting TEE memory and execution state, TEE
technologies typically leverage CPU privilege levels. One
way consists of introducing new trusted CPU privilege levels
to protect the TEE. For instance, TZ mirrors the CPU
privilege levels of the untrusted environment, where the OS
or hypervisor runs, into a trusted environment where TAs
execute. The former is called the normal world, and the
latter, the secure world. The OS must perform a secure
context switch to transition from the normal world, execute
the TAwith user-level privileges in the secure world, and then
transition back to the normal world once the TA execution
finishes. Two trusted software components are necessary to
facilitate this process, both hosted in the secure world: the
secure monitor and the trusted OS. Subsequent Arm TEE
technologies largely build upon the trusted CPU privilege
levels introduced by Arm TZ [13]. In contrast, other TEE
technologies preserve the sameCPUprivilege level layout but
enhance it with additional protections that prevent arbitrary
access to the TEE by system-level software. Notably, Intel
SGX allows the creation of user-level TEE domains, called
enclaves, which prevent the host OS or hypervisor from
accessing their internal state, although they retain their
privilege to manage the memory allocation of the enclaves.
Only a small trusted library needs to be linked as part of
the enclave program to enable context switching. AMD SEV
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TABLE 1. Comparison of SDKs based on scope, support for unmodified TA support, configurable security models, and platform and system support.

adopts a similar approach to protect confidential VMs at the
OS privilege level.

4) OTHER TEE FEATURES
In addition to isolated execution, TEEs tend to include two
additional features: (1) verifiable launch, which involves
the ability to generate evidence that the TEE is running
unaltered software through the use of trusted boot and
remote attestation protocols; and (2) trusted I/O, enabling
TEEs to access external trusted devices, including secure
storage, random number generators, cryptographic engines,
and more. Memory encryption is an optional feature for
protecting against physical attacks, such as cold boot
attacks or bus snooping. It is especially relevant in
cloud deployments, hence its adoption into SGX, SEV,
and TDX. TZ-based platforms typically lack encrypted
memory. For an in-depth analysis, we refer the reader to
Schneider et al. [56].

B. TEE SDK LIMITATIONS
TEE SDKs aim to provide compatibility and portability.
However, we argue that SDKs achieve these goals only
in a limited way. To support our view, we examine ten
widely used TEE SDKs, evaluating their scope, compatibility
with existing software, support for platforms without TEE
hardware, support for flexible threat models, and target ISAs.
A detailed discussion is presented below. Table 1 summarizes
the analysis.

1) SDK SCOPE
TEE SDKs are primarily designed to help developers create
TAs by offering APIs that abstract the complexities of
interacting with TEE hardware and software. However, they
fall short of enabling the seamless deployment of larger
software stacks, such as a trusted OS (e.g., TZ TEE trusted
OS) or a hypervisor (e.g., TZ TEE trusted Hypervisor),
across different platforms. This limitation undermines the
portability and scalability of complex, system-level trusted
environments, for example, a full TZ stack involving a trusted
hypervisor and multiple trusted OSes, or a confidential
computing stack with an untrusted hypervisor.

2) SUPPORT FOR UNMODIFIED TAS
SDKs often require developers to modify their code to
comply with specific APIs. For example, a TA written for
Google’s Trusty trusted OS, or OP-TEE, would have to be
rewritten to target a different SDK. Some SDK solutions
like Graphene-SGX [61] and Scone [6] offer support for
unmodified applications. However, this support is limited to
Linux applications and does not extend to legacy TAs (e.g.,
TZ TEE apps or SGX enclaves).

3) CONFIGURABLE SECURITY MODEL
No TEE SDK currently allows developers to customize the
security model. These SDKs offer predefined models and
permissions that may not address all use cases or threat
scenarios. For instance, TZ TEEs often grant unrestricted
access to normal world resources, creating potential attack
vectors [12], and SDKs lack the necessary mechanisms to
enforce stricter access control. In contrast, SGX enclaves
face different limitations. For example, enclaves rely on the
untrusted app and the OS to access IO devices. While SDKs
assist in managing IO operations, they cannot provide direct
device access to mitigate high overheads caused by IO-
intensive SGX enclave operations.

4) TEE SYSTEM SUPPORT
SDKs often support a very limited number of TEEs.
Asylo [7], Scone [6] and Graphene-SGX [61] focus on
Intel SGX. Enarx [19] and SOFAEnclave [58] support Intel
SGX and AMD SEV but none of the Arm or RISC-V
TEEs, restricting their use in mobile or IoT contexts. Open
Enclave SDK [57], MesaTEE [60], and secGear [48] also
offer limited TEE support, only supporting Intel SGX and TZ,
with OP-TEE support in Open Enclave SDK and MesaTEE
and iTrustee for secGear. In contrast, Veracruz [16], and
UniTEE [24] provide broader architecture support. Ver-
acruz [16] supports Intel SGX, TZ’s OP-TEE, and AWSNitro
Enclaves. UniTEE supports Intel SGX, AMD SEV, and TZ
with a custom microkernel. Regarding TZ, SDKs generally
offer compatibility with Global Platform APIs, as seen
in OpenEnclave SDK, secGear, Veracruz, and MesaTEE.
Although the Global Platform APIs aim to standardize TEE
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interfaces across vendors, they are not universally supported.
For instance, Google’s Trusty does not implement them.

5) NON-TEE SYSTEM SUPPORT
While hardware TEE primitives are widespread in well-
established ISAs and modern platforms, there are popular
platforms, such as the Raspberry Pi, that do not feature
full TEE hardware support. For example, the RPi4 SoC
(BCM2711) supports TZ at the CPU level (privilege levels
and security states) but lacks key platform-level TZ con-
trollers, i.e., TZASC, to protect secure memory. SDKs do not
address this problem as they rely on the TEE hardware or on
TEE software below them to offer the appropriate isolation
mechanisms. Veracruz [16] stands out as an exception, as it
supports executing its runtime atop the IceCap hypervisor.

In summary, while TEE SDKs aim to enhance compatibil-
ity and portability, their effectiveness is limited. These SDKs
generally fall short in supporting unmodified TAs, offering
configurable security models, and broad system support,
particularly for non-TEE hardware platforms. Moreover,
SDKs don’t provide solutions for the integration of complex
trusted systems, or to adapt to different threat models, which
further restricts their practical utility.

C. DECOUPLING TEE SOFTWARE FROM HARDWARE
Traditional TEEs are tightly coupled to specific hardware
implementations, limiting portability and flexibility. Recent
research has focused on decoupling TEE software from
hardware, enabling trusted software to run independently
of specific hardware-based TEE implementations. There
are two main classes of approaches currently proposing
solutions to decouple TEE Software from TEE Hardware.
The first is to allow platform-specific TEE software to
execute on other platforms, as demonstrated by solutions like
HyperEnclave [33] and MyTEE [28]. While MyTEE relies
only on virtualization primitives, HyperEnclave leverages
both virtualization and TEE primitives to achieve the desired
security properties. The second approach, introduced by
Lee et al. with Keystone [35], offers configurable security
properties at design time, allowing developers to tailor
the threat model to specific use cases. However, existing
solutions face two main limitations. First, they do not support
TEE software from multiple TEE technologies due to rigid
execution models, e.g., HyperEnclave cannot host TZ TEE
software, andMyTEE cannot support SGX enclaves. Second,
ensuring compatibility with existing TEE software remains
challenging when offering configurable TEE properties,
as demonstrated by the limitations of Keystone. Keystone is
restricted by the PMP mechanism, e.g., a limited number of
regions cannot address arbitrary dynamic allocation, and the
reliance on custom runtimes to host TAs, offering no com-
patibility with existing TEE software. We provide a detailed
analysis of the limitations of these systems in §VIII-A.
Although decoupling TEE software from hardware offers

significant advantages in flexibility, it can lead to the loss
of some security properties. For instance, an SGX enclave

that depends on memory encryption to protect sensitive data
cannot be securely deployed on platforms without such a
mechanism. However, in the absence of necessary hardware,
it may be possible to implement these security features
through software-based solutions, in this case, a software-
based memory encryption solution.

D. ANYTEE GOALS
With AnyTEE, we address the portability and configurability
limitations of both TEE SDKs and TEE decoupling solutions.
Our approach relies on hardware-assisted virtualization,
a widely accessible technology even on low-cost platforms
(e.g., Raspberry Pi), to isolate TEE software and emulate
low-level TEE hardware features, ensuring compatibility
with existing TEE implementations. Additionally, we offer
a flexible and extensible framework that allows developers
to customize the TEE to meet specific security requirements,
providing a tailored solution that adapts to diverse threat mod-
els and use cases. project requires developers to consider plat-
form limits when emulating TEE models. For example, miss-
ing memory encryption weakens physical attack defenses.
In summary, AnyTEE aims to achieve three main goals:

1) PORTABILITY
Ease of transitioning TEE software stacks between various
platforms and architectures, including those lacking native
TEE support.

2) CONFIGURABILITY
Allow applications to benefit from custom TEEs or modify
the security properties of existing ones to meet specific needs.

3) INTEROPERABILITY
Allow applications to benefit from different TEE models co-
existing simultaneously on the same platform.

FIGURE 2. AnyTEE architecture, with multiple sdTEE types.

III. DESIGN
AnyTEE is our proposed solution to offer software defined
TEEs compatible with existing TEE software on commodity
platforms. In this section, we present the design of AnyTEE,

VOLUME 13, 2025 109987



D. Cerdeira et al.: AnyTEE: An Open and Interoperable Software Defined TEE Framework

its components, and the approach to create cross-platform,
legacy-compatible, and configurable TEEs. Figure 2 presents
AnyTEE architecture and its software defined TEE interface.
In our system, software defined TEEs, referred to as sdTEEs,
are defined through an sdTEE Manifest 1⃝ and TEE software
2⃝. sdTEEs are managed by AnyTEEHandlers 3⃝, which use
the internal core mechanisms 4⃝ as building blocks. AnyTEE
executes on a host platform 5⃝, that may feature its own
host TEE or a Root-of-Trust 6⃝, which AnyTEE leverages to
provide features such as monotonic counters, secure storage,
and true random numbers.

In AnyTEE, an attacker’s goal is to violate the access
control policy, either to compromise sdTEEs or other parts of
the system. We assume AnyTEE implementation is correct
and that it is securely integrated into the platform’s boot
process, which includes secure loading of AnyTEE and
sdTEE Manifest. The sdTEE software stacks are not trusted.
Side-channel, micro-architectural, or physical attacks are out
of our scope, as mitigations to these attacks are orthogonal to
our work.

A. SOFTWARE DEFINED TEES (SDTEES)
Through sdTEE configuration and management, AnyTEE
allows the creation of TEE programming models. Handlers
oversee sdTEE execution and integrate into AnyTEE as
plugins written in the C programming language that handle
sdTEE requests and events implementing TEE functionality.

1) SDTEE ACCESS CONTROL AND STATE
sdTEEs comprise an execution context with access to
memory (including MMIO), interrupts (configured through
the interrupt controller), and execution priority relative to
other sdTEEs. sdTEEs execution context is a VM with
multiple virtual CPUs (vCPUs), one per physical CPU. The
execution context includes CPU registers, system registers,
nested page tables, and a virtual interrupt control state. Nested
page tables are used to enforce sdTEE’s permissions over
the platform’s memory and MMIO, enabling granular access
control. sdTEEs may need access to interrupts to respond to
asynchronous events, such as timer and asynchronous device
events, and in these cases, sdTEE’s state includes a virtual
interrupt controller. sdTEE execution priority determines
execution precedence among sdTEEs. For instance, in TZ, the
secure world can preempt normal world execution by setting
interrupts as secure, resulting in higher priorities interrupt
handling. On the other hand, in SGX, enclave execution
priority is lower than the GPOS’s, allowing the GPOS to take
control of the enclave.

2) HIERARCHICAL MODELING OF TEE EXECUTION
AnyTEE introduces a hierarchical modeling approach for
TEEs based on an execution control hierarchy. This approach
categorizes controlling partitions as parents, while controlled
partitions are identified as children. In TZ, for instance, the
secure world serves as the parent of the normal world. This
approach allows for the concurrent execution of multiple

TEEs, exemplified in Figure 3 (A), where sdSGX is
controlled by sdSGPOS, which is, in turn, controlled by
sdTZ. Furthermore, our modeling approach supports nested
TEEs, as depicted in Figure 3 (B). This enhances system
compartmentalization and security by adhering to the least
privilege principle. For example, it enables the execution of a
TEE with exclusive resource access that sdTZ cannot reach.
The hierarchical view of TEEs also allows a reconsideration
of the TEE execution model, as shown in Figure 3 (C). This
facilitates novel configurations, such as a system running
a TZ environment under sdGPOS control, preventing sdTZ
from taking control of sdGPOS execution thus improving
sdGPOS availability. Additionally, it can be used to enhance
the properties of sdSGX enclaves, for example, to ensure
minimum enclave execution times.

FIGURE 3. Hierarchical sdTEEs enable TEE composability (A), nesting (B),
and customization (C).

3) SDTEES CONFIGURATION
The configuration of each sdTEE access to platformmemory,
MMIO, interrupts, and its position in the execution hierarchy
is done through a file named the sdTEE Manifest. For
instance, establishing a TZ TEE involves configuring the
manifest with two instantiated sdTEEs: one for the normal
world (sdGPOS) and one for the secure world (sdTZ). The
sdTZ manifest is defined first, modeling sdTZ as the parent
of sdGPOS. Using the partition field, sdTZ is granted access
to all memory, MMIO, and interrupts except for AnyTEE’s
private memory. The trusted OS binary is set as the manifest
payload. Themain handler is the sdTZ handler. Subsequently,
the sdGPOS manifest is created as sdTZ’s child. sdGPOS’s
partition fully overlaps with sdTZ but excludes resources
exclusive to sdTZ. The payload for sdGPOS is set as
the normal world bootloader (e.g., u-boot), responsible for
booting the GPOS. The main handler for sdGPOS is the
sdGPOS handler, and sdGPOS can make requests to the sdTZ
handler.

B. SUPPORT FOR TEE MODELS
AnyTEE employs a modular approach to emulate TEEs,
by introducing sdTEE Handlers. All sdTEEs require a main
handler to deliver interrupts and handle events according
to TEE-specific logic. Handlers integrate with AnyTEE by
using AnyTEE’s core mechanisms and event-based system,
similar to XMHF [64]. During sdTEE setup, handlers register
callbacks to events for sdTEE instances. When events occur
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TABLE 2. AnyTEE main API for handlers.

or a request is made for an sdTEE instance, AnyTEE iterates
over a list of the registered callbacks and invokes them
iteratively allowing each handler to react appropriately. The
sdTEE manifest field accessible handlers controls which
requests are allowed for each sdTEE. Handlers can register
to manage events by using the sub_* AnyTEE functions,
see AnyTEE Core Mechanisms below.

1) SDTEE EXECUTION MANAGEMENT
sdTEE execution is managed through a FIFO data structure,
i.e., stack, where each invocation of a child sdTEE (sdTEEC )
involves pushing the sdTEE onto the execution stack using
push. Upon completing the requested operations, the child
sdTEE performs a pop operation to return execution to
its parent (sdTEEP). In case of an interrupt, depending on
priority, the stack may need to be unwound to sdTEEP.
Resuming execution of sdTEEC requires sdTEEP to issue
a call to AnyTEE, which results in the sdTEEP handler
performing a push operation.

2) FULL-FEATURED HYPERVISOR SUPPORT
AnyTEE operates in hypervisor mode, posing challenges in
supporting software stacks featuring hypervisors. To over-
come this, we introduce a hypervisor sdTEE (sdHyp) capable
of hosting and creating guest VM sdTEEs (sdHypVM ) as
shown in Figure 4(A). Hypervisor support is achieved
through nested virtualization techniques [39], [69], which
can be implemented through para-virtualization, trap-and-
emulation, or leveraging hardware support. Integration of
sdHyp with other TEEs is possible and illustrated in
Figure 4(B), for example, having sdTZ controlling the
execution of sdHyp, and each sdHypVM hosting sdSGX
enclaves. Integration with confidential computing TEEs,
e.g., CoVE, is shown in Figure 4(C). CoVE features a
Trusted Security Monitor (TSM) which creates and manages
confidential VMs. The TSM is represented by sdTSM and
controlled by sdHyp. sdHyp invokes the sdTSM to interact
with confidential VMs (cVMs).

3) SDTEE-BASED SECURITY ENHANCEMENTS
By leveraging nested page tables, AnyTEE can leverage
typical OS-level privileges and augment them to create flex-
ible security primitives for applications. We propose three:
1) intra-privilege isolation, 2) read-only and write-oncemem-
ory regions, and 3) immutable page tables. 1) Intra-privilege

FIGURE 4. AnyTEE support for Hypervisor and TEE integration.

isolation establishes different permissions based on the
current execution context, to restrict access to secrets based
on what part of the application is executing. 2) Read-only and
write-once memory regions enables setting memory regions
as read-only to the sdTEE, even if the first stage page table
maps that memory as writable or disables virtual memory.
The application must issue AnyTEE requests to mark pages
as no longer writable. This mechanism can be used to
maintain immutable log records. 3) Immutable page tables
renders the sdTEE page table memory region immutable
and prevents the sdTEE from setting a new root page table.
AnyTEE designates the page table memory region as read-
only, inhibits modifications to the register holding the root
page table address, and ensures that any writable memory
region is not executable. This approach ensures no code
injections are possible.

C. PROJECT CORE MECHANISMS
The AnyTEE core mechanisms consist of building blocks
for TEE handlers, providing abstractions for sdTEE creation,
management, attestation, and access to the host TEE on the
platform. AnyTEE provides an event-based system to allow
handlers to react to sdTEE events, including hypervisor and
firmware calls, interrupts, and aborts. Table 2 summarizes the
main interfaces the mechanisms expose.

1) SDTEE
sdTEEs can either be created at boot time or at run time.
AnyTEE initialization routines will invoke create to create
sdTEEs. create and destroy are used to dynamically
create and destroy sdTEEs. create takes as input an sdTEE
Manifest, while destroy takes an sdTEE UUID.
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2) MEMORY MANAGEMENT
Spatial isolation is critical to prevent unauthorized access
to TEE memory. TEEs have distinct requirements, ranging
from fine-grain granularity (e.g., 4 kiB pages) to coarse-
grain memory regions (e.g., 16 configurable memory regions
for the entire system). Additionally, support for run-time
modifications of the access control may also be necessary.
To achieve this AnyTEE resorts to nested page tables, and
provides add_mem_region and remove_mem_region
functions. Memory management also supports exclusive IO
device assignment to sdTEEs. To control direct memory
accesses (DMA) by IO devices, memory management relies
on platform protection mechanisms such as IOMMU or
IOMPU. A challenge arises for sdTEEs with non-continuous
physical address spaces (e.g., SGX, VM-based TEEs).
In these cases AnyTEE leverages the IOMMU. In other cases,
AnyTEE may be unable to support IO binding. To transfer
resources between sdTEEs a handler must know the physical
address of a resource, to obtain it, Handlers must use
mem_translate.

3) EVENT MANAGER
AnyTEE provides a mechanism for handlers to subscribe
to sdTEE events. Subscribing to firmware calls is possible
using the sub_firmware, allowing handlers to react to
requests with little or no modifications to existing software.
Subscribing to hypervisor calls, sub_hypercall, allows
handlers to establish their own hypercall interface. For
example, to emulate SGX operations at the request of the
GPOS. Furthermore, by subscribing accesses to specific
memory regions, sub_mem_region, handlers can emulate
IO devices. Events such as memory aborts can also be
subscribed.

4) INTERRUPT MANAGEMENT
AnyTEE receives all system interrupts. A handler subscribes
to its sdTEE interrupts through sub_interrupts. It also
subscribes to interrupts of other sdTEEs, using the same
function, e.g., to handle context switching between sdTEEs.
Interrupts are then injected by its main handler using
inject_interrupt.

5) ATTESTATION
To provide sdTEE attestation, we resort to an attestation
evidence list that includes platform and sdTEE code UUIDs,
software versions, resources attributed to the sdTEE, and a
cryptographic hash of the sdTEE payload. Handlers leverage
AnyTEE’s attestation API, get_quote, to create attestation
evidence. AnyTEE takes advantage of the host platforms’
TEE or RoT to create hardware-bound public/private key pair,
store the private key, and digitally sign the evidence list. The
evidence list is then provided to a remote party, which will use
it to decide whether to trust the sdTEE. Similar approaches
have already been proposed [33].

6) HOST TEE INTERFACE
In some TEE models (e.g., TZ), primitives such as random
number generation, secure storage, and cryptographic accel-
erators, may be hardwired to the platform’s TEE. AnyTEE
can provide these same features to sdTEEs through the Host
TEE abstraction. For example, on a TZ-enabled platform,
access to the replay-protected memory block (RPMB) needs
to be mediated via a TA responsible for issuing secure storage
requests. Alternatively, AnyTEE can use external RoT such as
TPMs. To support unmodified binaries it may be necessary to
emulate security-related IO devices that offer these features.

IV. IMPLEMENTATION
In this Section, we describe the implementation details to
support (i) SGX and (ii) TZ TEE models, as well as (iii)
sdTEE-based security enhancement. We implement sdSGX
and sdTEE-based security enhancement onNXP’s i.MX8MQ
as Armv8-A target and sdTZ on both the i.MX8MQ
and Digilent’s Genesys 2 FPGA with a RISC-V CVA6
bitstream [54], [62]. We used the (Armv8-A) TF-A version
2.7, (RISC-V) OpenSBI 1.1, OPTEE version 3.21, and
Linux 5.11.

A. SDSGX
In this section, we present our SGX TEE model (i.e., sdSGX)
implementation for AnyTEE. Figure 5 depicts its architecture
within AnyTEE. We also describe how sdSGX augments
SGX security properties and extends its programming model.

FIGURE 5. AnyTEE SGX implementation, sdSGX, including boot and
run-time aspects, as well as sdSGX software.

1) SOFTWARE COMPONENTS
sdSGX implementation relies on a modified version of
the SGX SDK and a custom SGX kernel driver. The
untrusted runtime system (uRTS) was modified, creating
sdSGX uRTS, to interact with our sdSGX kernel module.
These modifications replace SGX functionality with calls
to the SGX handler. We focus on the key functions:
sgx_create_enclave,sgx_destroy_enclave and
sgx_ecall, showcasing AnyTEE core features while
not aiming for a complete SGX emulation. The kernel
module is then responsible for interacting with the SGX
handler. We built a unikernel runtime environment to support
enclave execution in an sdTEE, based on the SGX SDK’s
trusted runtime system (tRTS), creating sdSGX tRTS. sdSGX
tRTS interacts with the SGX handler, performs enclave
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initialization, and manages invocation of enclave functions
and calls to the untrusted application.

2) EXECUTION FLOW
Figure 5 illustrates the execution flow. AnyTEE loads an
sdTEE Manifest to create an untrusted OS sdTEE (sdGPOS)
during boot 1⃝. The process of creating an sdSGX enclave
involves: i) creating the sdTEE manifest, ii) loading it into
memory, and iii) allocating the enclave memory regions 2⃝.
The application then requests AnyTEE SGX driver to create
an enclave using the manifest 3⃝. AnyTEE delivers requests
to SGX handler 4⃝, which authenticates the manifest,
creates the sdTEE, and initializes it, setting the sdSGX as
a child of sdGPOS. Ecalls and Ocalls allow applications
to invoke enclave operations and vice-versa. In sdSGX,
Ecalls are executed by requests to the sdSGX handler,
through hypervisor calls, triggering context switches to the
corresponding enclave. Ocalls require enclave access to the
application’s stack pointer to allocate Ocall arguments but
otherwise operate similarly to Ecalls. In SGX, GPOS handles
enclave exceptions and faults. In AnyTEE, the SGX handler
handles interrupts andmemory access faults, and signals such
events to sdGPOS. The sdGPOS can then resume enclave
execution through a resume call to the SGX handler.

3) AUGMENTED SGX
Side-channel protection (e.g., through cache and DRAM
bank coloring) can be used to improve confidentiality.
Although side-channel attacks are out of scope for AnyTEE,
some of them can be minimized [63], [67] by removing
sdGPOS’ ability to map and unmap enclave memory regions
at will and preventing granular enclave interrupts. sdSGX
can improve availability by allowing prioritizing enclave
execution or allocating custom time windows regardless of
OS scheduling policies. We can also improve application
confidentiality and integrity by preventing the enclave from
having arbitrary access to the application’s address space.
Performance-wise, as sdSGX does not feature memory
encryption, it improves native enclaves’ performance. Addi-
tionally, there are no hard limits for memory region size
available to sdSGX enclaves. sdSGX can also benefit from
exclusive device assignment, reducing IO-related overhead
compared to original SGX enclaves.

4) COMPATIBILITY AND LIMITATION
Our implementation adheres to the SGX programming
model, allowing the execution of legacy enclaves without
modifying architecture-independent enclave source code.
However, the complete implementation tRTS, uRTS, enclave
standard library code, and SGXPlatform Software (PSW) has
not been undertaken due to the effort required for support.
Notably, multi-threaded enclaves are not supported in our
current implementation. It’s worth mentioning that sdSGX
necessitates the pinning of application page tables to prevent
swap operations. Given the lack of hardware encrypted

memory, sdSGX also features a weaker threat model than
SGX, e.g., an attacker with bus snooping capability could
access the sdSGX’s enclave state. However, AnyTEE could
leveragememory encryption engines or SoC bound execution
to achieve this property [35], [70], [71].

B. SDTZ
We now discuss AnyTEE implementation of sdTZ, illustrated
in Figure 6, including support for OP-TEE trusted OS in
RISC-V. Additionally, we explore enhancements to address
some of TZ’s architectural limitations [12].

FIGURE 6. AnyTEE TZ implementation, sdTZ, including boot and run-time
aspects, as well as sdTZ software.

1) SOFTWARE COMPONENTS
AnyTEE supports OP-TEE trusted OS on RISC-V, building
upon existing porting efforts [1]. Some implementation
details differ from the Arm architecture. For example, our
OP-TEE RISC-V port doesn’t support registering callbacks
to different events, e.g., standard call (i.e., interruptible
call) and fast call (i.e., uninterruptible call). Instead, in our
implementation, the trusted OS distinguishes between events
and invokes the appropriate handler. The TZ handler imple-
ments the context-switching logic to support communication
between untrusted OS and OP-TEE. We modify OPTEE’s
Linux kernel driver to perform RISC-V Supervisor Binary
Interface (SBI) calls instead of Arm Secure Monitor Calls
(SMC). The AnyTEE handler then handles SBI calls. For
exclusive access to MMIO devices, AnyTEE exclusively
maps the MMIO region and binds associated interrupts to
sdTZ.

2) EXECUTION FLOW
We instantiate two sdTEEs at boot time following TZ’s
boot flow, booting sdTZ software (secure world) before
sdGPOS (normal world). The sdTEE manifest establishes
resources belonging to each world 1⃝. AnyTEE requires
secure integration into the platform’s secure boot. A request
for TZ typically originates from an application 2⃝. The
application interacts with the trusted OS driver 3⃝, which
will then invoke the TZ handler 4⃝, through SMC or SBI
calls. The TZ handler then performs a context switch to the
trusted OS 5⃝. Our OP-TEE RISC-V port does not handle
receiving interrupts meant for the GPOS. To address this, the
TZ handler identifies such interrupts and forwards the event
to the GPOS handler.
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3) AUGMENTED TRUSTZONE
A critical security limitation of TZ is the trusted OS’s
access privileges [12], [13]. The trusted OS can access
any normal and secure world resource. With AnyTEE it is
possible to restrict the memory access privileges of trusted
OSes running in sdTZs, preventing them from arbitrarily
accessing resources of the sdGPOS sdTEE. Finally, AnyTEE
allows the instantiation of multiple TZ-TEEs. Several works
have targeted this topic [13], [29], [34], [37], with FFA on
Armv8.4 also enabling this.

4) COMPATIBILITY AND LIMITATIONS
AnyTEE currently only supports OP-TEE trusted OS. Other
trusted OSes may require direct support. We executed
OPTEE’s xtest (refer to §V-B), demonstrating wide compat-
ibility.

C. INTRA-SDTEE ISOLATION
Recent CPU generations introduced mechanisms like Intel’s
Memory Protection Keys (MPK), nested page table switch-
ing with VM functions (VMFUNC), and Arm’s Memory
Tagging Extensions (MTE), for memory isolation [46].
In our project, we enhance sdSGX enclaves with rapid
permission context-switching, akin toVMFUNC. This allows
efficient management of access to sensitive information
during execution addressing potential security risks in
enclave implementations. Proposals to modify hardware for
integrating isolation primitives into enclaves have already
been explored [25].

The VMFUNC instruction on recent Intel processors
enables VMs to modify the second stage page table root.
Hypervisor-configured root pointers are stored in a table,
allowing VM guests to select a specific root pointer.
Invoking the VMFUNC instruction modifies the Guest
Physical Addresses to Host Physical Addresses mappings by
switching root pointers, allowing VMs to establish mappings
that enable access to sensitive information only when
needed, and efficiently grant and revoke access to it during
execution. In AnyTEE, we implement an approach similar to
VMFUNC, but that is implemented by software running at the
OS level.

1) KEY INSIGHT
Our implementation starts from the observation that it is pos-
sible to efficiently switch address space, i.e., domains, with
one write to root page table address register, TTBR0_EL1
in Armv8. An alternate approach would require updating
page tables on every domain switch requiring page table
modification and TLB invalidation. The key optimization to
avoid page table modifications and TLB invalidation relies on
pairing page tables and Address Space Identifiers (ASIDs),
such that each ASID has a one-to-one relation with a page
table (and vice-versa), and leveraging non-global page table
property. Marking pages as non-global sets the page table
as valid only for the respective ASID. Each page table and

ASID pair form an execution context with different access
permissions. This allows the TLB to select the correct page
table entry for each domain. Not leveraging ASIDs and
relying only on page table modifications can lead to incorrect
memory access permissions. Cached page table entries in the
TLB may result in using outdated entries, as the TLB deems
them valid for the requested address translation, despite the
page table switch.

2) ESTABLISHING DOMAINS
Each ASID represents a combination of permissions for each
domain. For a setup with one domain where A is Accessible,
W is Writable and * is Any, the following permissions are
possible: D1{AW }, D1{A−}, D1{−∗}. To create this domain,
three ASID and page table pairs are required. Supporting
all combinations of N number of domains requires 3N page
table and ASID pairs. For 8-bit ASIDs, all combinations of
5 domains are supported, requiring 35 (243) page tables. For
16-bit ASIDs, all combinations of 10 domains require 310

(59, 049) page tables. The number grows exponentially with
N . It is up to the sdTEE developer to evaluate the trade-offs
in speed in execution and number of page tables, considered
in terms of memory utilization.

TABLE 3. Microbenchmarks for creation, destruction, and context switch
operations, for an enclave with a binary size of 8.3 MiB.

V. EVALUATION
We evaluate sdSGX and sdTEE-based security enhancements
on NXP’s i.MX8MQ platform, as well as sdTZ on both the
i.MX8MQ and Digilent’s Genesys 2 FPGA with a RISC-
V CVA6 bitstream, using microbenchmarks and real-world
applications.1

A. SDSGX
For the microbenchmarks, we measure three key micro-
operations: i) enclave creation, ii) enclave destruction, and
iii) context-switching. The evaluated enclave was configured
with a memory region of 8.3 MiB (enclave binary size). For
the remaining tests, we compare Linux and sdSGX versions
of the same application. We evaluate AnyTEE’s sdSGX
impact on CPU-intensive workloads by running nbench [25],
[33]. Next, we measure the execution time of read operations
of an application implementing an SSL server. Client requests
originate from co-located client applications running on
the same OS instance. At the application level we create
an application that receives 300 kiB of encrypted data in
16 kiB chunks and for every chunk sends an acknowledgment
message.

1We validated the execution of simultaneous TEEs. However, for the sake
of simplicity, we evaluate sdTZ and sdSGX independently.
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FIGURE 7. Relative and absolute execution time for nbench benchmark
workloads for Linux App and sdSGX.

1) METHODOLOGY
To measure creation, destruction, and context switch opera-
tions, we use Linux time API and register elapsed time for
the execution of each test (CLOCK_REALTIME parameter).
For nbench, we look only at the reported score values.
To measure the execution of SSL operations we use the
architectural timer to avoid context switches between the
enclave and application. For nbench and SSL, we compare
execution between Linux and sdSGX versions of the same
applications.

2) MICROBENCHMARKS
Table 3 summarizes the results for the micro-operations.
Enclave creation requires nested page table modifications
and, thus, TLB invalidation. In enclave destruction, the entire
enclave memory is zeroed to prevent leaks of security-
sensitive data, and second-stage page tables are modified.
Finally, the context-switch involves context switches from the
application to the OS, from the OS to AnyTEE, and from
AnyTEE to sdSGX.

SGX-nbench results show negligible overhead, Figure 7,
with the geometric mean of the relative execution time for the
SGX-nbench being approximately 0.01× when compared to
the nbench for Linux. These results align with recent reports
on the performance of hardware virtualization [42]. Lastly,
for the SSL read operation, Figure 8, the results indicate
that the context-switch operation has a non-negligible impact,
1.39×, especially for smaller buffers. With smaller buffers,
the fixed cost of each context switch represents a larger
proportion of the total execution time, resulting in a higher
relative overhead.

FIGURE 8. Execution of OpenSSL read operations for different buffer
sizes. The four scenarios are: Linux application (native), sdSGX enclave
(sdSGX), sdSGX enclave optimized enhancement (sdSGX-enh), sdSGX
enclave with naive enhancement (sdSGX-enh-naiv).

TABLE 4. The OpenSSL operation reads 300KB of data in 16KB chunks.
The scenarios are: Linux (native), sdSGX enclave (sdSGX), sdSGX enclave
with optimized enhancement (sdSGX-enh), and sdSGX enclave with naive
enhancement (sdSGX-enh-naiv).

3) APPLICATION
Table 4 presents results for the SGX-OpenSSL enclave
application. Overall the performance is near-native, intro-
ducing on average less than 3% overhead. This is justified
by the residual impact the context switch and hardware
virtualization have on overall execution time of the enclave.

B. SDTZ
Due to potential deviations between the performance over-
head on an FPGA-based soft-core2 and a hard-core in silicon,
we have complemented the results with experiments con-
ducted on the COTS Arm NXP platform, which is endowed
with a sophisticated and performing microarchitecture. For
microbenchmarks, we measure world switch time and the
execution time of OP-TEE xtest 4.0.0, a suite of OP-TEE
regression tests (grouped into nine categories) to validate
the implementation of the trusted kernel and APIs. xtest
also includes benchmarks to assess the performance of
cryptographic and storage-related operations. At the macro
level, we measure the execution time of a real-world
application, an open-source Bitcoin wallet TA [31].

1) METHODOLOGY
We use the architectural timer to measure context switch
time. For xtest and Bitcoin TA, we used Linux time API
with CLOCK_REALTIME parameter. We compare sdTZ to
two TEE implementations, a typical TZ scenario on Arm
leveraging TF-A, and our own support for TEE on RISC-V
with a modified OpenSBI firmware.

2) MICROBENCHMARKS
World switch time with sdTZ (Table 5) is reduced compared
to OpenSBI by 3.5%. This improvement is mostly due to the
need to perform TLB invalidation on context switches using
OpenSBI. On average, the performance overhead was 5%,
with a maximum of up to 13% (Figure 9). We hypothesized
this is mostly due to CVA6’s simple microarchitecture, and
corroborated this hypothesis by running sdTZ on Arm (with
hardware virtualization support). For the AnyTEE Aarch64,
we observed only a performance overhead of around 1%; this
is in line with other recent studies [42], and the expectation
for RISC-V silicon when hardware virtualization extensions

2Previous work has exposed that hardware virtualization support on CVA6
is not optimized for performance due to the simple microarchitecture [54].
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FIGURE 9. Geometric mean of sdTZ overhead for xtest. Each bar represents the geometric mean of overheads for the tests within a
group. The left side of the figure presents the unit tests for the nine groups. The right side of the figure presents results for the
benchmarks in three groups.

become available in COTS platforms (e.g., SiFive P800
Series, Microchip PolarFire 2).

TABLE 5. Context switch for transition from GPOS to trusted OS.

3) APPLICATION
Figure 10 presents the results for the Bitcoin wallet TA. The
geometric mean of the performance overhead is 1.16% for
RISC-V and 0.2% for Aarch64, lower than the overhead
assessed with xtest. This is explained by the fact that
the operations performed by the Bitcoin wallet TA are
not small, isolated tasks. Instead, they include broader
application logic, which reduces the relative impact of context
switching overhead over the application’s runtime. As a
result, we conclude that AnyTEE has negligible impact in
real-world applications.

C. INTRA-SDTEE ISOLATION
We evaluate the performance of sdSGX with additional
intra-sdTEE isolation (Figure 8 and Table 4). We evaluate
an optimized implementation, i.e., page table switches are
performed using a single instruction, denoted as sdSGX-
enh. The naive implementation, involving modifications
to page table entries and TLB invalidation operations, is
sdSGX-enh-naiv.

1) MICROBENCHMARK
Figure 8 shows the overheads for the two implemented
intra-sdTEE isolation approaches. The results show that
the optimized version performs 9.14% better than the
naive approach, explained by the cost of performing TLB
invalidations. Overall, sdSGX-enh incurs 1.87% overhead
compared to the plain sdSGX enclave.

2) APPLICATION
In Table 4, the overheads of both implemented intra-sdTEE
isolation approaches are presented for receiving a large buffer.
Results report that the optimized version outperforms the
naive approach by 9.2%. Again, this speedup can be justified
by the reduced number of expensive microarchitectural
operations, i.e., TLB invalidation and subsequent decrease in
TLBmisses. Overall, compared to the vanilla sdSGX enclave,
sdSGX-enh adds 0.08% overhead.

FIGURE 10. Relative, absolute execution time, and normalized standard
deviation for Bitcoin wallet commands.

VI. SECURITY EVALUATION
We evaluate AnyTEE security through a theoretical analysis
of its enforcement of security properties. We address the vec-
tors that may be attempted to subvert security properties and
highlight the protective mechanisms enforced by AnyTEE.

A. A1. COMPROMISED GPOS
In case the GPOS is compromised, AnyTEE’s nested page
tables and 1O protection mechanisms prevent it from making
arbitrary accesses. A GPOS can abuse enclave loading.
To prevent this the sdSGX handler confirms resource
ownership, and attests the enclave binary. The GPOS can
try to scan the enclave’s secrets after destruction. These
attempts are thwarted by zeroing the enclave’s memory and
invalidating the cache upon enclave destruction.

B. A2. COMPROMISED ENCLAVE
A compromised enclave may target the host application
within its threat model. However, attempts to compromise the
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GPOS, AnyTEE’s hypervisor, or other sdTEE components
are prevented due to nested page tables and 1O protection
mechanisms.

C. A3. COMPROMISED TRUSTED OS
A compromised trusted OS may try to gain control over
the GPOS, as allowed in TZ’s threat model. However,
with proper configuration, AnyTEE allows restricting trusted
OS access, and creating multiple sdTEEs for additional
trusted OS environments. Recent works have addressed the
importance of sandboxing trusted OSes to mitigate several
critical CVEs [13], [37].

D. A4. TCB TAMPERING
AnyTEE safeguards against TCB tampering by employing
secure boot to abort the system boot sequence in case of
firmware integrity check failure. Additionally, AnyTEE relies
on one-time programmable memories, such as eFuses, to pre-
vent attackers from modifying the platform’s certificates and
compromising the chain of trust.

E. A5. PHYSICAL ACCESS
AnyTEE does not protect against physical access attacks.
However, similarly to other works, AnyTEE can use
software-based solutions to encrypt memory assuming the
presence of on-chip memory [35], [70], or use memory
encryption accelerators if present.

F. A6. SIDE CHANNEL
While side-channel attacks are outside the scope of AnyTEE,
mitigation techniques (e.g., cache coloring) can be used at
the expense of some performance degradation. Controlled
channel attacks can be mitigated by adopting more secure
behavior for TEE emulation, for example, removing the
ability of GPOS to unmap enclavememory [67] or to interrupt
enclave with high-precision interrupts [63].

VII. DISCUSSION
A. CONFIDENTIAL COMPUTING MODEL SUPPORT
Confidential computing solutions leverage an untrusted
hypervisor that manages the platform’s resources and allo-
cates memory to create confidential VMs. Although we
currently don’t implement support for this, the core mech-
anisms provide a foundation that enables its implementation.
In SEV the untrusted hypervisor allocates and manages
confidential VMs. In AnyTEE, this can be implemented by
extending the nested-virtualization handler with the ability
to create VMs that are managed but inaccessible to the
untrusted hypervisor. In TDX, CCA, and CoVE, an untrusted
hypervisor interacts with a second hypervisor, referred to as
a monitor. In this case, a new AnyTEE handler dedicated to
emulating the interaction with the confidential VM monitor
must be added.

B. PER-CORE SOFTWARE STACKS ASSIGNMENT
While not the primary objective of AnyTEE, its design
inherently allows for the assignment of software stacks
on a per-core or set of cores basis, each equipped with
its individual sdTEEs, thereby enabling distinct security
properties for each stack. Compared to the simultaneous
execution of independent software stacks on the same
cores, micro-architectural isolation is simplified by reduc-
ing shared functional units. Architectural isolation is also
streamlined, eliminating the need for complex scheduling
mechanisms. Minimizing the sharing of hardware devices
between software stacks further simplifies implementation.
Another advantageous use case is the allocation of ded-
icated cores for security functionality. The incorporation
of heterogeneous software stacks enhances system secu-
rity by facilitating fine-grained decomposition of system
functionality.

VIII. RELATED WORK
A. ANYTEE IN PERSPECTIVE
We compare AnyTEE with works that aim to provide TEE
compatibility or emulation and configurable TEEs. This
comparison is presented in Table 6. We categorize these
systems by evaluating the features they introduce. If a feature
falls outside the work’s defined scope or is left unaddressed,
we interpret the system as performing negatively in that
aspect.

1) TEE MODEL AND COMPATIBILITY
TEE emulation has mainly focused on single TEE compati-
bility. For SGX, efforts like HyperEnclave [33], vSGX [72],
and Komodo [20] extend enclave support beyond Intel
platforms. CCA and confidential VM emulation enable
confidential computing on Arm TZ platforms without realm
extensions, as proposed byVirtCCA [66] and TwinVisor [36].
vTZ [29] and TEEVsel4 [10] emulate TZ for per VM
secure environments, while MyTEE [28] addresses TZ
controller absence in low-cost Arm platforms. AnyTEE can
simultaneously emulate multiple TEEs, hosting unmodified
TEE software binaries, if running on the same architecture,
provided that the handler emulates the TEE behavior and
the necessary devices. Keystone does not support existing
TEE software, instead it uses custom runtimes for enclave
applications, accommodating unmodified GPOS applica-
tions, Keystone enclave applications, and isolated OSes.
Cure supports various TEE models but without aiming to
support existing TEE software stacks. AnyTEE provides
similar levels of TEE models, and uses them to support
multiple existing TEEs. Although support for all mentioned
TEE models is not implemented, AnyTEE lays a foundation
that enables future support. AnyTEE also allows nesting
TEEs such that each TEE can delegate execution to its own
TEEs offering new degrees of configuration and flexibility.
Additionally, AnyTEE’s flexibility allows modeling future
TEE models.
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TABLE 6. TEE emulation and configurability state of the art comparison. Key: Phys. - Physical; SC - Side-Channel; DoS - Denial-of-Service; CC - Controlled
Channel; v- fares positively; G# - fares partially positively, ✗ - fares negatively; — - does not apply; f.v. - formally verified; n.p. - not provided.

2) HW DEPENDENCIES
Although most systems leverage COTS platforms, they
often cannot be deployed across ISAs, as they leverage
specific TEEs such as TZ [20], [29], [36], [66] and AMD
SEV [72]. Hyperenclave targets x86 platforms and can
benefit from AMD SME or Intel MKTME to offer memory
encryption; however, support for Arm and RISC-V ISAs is
not implemented. MyTEE leverages common virtualization
and debug features, but requires significant engineering effort
on IO access interposition for DMA-capable devices. Current
configurable TEE solutions are not scalable, i.e., Keystone
leverages RISC-V ISA’s PMP restricting the solution to
RISC-V platforms and to the limitations of the mechanism,
mainly the limited number of regions. Cure on the other
hand proposes specialized hardware to create TEEs. AnyTEE
capitalizes on the widespread hardware support for DMA
device isolation and virtualization in common ISAs.

3) ATTACKS
Regarding attacks, most works consider side-channel mitiga-
tion out of scope. Preventing denial-of-service requires that
the system can take control of execution, and multiple works
can implement this, but for the majority it falls outside of
the scope. To prevent physical attacks, e.g., bus snooping,
cold boot, systems must use memory encryption. Although
Keystone offers protection for L1 cache side-channels it
cannot provide L2 cache isolation without specific hardware
support. Cure provides mechanisms for L1 and L2 cache
isolation. AnyTEE does not implement L1 or L2 cache
isolation, but it can be adapted to support isolation schemes.
One example is using cache coloring and reserving one cache
color for TEEs, with all other colors for untrusted sdTEEs,
and forcing only one TEE to execute at a time.

4) TCB
Number of lines of code (LoC) ranges from 2 kLoC
to 16.3 kLoC, including various layers from firmware to
hypervisor. For TEEVseL4, seL4 is formally verified but the
VMM, for which LoC is not provided, is not. Keystone TCB
encompasses the secure monitor software and in Cure only
a subset of the secure monitor code. The core of AnyTEE is

9.4 kLoC, with additional TEE emulation handlers requiring
additional lines of code. For sdTZ, we add 131 LoC and for
sdSGX we add 413 LoC. AnyTEE also trusts the host’s TEE.

B. OTHER WORKS
Some systems offer specific hardware and firmware compo-
nents for constructing TEE systems [56]. These include CPU
extensions such as TZ, SGX, SEV, and others [2], [9], [18],
[30], [47], [51], [53], dedicated co-processors [9], [41], [52],
tiles of security processors [5], [50], [65], and security chips
such as Titan-M and TPM [23], [45]. Academia has proposed
to leverage the available TEE primitives to achieve improved
security goals, creating isolated environments with improved
security guarantees, e.g., Sanctuary, ReZone, and others [11],
[13], [20], [26], [59]. Other works leverage virtualization
in addition to the platform’s security mechanisms [15],
[26], [32], [73], with some, like TEEv [37] and PrOS [34]
leveraging software-based virtualization techniques. Over-
shadow [14] and Inktag [44], among others [43], [49],
[68] have proposed the use of virtualization as the single
isolation mechanism. Use of formal techniques to create
TEEs, e.g., [3], [22], addresses low-end devices. To improve
on interoperability, initiatives such as Google’s Asylo [7],
Enarx [19] and others [6], [16], [24], [57], [58], [60], [61],
provide specific SDKs. However, re-writing code to target
an SDK, and relying on the SDK to support the selected
platform precludes using legacy TEE applications with
minimal effort. Recent work has also applied TEE-related
trust and privacy principles in domain-specific settings. For
instance, TFL-DT [27] proposes a trust evaluation scheme
for federated learning. Similarly, PPRU [40] introduces a
privacy-preserving reputation update mechanism for cloud-
assisted vehicular networks. These efforts extend TEE
concepts into real-world collaborative systems, emphasizing
trust and privacy in distributed environments.

IX. CONCLUSION
In this work, we propose AnyTEE, a framework for
developing software defined TEEs that builds upon a set of
virtualization-based security mechanisms. We achieve cross-
platform, simultaneous, and refined software defined TEEs,
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compatible with legacy TAs. Our evaluation demonstrates
overheads of less than 3% when compared to native TEE
solutions while achieving cross-platform compatibility with
two of the widely used TEEs. While AnyTEE delivers low
overhead and supports a wide range of platforms, adding
support for additional TEE architectures (e.g., RISC-V
CoVE) would improve its applicability. Furthermore, tighter
integration with platform security features such as secure
boot and attestation primitives, along with formal verification
of the virtualization layer, would strengthen its security
guarantees.
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