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Abstract

Virtualization, a popular and successful concept started in the mainframes, became a fun-
damental part of cloud computing and it is heavily present in desktop systems has turn into a
hot topic in the embedded system domain. Modern embedded devices have, and now it became
complex machines by continuously adopting general purpose features to assist and reduce the
design cost of their deployed applications. Additionally, in the past years we have witnessed a
change in the aforementioned applications design approach, leaving the previous isolated design
to become ubiquitous Internet-connected systems.

The new demands of modern embedded applications has lead to the adoption of virtualization
as a mean to consolidate and isolate their heterogeneous services/functionalities. The realtime
requirements often found in embedded application has turn hardware-assisted virtualization into
the main approach in embedded applications due to its lower performance overhead compared
to the software-based techniques. Therefore, embedded platforms manufacturer have included
hardware to support virtualization in their platforms such as ARM’s TrustZone technology. To
instigate embedded-virtualization, lightweight TrustZone-assisted hypervisor (LTZVisor) arises as
a solution/approach to explore and evaluate how ARM TrustZone can be efficiently exploited to
assist virtualization. In this thesis LTZVisor is ported to i.MX 6Quad SD along with the extension of
its multicore configuration to a quad-core architecture. Throughout this thesis it is demonstrated
the benefits and discussed the identified limitations while showing how they can be overcome.
It is conducted extensive experiments with popular benchmark suites, focusing on the penal-
ties incurred on the realtime properties of the realtime operating system, demonstrating how
TrustZone-assisted virtualization can effectively meet realtime needs demanded by embedded
applications.






Resumo

Virtualizacdo, um conceito popular e bem-sucedido iniciado nos mainframes, tornou-se uma
parte fundamental da computacdo em nuvem e muito presente nos desktops e ultimamente
tem sido num tpico importante no desenho de sistemas embebidos. Os sistemas embebidos
modernos estao a tornar-se cada vez mais complexos, adotando continuamente funcionalidades
de sistemas operativos genéricos para auxiliar e reduzir o custo de projeto. Além disso, nos
ultimos anos, assistimos a uma mudanca na abordagem no projeto de sistemas embebidos,
com a migracao de projetos isolados para sistemas ubiquos conectados a Internet.

Os novos servicos/funcionalidades encontrados nos sistemas embebidos modernos levaram
a adocao da virtualizacao como uma abordagem para consolidar e isolar o seu ambiente heterogé-
neo. Os requisitos de tempo-real geralmente encontrados nos sistemas embebidos tornaram a
virtualizacao assistida-por-hardware no principal método de virtualizacdo devido ao seu melhor
desempenho em comparacdo com as #cnicas baseadas completamente em software. Com
esse reconhecimento, os fabricantes de plataformas de sistemas embebidos passaram a incluir
hardware para dar suporte a virtualizacao nas suas plataformas, como por exemplo, a tecnologia
TrustZone da ARM. Para instigar a virtualizacdo em sistemas embebidos, o Lightweight TrustZone-
assisted Hypervisor (LTZVisor) surge como uma ferramenta para explorar e avaliar como a Trust-
Zone pode ser eficientemente explorada para auxiliar na virtualizacao. Nesta dissertacao LTZVisor
é portado para a plataforma i.MX 6Quad SD juntamente com a extensdo de sua configuracao
multicore para uma arquitetura quad-core. Ao longo desta tese, & demonstrado os beneficios e
discutido as limitacdes identificadas e apresentada formas como estas podem ser superadas.
S&o realizados \arias experiéncias usando benchmark populares, com foco nas penalizacdes que
afectam as propriedades de tempo-real do sistema operativo tempo-real demonstrando como a
virtualizacéo assistida pela TrustZone pode atender de forma eficaz as necessidades de tempo-
real dos sistemas embebidos modernos.

Xi






Contents

List of Figures
List of Tables
List of Listings
List of Algorithm
Glossary

1 Introduction

1.1  Motivation and Contextualization . . . . . . . . . . . . . . . . . ... ...

1.2 Objectives

1.3 Document Structure . . . . . . . . ..

2 Fundamental Concepts

2.1 Virtualization

2.1.1  Hypervisor . . . . . . . ..
2.1.2 Classical virtualization . . . . . ... ... ... ... ......
2.1.3  Dynamic Binary Translation . . . . . . ... ... ... ......
2.1.4  Paravirtualization . . . . . . .. ...
2.1.5  Hardware-Assisted Virtualization . . . . . . ... ... ... ...
2.1.6  Memory Virtualization . . . .. ... ... ... ... ......
2.1.7 1/0Virtualization . . . . . .. . ... ... o

3 Related Work and Background

3.1 Embedded Hypervisors . . . . . . . . . . ...
311 Xen ...
312 KVM . .
313 XtratuM ...
314 Xvisor ..o

xviii

xix

xxiii

o n B

~N

14
16
16
17
19
22



3.2 ARMv7-Aarchitecture . . . . . . . ... 31
3.3 ARM Security Extension - TrustZone . . . . . . . . . . . . ... ... ... 35
3.3.1 ContextSwitching . . . . ... ... ... .. .. ... ..., 36

3.3.2 Interruption . . . . ... 37

3.3.3 Processor Configuration . . . . ... ... ... .. ....... 37

3.3.4 Level One Memory System . . . . . . ... ... ... ... ... 38

3.3.5  SoCPartitioning . . . .. ... ... ... 38

3.3.6  Memory Partitioning . . . . ... ... ... ... .. ... .. 39

3.4 TrustZone-Based Virtualization . . . . . . ... ... ... ... ...... 39
341 RelatedWork . . . . . .. ... ... 40

4 System Specification 43
41 LTZVisor . . . . . 43
411  General Architecture . . . . . .. .. ... 44

41.2  LTZVisor-AMP (Multicore Extension) . . . . . . . . . . . . ... .. 45

413 SecureGuest. . . . . .. ... 46

414 Non-Secure Guest . . . . .. .. .. .. ... .. ... ... 47

4.2 DevelopmentPlatform . . . . . . . . . . . ... ... ... 48
421 ARM Cortex A9 MPCore Quad-Core . . . . . ... ... ...... 49

4.2.2 Central Security Unit (CSU) . . . . . . ... ... ... ...... 49

4.2.3 Pin Multiplexing-IOMUX . . . . .. . ... ... ... ... ... 50
424 OnChipMemory . . . . . . . . . . ... 50

425 OftChipMemory . . . . . . . . . . . ... 51

4.2.6 Enhanced Periodic Interrupt Timer (EPIT) . . . . . . .. ... ... 51

4.2.7  Universal Asynchronous Receiver/Transmitter(UART) . . . . . . .. 52

5 Implementation 53
5.1 LTZVisor: Board Support Package (BSP) . . . . . . ... ... . ... ... 53
51.1 PinAssignment (IOMUX) . . . . . .. .. ... ... ....... 53

512 UART Driver . . . . . . . . . 54

513 EPITDriver. . . . . . . . . 55

514 GICDriver . . . . . . . 57

515 SecurityFeatures . . . . . . . ... .. 59

5.2 LTZVisor . . . . . 61
5.2.1 Context-Switching . . . . . . . . . . .. ... ... ... ..., 64

522 SecureGuest. . . . ... 69

52.3 NonSecure Guest . . . .. .. .. .. ... ... .. .. ... . 70

5.2.4 Multicore Extension. . . . . .. ... Lo 73

Xiv



6 Evaluation

6.1 Memory Footprint . . . . . . . . ...
6.2 Performance . . . . . . . ...
6.2.1 Partition Context-Switching . . . . . . ... ... ... ... ...
6.22 SecureOS . . . . ..
6.2.3 NonSecureOS . . . . . . . . . .. ... ...

6.3 Discussion

7 Conclusion
7.1  Future Work

References

W

75
75
/6
76
/8
84
87

93
94

108






List of Figures

2.1 Type-1 and Type-2 Hypervisors Virtualization Stack. . . . . . . . ... ... 10
2.2 Monolithic kernel and microkernel Structure adapted from [40, 41]. . . . . . 11
2.3 Relationships between instruction sensitivity and privilege regarding architecture

virtualizability. . . . . . . .. 15
2.4 CPUPrivilegerings. . . . . . . . . . .. 18
2.5 CPU Privilege rings of architecture with hardware virtualization technology. . . 18
2.6 Two Level Address Translation. . . . . . ... ... ... ... ...... 20
3.1 TrustZone privilege levels. . . . . . . . . .. 33
3.2 TrustZone General Architecture adapted from [117] . . . . . . . . . . . . .. 36
4.1 LTZVisor General Architecture. . . . . . . . . . . .. ... ... L. 44
4.2  LTZVisor-AMP Dedicated Core Configuration General Architecture. . . . . . . 45
4.3 LTZVisor-AMP Shared Core Configuration General Architecture. . . . . . . . . 46
4.4 i.MX 6Dual/6Quad Consumer Grade System Block Diagram from [131]. . . . 48
5.1 LTZVisor's worlds memory partitioning. . . . . . . .. .. ... .. .... 60
5.2 LTZVisor context switchingcases. . . . . . . .. . ... ... ....... 69
6.1 LTZVisor Partition Context Switching Process flow. . . . . . .. . ... ... 77
6.2 Thread Metrics benchmark results on LTZVisor's single-Core and shared multi-

core configuration. . . . . . . . ... 80
6.3 N_IRQ Thread Metrics Benchmark Results Variation. . . . . . . . .. .. .. 81
6.4 N_FIQ Thread Metrics Benchmark Results Variation. . . . . . . .. ... .. 81
6.5 TZ_FIQ Thread Metrics Benchmark Results Variation. . . . . . . .. .. .. 82
6.6  Thread Metrics benchmark results on LTZVisor's dedicated multicore configuration. 82
6.7 TZ_FIQ Thread Metrics Benchmark Results Variation. . . . . . . .. .. .. 83
6.8 LMBench memory bandwith (bw_mem) benchmark results. . . . . . . . .. 85
6.9 LMBench memory bandwidth benchmark L2 Cache Effect (part1).. . . . . . 86
6.10 LMBench memory bandwidth benchmark L2 Cache Effect (part2). . . . . . . 87

XVii



6.11 Lmbench lat_ops benchmarkresults. . . . . . .. .. ... ... ... .. 88

6.12 Lmbench lat_ops benchmarkresults. . . . . . .. .. ... ... ... .. 89
6.13 Lmbench lat_ops benchmark results. . . . . . . . . ... .. ... .... 90
6.14 Guest-switching rate vs performance overhead. . . . . . . ... ... ... 90

xviii



List of Tables

2.1

3.1

4.1

5.1

6.1
6.2

Performance comparison of the memory virtualization techniques used to man-

age and translate two-levels page tables. . . . . . . . ... ... ... ... 22
ARMv7-A Vector Tables. . . . . . . . . . .. o 34
Permission accesstable. . . . . . . .. .. ... oL 50
LTZVisor hypercalls Table. . . . . . . . . . . . .. ... ... ... .... 70
LTZVisor Memory Footprint (bytes) . . . . . . .. ... ... . ... ... 76
LTZVisor performance statistics (clock cycles). . . . . . . ... ... .. .. 78

XiX






List of Listings

5.1 Non-secure guestcreationg. . . . . . . . . ... ... ... ... 63
5.2 Non-secure context-switching. . . . . . . . . . . . ... ... ... ..., 64
5.3  GET_NS_WORLD_CONTEXT macro implementation. . . . . . ... ... .. 65
5.4 WORLD_CONTEXT_RESTORE macro implementation. . . . . . .. ... .. 66
5.5 SCR_NS_SET macro inplementation. . . . . . .. .. ... ... ..... 66
5.6  Monitor FIQ handler implementation. . . . . . ... ... ... ...... 67
5.7 WORLD_CONTEXT_SAVE macro implementation. . . . . . . ... ... .. 68
5.8 Hypercalls definitions. . . . . . . . . . ... ... 71
5.9 Hypercalls definitions. . . . . . . . . . . . ... 72
5.10 ltzvisor_wake_secondary_cpu hypercall. . . . . . . . . ... ... L. 73
5.11 Linux secondary cores enabler function. . . . . . . . . ... ... ... .. 74

XXi






List of Algorithms

O 00 N O O & W N

P e e
w N~ O

UART Driver Initialization algorithm. . . . . . . . . . . . .. ... ... ... 54
UART Driver GetChar algorithm. . . . . . . . . ... ... ... ... .... 55
UART Driver PutChar algorithm. . . . . . . . . ... ... ... ... .... 55
EPIT Driver configuration algorithm. . . . . . . . . . .. .. .. ... .... 56
EPIT enable algorithm. . . . . . . . . . . . . . .. .. 56
EPIT disable algorithm. . . . . . . . . . . . . . .. ... ... ... .. 56
GIC Clinitialization algorithm. . . . . . . . . . . . . . . ... ... ..... 57
GIC Controller initialization algorithm. . . . . . . . . . . .. .. ... .... 58
CSU configuration algorithms. . . . . . . . . . ... .. ... ... ... 59
DDR TZASC configuration algorithm. . . . . . . . . ... ... ... . ... 60
LTZVisor Hardware initialization algorithm. . . . . . . . . . . ... ... .. 62
Non-secure context-switching algorithm. . . . . . . . . . . . ... ... ... 65
Secure context-switching algorithm. . . . . . . . ... ... oo 67

XXiii



XXIV



Glossary

ACP Accelerator Coherency Port

AMBA Advanced Microcontroller Bus Architecture
ANSI American National Standards Institute
API Application Programming Interface
ARM Advanced Risc Machine

AXI Advanced Extensible Interface

BSP Board Support Package

CCM Clock Control Module

CE Consumer Electronics

CISC Complex Instruction Set Computer
CMS Cambridge Monitor System

CcP Control Program

CPU Central Process Unit

CSu Central Security Unit

CTSS Compatible Time Sharing System
DMA Direct Memory Access

EPIT Input/Output Memory Management Unit
ESRG Embedded System Research Group
FIQ Fast Interrupt Request

FLAT First Level Address Translation

GIC Generic Interrupt Controller

GPIO General Purpose Input/QOutput

GPOS General-Purpose Operating System
GPT General Purpose Timer

IBM International Business Machines

IDE Integrated Development Environment

IOMMU Input/Output Memory Management Unit
IOMUXC Input/Output Multiplexer Controller
loT Internet of Things

XXV



IPC
IRQ
ISA
LTZVisor
MMIO
MMU
MPMU
MULTICS
NPT
0S
PIC
PMIO
PMU
POSIX
PTE
RISC
RTOS
SCU
SLAT
SMC
SMP
SoC
SRC
TCB
TEE
TLB
TPM
TSS
TZASC
TZMA
TZPC
UART
VFP
VM
vMCB
VMM
XSDK

Inter-Partition Communication
Interrupt Request

Instruction Set Architecture
Lightweight TrustZone-assisted Hypervisor
Memory-mapped Input/Output
Memory Managment Unit

Message Passing Management Unit
Multiplexed Information and Computing Service
Nested Page Table

Operating System
Position-Independent Code
Port-mapped Input/Output
Performance Monitor Unit

Portable Operating System Interface
Page Table Entrie

Reduced Instruction Set Computer
Real-Time Operating System

Snoop Control Unit

Second Level Address Translation
Secure Monitor Call

Symmetric Multiprocessing
System-on-Chip

System Reset Controller

Trusted Computing Base

Trusted Execution Environment
Translation Lookaside Buffer
Trusted Platform Modules

Time Sharing System

TrustZone Address Space Controller
TrustZone Memory Adapter
TrustZone Protection Controller
Universal Asynchronous Receiver-Transmitter
Vector Floating-Point

Virtual Machine

Virtual Machine Control Block
Virtual Machine Monitor

Xilinx Software Development Kit

XXVi



XXVii






1. Introduction

This master’s thesis was developed at the Embedded System Research Group (ESRG), part
of the ALGORITMI center of University of Minho. It target the expansion of the bulk of hardware
platforms that support LTZVisor, a lightweight open-source Hypervisor. LTZVisor is the subject of
others thesis currently under development at ESRG.

1.1 Motivation and Contextualization

From the tiny cellphone we carry around in our pockets to complex military satellite system,
embedded devices have revolutionized the way we live individually and as a society. These devices
are now a fundamental part of our daily routine and lifestyle.

The state of embedded devices today it is largely an aftereffect of continuous advancement
of the System-on-Chip (SoC) Transistor Count. In April of 1965, Dr. Gordon E. Moore published
Cramming more components onto integrated circuits[1], an article that reshaped the direction
of the semiconductor industry. The publication was well acclaimed for proposing the Moore’s
Law, an observation that predicted that the number of transistors in a dense integrated circuit
doubles about every two years. The constantly gain of transistor count is accompanied by gain
in the SoC performance and overall complexity. The continuous SoC enrichment pioneered the
shift in the scope and aspiration of embedded application, as traditionally embedded systems
are by design resource-constrained systems with dedicated function that largely craves for real-
time responsiveness. Despite the restricted ISA compared to the CISC machines, modern RISC
machines have evolved and grown into complex powerful systems supporting a wide range of
functionalities, embodying integrated circuit capable of incorporating billions of transistor packed
into a space with the size of a fingernail. The side-effects of this advancement is perceived when
designing software for these architectures, i.e., designing software for systems with a higher level
of complexity requires a higher engineering cost and it is less efficient than a software designed
for a less complex systems. A technigue widely used to handle this issues at a reasonable engi-
neering cost is the integration of general purpose functionalities into the embedded application.
The high level APIs provided by general purpose operating systems (GPOS) is appropriated to
create systems with such characteristics. GPOS not only provide highly abstracted APIs but also



2 Chapter 1. Introduction

existing software resources such as middleware, network applications and development tools,
which when reused saves engineering cost and development time. Engineering heterogeneous
system (including both realtime and non-real-time tasks) requires re-evaluating the embedded
software design approach.

Security requirements are often found in embedded system as embedded application covers
areas such as military and spatial explorations equipments [2, 3, 4, 5], avionic industry [6, 7, 8],
automotive industry [9, 10], medical appliances [11, 12, 13, 14], areas where the embedded
systems must be rugged and highly reliable due to their high level of criticality. Additionally, in
the past years we have witnessed a switch from the antecedent isolated design approach to ubig-
uitous Internet-connected systems[15], becoming part of the global network infrastructure which
enables people, process, data, and things to be connected at anytime, anyplace, with anything
and anyone known as Internet-of-Things (loT). loT is rapidly emerging as the next generation of
communication infrastructure, where myriad of multi-scale end-devices such as sensors and de-
vices are integrated for ubiquitous computing and communication. By associating end-devices
with the loT, this gain the ability to share information across platforms through a unified framework
or access cloud computing services. However, this gain of functionalities comes at a price, e.g.,
the necessity of an end-to-end security mechanism since network connections expose applica-
tions to intrusions and malicious attacks. Contrary to loT service ecosystem and communication
infrastructure verticals where security problems and solutions have been consolidated for years,
the security solution at the endpoint ecosystem (end-devices) is still very immature, mainly due to
the novelty of endpoint devices and the related pressure for low cost, which most of the time pre-
vents the inclusion of security mechanisms [16]. Therefore, developing a systematic mechanism
to ensure the security of embedded systems is a demand when dealing with modern safety-critical
system. Virtualization, rather a successful technique widely applied to general purpose comput-
ers, arises as a possible solution to integrate the heterogeneous system’s tasks while improving
the systems performance, software design cost and security. Virtualization is a concept, which
enables transparent resource sharing by strictly encapsulating modules running concurrently on
the same hardware platform while guaranteeing spatial and temporal isolation between them.
The major appeals of embedded virtualization are due to its ability to consolidate diversified tasks
(general purpose and tasks with real-time requirements) at a reduced size, weight, power and
cost (SWaP-C) budget.

Among many existing virtualization techniques, Hardware-based virtualization has become
an attractive approach due to the virtualization overhead reduction accomplished by transferring
workload previously in software to hardware. This technique is captivating when tackling embed-
ded applications, where it is often demanded time and resources requirements. This has led
manufacturer to include hardware to support virtualization such as AMD-V [17], Intel VT[18] for
x86 architectures, VE and SE (TrustZone) [19, 20, 21, 22, 23] for ARM Cortex-A and Cortex-M



Chapter 1. Introduction 3

architectures. Among existent COTS technologies, ARM TrustZone have attracted particular atten-
tion, due to the adoption of ARM-based processors in the embedded market, including low-end
MIiCroprocessors.

It is unequivocal the assets virtualization brings into the embedded world. Therefore, it is
important to understand its limitations. Virtualization issues in embedded devices arises across
some root fields of attractiveness of server virtualization. Unlike the server domains where the
isolated subsystems created by virtualization can thrives independently from one other (strongly-
isolated virtual environments), embedded modules are meant to work cooperatively, with one
another. Cooperation between the various subsystems of an embedded system requires s highly-
efficient communication mechanisms largely doing to the real-time dependency of embedded
applications. Additionally designing virtualization platforms for embedded environments requires
a new approach in the virtual modules scheduling, i.e., combining virtualization with an RTOS
creates a two level hierarchy of scheduler, with the hypervisor scheduler at the first level and the
RTOS at the second level. Usually the hypervisor schedule the virtual machines as black-boxes,
using some kind of proportional sharing of the processor with the control over time requirements
entirely entitled to the hypervisor. While this technique operates successfully with virtualization of
GPQS, realtime applications demands the awareness of timing properties in order to successfully
implement its scheduling policy. With this in mind, choosing the right scheduling algorithm for the
embedded hypervisors requires an apriori understanding of the properties of the real-time tasks
in the system. The proliferating complexity of modern embedded software poses formidable chal-
lenges to system reliability. The coarse-grained modeling of modules isolation features, adds a
substantial payload to the hypervisor which reduces its performance. Thus, when addressing hy-
pervisor's complexity for a virtualized embedded platform it is preferred a lightweight virtualization
layer with a small-scale overhead an agile inter-modules communication. Thus, partitioning the
system into smaller isolated interconnected subsystems disables the proliferating of fault units
throughout the system. Additional security mechanisms are needed to secure the inter-modules
communication as the embedded system’s reliability weights substantially in the information-flow
around its components. Therefore, securing the communication of the different modules in a
virtualized embedded environment arises as one of the main design requirement. Security mech-
anisms must allow separating subsystems according to their defined security policy, ensuring
that the access to protected data or devices are only allowed to authorized modules.

To instigate embedded virtualization, Lightweight TrustZone-assisted Hypervisor (LTZVisor)
[Section 4.1] arises as a tool to expose and evaluate how ARM Virtualization Extension and Trust-
Zone hardware can be efficiently exploited to assist embedded virtualization. TrustZone technol-
ogy virtualizes a physical core as two virtual cores, providing two completely separate execution
domains. The non-secure world acts as a virtual machine (VM) under the control of the secure
OS and the hypervisor running in the secure world side. LTZVisor allows the consolidation of
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two virtual machines (VMs), running each of them in an independent virtual world (secure and
non-secure) supported by TrustZone-enabled processors. The secure world is typically used for
running a small TCB size VM with real-time requirements, while the non-secure world is used for
running a rich environment. The platform is limited by design to TrustZone-enabled ARM proces-
sors, which include all Cortex-A series (ARMv7-A and ARMv8-A) and the new generation Cortex-M
series (ARMv8-M). LTZVisor relies heavily on the isolation provided by the TrustZone hardware to
ensure the confidentiality, integrity and availability of the secure world components and data.

1.2 Objectives

This thesis aims to enlarge the scope of platforms implementing and supporting LTZVisor
along with extending LTZVisor's multicore implementation to a quad-core configuration.

LTZVisor currently has been ported and evaluated on: Xilinx Zyng-7000 All Programmable
SoC ZC702 Evaluation Kit, ZedBoard Zyng-7000 ARM/FPGA SoC Development Board and Zybo
Zyng-7000 ARM/FPGA SoC Trainer Board, supporting both single and dual-core configurations. In
this work LTZVisor is ported to i.MX 6Quad Smart Devices Board with the following configurations:

1. LTZVisor Single-Core Implementation:
LTZVisor implementation comes in both single and multicore and this work implements and
evaluate the single-core configuration of LTZVisor. In this configuration the secure world
dictates the VM'’s scheduling and the non-secure world only executes in the idle points of
the secure world VM. By dictating the scheduling its demonstrated that the Secure world
application is capable of meeting its real-real time requirements.

LTZVisor Multicore Extension Implementation
The second configuration also implemented in this work aims to extend the existing dual-

core LTZVisor implementation to a Quad-core configuration, following two approaches:

(a) Dedicated Secure-core:
In this approach, one core is dedicated to LTZVisor deployed in the secure world and
the remaining three cores is dedicated to the non-secure world.

(b) Shared Secure-core:
In this approach the secure world shares the secure core with the non-secure world
VM as in the single-core configuration. So, the non-secure world runs with four cores
when the secure world is inactive and three when active.

For every configurations mentioned before, it is detailed its implementation, highlighting its
benefits and discussing identified limitations and how they can be overcome. It is conducted an
extensive set of experiments over the physical hardware platform based on popular benchmark
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suites, focusing on the penalties incurred on the real-time properties of the secure guest OS,
as well as on performance of the non-secure guest OS demonstrating, how TrustZone-assisted
virtualization can effectively meet secure guest realtime needs.

It is also highlighted the implementation of all the infrastructure developed to support the
Porting and extension of LTZVisor implementation to the i.MX 6Quad Smart Devices.

1.3 Document Structure

The remaining of this thesis is structured as follows. In the 2" chapter highlights the fun-
damental concepts and ideas of virtualization technology and its path to the embedded world.
In the 3¢ chapter it is surveyed the state-of-art of hypervisors and their design principles tack-
ling embedded applications. The chapter also introduces some foundation that have allowed
and assisted during the implementation of LTZVisor. It is also surveyed virtualization groundwork
tackling ARM hardware supporting virtualization. The 4" chapter layout LTZVisor’s structure and
its highlighted the different implementation supported. In the second part of this chapter is de-
tailed the hardware specific devices and tools necessary to implement LTZVisor in i.MX 6Quad.
In the 5¢" chapter it is highlighted the implementation of LTZVisor's modules, as well as shown
the implementation of the different multicore extension configuration. Chapter 4 ends with the
specification of the implementation of the MV's secure and non-secure guests. In the 6t chapter
it is demonstrated the result of an extensive evaluations over the hardware platform presenting
the penalties induced to the system when running LTZVisor. In the 7¢" chapter it is provided a
summary of this thesis and draws conclusions regarding the LTZVisor's implementation in i.MX
6Quad. It is finalized by outlining the road-map for future improvements and research.






2. Fundamental Concepts

In this chapter it is first presented the fundamental theoretical concepts of virtualization start-
ing with a small historical background of the virtualization technology, followed by a definition and
classification of hypervisors. Generically, there are two types of hypervisor based on their position
and control over the system’s hardware. It will also presented the architectural design models
used in the development of hypervisors alongside with the main virtualization techniques used
both in the mainstream, server, desktop and embedded applications. Finally is presented the
main techniques uses in memory and |/O devices virtualization.

2.1 \Virtualization

The term virtualization describes the separation of a resource or request for a service from
the underlying physical delivery of that service by applying one or more concepts or technologies
such as hardware and software partitioning, time-sharing, partial or complete machine simulation
or emulation [24]. The computer’s resources are divided into multiple execution environments
known as Virtual machines (VM). Each VM is a virtual representation of the native system providing
an equivalent environment to run a program compared to a native system. The Virtual Machine
Monitor (VMM) or hypervisor is the abstraction layer between the VM and the physical hardware.
These two terms (hypervisor and VMM) are treated as synonyms in this document. The hypervisor
manages the resources of the underlying hardware and provides an abstraction to one or more
virtual machine, i.e., to i, is entitled the responsibility to establish the environment on which the
VM'’s operates.

The history of virtualization technology goes back to the late 1950's and earlier 1960’s when
IBM introduced the the time-sharing [25, 26, 27, 28] which was the original driving force behind
virtualization [26]. The philosophy behind time-sharing is based on a memo submitted by John
McCarthy in 1955 and in 1959 proposing a time-sharing system for the IBM 709 computer at
MIT [25, 27]. John viewed time-sharing as an operating system that permits each user of a
computer to behave as though it was in full control of the computer system [29]. John's memo
brought interest to the time-sharing concept and over the next decade or two many time-sharing
systems were developed. One of the earliest demonstration of the time-sharing concept was the
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Compatible Time Sharing System(CTSS)[27, 30] developed by researchers at MIT, in the first
version of CTSS operating system (OS) the time-sharing occurs between four users. The CTSS
system had a time-sharing supervisor assisted by a timer interrupt that would periodically swap
the users giving them the illusion of having completely control of the hardware. The CTSS evolved
throughout the years to support up to 30 virtual machines. The key features of CTSS were virtual
machines and hardware isolation of users from the supervisor and from each other, features which
are still present in today’s virtualization techniques. The CTSS project had the most influence in
the history of virtualization [31] serving as pioneer for the development of majority of the classical
main virtualization system.

After the success of CTSS, MIT continued valuing the prospect of time-sharing by the MAC
project as an effort to develop the next generation of advances in time-sharing technology. In
so doing, hardware manufacturers to deliver improved platforms with time-sharing capabilities.
IBM’s response was the System/360 computer family being the model 67 the most acclaimed for
having hardware support to virtual memory [31, 32, 33, 34]. Various OSes were developed for the
System/360 family being Time-Sharing System TSS/360 IBM’s the official OS. TSS pioneered a
number features such as being one of the first symmetric multiprocessing (SMP), some of which
later appeared in more popular systems such as MULTICS. TSS provided an early implementation
of position-independent code (PIC), the ability to have different processes run a single copy of an
executable possibly mapped to a different virtual addresses in each process [35].

IBM also created the Control Program (CP) [31, 34] project whose initial goals was study-
ing the behaviors of a system in a virtual memory environment. It was started since the idea
of a virtual machine system had been talked about before, but it had never successfully been
implemented. The CP project had strong influences from CTSS but it had a key concept in the
design, the bifurcation of computer resource management and user support, i.e the project was
divided in two parts, CP and CMS. CP solved the problem of multiple usage by providing sepa-
rate computing environments at the machine instruction level for each user, while CMS provided
single user service free of the problems of sharing, allocation, and protection [27]. Instead of
explicitly dividing up memory and other resources among users, which had been the traditional
approach, CP was the first successful virtual machine operating system based on fully virtualized
hardware, providing each user with a simulated stand-alone System/360 computer. Each sys-
tem was able to run any System/360 software that ran on the bare machine and in effect giving
each user a private computer system. CMS was basically, a lightweight single-user operating sys-
tem, for interactive time-sharing use. With the development of virtualization technology and the
increase of interest in software and hardware virtualization, in 1974 Gerald J. Popek and Robert
P. Goldberg created a set of formal requirements for architectures titled "Formal Requirements
for virtualizable Third Generation Architectures”. The paper explore computer architectures of
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third-generation-like machines and set the requirements necessary to determine whether an ar-
chitecture can support a virtual machine [36]. This requirements has been used as guidelines in
the design of virtualizable machines.

While the virtualization procedure discussed previously only summarizes a list of early virtual-
ization efforts, many companies, such as Sun, Microsoft, and VMware, have released enterprise-
class products that have wide acceptance. The projects initiated since those days are too nu-
merous to be referenced entirely. Since IBM'’s first time-sharing system we have see virtual-
ization technology moving from the mainframe systems to the data center industry and in the
past decade, with the development and increase of complexity of embedded devices, into the
embedded world.

Virtualization has been around for over 50 years and it has changed almost every aspect
of how we manage systems, storage, networks, security, operating systems, and applications.
The continuous growing of interested in virtualization in today’s system is doing vast amount
of applications capable of benefiting of virtualization. Many forms of virtualization exist today
the most common and successful form is the server virtualization [31]. The technology permits
combining and consolidating workloads on a smaller number of physical servers to maximize the
investment in hardware. Studies have shown the enormous improvement in energy consumption
and resources utilization by applying virtualization for server consolidation [37]. Traditionally, only
of 5-15 percent of the server overall capability is used and the utilization rate can be increased
when applying server consolidation by adding more virtual servers. The IT organizations can
reduce hardware and operating costs by as much as 50 percent deploying the server consolidation
solution. In addition to the significant reductions in server hardware expenses made possible by
improving server utilization, they have realized savings in costs for administration, cooling and
data center infrastructure [38]. Another used form of virtualization is the desktop virtualization.
In the desktop domain the virtualization implementations can be classified based on whether
the virtual desktop runs remotely (hosted) or locally. In the hosted desktop virtualization model,
data and applications run on servers and streamed to clients over a network. That leads to
greater security, because data and applications reside on physically secure servers at the same
time transferring much of the desktop processing workload from client devices to the data center
enabling IT departments to reduce wear and tear on client hardware and thereby extend their
life span. In the local desktop virtualization model is normally used an hypervisor to abstract the

local hardware allowing one or more virtual machines to run in the same hardware.

2.1.1 Hypervisor

The original virtual machine monitor was created to solve a specific problem, but VMMs have
evolved into something quite different. The continuous evolution of the system’s computation
power has allowed today’s hypervisor to have a bigger role and consequently spreading the scope
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Figure 2.1: Type-1 and Type-2 Hypervisors Virtualization Stack.

of virtualization capabilities in the system’s resources. As said before, Hypervisor is the software
or firmware component that virtualize the system resources creating the foundation that allows
the creation of virtual machines. In their 1974 article, Formal Requirements for Virtualizable Third
Generation Architectures, Gerald J. Popek and Robert P. Goldberg classified hypervisors in two
types: Type-1 - Native or bare-metal hypervisors, and Type-2 or hosted hypervisors.

Type-1 Hypervisor runs directly on top of the system’s hardware and in this version the hyper-
visor run in the most privileged mode having full control of the hardware. It creates and monitors
the virtual machines that runs directly on top of it. The Type-2 hypervisor is hosted or installed
on an already existing operating system, in this implementation the host OS runs in the highest
privileged level which means that the hypervisor relies on host operating system for device sup-
port and physical resource management. As illustrated in Figure 2.1, in the type-2 hypervisor the
hosted operating system has an additional layer above it where the hypervisor resides and the
virtual OS resides on the third level. In the type-1 the virtual OS resides on the second layer above
the hypervisor that has a direct access to the physical hardware.

The hypervisor's main purpose is managing the resources for the virtual machines running
on top of it, and due to the wide range of possible application where virtualization mechanisms
are advantageous, a number of different virtualization techniques are available in the market
today each one with their strengths and weakness, leaving the adoption up to the intended ap-
plication. Despite the common purpose, their designs may differ as an effort to meet specific
performance expectations, embody desired characteristics, emphasize certain roles, or limit in-
herent weaknesses [39]. Their differences can be summarized in terms of two hypervisor design
architectures: monolithic and microkernel. The monolithic and microkernel are the main archi-
tecture approach used when designing the kernel of an operating system. These techniques are
applicable in the hypervisor's design due to the common nature exiting between the two concepts.
For instance, while the OS abstract the hardware, monitors and assist the user space application
in a system, the hypervisor monitoring and assistance are performed not in the application level
but to a set of Virtual machines. The structure of both technique is illustrated in the figure 2.2.
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Figure 2.2: Monolithic kernel and microkernel Structure adapted from [40, 41].

The monolithic kernels (in the left) provide a rich and powerful abstractions of the under-
lying hardware, the microkernel provide a small set of simple hardware abstractions and use
applications called servers to provide additional functionalities.

2.1.1.1 Monolithic Architectures

Traditionally the kernel architecture development follows the monolithic approach. Here, the
kernel's subsystems such as memory management, filesystems, or device drivers are all im-
plemented in the same domain as illustrated in the figure 2.2. The performance boost in this
technique is due to the direct communication between the different kernel components. Being in
the same domain allows the different subsystem to directly access both the system’s hardware
and the others subsystems. This implementation often entitle as the The Big Mess [42] for the
lack of a structural separation of the different kernel components but even in this messy system
it is possible to find some level of structure. The structural arrangement is found due to the im-
plementation of all the kernel components in the highest processor privilege level (kernel space)
separated from the application that are implemented in the user level with lower priority creating
two distinctive execution domain. The kernel provide the abstraction of the system’s hardware
to the used domain through system calls and when the user application request this service the
processor trap and switch to the kernel mode where is executed the procedure attached to the
system call invoked in the user space. To each system call is attached a certain procedure in
the kernel mode and after the procedure is performed the processor switches back to the user
mode. The state of the system is saved before the switch and restored back after the procedure
is finished. The main concern regarding the monolithic architecture is the lack of structure in the
kernel level. This issue can cause huge problem to the system if any subsystem in the kernel
space are compromised, i.e. since all the modules run in the same address space, a bug in one
module can bring down the whole system. Studies on the subject [43, 44, 45, 46] have shown

that the majority of bugs that occur in the kernel is caused by fault in the device drivers. This
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matter has made the researches in the field to focus on finding solution capable of dealing with
these issues by adding execution isolation between subsystems within the kernel. The kernel ex-
ecution domain is split in multiple groups isolated from each other. [47] list multiple mechanism
used to achieve such design goal. One solution used is the adoption of microkernel architecture
that solves the problem caused by fault drivers in the monolithic architectures and at the same
time it decreases the kernel overall complexity.

2.1.1.2 Microkernel Architectures

Usually the word Kernel is used to denote the part of the OS that is mandatory and common to
all software [48] and the idea behind a microkernel architecture is to minimize the kernel as much
as possible. This idea started with the research community efforts on building a post-Unix OS
to take advantage of the new hardware resources available [49] and fulfill software requirements
such as stated by Liedtke ”... minimizing the kernel and implementing servers outside the kernel.
Ideally, the kernel implements only address spaces, inter-process communication (IPC), and basic
scheduling” when describing the microkernel concept in that same publication.

In a microkernel architecture only the core kernel modules are isolated in the highest priv-
ilege level (kernel mode) and the rest of its components are enclosed in modules known as
servers in a less privileged level. The server components communicate directly with one another
through direct messages (other cases using shared memory) with the microkernel serving as the
monitor (receiving, validating and forwarding the message to the destination). The motivation of
microkernel-based systems is the minimization of the trust computing base (TCB) size by using a
small kernel that implements only a minimal set of abstractions [50, 51]. The TCB is the set of all
components whose correct functionality is a precondition for security and generically hardware
and kernel both belongs to the TCB. In the microkernel architecture the system’s TCB is reduced
by removing all the components from the kernel that being outside the kernel space would not
violate the security requirements of the user applications. Examples of methods to achieve such
condition is explained in [51]. One can see that the performance in a microkernel system depends
heavily on the performance of the communication mechanism (IPC) between the components mi-
grated out of the kernel space and for this reason the first generation of microkernels were not
well accepted due to their poor performance compared to the well accepted monolithic kernel.
Benchmarks test on the first generation of microkernels shown that at least 73% of the overall
penalties were related to the communication (IPC) [49]. Since then the improvements in next
generation of microkernels have solved most of the performance issues found in the previous
generation [52, 53, 54, 55] to a point where adding the extensibilty and portability nature of the
microkernels are sometimes more appropriate for the adoption of a microkernel architecture over
the monolithic.
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The minimalist view and the kernel overall size including only the components necessary
for the correct execution of the application suits well in the embedded world, where hardware
resources such as memory are limited. The improvements made on the second generation mi-
crokernels have made it possible to bear the microkernel scheme into the realtime applications
world what have lead more researchers to pursue new techniques in designing microkernel based
systems. The microkernel architectures performance can get even better with hardware support
presented in moderns computer systems. The success of the second generation microkernels
has lead to researches in others design approaches for the OS kernel architecture implementa-
tion, from the many proposed architectures one notable implementation standout, the Exokernel
approach.

2.1.1.3 Exokernel Architectures

The design approach behind this kernel architecture solves some problems related to a fixed
high-level abstraction traditionally used in the OS [56, 57, 58], by moving the hardware abstrac-
tion previously done in the OS level to be implemented entirely at the application level. This
technique uses library operating systems (a low level exokernel interface) to securely multiplex
and export the physical resources to the applications level (user space), leaving the abstraction
of the hardware entitled to the application using it. This way instead of abstracting the entire
system’s hardware only the part used by the applications are abstracted. The challenge here is
managing the library operating systems access to the physical hardware, i.e. give then the maxi-
mum freedom in accessing the resources while isolating them from from each other. To securely
export the hardware resources, an exokernel architecture export all the sensitive instructions to
the library OS, giving it the capability of abstracting the hardware resources. The exokernel will
only abstract hardware necessary for the monitoring of the resources allocation, revocation and
ownership and so, it is capable of monitoring the application using the application when neces-
sary. The applications interface the system resources through system calls defined in the library
0S. The exokernel also leaves the resources policy decision to the library OS, this way the the
application are able to monitor the resources usage and make better decisions when requesting
resources allocation. Even by shipping the resources management to the library OS, the exok-
ernel is still the tiebreaker when two applications compete for the same resource. An additional
feature provided by the exokernel is the ability to securely multiplex system resources allowing
it to be accessed by different applications. To perform this task efficiently, an exokernel allows
library operating systems to bind to resources using secure bind, a method detailed in the pa-
per [59]. Additionally, exekernel also implements a revocation feature that gives it the ability of
reclaiming resources allocated to a certain application. The main idea behind an exokernel ar-
chitecture is the overthrow of the extensive hardware abstraction performed traditionally by the
0S and hypervisor. These supervisors software/firmware control the entire process of accessing
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the systems resources while the exokernal approach moves all the resource access procedures
to the application level and intervene only in critical situations.

Currently, there are several virtualization techniques that can be used to support the execution
of multiple operating systems in a single platform and similarly to the architecture, the selection
of each technique depends heavily on the intended application and platform used. Below is
presented the most popular CPU virtualization techniques used nowadays to meet today’s current
virtualization demands.

2.1.2 Classical virtualization

The guidelines to achieve a classical virtualization environment are defined and discussed in
detail in Popek and Goldberg’s Formal requirements for Virtualizable Third-Generation Architec-
tures [36]. The Requirements set by Popek and Goldberg demands that in order for a system to
be considered VMM it should establish the followings characteristics:

1. The efficiency property - All innocuous instructions (non sensitive instructions) are
executed by the hardware directly, with no intervention at all on the part of the hypervisor.

2. The resource control property - This property requires that the VMM retain full control
over system resources, and it should not be possible for a virtualized guest to access or
manipulate resources without the VMM'’s explicit authorization.

3. The equivalence property - This property requires that a program running under the
VMM should exhibit behavior essentially identical to that demonstrated when running on an
equivalent machine directly, with two exceptions: timing and resource availability. Timing
will differ doing to processing overheads introduced by the VMM or other guests execution,
and resources available due to the utilization of system’s resources by the VMM or other
VM.

An important concepts of classical VMM implementations is the de-privileging of the virtual
system ISA i.e. adding the hypervisor layer in the system instigate a privilege deterioration on
the virtual OS level. For example, without virtualization the OS run with the highest privilege level
and full control over the system’s hardware, in order to separate the OS from the application
running on top of it which runs in a less privileged mode than the OS (usually the OS run in the
kernel mode and the applications in the user mode). The machine where the OS must runs have
two kinds of instructions in the privilege standpoint: privileged and non privileged instructions.
Privileged instruction requires the process to be privileged (kernel mode) to be executed. If the
process calling a privileged instruction is in a non privileged mode (user mode) the CPU traps and
switch control to the supervisory software (running with the highest privilege). With this in mind
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when using the classical virtualization technique, the hypervisor is required to have the highest
priority level causing a privilege decline in the virtualized OSes that are kept in a less privileged
zone. With the priority drop in the virtualized OS, this becomes unfit to execute the privilege
instructions.

In a classically virtualizable architecture, it is necessary that all instructions that could affect
the correct functioning of the VMM (privileged instructions) always trap and pass control to the
VMM. One technique used to implement this concept is know as trap-and-emulate or classical
virtualization. Emulation refers to the capability to mimic a particular type of hardware for an
operating system regardless of the underlying host operating system. The guest operating system
has no awareness of its presence. When the guest executes a privileged instruction it traps giving
control to the hypervisor that decodes and interpret the original intended instruction by the guest
0S, emulating the instruction, updating the guest state and subsequently resuming the guest
execution. This way following the classical virtualization implementation, an architecture must be
capable of trapping all sensitive instructions and handle the execution to the VMM that decode and
emulate the instruction. Popek and Goldberg also defined the requirements of a fully virtualizable
architecture in formal requirements for virtualizable third-generation architectures stating that “...if
the set of sensitive instructions for that computer is a subset of the set of privileged instructions”.
Sensitive instructions means all the instructions that have the capability of interfacing with any
resources controlled by the VMM. If this is not the case, and some sensitive instructions are not

capable of being trapped, then the architecture is not fully virtualizable as shown in the figure
2.3.

Figure 2.3: Relationships between instruction sensitivity and privilege regarding archi-
tecture virtualizability.

The red area in the the not fully virtualized architecture represents the non-privileged sensitive
instructions, i.e, the instructions that uses privileged resources and it does not trap when executed
in non privileged mode (user mode).

Because of the existence of architectures that are not fully virtualizable and the realization
of performance increase when sacrificing some of the requirements established by Popek and
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Goldberg, others measures were developed taking virtualization to a wider scope of architecture

and applications.

2.1.3 Dynamic Binary Translation

Binary translation is a technique very similar to emulation. It involves running guest code
(both OS and application code) on an interpreter that handles any sensitive instructions correctly,
i.e. the idea is that the hypervisor can examine a piece of guest code before it runs, and in
case it finds any sensitive instructions, these are translated into privileged instructions before
running the translated code. Instead of depending on the processor itself to detect the sensitive
instructions and pass control over to the hypervisor or host, virtualization software inspects the
instruction stream in software. Whenever the virtualization software detects a sensitive instruc-
tion, it rewrites it on-the-fly, typically replacing it with a kind of manual trap, that will hand over
control to the hypervisor at the appropriate moment. However, this method can have a heavy
performance overhead, which can be reduced by using optimization. Examples of optimization
include switching between virtualized and translated instructions, depending on the privilege level
of the code (an adaptive binary translation). This technique in some cases can outperforming a
classical VMM because intercepting instructions causes a context switch, a situation which binary

translation can minimize[60].

2.1.4 Paravirtualization

Different from the techniques presented before where all the virtualization mechanism resides
outside the VM scope, leaving the VM unchanged when virtualizing the system (full-virtualization),
paravirtualization differentiates from them by instead adjusting the virtualization platform to sup-
port different guest operating systems and their behaviors (specifically the processor instructions
they invoke). The guest operating systems themselves are altered to support the virtualization
platform they are running on top of. When modifying the OS kernel the non virtualizable instruc-
tions are replaced with hypercalls that when executed redirect the execution flow to virtualization
layer. The hypervisor also provides hypercall interfaces for other critical kernel operations such as
memory management, interrupt handling and time keeping. The direct communication between
the hypervisor and the VM (through hypercalls) allows the VM to coordinate with the hypervisor. It
typically outperform fully virtualized virtual machines doing to the reduction of privileged instruc-
tions executed in the virtualized OS, the operation often responsible for the major performance
penalties in the full virtualization techniques.

Paravirtualization, in cooperation with Kernel modifications on the guest OS, provides im-
proved performance for CPU, memory and /0 virtualization compared to full virtualization [61].

Although paravirtualization performance improvements compared to the classical approach there
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are several high level goals which must be balanced in designing an API for paravirtualization.
[62]list these the following:

1. Portability: When developing the virtualization API it should be taken in consideration
that the closer the API resembles the native platform that the OS supports, the smaller is

the portability cost.

2. Performance: When designing the API's, the hypervisor performance concerns should
be taken in consideration, from the fact that many operations require costly trapping pro-
cedures. While a low level API that closely resembles hardware is preferred for portability,
we should make sure not to sacrifice the performance, since a low level APl does not
explicitly provide support for higher level compound operations. The interface must not
exclude the possibility of optimizing low level operations in some way to achieve the same
performance that would be available had it provided higher level abstractions.

3. Extensibility: The APl must be designed in a way that it would be possible future expan-
sion, The API can be split into sections, and each section can be incrementally expanded
as needed.

4. Transparency: The API should takes in consideration allowing the same paravirtualized
kernel to run on both native hardware and on other hypervisors.

5. Maintainability: When developing the API’s it should been taken in consideration the
continuous maintenance of the guest OS Kernel.

2.1.5 Hardware-Assisted Virtualization

Hardware vendors are rapidly embracing virtualization and developing new features to simplify
virtualization techniques. Hardware assisted virtualization techniques can address the overhead
imposed by software virtualization by moving many of the computational tasks associated with
platform management to hardware. Previously in the introduction it was listed some of the main
hardware technology used to enhance virtualization in a set of architectures. The listing includes
technology such as Intel Virtualization Technology (VT), a technology used to assist the virtual-
ization in the x86 architecture. Intel-VT introduces x86 architecture with two new forms of CPU
operations: VMX root and VMX non-root operations, i.e., instead of the Virtual OS de-privileging of-
ten found in the software based virtualization, this technique adds an extra privilege mode known
as the Ring -1 where the virtual machine monitor operates. x86 CPU ring architecture also known
as hierarchical protection domains and protection rings, is a mechanism design to protect the
access to the system’s hardware resources. This mechanism is enforced in the CPU architecture
that provides more than one mode of execution, with rings arranged in a hierarchy, from the
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Figure 2.5: CPU Privilege rings of architecture with hardware virtualization technology.

most privileged (ring 0) to the the less privileged (last layer of the ring) as illustrated in the figure
2.4. The number of rings is architecture dependent. The security is maintained by not allowing
processes from the outer ring to access resources with higher privilege level, i.e. a process run-
ning in the ring 2 cannot access resources in that requires ring O privilege level. Natively the OS
would run in the ring O that is also known as kernel space, and the applications in the ring 2 (user
space) guaranteeing the isolation of the OS from the applications and way of supervising system’s
resources access. Figure 2.5 depicts the the architecture protection rings with the inclusion of
the hardware virtualization technology.

Having the virtual machine monitor at Ring -1 grants to the VMM full control over the system’s
hardware and at the same time hosting unmodified guest OS. The latter can still run at CPU
Ring 0, just as it normally would when running natively. It is also implemented hardware based
mechanisms to hand-off between the virtual OS and the VMM, relying on hardware to perform
switching between both execution level to reduce the additional overhead added to the software
based switching mechanisms. An in-memory data structure known as the virtual machine control
block (VMCB) is often used to hold the virtual guest state when passing control to the VMM. It
also holds others information to assist the VMM, such as conditions variables.

Hardware assisted virtualization also impacts the architecture instruction set architecture
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(ISA), i.e., virtualization implementation usually comes with additional instructions necessary to
interface the virtualization's hardware, such as instructions to enter and exit the VMM mode (VM
Entry and VM Exit). Upon execution of the instruction VMM Entry, the hardware loads guest state
from the VMCB and continues execution in guest mode. Guest execution proceeds until some
condition, expressed by the VMM using control bits of the VMCB, is reached. At this point, the
hardware performs an exit operation, which saves guest state to the VMCB, loads VMM state into
the hardware, and resumes in host mode.

Although the hardware technique described above refers to the Intel-VT , this design struc-
ture is found also in ARM’s VE and SE (TrustZone). ARM VE implements two of additional CPU
privilege levels reserved for execution of monitoring software such as the VMM: Monitor and hyper-
visor modes. The processor’s ISA is also extended with new instruction to interface the services
provided by the virtualization hardware extension. A detailed description of ARM’s VE and SE is
provided in the sections 3.2 and 3.3.

2.1.6 Memory Virtualization

Memory virtualization is a well known technique used in the majority of today’'s general-
purpose OS. Due to the advantages leveraged by such technique, the majority of modern pro-
cessors includes hardware to support memory virtualization. The technique delivers benefits
such as increase of security due to the creation of virtual address space for applications, isolating
each process in their own address space managed at granularity of pages. Each virtual page
is mapped to a physical page by the operating system. All the virtual-to-physical mappings are
stored in a page table managed and assigned by the OS. Most commercial processors today use
page-based virtual memory management. With virtual memory, the processor must constantly
translate addresses from virtual-to-physical and from physical-to-virtual to access the data. To
reduce the overhead of these operations, the OS relies as much as possible in hardware support
presented in the processor. Hardware support such as the memory management unit (MMU)
enable the automation of address translation from both virtual-to-physical and physical-to-virtual,
leaving the software only to provide the remaining support. Most MMUs uses an in-memory table
to store page tables (data structure used to store the mapping between virtual addresses and
physical addresses). Each mapping in the page table is know as page table entry (PTE). Most
MMUs also contain an associative cache of PTEs called a translation lookaside buffer (TLB) which
is used to avoid unnecessary access to the main memory every time a virtual address is mapped,
i.e., the TLB accelerates translation by caching the most recently used page table entries.

When running a virtual machine, the hypervisor creates a contiguous addressable memory
space for the virtual machine. This memory space has the same properties as the virtual address
space presented to the applications by the guest operating system. This allows the hypervisor to

run multiple virtual machines simultaneously while isolating the virtual machine memory spaces.
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Figure 2.6: Two Level Address Translation.

From the view of the application running inside the virtual machine the Hypervisor had a new
layer of address translation as illustrated in the figure 2.6.

As a result, a two-level address translation is required with the inclusion of the hypervisor
guest virtual(gVA) to guest physical (PA) and guest physical(gPA) to host physical(hPA). To fully
virtualize memory, it is necessary the following address translation:

1. gVA = PA: guest virtual address to guest physical address translation via a per-process
guest OS page table (gPT), which is known as first level address translation (FLAT).

2. gPA = hPA: guest physical address to host physical address via a per-VM host page table
(hPT), which is known as second level address translation (SLAT).

Next we will discuss two state-of-the-art techniques used to manage and translate two-levels
page tables each providing different tradeoffs.

2.1.6.1 Shadow Paging

Shadow Paging is a software-based technique used to manage two-level address translation.
It creates a shadow page table (sPT) that maps the guest virtual page table (gPT) directly to the
physical memory. When the guest is active the hypervisor forces the processor to use the sPT to
perform the address translation. When the address needed its not present in the sPT a page fault
exception is raised causing the hypervisor to intervene and update the sPT and the guest page
table (gPT). The hypervisor keeps sPT updated by monitoring the gPT. There are two techniques



Chapter 2. Fundamental Concepts 21

used by the hypervisor to keep track of the gPT. The first one is by letting the processor page fault
behaving as natively [63]. As the hypervisor lets the guest write new entry to the gPT, when the
guest try to access the date using the new entry the processor page faults because the translation
is not present in the sPT. The hypervisor then intervene and make the corresponding change to
the sPT and the gPT. The other approach is by write-protecting the gPT, i.e. the hypervisor write-
protect all the gPT and anytime the guest tries to write a new entry to the gPT it results in a page
fault exception. The hypervisor take control and add the pretended address to the sPT and also
update the gPT. The shadow page technique adds a substantially amount of overhead [63] [64]
due to the hypervisor intervention on the page faults.

2.1.6.2 Nested Paging

Nested paging also known as nested page table (NPT) is a hardware-assisted virtualization
technique which reduces the overhead associated with software-based technique (shadow page
tables)[63]. The NPT translate the guest virtual address to physical, and it leaves the guest in full
control over its page tables with no need of the hypervisor’s intervention. In the implementation
of this technique used two tables when translating an address. The gPT and the NPT, the gPT
owns the maps of the guest virtual address to the guest physical addressed and the NPT the map
of the guest physical addresses to the physical memory. When a guest attempts to reference the
physical address, a two-dimensional table walk is performed using gPT and NPT to translate the
guest linear address to its mapping on the physical memory (gVA =hPA).

2.1.6.3 Dynamic Switching Paging

This technique tries to take the best of both worlds by dynamically switching the technique
used to monitor the TLB misses and guest page fault on the fly. As seen before the big dis-
advantage of using shadow paging is the overhead caused by the hypervisor intervention when
synchronizing the sPT and the gPT, while the drawback of the nested paging is the two-dimensional
page walk in the address translation. The challenge in this technique is the definition of a switch-
ing police. In the implementation documented in the article [65], the switching strategy used
consist in keeping an historic on TLB misses and page faults frequency. To make a decision
was also create a threshold values for both TLB misses and page faults and if one of them is
above the threshold, the dynamic switching paging mechanism would switch to the other mode
(nested or shadow paging). If both values are under the thresholds there would not be necessary
the switching if both values are over the thresholds the mechanism would use others metrics to
choose the best mode to use. Another implementation of this technique known as agile paging
documented in the article [66] takes thing a little bit further, differently from [65] which uses a
temporal approach (the switching policy is based only in the current state of the TLB misses and
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|| BaseNative | NestedPaging | Shadow Paging | Agile Paging
TLB Hit Fast (VA=-PA) Fast (gVA=-hPA) Fast (gVA=-hPA) Fast (gVA=-hPA)
Max. memory access on 4 24 4 (4=-5) avg.
TLB miss
Page Table update Fast direct Fast direct Slow (by the Fast direct
Hypervisor)
Hardware support 1D page walk 2D+1D page walk 1D page walk 2D+1D page walk
with switching

Table 2.1: Performance comparison of the memory virtualization techniques used to
manage and translate two-levels page tables.

page faults) when implementing the switching policy. lts switching mechanism implementation
in temporal and spatial, i.e., it takes in consideration that some regions of an address space see
far more changes than others, and some levels of the page table are updated far more often than
others.

The implementation combines the best of shadow and nested paging by using: (I) shadow
paging for its fast TLB misses response related to parts of the guest page table that remain
static, and (I) nested paging for its fast pages updates for the parts of the guest page tables
that dynamically changes. The table 2.1.6.3 show the performance comparison of the [66] im-
plementation of the dynamic switching paging technigue with the nested paging, shadow paging
and the natively one.

Even with hardware and software techniques the overhead of virtualizing memory can still be
high, and the dynamic Switching paging technique can reduce the virtualization overhead imposed
by the traditional techniques. The infrastructure currently present in today’s top architectures and
hypervisor makes it easier to implement the dynamic Switching paging technique.

2.1.7 1/0 Virtualization

There are a number of different applications where the support for Input/Qutput (I/0) virtu-
alization it is or will be a highly desired feature. There are two key requirements that are common
in all those different use-cases scenario [67]: the first one is the protected access to the 1/0
resources such that there is no dispute between guest OS in accessing the |/ 0 resource while the
second requirement is the ability to share the /0 resource among the multiple guest OS. Virtualiz-
ing the 1/0 infrastructure in a system follows the same principles used when virtualizing the CPU
or memory, i.e., it uses the abstraction layer (hypervisor) to isolate and monitors the access to the
[/0 devices between the different guest virtual 1/0 devices. Furthermore, like the CPU virtualiza-
tion an /0 device can be fully-virtualized where the hypervisor traps the guest OS access to the
I/0 devices and emulates the underlying hardware operations intended by the guest. The guest
0S interface with the 1/0 device can be achieved either through memory-mapped I/0 (MMIO) or
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Port-mapped I/0 (PMIO). If the I/0 device is accessed through MMIO the virtualization can be ac-
complished by applying the memory virtualization techniques presented previously in the regions
where the device is mapped. Access to PMIO are made through special instructions designed
specifically for performing 1/0 operations. To virtualize devices that are accessed through PMIO
the instructions to perform |/0 operations are trapped (sensitive instruction) when being executed
by the guest OS and the execution is passed to the hypervisor that will decode and emulate the
instruction. To fully virtualize the /0 devices, the hypervisor needs also to be compatible with
the software device drivers used in the guest OS to access the 1/0 device, as well as able to
emulate 1/0 features like interrupts, data buses, and resource sharing of the physical hardware.
When emulating 1/0 resources witch generates interruption the hypervisor uses mechanism to
inject interrupt into the guest OS. This can be accomplished by emulating the programmable
interrupt controller (PIC). The trap-and-emulate virtualization approach may require minimal to
none changes in the guest OS, but it has a low performance due to the high amount of overhead
imposed by the costly interception and validation by the virtualization layer for security, isolation,
data multiplexing and demultiplexing purpose.

Relying on paravirtualization is another method used to virtualize 1/0 resources [67, 68, 69,
70]. The goal is minimizing the hypervisor’s intervention presented in the full I/0 virtualization
technique when the guest OS is accessing the |/O resources. The guest OS is aware of the
presence of the abstraction layer on the contrary of the full virtualization technique where the
guest runs as it would without virtualization. The guest OS is altered (e.g., addition of a paravirtual
driver) in order to use a set of I/0 type-specific APIs provided by the hypervisor to interface the
I/0 resources. The guest uses the paravirtual driver (e.g., added to the guest) to communicate
with the hypervisor using APIs. The actual device driver that will access the 1/0 resources can
reside in the hypervisor or in a secure device driver domain only visible to the hypervisor. Instead
of emulating the PIC as done in the full virtualization method, with paravirtualization event or
callback can be used to signal the guest OS [67]. This technique can remove the interaction of
the PIC hardware, with the event or callback the process is direct. The hypervisor can directly
hand the work to the guest OS. The problem with this approach is that the Guest OS interrupt
handling mechanism must be altered. The drawback in using a paravirtualized system is that by
altering the guest OS it limits the guest portability/ migration and also the guest is aware of the
virtualization layer, and so, it fails the Popek and Goldberg equivalence requirement. Even with
the pitfall shown above the paravirtualization technique is used by the major hypervisor vendors
[71] when virtualizing the 1/0 devices due to a better performance and the reduction of complexity
and cost of the |/0 resource virtualization comparing to the emulation technique.

Other implementations uses direct assignment, a method that can be used when a 1/0 re-
source can be owned by an specific guest OS, i.e., a particular |/0 device is assigned to be used
by an specific host removing the hypervisor’s intervention. In doing so, the guest OS is allowed
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to interact with the 1/0 device as it would be in a native system. This method can simplify the
hypervisor's implementation by moving the /0 device drivers from the hypervisor to the guest.
This method is only appropriate for some implementations since the hypervisor can only allocate
as many devices as they are physically available in the platform. Furthermore, even with the
direct assignment of an 1/0 resource to the guest OS, the hypervisor may still have to intervene in
operations such as routing the interruption to the guest [71] and/or the guest address translation.
This is required because the 1/0 works with the host physical address (hPA) and the guest 0OS
perception of physical address is the gPA and the hypervisor needs to intervene to apply memory
virtualization techniques to solve the memory access.

The three techniques shown above are the most common ways of implementing 1/0 resources
virtualization. The article [72] shows an interesting implementation of |/ O resources virtualization
known as Hypervisor-bypass,which takes advantage of the features presented in modern high
speed devices to allow time-critical operations to be carried out directly between the guest OS
and the 1/0 device, and so, removing the overhead caused by hypervisor intervention and at the
same time maintaining the system’s integrity and isolation intact. In this implementation only
the time-critical operation are bypassed while the remaining are assisted by the hypervisor. This
implementation was based on the 0S-bypass 1/0 technique. The 0S-bypass |/0 is a mechanism
developed to allow processes in the user space access |/0 resources (traditionally accessible in
kernel mode). It provides user-level-communication APIs that allows the user space processes
to access the 1/0 devices without the need of an context switching. To support accesses from
multiple user processes is used |/O pages that are mapped directly in the address space of the
process. The hypervisor-bypass follows the same principle as 0S-bypass |/0 where the guest
0S in the hypervisor-bypass behaves as the OS-bypass user space application and the hypervisor
as the OS kernel in the OS-bypass. The hypervisor provide the guests mechanisms to directly
access the time-critical 1/0 resources and the others resources are managed using one of the
three mechanisms exposed above (paravirtualization, emulation or direct assignment).

2.1.7.1 DMA Protection

The maijority of modern 1/0 devices utilizes direct memory access (DMA) to move data be-
tween the host’'s main memory and the device's on board buffers. The usage of DMA is to reduce
the overhead on the CPU when using the 1/0 devices, allowing it to not be occupied during the
entire read/write operation. To initialize a DMA operation the device driver in the OS creates DMA
descriptors that refer to region of memory. Each descriptor typically includes the address, the
length and some device-specific flags. When created the device driver passes the descriptor to
the device to transfer data to or from it and when the operation is finished an interruption is used
to signalize the CPU. This mean that in a virtualized system the guest OS can program the 1/0
to uses the DMA to read or write to any address, which can compromise the system'’s security
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its isolation capability. When the I/0 is virtualized using the emulation technique, this problem
is solved by the hypervisor since all the sensitive instructions are trapped to the hypervisor that
can monitor the address passed by the guest. The same happens when the 1/0 is virtualized
using paravirtualization. Since the device driver is in the hypervisor or in a secure device driver
domain only visible to the hypervisor, the guest is altered to communicate with the hypervisor
when accessing the 1/0 device. This gives the hypervisor means to monitors the addresses used
by the guest OSes. The problem arises when the guest can directly access the 1/0 resource,
e.g., using direct assignment method as in this case the access to the device driver is completely
owned by the guest OS. The majority of modern architectures possesses hardware such as ARM
SMMU[73], Intel IOMMU[74], AMD IOMMU[75] that operate as the input/output memory man-
agement unit (IOMMU) to assist and facilitates the 1/0 devices access to the memory. There
are several advantages using the IOMMU to assist in I/0 devices virtualization, being the most
relevant in this scenario the memory protection.

The IOMMU allows all the 1/0 devices to be mapped to a page table in the main memory
and on every memory access by the I/0 device the IOMMU consults the I/0 device’s designated
page table to determine if the access should be allowed or blocked. Taking in consideration this
capability, the hypervisor can make sure the well being of the device being assigned to particular
guest OS by allowing the device to only access memory mapped to the guest where the device
is assigned. The IOMMU must only be accessed by the hypervisor. To architectures where there
is no hardware support to the I/0 devices memory access the protection must be ensured using
software techniques. This technique is carried out by the creation of the actual DMA descriptor,
i.e. once before the guest OS uses the /0 device the hypervisor will take ownership of the driver's
DMA descriptor region and the driver’s status region, revoking write permissions from the guest.
This prevents the guest from independently creating or modifying DMA descriptors, or modifying
the status region [76]. This can be accomplished by mapping the descriptor memory region in
the hypervisor's memory region. The software implementation is described in greater detail in
[771.






3. Related Work and Background

In this chapter it is surveyed previous and current state-of-art of Virtualization techniques.
Since the main focus of this work is on the embedded domain it will be pictured in this section
the current state-of-art of virtualization of embedded devices. Hypervisors designed for general
purpose virtualization cannot be directly adopted for ES. This chapter starts by showing well-
known hypervisors widely used for cloud computing that were not ported into the embedded world
according to the evolution of embedded devices and the necessity of virtualization to manage the
increasing complexity of today’s embedded applications. We start by describing Xen, a well known
type-1 virtualization platform that have made its way from the GPOS to the Embedded devices
with realtime requirements, then is described the KVM hypervisor, a major hypervisor that have
also found itself ported into embedded devices.

Then XtratuM will be presented as a different hypervisor implementation compared to the
hypervisors presented before since it was originally designed for real-time applications. Basically,
this the section describes the XtratuM architecture and to finalize the chapter is presented another
hypervisor designed for embedded applications.

To finish the chapter is depicted the architectural features presents in ARM processors such a
TrustZone and the Virtualization Extension that served as backbone for LTZVisor's implementation.

It is also surveyed some state-of-art of Virtualization techniques assisted by ARM TrustZone.

3.1 Embedded Hypervisors

Since the early 2000s we have seen the virtualization technology gaining ground in the into
the embedded domain, bringing new solutions and expanding the scope and capabilities of the
embedded applications. Bellow is presented some of the many embedded virtualization architec-
ture available.

3.1.1 Xen

Xen is a type-1, open-source hypervisor, for both 32 and 64-bits processor architecture [78]
created at the University of Cambridge. Xen was first introduced as a virtualization solution for
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x86 architectures and since then the platform has been ported to the majority of major processors
technology such as ltanium, Power PC, and ARM [79]. Xen supports Linux, NetBSD, FreeBSD,
Solaris, Windows, and other common operating systems as guests running on top of it. At the
heart of the Xen virtualization platform is the Xen hypervisor. It runs in the highest privilege
level and controls the system’s hardware. Xen hypervisor design aims to create a lightweight
hypervisor that performs only the primary activities such as scheduling and virtualizing the CPUs
and memory. The remaining part of the TCB are held in a secure container outside the hypervisor
know as the DomO (domain 0). DomO is usually a modified Linux kernel or a privileged guest
laying on to of the hypervisor that has special rights to access physical resources as well as
interact with the other guests running in the system. The DomO VM is a requirement in the Xen
virtualization platform as it possesses all the hardware device drivers and plays a major role in the
creation of the unprivileged guest. The guest OSes are held in the less privileged domain know
as DomU (DomainU). Xen hypervisor supports multiples virtualization approaches for the DomU
guests, including full hardware virtualization and paravirtualization. The DomU paravirtualized
guest are know as PV guests and the full virtualized guest are referred to as HVM guests. The
advantages of moving services from the hypervisor to the domO were listed previously in the
Microkernel subsection. Similar benefits are achieved by the Xen hypervisor architecture design
and the success of this technique as led to studies beginning to break up the DomO from a single
guest into a series of mini-OS guests each with a specific purpose and responsibility, which drives
better performance and security in a virtualization environment [80]. DomO gives access for
unprivileged guests to the hardware with paravirtualized backend drivers. Moreover, the modified
guests (unprivileged domains) get access to a set of virtual devices using the paravirtualized
frontend drivers. As an effort to improve overall performance and reduce the load on the DomO
Guest, Xen hypervisor uses pass-through technology [81, 82] which allows guest domain to speak
directly with a specific piece of hardware directly without having to send communication to and
from the Domain0Q. One of the Xen hypervisor's main tasks is abstracting the system’s physical
CPU, creating Virtual CPU (VCPU). [83] states that "the main scheduling abstraction in Xen is
the virtual CPU". By default Xen uses the credit scheduler whose features and behavior are well
documented in [83, 84, 85, 86]. [87] list others scheduling available for the Xen hypervisor such
as Real-Time Deferrable Server(RTDS) for soft and firm real-time tasks and ARINC653 for hard
real-time tasks. Many other scheduling algorithms implementation [83, 84, 88, 89, 90, 91, 92]
are used in the Xen hypervisor, leaving the selection policy to the intended application.

3.1.2 KVM

Kernel-based Virtual Machine (KVM) is a partially monolithic type-2 hypervisor that supports
both full virtualization as well as paravirtualization. KMV is an established system virtualization
solution, implemented as a software-only driver running within the Linux Kernel, which effectively



Chapter 3. Related Work and Background 29

turns the Linux kernel into an hypervisor [93]. This approach takes advantage of the existing
mechanisms within the Linux kernel, such as the scheduler, and memory management. Like Xen,
KMV was first developed for x86 processors and since it has been supported S/390, PowerPC,
IA-64 and ARM processors. KMV support a variety of guest including Linux, Solaris, OS X and
Windows. The virtualization design approach used in KVM it is very relevant in the embedded
world. One may think that when virtualizing embedded devices it is more attractive the adoption
of a type-1 hypervisor for its independence of a host environment and the resource limitations
in the embedded devices, but this type-2 hypervisor suits well in the embedded world due to
the vast number of embedded devices already supported by support Linux. Having KVM as a
module in the Linux OS makes KVM a highly portable hypervisor. The KMV system architecture
implementation had to be redesigned for the ARM architectures by introducing the hypervisor
mode (in order not to cause confusion between the ARM hypervisor mode and the hypervisor
virtualization layer it is used Hyp mode to name the hypervisor mode). The Linux kernel runs
in the supervisor mode that is a less privileged mode than the hyp mode, which means that in
order to design the KVM hypervisor the entire Linux kernel would had to be redesign to run in the
hyp mode (see details in [94]). The design approach used is known as splitmode virtualization,
because it splits the core hypervisor so that it runs across different privileged CPU modes to
take advantage of the specific benefits and functionality offered by each mode. Basically, the
hypervisor is split in two modules:

1. The Lowvisor runs in the hyp mode to leverage the ARM hardware virtualization support
enabled by hyp mode. The lowvisor manages the different execution contexts through
appropriate configurations of the hardware, enforced protection and isolation between dif-
ferent execution contexts, world switches between the hypervisor and the VM context and
the virtualization trap handler.

2. The Highvisor is embedded into the host kernel as a linux driver. Being in the kernel
space allows it to directly leverage existing Linux functionality such as scheduler, memory
management while easily implementing high level functionalities.

Using Linux APIs simplifies the hypervisor’s highvisor implementation but at the same time be-
cause the hypervisor is split across supervisor and Hyp mode, switching between a VM and the
highvisor involves multiple mode transitions (VM < Lowvisor (hyp mode) < Highvisor (supervi-
sor mode)). For instance, in the arise of an hardware interrupt, a stage-2 page fault, or a sensitive
operation during the KMV guest execution, the CPU will trap to the lowvisor (hyp mode) that ex-
amine and perform the necessary task and then switches back resuming the VM execution. The
intended task could be performed by the lowervisor or the highvivisor (supervisor mode), for ex-
ample, the emulation is performed by an application in the user space, usually KEMU, with the

lowvisor switching to the highvisor to perform the necessary emulation. Details in implementation
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of KMV to ARM architectures can be found in [94, 95] and the documents describes in details the
implementation of CPU, Memory and 1/0 virtualization using methods described in the previous
section.

KVM is the mainline Linux ARM hypervisor and the first system that can run unmodified guest
operating systems on ARM multicore hardware. Its split-mode virtualization makes it possible
to use ARM hardware virtualization extensions while leveraging Linux kernel mechanisms and
hardware support [94]. However, there remains concerns regarding the responsiveness of the
real-time tasks running on top of a virtual machine. Many studies have tackle this issue proposing
solutions [96, 97, 97, 98, 99] to enhance the platform with realtime capabilities.

3.1.3 XtratuM

Different from the hypervisors presented so far, XtratuM was originally designed to meet
real-time requirements, specifically as a substitution of the RTLinux to achieve temporal and
spatial requirements[100, 101]. XtratuM is a type 1 hypervisor that uses paravirtualization to
abstract the hardware to the guest OSes. By using paravirtualization part of the XtrantuM guests
hardware abstraction layer (HAL) are replaced with hypercalls, which allows the guests to access
privileged functionalities and at the same time helps the hypervisor in the management of the
guest access to those functionalities. [102] states that main idea behind of the design of the
architecture of XtratuM is to virtualizes the minimal possible parts of the hardware to achieve
the execution, in a concurrent way, of several OSes, where at least some of them could be real-
time kernels. XtratuM virtualizes the main hardware in the system and its internal architecture
includes: memory management, scheduling (fixed cyclic scheduling), interrupt management,
clock and timers management, partition communication management, health monitoring and
tracing facilities [103]. XtratuM allows the definition of two types of VM, system VM(also know as
supervisor VMs) and normal VM. System'’s VMs are allowed to manage and monitor the state of
the system and other partitions. The purpose of the health monitoring is to discover errors at an
early stage and try to solve or confine the fault subsystem in order to avoid a failure or reduce the
possible consequences.

Time and space partitioning (TSP) based architecture has been identified as the best solution
to ease and secure reuse, enabling a strong decoupling of the generic features to be developed,
validated and maintained [100, 103, 104]. XtratuM is used as an enabling technology for TSP
developments, being designed to meet real-time requirements it is an excellent solution for em-
bedded virtualization, by virtualizing only the necessary hardware in the system, leading to a small
footprint. It is classified as a nanokernel architecture. Which conceive a trustworthy execution
environment to its guests by enforcing: (I) a strong spatial isolation by executing the hypervisor
and the guest in different CPU privileges and address space, (ll) temporal isolation achieved by

using a fixed cyclic scheduler as well as (Ill) robust communication mechanisms between the
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guests, communication between guests are achieved by using specific services provided by the
hypervisor. The hypervisor implements the link (channel) between two ports or more ports based
on the ARINC-653 standard [105]. A detailed description of the XtratuM hypervisor design and
implementation is provided in [106, 107].

3.1.4 Xvisor

eXtensible Versatile hypervISOR (Xvisor) is a type-1 monolithic hypervisor that supports both
full virtualization and paravirtualization. It aims to provide a lightweight hypervisor that can be
used within embedded systems with less overhead and small memory footprint. Xvisor primarily
provides fully virtualized guest and provides paravirtualization in the form of optional VirtlO devices
[108, 109]. Xvisor provides high performance and low memory footprint virtualization capabili-
ties for various ARM architecture (with and without virtualization extensions) and for other CPU
architectures including x86. The hypervisor allows the execution of multiple guest VMs, to each
guest is assigned one or more virtual CPUs (vCPU) by the Xvisor scheduler and all background
processing for device drivers and management purposes are run on the Orphan vCPUs with high-
est privilege. Xvisor vCPU scheduler offers various scheduling policies (e.g., fixed-priority[110],
round-robin[111]). Virtualization of peripheral devices is achieved via emulation with pass-trough
access available for some devices. When compared to Xen or KVM, Xvisor differs from them by
having a single software layer where all virtualization related services are provided [108, 112].
For example, KVM depends on Qemu for device emulation and Xen depends on domO for 1/0.
Thus, the Xvisor's context switches are lightweight, resulting in instruction trap handling, host
interrupts and guest 1/0 events. Also, the Xvisor's scheduler is per-CPU and does not do load
balancing [113] for multiprocessor systems. Instead, load balancing is performed by a distinct
entity in Xvisor.

3.2 ARMv7-A architecture

The architectural simplicity of ARM RISC processor have allowed ARM based devices to have
a very low power consumption, with high performance at a reduced silicon cost. The architecture
have evolved significantly since its introduction, eight major versions of the architecture defined
to date, denoted by the version numbers 1 to 8. Among them, version 7 is the relevant in this
project. ARMv7 provides three profiles: ARMv7-A, ARMv7-R, ARMv7-M[114] details the difference
between the different ARMv7 profiles and the processor used in this project inhabit in the profile
A. ARMv7-A architectures supports both the ARM and Thumb instruction set. The ARM instruction
set is a set of 32-bit instructions providing comprehensive data-processing and control functions.
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Developed with a subset of ARM instruction set functionalities, the Thumb instruction set is 16-
bits wide that provides significantly improved code density but with some performance reduction
compared to the ARM ISA. A processor that support both ISA can change between the two when
necessary. The continuous evolving nature of ARMs architecture led to incremental changes to
the architecture and the introduction of new features These changes can happens at the ISA level,
a phenomenon titled ISA Extension or in the architecture level called Architecture Extension.

ISA Extension ranges from Jazelle, ThumbEE, floating-point (also know as VFP extension),
Advanced Single Instruction Multiple Data (SIMD) [115].

ARMv7 implement the following Architecture Extension:

1. Security Extensions
Also known as TrustZone extension, when implemented, the Security Extensions integrate
hardware security features into the architecture, to facilitate the development of secure
applications. Due to its high relevance to the project, ARM Security extension is detailed
in the next section.

2. Multiprocessing Extensions
VE provides a set of features that enhance multiprocessing functionality and additional
registers are included in the SoC’s core hardware to support virtualization of the cores.

3. Large Physical Address Extension (LPAE)
This feature is only included in architecture that implements the multiprocessing extension
and the extension adds a new translation table format, named the Long-descriptor format.
LPAE comes with a 3-level page table format, allowing up to 40-bit physical address space.
The architecture in which the implementation does not include the Large Physical Address

Extension uses the short-descriptor format.

4. Virtualization Extensions (VE)
Virtualization extension is only included in the architectures that implement the security
extension, LPAE and the multiprocessing extension. When implemented, the virtualization
extensions provide a set of hardware features that support virtualization, many features
of the architecture are extended to integrate with the virtualization extensions. ARM VE
provide 3 levels of execution: ELO, user mode, EL1, kernel mode, and EL2, hypervisor
mode as shown in the figure 3.1.

ARMv7 architectures provides more execution modes than the ones shown in the figure

3.1 and the complete list of the processors execution modes are listed as followed:

(@) User Mode: An operating system runs applications in user mode to restrict the use
of system resources. Software executing in user mode executes at PLO. Execution in
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Figure 3.1: TrustZone privilege levels.

user mode is sometimes described as unprivileged execution. Application programs

normally execute in user mode.

Supervisor Mode: this is the default mode to which a supervisor call exception is
taken. Executing a SVC (supervisor Call) instruction generates an supervisor Call
exception, that is taken to supervisor mode. A processor enters supervisor mode on
Reset.

System Mode: software executing in system mode executes at PL1. System mode
has the same registers available as user mode, and is not entered by any exception.

Abort Mode: abort mode is the default mode to which a data abort exception or
prefetch abort exception is taken.

Undefined Mode: undefined mode is the default mode to which an instruction-related

exception, including any attempt to execute an UNDEFINED instruction, is handled.
FIQ Mode: FIQ mode is the default mode to which an FIQ interrupt is handled.
IRQ Mode: IRQ mode is the default mode to which an IRQ interrupt is handled.

Hypervisor Mode: hypervisor mode is the non-secure PL2 mode, implemented as
part of the virtualization extensions, this mode is entered on taking an exception from
non-secure state that must be taken to PL2 and it can be caused by an hypervisor
call or an hypervisor trap implemented by the virtualization extension.
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(i) Monitor Mode: monitor mode is the mode to which a Secure monitor call exception
is taken. In a PL1 mode, executing an SMC (secure monitor Call) instruction gen-
erates a secure monitor call exception. Monitor mode is a Secure mode. Software
running in monitor mode has access to both the Secure and Non-secure copies of
system registers. This means monitor mode provides the normal method of chang-
ing between the secure and non-secure security states.

Mode changes can be made under software control, or can be caused by an external or
internal exception. The VE extension introduces a new instruction, HVC, to switch between
kernel mode and hypervisor mode, from reset, the HVC instruction is UNDEFINED in Non-
secure PL1 modes, meaning entry to Hyp mode is disabled by default. To permit entry to
Hyp mode using the Hypervisor Call exception, Secure software must enable use of the
HVC instruction by setting the Secure Configuration register (SCR).

An exception causes the processor to suspend program execution to handle an event,
which can be generated by internal and external sources. Usually, when an exception
is taken the processor state is preserved immediately, before handling the exception so
that when the event has been handled, the original state can be restored and program
execution resumed from the point where the exception was taken. The exception handlers
are registered in the Vector Table that is a set of exception vector comprised in consecutive
word-aligned memory addresses, starting at an exception base address. The security
extension implementation includes three vector table: the Non-Secure world Vector Table
and the Secure world Vector Table to independently handle the worlds exceptions and the
Monitor Vector Table used for the exceptions routed to the monitor mode, as shown in the
table 3.1.

|

Vector Tables \

] Offset Secure Non-secure Monitor \

|

000 e

0x04  Undefined Instruction  Undefined Instruction ;

] 0x08 Supervisor Call Supervisor Call Secure Monitor Call \
] 0x0C Prefetch Abort Prefetch Abort Prefetch Abort \
| 0x10 Data Abort Data Abort Data Abort |
| 0x18 IRQ Interrupt IRQ Interrupt IRQ Interrupt |
| 0xIC FIQ Interrupt FIQ Interrupt FIQ Interrupt |

Table 3.1: ARMv7-A Vector Tables.
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5. Performance Monitors Extension

Most processors nowadays have special, on-chip hardware that monitors micro architec-
tural events like elapsed cycles, cache hits, cache miss, etc. It is a subsystem which helps
analyzing how an application or operating systems are performing on the processor. ARM
Performance Monitoring Unit (PMU) provides counters to gather statistics on the operation
of the processor and memory system. Each counter can count any of the events available
in the processor. It also provides a single 32-bit cycle counter with support for scaling
and filtering on the processor mode and security state. If an implementation includes
the virtualization extensions and also includes the performance monitors extension, then
it must implement PMUv2. In PMUv2, an implementation that includes the virtualization
extensions, non-secure software executing at PL2 can trap any attempt by the Guest OS
to access the PMU. This means the hypervisor can monitors the access to the PMU and
dictate its correct usage.

3.3 ARM Security Extension - TrustZone

Design security is often an afterthought. But, with the regularity of security breaches impact-
ing an array of industries, it is now more of an imperative to build security into design early on
[116]. While software-based security mechanisms are deemed to be cost effective and easy to
implement and update, this technique’s success relies entirely on the underling software layer
implemented. In most cases this software layer is an operating system, hypervisor and in the em-
bedded world a real-time application or OS. Meaning that this underling software layers will have
to implement mean to guarantee the system’s reliability and trustworthiness. Adding security
mechanisms within the management layer (OS or RTOS) increase the system overall complexity
and size, a condition not always desired when dealing with resources constraints of embedded
devices. This as led to exploration of others security approaches, in this case hardware-bases
security mechanisms. Shipping the security mechanism implementation to hardware relieves the
software of time and space consuming security tasks and responsibilities.

Hardware-based security uses a device's on-board security to perform security measures to
ensure the correct functioning of the system. Hardware-based security is, indeed, more robust
than its software-based counterpart. It is self-contained and does not require the help of any ad-
ditional software. Therefore, it is essentially free from the possibility of contamination, malicious
code infection, or vulnerability. Hardware-based security is achieved by implementing a well know
security concept: a Trusted Execution Environments (TEE). The TEE is an isolated environment

IThe vector at offset Ox14 in the Hypervisor vector table is used for exceptions that cause entry to Hypervi-
sor mode. The Hypervisor Configuration Register(HCR) provides configuration controls for virtualization, including
defining whether various Non-secure operations are trapped to Hypervisor mode various Non-secure operations are
trapped to Hypervisor mode.
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that runs in parallel with the operating system, providing security for the rich execution environ-
ment (REE). The wide acceptance of TEE as led board manufacturer to include tools to enable
the easy development and deployment of applications targeting the creation of a TEE.

The ARM TrustZone approach aims to enable a trusted computing within the embedded world
by extending the security infrastructure throughout the system design, enabling an end-to-end
security solution. TrustZone technology is often used to enable trusted boot and run a trusted
0S, creating a trusted execution environment. The security is achieved by partitioning all the
SoC’s hardware and software resources so they are accessible in one or two worlds (two virtual
cores)[117]: the Secure World and the Non-Secure (Normal) World as illustrated in the figure
3.2. The secure world is used to execute the TEE with full access to the system’s hardware and
software and the normal world is used for the rest of the subsystems with access only to the
non-secure resources usually a REE. The TrustZone extension allows a single CPU to run both
secure and non-secure code, which is achieved with the assistance of a robustly context switch

mechanism known as the Monitor mode.

Figure 3.2: TrustZone General Architecture adapted from [117]

3.3.1 Context-Switching

By allowing the same CPU to execute both secure and non-secure code, the TrustZone exten-
sion allows execution switching between words through the monitor mode. TrustZone provides
means for both secure and non-secure world to access the monitor mode. By executing the Se-
cure Monitor Call (SMC) instruction the CPU trap to the monitor exception handler that performs
the context-switching. The role of the monitor handler software in a design is to provide a robust
gatekeeper which manages the switches between the Secure and Non-secure processor states.
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In most designs this functionality will be similar to a traditional operating system context switch,
ensuring that state of the world that the processor is leaving is safely saved, and the state of the
world the processor is switching to is correctly restored[118]. As a security measure, the mon-
itor mode entry from the non-secure world is tightly controlled by the secure world application.
Monitor mode entry can also be achieved via interruption and external aborts. The secure World
can also access the monitor mode by directly writing the register that holds the CPU current
privilege mode. This functionality its not available to the non-secure software due to the register
privatization, i.e., only accessible when the CPU is in secure state.

3.3.2 Interruption

ARM processor that implements the TrustZone extension comes with the interrupt controller
that supports the interruption grouping, i.e., the interrupt controller allows each interrupt to be
configured as secure or non-secure. Secure interrupts are usually handled as Fast Interrupt
Request (FIQ) (Group 0) and non-secure as Interrupt Request (IRQ) (group 1). The interrupt
controller also allows secure interrupt to be handled as IRQ but this use case scenario breaks the
interrupt isolation between worlds. Dedicating FIQ to handle the secure interrupts and IRQ for non-
secure debilitate the non secure interruptions to interrupt the secure world execution and that way
it isolates the secure world form non-secure interruptions. ARM recommends using FIQ to handle
secure interruptions, which is not nested, have the highest priority among all interruptions and
also has lower latency [119] compared to the IRQ interruption handling. This particularity makes
FIQ handling highly recommended to handle secure interrupts. TrustZone-enabled processor
implements three sets of exception vector tables. One of these tables is for the normal world,
one is for the secure world, and the other is for monitor mode, meaning that each interrupt can
be configured to be handled in one of three vector table, i.e., an interrupt can be configured to
be: secure interrupt, non-secure interrupt or be interrupt routed to monitor.

In a multiprocessing system, this feature works equally and independent for each physical
CPU available, meaning that each processor can be configured to handle interruptions indepen-
dently form each other.

3.3.3 Processor Configuration

ARM processors possess a set of co-processors used to extend the processor instruction set,
accessed through a group of dedicated ARM instructions that provide a load-store type interface.
This co-processors are used to configure a set of functionalities presented in the SoC, for example,
the co-processor 15 (CP15) is used to configure the overall system control and configuration of the
processor, cache configuration and management, memory Management Unit (MMU) configura-
tion and management and the system performance monitoring [120]. The security is maintained
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by allowing only secure access to sensitive co-processor registers, and so, only the trusted se-
cure world application can manage the SoC sensitive configurations. In a multiprocessing system
when a co-processor register is private to each CPU it means that there are multiple copies of
co-processor registers (banked in the hardware) and co-processor registers where there is only
one copy, these are shared between the processors (global registers). The configurations chosen
by the secure software, by changing the co-processor’s registers, directly affects the non-secure
world applications. CP15 holds various highly valuable registers in the TrustZone architecture
including the Secure Configuration register (SCR) that allows the world context to switch changing
the state of the NS-Bit(secure NS-bit=0 and non-secure NS-bit=1). The NS-Bit can only be set in
the monitor mode and the world context switching is performed when the processor leaves the

monitor mode.

3.3.4 Level One Memory System

ARM processors that implements the security extension provides two virtual MMU for each
physical core, one virtual MMU for each world, meaning that each world possesses independent
control over their address mapping. ARMv6 and ARMv7 L1 translation table descriptor format
includes an NS field used to access the physical mapping associated with the associated with
that table descriptor, i.e., a software running in the secure world uses the NS-bit field in the table
descriptor format to access the secure or the non-secure address mappings. The non-secure
world can only access the non-secure mappings and when running in non-secure the NS-bit in
the address format is always 1. The design also supports data on the cache from both worlds
simultaneously, meaning that in a context switching it is not required to flush the cache.

3.3.5 SoC Partitioning

ARM provides mechanism to separate the SoC'’s hardware resources by implementing trans-
action checking in the system and peripheral buses. The ARM Advanced Microcontroller Bus
Architecture (AMBA) is an open-standard, on-chip interconnect specification for the connection
and management of functional blocks in SoC designs. It facilitates development of multiprocessor
designs with large numbers of controllers and peripherals. The AMBA buses used in the ARM
processors that implements the security extension where designed with mechanism that allows
the the control of every transactions, ensuring that no secure world resources are accessed by
non-secure world components. AMBA also includes an input signal for each peripheral connected
to the bus and this signal is used to determine the security configuration of the peripheral (secure
or non-secure). AMBA bus signals are dynamically controlled by a secure peripheral that allows
the secure world do configure the peripheral security, and it is known as TrustZone Protection
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Controller (TZPC). It allows the secure world to dynamically reconfigure SoC’s peripherals secu-
rity access at run-time, meaning that a particular peripheral can be secure in an instance and
non-secure in another.

3.3.6 Memory Partitioning

Protecting the memory region access is one of the main concern when implementing isolated
systems. In the previous chapter some methods used to virtualize memory were presented in
the memory virtualization section. The techniques presented in this subsection aims to provide
a secure and isolated execution environment for the different subsystems (in this case virtual
machines) within the system. Those techniques comes at a price, the necessity of an underling
software layer that monitors the memory access by different subsystems thus, adding overhead
to the entire system.

The mainstream hardware-assisted memory virtualization relies on the MMU support for the
2-level address mapping and translation. This feature is a key enabler to run unmodified partition
OSes, and also to implement isolation between partitions. ARM TZASC is an Advanced Exten-
sible Interface (AXI) [121] component which partitions its slave address range into a number of
memory regions. TZASC allows the partitioning of the memory into multiple segments, which
can be exploited to guarantee spatial isolation between the non-secure VM and the secure one,
by adequately configuring the security state of the memory segments of respective partitions.
The non-secure VM should have its own memory segment(s) configured as non-secure, and the
remaining memory as secure. Any attempt to access a secure memory region by the non-secure
world raises an exception that is trapped in by monitor. This solution is attractive to TrustZone-
enabled SoCs with MMU support for the straightforward approach and it is a requirement for the
TrustZone-enabled SoCs which are not VE-enabled and only capable of providing MMU support
for single-level address translation.

For on-SoC memory, solutions like TrustZone Memory Adapter (TZMA) is available. The TZMA
allows a single memory to be partitioned in two region where the lower part is secure and the
upper non-secure. TZMA only allows the memory to be partitioned in two regions, with sizes
always as a multiple of 4KB and controlled by the TZPC peripheral.

3.4 TrustZone-Based Virtualization

ARM TrustZone can be viewed from two prospectives, as virtualization solution or as mech-
anism to implement functionality similar to Trusted Platform Modules (TPM) [122]. Pinto et al.
[21] have shown an implementation where TrustZone is exploited to implement the basic building
blocks of a Trusted Execution Environment (TEE) as a lower priority thread of a RTOS with the RT
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properties of the RTOS remaining practically unaffected, by only inducing a small overhead on la-
tency. When regarded as a virtualization solution, TrustZone technology virtualizes a physical core
as two virtual cores, providing two completely separate execution domains. The non-secure world
acts as a virtual machine (VM) under the control of a hypervisor running in the secure world side.
ARM TrustZone, when adequately exploited, opens up a number of opportunities for (real-time)
virtualization, despite some researchers still arguing that perceiving TrustZone as a virtualization
mechanism is very limiting and ill-guided [123, 124].

With the continue spreading of the TrustZone in ARM devices, one of the main goals of the LTZVi-
sor project is to demonstrate that when adequately exploited TrustZone is the Key[125] to
extend the virtualization technology to the variety of ARM devices that implements the security
extension, ranging from applications processors to the smallest of microcontrollers.

3.4.1 Related Work

This section surveys previous and the current state-of-art of TrustZone-Based Virtualization
techniques. The first hypervisor described is the SierraVisor, an open source hypervisor designed
to take advantage of the ARM TZ and VE, it is presented as a Dual-OS Infrastructure for Mixed-
Criticality Systems on ARMv8 Platforms, which uses the ARM trusted firmware as the monitor of
two OSes running in each world. Then the section is finished with the vTZ, that is a technique used
to maximize the system security and reliability capabilities by abstracting the physical TrustZone
extension from the hypervisor.

3.4.1.1 SierraVisor

The SierraVisor is a TrustZone-assisted hypervisor that allows multiple operating systems,
such as Linux, BSD, Android, and other real-time operating systems to run concurrently on most
ARM device [126], providing both paravirtualization and full hardware virtualization. The hyper-
visor leverages hardware security extensions included in ARM TrustZone-enabled devices to run
the guest operating systems concurrently. Because of enhancements built for TrustZone technol-
ogy, SierraVisor can operate efficiently with minimal impact on performance. In addition, each
high-level operating system instance can still access a secure operating system (or TEE [127]) for
sensitive applications and data. It offers robust multicore management, offering both symmetric
and asymmetric multiprocessing for managing system utilization.

3.4.1.2 Dual-0S Infrastructure for Mixed-Criticality Systems on ARMv8 Platforms

With the proliferation of ARM devices in the mobile and embedded world and the introduction
of VE in the ARM devices Spyridakis et. al. [128] proposed the use of a Dual-OS infrastructure
with a GPOS, such as Linux, coexisting with other operating systems usually an RTOS to efficiently
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leverage ARM multicore hardware platforms in mixed-criticality use cases. The ARM Trusted
Firmware (ATF) is used as the layer that uses the TrustZone security extensions to isolate resources
into the two worlds. ATF [129] is a secure world software implementation provided as a reference
firmware infrastructure, and it meant to be a modular framework for handling the boot procedure,
interrupt management and world switching on all available SoC cores. To test the proposed
infrastructure is used the the ARMv8 Juno development platform running the Linux kernel with
the KVM hypervisor in the non-secure world while the secure world runs an RTOS and the ATF as
the monitor.

3.4.1.3 vIZ

vIZ is a technique used to virtualize the ARM TrustZone extension as a solution to remove the
security accountability on the hypervisor, i.e., by virtualizing the TrustZone extension, vIZ is ca-
pable of maintain the system’s reliability even when the hypervisor is compromised. vTZ is based
on ARM architectures that implements the TrustZone extension together with the virtualization
extension (VE). vTZ [130] provides transparent virtualization of TrustZone while still maintaining
strong isolation among guest trusted execution environment (TEEs) with minimal software TCB.
The key idea is separating functionality from protection, i.e., vIZ relies on the normal world hy-
pervisor to virtualize functionality of guest TEESs but leverages the physical TrustZone to enforce
protection. To enforce protection using the TrustZone extension the memory management and
the world switching modules are implemented in the secure world. vTZ provides a set of Con-
strained Isolated Execution Environments (CIEES) running in privileged mode, which is used to
implement some key logic that emulate the TrustZone functionalities used by the hypervisor. The
CIEEs are isolated from each other as well as from the hypervisor, therefore removing then from
the TCB since a compromised CIEE cannot affect the security of other CIEESs or guest TEEs. vIZ
ensures the control and data flow integrity for code fragment within each CIEE by applying mech-
anism like Control Flow Locking (CFLock), used to provide non-bypassable hook for CIEE and the
secure world modules ensuring the execution conclusion of the CIEEs. CIEEs and the hypervisor
are maintained in the TrustZone non-secure world. Resources virtualization are easier with the
ARM TZ extension, since it provides mechanisms to easily configure the systems peripherals for
both secure and non-secure world. vTZ take advantages of this mechanisms to virtualize system’s
resources. VIZ also provide various VM management operations including VM suspending and
resuming while preserving the security properties. vIZ was implemented based on Xen-ARM and
the performance evaluation shows that the average applications overhead introduced by vIZ is
3% compared to Xen [130]






4. System Specification

In this chapter is described the LTZVisor's specification. It is first presented the hypervisor's
architecture followed by the description of the multicore extension. Afterwards, it is listed the
assets that influenced the adoption of Linux and FreeRTOS as the non-secure and secure guest.
Later, it is given an overview of the i.MX 6Quad platform, and described the component used in
LTZVisor's implementation.

4.1 LTZVisor

As a TrustZone-assisted hypervisor, LTZVisor relies heavily on hardware support offered by the
TrustZone extension to create a secure environment to run its privileged trusted world, isolated
from the unprivileged normal world. The design of LTZVisor follows three principles[125]:

1. The principle of minimal implementation:
In an effort to reduce the system’s attack surface, LTZVisor relies on TrustZone to carefully
design and configure its components with the goal of minimizing the system’s TCB.

2. The principle of least privilege:
The security extension by design guarantees different level of privilege within the system as
shown in the figure 3.2. This feature is exploited to implement a well-layered virtualization
mechanism, promoting privileged execution and hardware-based isolation of the secure
world from the non-secure world.

3. The principle of asymmetric scheduling:
Adopting the hypervisor's scheduling policy is a big issue in the presence of real-time
requirements. LTZVisor opts to an asymmetric scheduling policy, where the secure en-
vironment has a higher execution privilege than the non-secure. By having the secure
environment with an higher execution priority, this solution will ensure that timing require-

ments are met even with the CPU being virtualized.

43
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4.1.1 General Architecture

The virtualization provided by LTZVisor relies on the two virtual execution environments cre-
ated by the TrustZone hardware extension. The secure world host the privileged VM, while the
non-secure world host the non-privileged VM. Figure 4.1 depicts the proposed virtualization ar-
chitecture. In the figure, three main software components can be identified: the hypervisor, the
secure VM and the non-secure VM.

User
mode

Non-Secure VM

mode

(GPOS)

LTZVisor
ARM TrustZone-enabled SoC

Supervisor

Monitor
mode

Figure 4.1: LTZVisor General Architecture.

By running with the highest privilege, LTZVisor has full control over all hardware resources.
Thus, it is LTZVisor responsibility to setup each VM's memory, interrupts, assigned devices, as
well as managing the VMCB during partition switching. During a context-switching, LTZVisor saves
the running virtual machine state in the VMCB before restoring the context of the machine about
to be executed, from the corresponding VMCB to the physical processor context. To ensure that
the visibility provided to the secure world VM over the normal VM will not compromise or inter-
fere with the normal world execution, the secure world application should have a small footprint
and be aware of the virtualization. This attributes suits well with an RTOS and the higher exe-
cution privilege will help meeting the demanded time requirements. Additionally, RTOS typically
possesses a small memory footprint. Since the secure VM is part of the system’s TCB, a small
memory footprint is also attractive as it follows LTZVisor's principle of minimal implementation.
The non-secure VM runs in the supervisor mode of the non-secure world. This VM is ideal to host
a general purpose guest OS which is useful to run human-machine interfaces or Internet-based
applications and services. TrustZone guarantees that software running in the non-secure world
is completely isolated from the secure world software. Any attempt from the non-secure guest to
access any secure resource, triggers an exception to the hypervisor.
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4.1.2 LTZVisor-AMP (Multicore Extension)

The multicore extension leverages LTZVisor toward multicore configuration. Pinto et. al. [20]
have implemented and demonstrated LTZVisor in a multicore configuration. A GPOS is hosted
side-by-side with an RTOS on Xilinx Zynq platform, in a dual-core configuration. The GPOS runs
in the de-privileged non-secure core, while the RTOS runs in the privileged secure core. The
implementation conducted in this thesis extends this approach, toward a quad-core deployment.
The quad-core implementation conducted here will explore two approaches regarding the system’s

cores partitioning:

4.1.2.1 Dedicated Core Configuration

Similar to the dual-core configuration implemented in [20], one core is dedicated to run in the
secure privileged world, while the remaining cores are assigned to the de-privileged non-secure
world. Figure 4.2 depicts the proposed virtualization architecture based on three main software
components: the hypervisor, the real-time guest OS, and the general-purpose guest OS.

(Normal World) (Secure World)

User

Kernel

( Service Layer ) LTZVisor l Core ‘

[ Core0 Y Core1 J Core2 QY ~ Core3

ARM TrustZone-enabled SoC

Figure 4.2: LTZVisor-AMP Dedicated Core Configuration General Architecture.

Monitor

4.1.2.2 Shared Core Configuration

This configuration tries to take as much advantage of the system’s processors. With the
goal of creating an environment as close as possible to the native version, during the secure
OS idle time the secure core is assigned to the non-secure world, following the same scheduling
policy as the single-core configuration. This configuration architecture is depicted in figure 4.3.
Equally to the other’s configurations, the system is based on three main software components:
the hypervisor, the real-time guest OS, and the general-purpose guest OS.
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Figure 4.3: LTZVisor-AMP Shared Core Configuration General Architecture.
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Following the AMP schema, LTZVisor performs the same tasks done in the single-core con-

figuration: guests memory, interrupts and devices assignment.

4.1.3 Secure Guest

The OS chosen to run in LTZVisor's secure world is the market leading real-time OS FreeRTOS.

Its small size and simplicity makes it perfect for embedded devices. FreeRTOS kernel has been

ported to a variety of microcontrollers based on its services for multiple prioritized tasks, mutexes,

semaphores and software timers. Many features and attributes provided by FreeRTOS makes it
ideal to be adopted as LTZVisor's secure world OS. Below is presented a list of peculiarities that
led the adoption of FreeRTOS as LTZVisor's secure guest OS.

1. Open Source:

Because the virtualization technique used here is the paravirtualization, accessing the se-
cure guest OS source code is a requirement in order for this to be fit to run in the LTZVisor's
secure world. The changes made in the OS are very small and will be detailed later in the
implementation chapter. Therefore, the granted permission of free of charge, copy, mod-
ify, merge, publish, distribute, sublicense, and/or sell copies of FreeRTOS software, makes
FreeRTOS an attractive OS for LTZVisor's secure world.

. Documentation:

Since its launch, FreeRTOS has grown to be one of the most popular realtime operating
system as it can be built with approximately twenty different compilers, and run on more
than thirty different processor architectures. This popularity has led to the development
of an enormous amount of documentation that supports the variety of FreeRTOS based
application. The educational nature of LTZVisor makes documentation an high asset.
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3. Small Memory Footprint:
FreeRTOS is a scalable real-time kernel designed specifically for small embedded systems
as itis constructed to be simple and easy to use. Its kernel binary image size its around 4K
to 9K bytes while its APIs are designed to be simple and intuitive. Having a small footprint
makes FreeRTOS an attractive choice for embedded application and this in the case for
LTZVisor.

4.1.4 Non-Secure Guest

Linux was adopted as LTZVisor's non-secure GPOS. The complexity increase in todays em-
bedded application has led Linux to become one of the main operating system of choice in the
embedded world. Other than its popularity bellow is presented some main reasons of its choice
as LTZVisor’s non-secure OS:

1. Open-Source: Although Linux under LTZVisor is not aware of the virtualization, some
modifications are required in order to rum the OS in non-secure world. The security exten-
sion implementation should not increase the software design cost of applications where
this feature is not used. With this in mind, OSes for platforms where the security extension
is implemented are designed to run as secure. This way, in order to run in LTZVisor's non-
secure world, Linux must be able to run as non-secure. Thus, being open-source allows
the adaptation of the OS to run as non-secure.

2. Documentation: Being open-source has led the creation of wide range of Linux distribu-
tion tackling a variety of fields and application. This, comes altogether with the expansion
of the Linux documentation availability. For i.MX 6Quad, ARM and NXP provide a ton of
documentation regarding the distribution used in the board. A well documented OS is
attractive to LTZVisor for reasons such as: (l) LTZVisor being an an open-source approach
to understand, evaluate, and encourage research towards TrustZone assisted virtualization
dictates documentation as a key part of the project, (Il) the imminent necessity to adapt
the OS to run as non-secure, requires a deep understanding of the OS and its subsystems.

3. Embedded Oriented Distribution: Linux distribution targeting embedded devices is an
acclaimed concept in the embedded world known as Embedded Linux. Embedded Linux is
specifically customized for embedded systems, bearing features such as a small memory
footprint, components and processing power. Many platform manufacturers maintain their
own Linux distribution and provides documentation, assistance and support for Embedded
Linux developers.
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4.2 Development Platform

This work aims to port LTZVisor to the i.MX 6Quad Sabre Devices Board. i.MX, is a family of
Freescale Semiconductor microcontrollers for multimedia applications based on ARM processors
and focused on low-power consumption. The platform features an advanced implementation of
the quad ARM Cortex-A9 core, operating at speeds up to 1.2 GHz. The family provides power-
efficient processing capabilities covering a variety of user experience that ranges from automotive
infotainment, human-machine interface, in-flight entertainment, industrial control systems, loT
gateways, portable medical and mobile devices. Figure 4.4 shows the functional modules in the
i.MX 6Quad processor system.
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Figure 4.4: i.MX 6Dual/6Quad Consumer Grade System Block Diagram from [131].

The variety of hardware components integrated in the i.MX6 SoC, establishes a rich environ-
ment capable of matching and satisfy the diverse requirements of today’s embedded system’s
applications. The hardware set integrated in the i.MX6 SoC builds a platform capable of support-
ing resources virtualization with rather small effort (assisted-by-hardware), while delivering high
performance.
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Due to the considerable amount of architectural components and for the sake of clarity, in this
section it is only presented the platform resources relevant to the project. For a more detailed
platform specification is recommend consulting the platform Application Processor Reference

Manual provided by the platform manufacturer.

4.2.1 ARM Cortex A9 MPCore Quad-Core

In the heart of the i.MX 6Quad is the ARM Cortex-A9 MPCore, a multicore 32-bit processor
core implementing the ARMv7-A architecture [114] with four cache-coherent cores. The MPCore
implements the virtualization extension used to assist the LTZVisor. The ARM Cortex-A9 MPCore
features relevant to LTZVisor implementations will be described below.

4.2.1.1 4 Cortex-A9 processors

Each processor in the ARM Cortex-A9 MPCore includes a Neon co-processot, a private timer

and watchdog as well as 32 KB + 32 KB L1 data and instruction caches.

4.2.1.2 General Interrupt Controller (GIC)

The GIC controller in the Cortex-A9 MPCore implements 16 Software Generated Interrupts
(SGI), 5 Private Peripheral Interrupt (PPI) and 128 Shared Peripheral Interrupt (SPI). The controller
also includes 31 Lockable Shared Peripheral Interrupt (LSPI), that allows locking the interrupt
against further changes. The security extension implemented in the MPCore interrupt controller,
permits all implemented interrupts to be individually defined as secure or non-secure. Secure
interrupt can be programmed to be handled either as IRQ or FIQ while non-secure interrupts are
always handled as IRQ. LTZVisor handle secure interrupt as FIQ and the non-secure as IRQ.

4.2.1.3 Snoop Control Unit (SCU)

SCU holds the virtualization extension registers that allow access to secure processor’s fea-

tures such as global timer, L2 cache to the non-secure World.

4.2.2 Central Security Unit (CSU)

One of the hypervisor’'s main goal is guaranteeing a secure isolated execution environment
for its guests. LTZVisor follows the same approach and to securely isolate the guests, the Central
Security Unit (CSU) is used to impose the peripheral access policy control. CSU manages the
system security policy for peripheral access on the SoC, allowing trusted code to set individual
security access privileges on each of the peripherals, using one of the eight security access
privilege levels. It sets access control policies between bus masters and bus slaves, allowing
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peripherals to be separated into distinct security domains, protecting them against unauthorized
access. The peripheral access policy is set using the Configure Slave Level (CSL) registers.

The CSL Register value defines the peripheral output signal csu_sec_level. The signal deter-
mines the masters to which the peripheral is accessible. The relationship between csu_sec_level

signal and security operation mode is shown in the table 4.1.

CSU SEC NSUSRMode ~ NSSVC Mode  Sec USRMode  Sec SVC Mode
LEVEL[2:0]
| 0x000 | RW RW RW RW |
| 0x001 ] None RW RW RW |
| 0x010 | RO RO RW RW |
| oxou None RO RW RW |
| 0x100 | None None RW RW |
| 0x101 | None None None RW |
| 0x110 | None None RO RO |
o1 None None None None |

Table 4.1: Permission access table.

4.2.3 Pin Multiplexing - IOMUX

i.MX 6Quad SoC possesses a ton of functionality but a limited number of pins (or pads). Even
though a single pin can only perform one function at a time, they can be configured internally
to perform different functions. This is called pin multiplexing. Most pins or pads have multiple
signal options, which are selected by the input/output multiplexer (IOMUX) in order to facilitate
the connection of on-chip peripheral signals to the external system. The IOMUX is also used
to configure other pin characteristics, such as voltage level, drive strength, and hysteresis. The
IOMUX module allows up to 8 internal signals to be connected to a single I/0 pad on a device. If
only one functional mode is required for a specific pad, there is no need for OMUX and the signals
can be connected directly from the module to the /0. The main groups of IOMUXC registers are
the general purpose registers used to select operating modes for general features in the SoC, the
Software MUX control registers used to connect the pad to a given port in a module and the PAD

settings registers used to control the pad configuration.

4.2.4 On-Chip Memory

The on-chip RAM (OCRAM) is implemented as a slave module on the 64-bit system AXI bus.
Designed as a simple on-chip memory block, it has one bank of single port SRAM and supports
one AXI port. i.MX 6Quad possesses a 256 Kbytes on-chip RAM, organized as 16K x 64 bits,
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mapped from 0x00900000 to 0xO093FFFF. OCRAM supports TrustZone and non-TrustZone ac-
cesses, allowing the memory region to be split in two areas, secure and non-secure area. When
the OCRAM TrustZone feature is disabled the entire OCRAM space is available for all access
(secure/non-secure). When enabled, the RAM space is split in two as explained previously while
describing TrustZone Memory Adapter (TZMA). To configure the OCRAM access policy is used the
10" IOMUX general purpose registers (IOMUXC_GPR10). GPR10 has two fields used to configure
the OCRAM access policy:

1. OCRAM_TZ_EN : OCRAM TrustZone enable.

2. OCRAM_TZ_ADDR : The field specifies the start address of the secure memory region
within the OCRAM memory space. The start address affects the OCRAM transactions only
if OCRAM_TZ_EN bit is set. The OCRAM TZ ENDADDR is not configurable and is set to
the end of OCRAM memory space.

The register also provides bits to lock the configuration from further changing. When the
TrustZone feature is enabled the OCRAM can only be accessed (both read and write) according
to the execution mode policy defined in the CSU_SEC_LEVEL field shown in the table 4.1.

4.2.5 Off-Chip Memory

i.MX 6Quad comes with a 3840 MBytes off-chip RAM, mapped from 0x10000000 to OxFFFFFFFF.
The memory can be mapped either to a single or dual-channel in the DDR Controller (MMDC).
The single channel, maps the entire DDR to MMDC channel 0. The two channel configuration can
be implemented in two ways: two separate 32 bit DDR memory devices with fixed mapping! or
two separated 32 bits with an interleaved mapping?. The i.MX 6Quad uses two TZASC instances,
one on each DDR channel (MMDCO and MMDC1). TZASC1 provides protection on memory ac-
cessible via MMDCO, while TZASC2 provides protection for memory accessible via MMDC1. Each
TZASC allows the DDR to be partitioned in up to 16 regions with independent access control.

4.2.6 Enhanced Periodic Interrupt Timer (EPIT)

EPIT is a 32-hit set-and-forget timer, capable of providing precise interrupts at regular intervals
with minimal processor intervention. It bears a 32-bit down counter with clock source selection,

a 12-bit prescaler and a counter register that can be programmed on the fly.

Lin the fixed mapping the addresses 0x10000000 to Ox7FFFFFFF (2048 MBytes) are mapped to MMDC1 and
the addresses 0x80000000 to OXFFFFFFFF (1792 MBytes) are mapped to the MMDCO

2|n the 4KB interleaving mode the system bus maps each consecutive 4KB region to a 4KB region in the other
MMDC port, such that "even” 4KB spaces are mapped to MMDCO, and "odd” 4KB regions mapped to MMDC1
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4.2.6.1 Operating Modes
EPIT supports two modes of operation:

1. Set-and-forget: In this mode, the counter obtains its data from the load register. When-
ever the counter reaches zero, load register is loaded into the counter.

2. Free running: In this mode, the counter rolls over from 0000_0000h to FFFF_FFFFh.
After reaching zero, the counter continues counting down from FFFF_FFFFh.

4.2.6.2 Compare Events - Interrupt

When EPIT interrupt is enabled, its generated an interrupt anytime the counter value is equal
to the compare register value. EPIT its used to implement the secure OS tick.

4.2.7 Universal Asynchronous Receiver/Transmitter(UART)

The i.MX 6Quad has 5 UART ports with features such as speed up to 4.0 Mbits/s, provides
RS232 interface, supports 9-bit RS485 multidrop mode. One of the five supports 8-wire (UART 1)
while the other four support 4-wire (Due to SoC IOMUX limitation). In LTZVisor UART is configured
in the terminal mode (DTE), serving as the input/output of messages to the console.



5. Implementation

In this chapter, it is detailed the LTZVisor's implementation. Beginning with the implemen-
tation of the board support package needed by LTZVisor to configure the platform’s hardware,
then is presented the implementation of LTZVisor's modules, which starts with context switching
mechanisms followed by the guest paravirtualization and then the multicore extension.

5.1 LTZVisor: Board Support Package (BSP)

In this section is depicted the implementation of the architecture-specific modules used by
LTZVisor. It is shown the driver implemented to interface the peripherals along with the chosen

configuration.

5.1.1 Pin Assignment (I0MUX)

The i.MX 6Quad possesses thousands of pins and even more signals options to be connected
to pins. Configuring each pin manually would require a lot of effort and the possibility of human-
made mistakes could compromise the entire system. To automate and speed the procedure,
NXP provides tools to make the pins assignments. The i.MX Pin Mux tool [132] is an application
that allows the developer to easily assign the internal signals to the externals devices pins. The
interaction with the application is through a graphical user interface (GUI) which makes the works
easy and straightforward. The application identifies and assists in the resolution of conflicts when
making the assignments in real-time.

The tool generate C code to configure the IOMUXC registers according to the users design.
This alleviates developers from the tedious task of comparing schematics to the i.MX Reference
Manual to establish connections to peripherals and also serves as supplementary documentation
of a system. A complete and detailed specification of the i.MX Pin Mux tool is provided in [133].

In LTZVisor, the tool is used to generated the C code to configure the IOMUXC registers of
the following peripherals: GPIO, EPIT 1 and 2, UART 1, 2, 3, 4 and 5, CCM, and SRC. The code
generated is used by the LTZVisor when initializing each of the peripherals listed above.

53
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5.1.2 UART Driver

This section shows the implementation of the UART driver, which is a low-level driver able to
handle most common uses of a RS-232 serial interface. All UART ports are controlled through
this driver and all functions can be called from any place in the code.

The UART driver consists of three main functions: The ltz_uart_init used to initialize the UART
serial communication device, the Itz_uart_getchar used to read a character from the UART re-
ceiver buffer and the Itz_uart_putchar used to write a character to the UART transmitter buffer.

Initializing the UART driver
Before using the UART port, LTZVisor must initialize the UART by calling the Itz_uart_init function.
The function receives the parameter baudrate that specifies how fast data is sent over the serial
line. LTZVisor uses by default 115200bps. The algorithm 1 shows the procedure used to initialize
the UART driver.

Algorithm 1: UART Driver Initialization algorithm.

Function Itz_uart_init(Baudrate: uint32_t)
Enable the source clocks to the UART Port;
Empty TxFIFO;

Disable UART:;

Set OperatingM ode <—DCE/DTE mode;
Select the UART source clock;

Set Parity <—No Parity;

Set StopBit <—0ne Stop Bit;

Set DataSize <8 Bits;

Set Parity <—No Parity;

Enable UART;

Perform software reset;

Clear status flags;

Reset the transmit;

Set Baudrate;

end

Reading the UART driver
To read the Data from the UART port it is used the ltz_uart_getchar function. The algorithm is
depicted in algorithm 2.

Writing the UART driver
To output the data, the driver implements the Itz_uart_putchar, a function that when called writes
a byte into the UART transmitter buffer. The function’s behavior is presented in algorithm 3. This
function is used to implement the printk function based on the C printf function.
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Algorithm 2: UART Driver GetChar algorithm.

Function Itz_uart_getchar(void)
if Received Data then
Return Received Char;
end
else
return EMPTY_CHAR;  /* OxFF is the value of an Empty Char
*/

end

end

Algorithm 3: UART Driver PutChar algorithm.
Function Itz_uart_putchar(data: uint8_t)
while FIFO Buffer is Full do
| wait;
end
Write Tz F'I FO <—data;
end

5.1.3 EPIT Driver

This section details the implementation of the EPIT driver. This low-level driver configure
the EPIT timer to periodically interrupt the CPU and delivers the system tick for the real-time OS
scheduler running in the secure world. There are two instances of EPIT timer and the driver allows
the usage of both. By default LTZVisor uses the first instance (EPIT1).

Configuring the EPIT timer
The EPIT driver implementation separates the timer configuration from the counter enabling. In
doing so, rhe driver can be configured once and enabled or disabled when necessary. The EPIT
configuration follows the steps shown in algorithm 4.

The EPIT compare register is kept to O and reload register i used to setup the interrupt. This
way an interrupt is always raised when the counter reaches zero.

EPIT timer Enable and Disable function

2The variable Instance is used to define the registers base address used in the timer configuration, the EPIT1
base address is at 020D0000h while the EPIT2 is at 20D4000h.

2To minimize going too deep in the EPIT driver implementation, the calculations necessary to select the intended
EPIT timer clock is not presented here, but the end result is that the clock is selected such that every counts its
precisely 1 microseconds.
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Algorithm 4: EPIT Driver configuration algorithm.
Function Itz_epit_init(Instance!, Load_Value: uint32_t, uint32_t)
Enable EPIT source clock;
Reset the EPIT module;
Set EPIT source clock ?;
Set EPIT clock prescaler ;
Set ReloadM ode <—Set-And-Forget mode;
Set Power M ode <—Enabled in Wait mode and Stop mode;
Write Load Register <—Load_Value;

end

As said before enabling and disabling the timer are implemented separetly from the timer configu-
ration. Bellow is presented the algorithms to implement both functions, the EPIT enable function

in algorithm 5 and EPIT disable function in 6.

Algorithm 5: EPIT enable algorithm.
Function Itz_epit_enable(Instance: uint32_t)
StatusRegister? +1;
Enable EPIT interrupt;
Enable the EPIT counter;
end

Algorithm 6: EPIT disable algorithm.
Function Itz_epit_disable(Instance: uint32_t)
ReloadCounter® <OxFFFFFFFF;
Disable EPIT interrupt;
Disable the EPIT counter;
StatusRegister <1,
end

To change the reload register it is provided the ltz_epit_reload function. Since the config-
uration used for LTZVisor is using the Set-And-Forget mode and an interrupt is raised when the
counter reaches zero, its also implemented the funtion ltz_epit_get_compare_event that is called

to clear the status register when the interrupt is handled.

3 EPIT Status Register possesses the compare event flag and writing one to the register clear the bit in case a

compare event occurred previously
4The i.MX 6Quad Reference Manual suggests setting the counter to the maximum value so that it ensures that

the counter could not reach O when it is disabled.
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5.1.4 GIC Driver

This section presents the implementation of the GIC Driver. The general interrupt controller
(GIC) supports up to 128 shared peripheral interrupt (SPI) sources and 16 software generated
interrupt (SGI) sources. The GIC is split into a main interrupt distributor block common to all the
cores and individual core interface blocks, one for each Cortex-A9 core present in the system.

GIC Core Interface (GIC CI)
The GIC Core Interface main functions deliver interrupts to the CPU while acknowledging the
distributor when an interrupt has been handled. When enabled, the interface takes the high-
est priority pending interrupt available from the distributor and determines whether the interrupt
source has sufficient priority to interrupt the core to which it is connected. The GIC Cl initialization
follows algorithm 7.

Algorithm 7: GIC Cl initialization algorithm.

Function gic_int_cpu(void)

Set PriorityMask <OxFF®;

Enable preemption;

Enable secure interrupt signaling;

Enable secure interrupt to be routed as FIQ;
end

When handling an interrupt, GIC Cl must sent an acknowledge to the GIC interrupt distrib-
utor (GIC ID). This is accomplished by calling the driver’s function gic_read_irq_ack that reads
the interface Acknowledge register that automatically sends the acknowledge to the distributor.
The function returns the ID of the interrupt. Similarly, when the interrupt service is completed,
the core interface must send an end-of-interrupt signal to the distributor, this is accomplished by
calling the function gic_write_end_of _irq, that writes the CPU Interface End of interrupt register.

GIC Interrupt Distributor (GIC ID)
The GIC ID main goal is to distribute every interrupt in the system to the correspondent GIC core
interfaces. It performs the interrupt prioritization and security. The distributor receives interrupts
and provides the highest priority interrupt to the corresponding CPU interface. An interrupt with a
lower priority is forwarded to the appropriate CPU interface when it becomes the highest priority
pending interrupt. In LTZVisor the secure interrupts are handled as FIQ and the non-secure as
IRQ, meaning that the secure interrupt are always handled before the non-secure. The GIC driver
implements the gic_set_irqg_priority that receives the ID and the interrupt priority as parameters

5A CPU Interface contains a programmable interrupt priority mask and it only accepts pending interrupts if the
priority of the interrupt is higher than the programmed interrupt priority mask. In this implementation the value is
set to lowest priority level (OXFF).
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and sets the interrupt priority for the intended interrupt source. The i.MX 6Quad GIC controller
implements 256 priority levels and for each interrupt ID its dedicated one byte of the Interrupt
Priority Registers in a systematized way (first byte to interrupt ID 1, second byte to interrupt ID 2,
etc.). The main functionality of gic_set_irq_priority is writing the priority level into the received
interrupt ID field.

The driver also implements a function to set the interrupt security level of a particular interrupt,
the gic_set_irq_security, which receives the interrupt ID and the security level (secure or non-
secure) and according to the security level the function it writes the Interrupt Group Registers
field to the selected interrupt. The GIC controller possesses 8 32 bits Interrupt Group Register
and each bit is dedicated to one interrupt ID, being the first bit of Interrupt Group Register[0]
dedicated to the interrupt ID 1 and the first bit of Interrupt Group Register[1] dedicated to the ID
33, etc.. Each bit is set to O for secure interrupts and 1 for non-secure.

Each interrupt source can be targeted to a single or multiple cores. Hardware ensures that
if an interrupt is targeted to several of the available cores, only one of the cores handles it. This
feature is implemented in gic_set_cpu_target, which receives the interrupt ID and the CPU ID
where its intended to target the interrupt. The function writes the Interrupt Processor Targets
Registers that store the list CPUs for which the interrupt can be Pending. The Interrupt Processor
Targets Registers are byte accessible and each byte corresponds to the core targets of an interrupt
source. The bits in each byte is dedicated to each core (eg., bit O core0, bit 1 - corel, etc.). This
set allows the GIC distributor to distribute the load between cores effectively. The GIC Controller

initialization is achieved following the algorithm 8.

Algorithm 8: GIC Controller initialization algorithm.

Function gic_init(void)

Disable distributor;

Clear all pending interrupt;

Call gic_init_cpu function;

Set all interrupt as non-secure®;
Enable distributor;

end

In an effort to centralize the driver implementation and reduce the number of functions called
to configure and initialize the GIC driver, functions are implemented to combine the different
functions presented above to achieve the intended configuration.

®When configuring the GIC Controller, all interrupt is set as non-secure. Later when initializing the secure modules
the interrupt security of secure interrupts is changed to secure. This way the interrupts not used by LTZVisor or the
secure guest will be available to the non-secure guest.
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5.1.5 Security Features

One of the main security support is given by the Central Security Unit (CSU). The CSU enables
secure software to set bus privilege security policy within the platform. It sets access control
policies between bus masters and bus slaves, allowing peripherals to be separated into distinct
security domains (Secure and non-secure) domains. i.MX 6Quad possesses 40 Config Security
Level Register(CSL), each consisting of two fields used to determine the read and write access
permissions for a slave peripheral. The first slave’s field are from the first 9 bits (CSL[8:0]) and
the second by the first 9 bits of the register second word (24:16). The first 8 bits of the slave field
determines the slave access control and the 9th bit locks the configuration from further changes.
This registers are only accessible in privileged mode. LTZVisor sets the secure peripherals access
mode to secure and the remaining as non-secure, following the algorithm 9. The list of secure
peripherals depends on LTZVisor and the secure guest implementation.

Algorithm 9: CSU configuration algorithms.

Function Itzvisor_csu_config(void)
Set all Peripheral’s Access as non-secure;
Change all secure peripherals access to secure;
Lock the Secure peripherals configuration bits;
end

TrustZone Address Space Controller (TZASC)

The i.MX 6Quad utilizes bus muxing logic to route DDR memory traffic through or bypass the
TZASC modules. TZASC modules are bypassed by default, in order to route the DDR traffic
through the TZASC module, with the module clock gated on. TZASC registers also implements
feature that allows the TZASC configuration to be locked from changes. TZASC allows the memory
to be partitioned in multiple regions, each region is programmable for its size, base address,
enable and security. TZASC always provides a minimum of two regions, as contiguous areas of
the memory address space. Except the region 0, TZASC allows the other regions to be enabled
and disabled and prioritized. The priority of a region is fixed and determined by the region number.
The priority of a region increases with the region number meaning that when a transaction is
received it is first checked if its address matches the higher region. Since LTZVisor only needs
two address domains, the TZASC is programmed to create two address space one for each world.
TZASC also implements a feature that allows the security inversion of a region, meaning that the
non-secure region can be configured to become inaccessible to the secure world application. The
configuration used in the LTZVisor is such that one region is set as secure (region 1) and the other
as non-secure (region 0). The priority inversion is not used in the non-secure region, meaning that
the secure world have full access of the non-secure memory space. The steps used to configure
TZASC to implement the memory protection required by LTZVisor follows the algorithm 10.
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Algorithm 10: DDR TZASC configuration algorithm.

Function Itzvisor_ddr_tzasc_config(void)

Set TZASC Numberof Regions +2;

Set Region BaseAddress <07;

Select SecureRegionSize <—512MB ;

Set region 0 AccessPermission <—non-Secure Access;
Set region 1 AccessPermission <Secure Access;
Lock regions from further changes;

Enable region 1;

end

OXFFFF_FFFF

0x3000_0000
OX2FFF_FFFF

Secure Region

0x0000_0000

Figure 5.1: LTZVisor's worlds memory partitioning.

i.MX 6Quad possesses 3840 MBytes off-chip RAM, mapped from 0x1000_0000 to OxFFFF_FFFF.
In the implementation 512MB is dedicated to the secure world application mapped from 0x1000_0000
to Ox2FFF_FFFF, leaving the non-secure world with the remaining 3328 MBytes mapped from
0x3000_0000 to OxFFFF_FFFF, as shown in the figure 5.1. This configuration can be changed
at anytime in case it is required additional memory space to the non-secure OS.

Snoop Control Unit (SCU)
The SCU connects the cores to the memory systems through AXI interface, it is responsible to
maintain the cache coherency between the system processors. It manages the access to the Ac-
celerator Coherency Port (ACP) and L2 cache. SCU with the virtualization extension also controls
the non-secure access to the global and private timers. These MPCore components are by default
secure. Allowing non-secure access to the CPU features mentioned above requires changing the
configuration of the SCU Access Control Register and the SCU Non-secure Access Control Regis-

ter. Both registers are changed to allow non-secure access to the MPCore components. This step

8Setting the region 1 base address to 0 means that the secure region will start at the begin of the DDR memory
address, since the region O covers the entire memory space, the non secure address space start at the end of the
secure address space.
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is demanded when running Linux in the non-secure world due to its dependence on the global
timer.

5.2 LTZVisor

This section details the LTZVisor's implementation by showing the implementation of the
different hypervisor's modules and functions such as: memory isolation, MMU and cache man-
agement, SoC partitioning and interrupt management.

A well known concept used when implementing a system where security it is a requirement, is
the implementation of the Chain of Trust, as a measure to guarantee that the system is not com-
promised during its initialization. With this is mind, TrustZone-enabled processor always starts
in the secure mode. Having the processor in secure mode after the power-on allows the imple-
mentation of a secure foundation which the LTZVisor relies on during its initialization. The first
step towards the LTZVisor initialization is the configuration of the CPU registers. The configura-
tion prior LTZVisor starts by disabling the TRE bit of System Control Register(SCR) that control
the TEX remap functionality in the MMU. The SCR vector bit is also disabled to allow the excep-
tion vector address to be re-mapped. The second register configured is the Non-secure Access
Control Register (NSACR), which is responsible to set the non-secure access permission for the
co-processors. NSACR is configured so that the non-secure world is permitted to access both co-
processors 10 and 11, allocate lockable TLB and change SMP bit of the Auxiliary Control Register
(ACR). Enabling the non-secure access SMP bit is demanded in the multicore configuration where
Linux is runs in a SMP. Another crucial task performed during the processor configuration is the
stack setting for the different CPU modes. Stack Pointer (SP) for each mode is points to memory
addresses previously reserved for each mode. Each stack is configured with 1024 Bytes. At this
point all the configurations made was through the secure supervisor mode (secure EL2). For the
subsequential configurations the CPU is changed to the monitor mode (EL3). Exception handlers
necessary to handle the monitor exceptions are installed in the Monitor Vector Base Address Reg-
ister(MVBAR). LTZVisor's MVBAR implements two exceptions handlers: () SMC handler, used to
handle the secure monitor calls from both secure and non-secure world and (1) FIQ handler, used
to serve the secure OS tick interrupt when the processor is in non-secure state. Afterwards, it is
configured the virtual memory, disabling the the MMU and the L1 cache (data and instruction)
and invalidating the instruction cache, data cache, unified TLB inner shareable and the branch
predictor array. Subsequently the execution brunches to the LTZVisor main.

The main tasks performed by the LTZVisor is initialization and configuration of hardware
peripherals as well as the non-secure guest creation. The hardware peripherals configuration
follows the algorithm 11.
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Algorithm 11: LTZVisor Hardware initialization algorithm.

Function Itzvisor_hw_init(void)

Configure Peripherals IOMUX Registers;

Initialize the UART Port;

Initialize the GIC Controller ;

Configure the Secure Guest Timer;

Configure Peripherals Access through CSU;

Set memory regions and configure its access policy;
Configure CPU Components Access through SCU;

end

The non-secure guest is included in LTZVisor as a blackbox and the only parameters of the
non-secure world guest available to LTZVisor are: Load Address, Guest Start Address and the
Guest End Address. Because, not all the CPU registers are banked in both worlds it is used the
VMCB to store the context of the two worlds when the respective VM is not executing. The VMCB
of the non-secure world is composed by 27 registers: 13 General Purpose Registers (RO-R12),
the Stack Pointer (SP), the Linker Register (LR) and Saved Program Status Register (SPSR) for the
following modes: Supervisor, System, Abort and Undef. The “high” General Purpose Registers
(R8-R12), as well as the SP, LR and SPSR of the FIQ and IRQ modes are not included, as they
are mutually exclusive for each world. Among the co-processor registers, almost all of them are
banked: only the SCTLR and the ACTLR need to be preserved. For optimization purposes, the
VMCB of the secure world is composed of only 24 registers: 13 General Purpose Registers (RO-
R12), the Stack Pointer (SP), the Linker Register (LR) and SPSR for the System mode and 5 FIQ
mode banked General Purpose Registers (R8-r12) SP, LR and SPSR. The first step when creating
the non-secure guest is initializing the non-secure core registers (RO-R12, SPSR and LR and R13
from the different modes) in the VMCB. The non-secure guest Supervisor mode LR in the VMCB
is loaded with the Load Address value (non-secure guest entry point). The co-processors registers
are also initialized with zero with the exception of the SCTLR. The hypervisor fill some registers
of the non-secure VMCB with a specific initialization value during the VM creation. SCTLR is
configured to set Round-robin as the replacement strategy for caches, BTAC, and micro TLBs
as well as disabling hardware management flag. If necessary by the non-secure guest, L2 and
L1 prefetch bits in the ACTLR are also configured at the guest creation. After initializing the non-
secure guest VMCB registers, the non-secure guest is reallocated to the non-secure memory space
and at this point on, the non-secure guest is ready to run and the VMCB is fully configured. The
VMCB banked registers are written to their non-secure copies. With the non-secure co-processor
copies written, the address of VMCB data struct is stored in the Software Thread ID register

101 T2Visor is implemented such that the non-secure entry point is always the LR value, after the context switching
the first instruction executed in the non-secure world OS is always the LR, for this reason the Load Address is set to
LR
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TPIDRPRW which is a register used for OS management purposes. It provides a location where
privileged software can store thread identifying information that is not visible to software execution
at unprivileged level. With the non-secure VMCB saved, LTZVisor passes execution to the secure
guest running in the supervisor mode.

The implementation of the non-secure guest creation detailed above is listed in 5.1.

uint32_t ltzvisor_nsguest_create(struct nsguest_conf_entry *g)
{

/** Init Guest attributes x/

NS_Guest.booting = 1;

NS_Guest.id = g->gce_id;

strcpy (NS_Guest.name, g->gce_name) ;

/** Guest Core Registers x*/

/* Clean core registers x/

O 00 N O O & W N =

memset (&NS_Guest.core.vcpu_regs_core,0,sizeof (struct core_regs));

—_
(@)

/* 1lr = start_addr & spsr=supervisor x*/

—_
—_

NS_Guest.core.vcpu_regs_core.lr_mon g->gce_bin_load;

0x13;

—_
N

NS_Guest.core.vcpu_regs_core.spsr_mon
/** Guest CP15 Registers x*/
/* Clean CP15 registers and set SCTLR register in VMCBx*/

e e
o B~ W

memset (&NS_Guest.core.vcpu_regs_cplb5,0,sizeof (struct cplb_regs));
NS_Guest.core.vcpu_regs_cpl5.cl1_SCTLR = 0x00c50078;

/** Load Guest bin to Non-Secure Memory */

=
0 N O

memcpy ((uint32_t*) g->gce_bin_load,(uint32_t *)g->gce_bin_start,(
(uint32_t)g->gce_bin_end - (uint32_t) g->gce_bin_start));

19 if (g->gce_trd_init) {

20 memcpy ((uint32_t *)g->gce_trd_load, (uint32_t *)g->

gce_trd_start, (g->gce_trd_end - g->gce_trd_start));

21 %

22 /* Get NS_Guest ready to run */

23 cplb_restore (&NS_Guest.core.vcpu_regs_cplb);

24 set_guest_context( (uint32_t)&NS_Guest);

25 printk( )

26 return TRUE;

27 %}

Listing 5.1: Non-secure guest creationg.
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5.2.1 Context-Switching

Real-time tasks running in the RTOS are under control of the RTOS scheduler. Virtualizing the
RTOS adds an other scheduling domain to the system, creating a well-known hierarchical schedul-
ing problem. LTZVisor overcomes this problem by implementing an asymmetric scheduler. This
scheduling policy guarantees that the non-secure guest OS is only scheduled during the idle peri-
ods of the secure guest 0S, and the secure guest OS can preempt the execution of the non-secure
one. In this scheduling policy the guests are scheduled not by the hypervisor, but the secure OS.
Although this can seem contradictory, the concept of ring protection is never jeopardized, as the
LTZVisor continues executing in a most privileged mode. After configuring the processor, periph-
erals and the non-secure guest creation, LTZVisor's only task is performing the world switching
and assist the non-secure OS in the secure access through APIs. The world-switching in the se-
cure side is done via an SMC call by executing the arm instruction SMC#0. When executed, an
exception is raised to the monitor that performs the world-switching. Arguments can be passed to
SMC handler using registers, which allows the implementation of SMC calls for different purpose
and responsibility, each with an specific ID. Except the secure context-switching, all the SMC calls
are implemented as an API that brings limited privileged functionalities to the non-secure world.
When the the non-secure world OS needs to access a secure register this can be accomplished
by creating an API that uses the SMC call to take the processor to the monitor mode then access-
ing the register that can be returned to the non-secure using the general purpose registers. The
SMC handler differentiates between the different calls implemented by looking at the ID passed
in RO. When the SMC is called from the secure world it uses the ID OxFFFFFFF1. During a
context-switching first is saved the secure world. Unlike the non-secure world where the VMCB
is saved in the Thread ID Register, secure world VMCB is saved in the monitor stack. With the
secure context saved in the monitor stack, it is then restored the non-secure context from the
Thread ID Register. After restoring the non-secure context and having both data and instructions
synchronized, the monitor exception handler jumps to the non-secure world guest execution. The
process of switching to the non-secure world is done following the algorithm 12.

For optimization purpose, the partitions context-switch were implemented using ARM assem-
bly. The implementation of the algorithm 12 is presented in the listing 5.2.

1 ¢ ————=----- Save Secure World --------------—----

2 @ Save MON/SYS state

3 stmfd sp,{r0-ri4}~ @ Push SYS regs to monitor stack
4 sub sp, sp, #(15x4) @ Point stack to the top

5 mrs r0,spsr @ Read the SPSR

6 stmfd sp, {r0,1r} @ Push SPSR_mon & lr_mon

7/  sub sp, sp, #(2*%4) @ Update stack pointer

8 mov r0, sp @ Save pointer to monitor stack
9 @ ------=----- Save FIQ state ---—-—-—-—-—===—---
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Algorithm 12: Non-secure context-switching algorithm.

Read VMCB from Thread ID Register;
Restore General Purpose Registers (rO-r12);
Restore Supervisor Mode;

Restore System Mode;

Restore Abort Mode;

Restore undefined Mode;

Restore IRQ Mode;

Set SRC NS — Bit <1,

Route FIQ to Monitor;

Perform Instruction synchronization barrier;
Perform Data synchronization barrier;
Jump to the Non-Secure Guest;

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

cps #Mode_FIQ

stmfd r0,{r8-r13} @ Save R8-R14

sub r0, r0, #(6%4)

mrs rl,spsr @ Read the SPSR_FIQ

stmfd 1r0, {r1,lr} @ Push SPSR_FIQ and 1lr_FIQ
sub r0, r0, #(2*x4) @ Update stack pointer

cps #Mode _MON

mov sp, 10

Q------————- Restore NS state --------------
GET_NS_WORLD_CONTEXT

WORLD_CONTEXT_RESTORE

SCR_NS_SET

isb

dsb

@ ---- Return from exception (MON -> NS-SVC) -----
movs pc, 1r @ Leave monitor mode

Listing 5.2: Non-secure context-switching.

In the listing 5.2, it is used 3 macros: (l) the GET_NS_WORLD_CONTEXT to read the non-

secure VMCB, (Il) the WORLD_CONTEXT_RESTORE to restore the non-secure world context and

(1)
the

SCR_NS_SET to change the NS_BIT required in order to change CPU to non-secure when
monitor mode is exited. Their implementation are presented in listings 5.3, 5.4 and 5.5.

1
2
3

4

.macro GET_NS_WORLD_CONTEXT

mrc pl5, 0, r0O, c13, cO, 4 @ Read PL1 only thread ID register
add rO, r0, #0 @ Add offset
.endm

Listing 5.3: GET_NS_WORLD_CONTEXT macro implementation.
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1 .macro WORLD_CONTEXT_RESTORE
20 ----- Restore registers (rO-ri12, 1lr) --------
3 mov r4d, r0
4 1dmia r4!', {r0 - r3}
5 push {r0, ri}
6 mov r0, r4

7 ldmia r0O!, {r4 - ri12}

8@ -—---- Restore Modes Banked Registers --------
9 ldmia ro!, {r1, 1r}

10 msr spsr_cxsf, ril

11 cps #Mode_SVC @ Restore supervisor mode
12 1dmia r0O!, {r1, ri13, 1r}

13 msr spsr_cxsf, rl

14 cps #Mode_SYS @ Restore system mode

15 1dmia rO!', {r1,r13, 1r}

16 msr spsr_cxsf, ril

17 cps #Mode_ABT @ Restore abort mode

18 1ldmia ro!, {r1, r13, 1r}

19 msr spsr_cxsf, ri

20 cps #Mode_UND @ Restore undefined mode
21 ldmia ro!, {r1, r13, 1r}

272 msr spsr_cxsf, ril

23 cps #Mode_IRQ @ Restore IRQ mode

24 ldmia ro!, {r1, r13, 1r}

25 msr spsr_cxsf, ril

26 cps #Mode_MON @ Get back to monitor mode
27 pop {r0, ri}

28 .endm

Listing 5.4: WORLD_CONTEXT_RESTORE macro implementation.

1 .macro SCR_NS_SET

2 push {ro}

3 mrc pl5, 0, r0, c1, c1, 0 @ Read SCR

4 orr r0, rO, #SCR_NS_BIT @ Enable NS bit

5 orr r0, rO, #SCR_FIQ_BIT @ Enable routing FIQs to Monitor
6 mcr pl5, 0, r0, c1, cl1, 0 @ Write SCR

7 pop {r0}

& .endm

Listing 5.5: SCR_NS_SET macro inplementation.

The non-secure guest execution is performed until the CPU gets interrupted by the timer tick
interruption. In the event of a timer tick interrupt if the active guest is non-secure, it is handled by
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the monitor FIQ handler that performs the non-secure context-switching. The switching process
in the non-secure side reverse the operations done in the SMC Handler and the specific steps to
perform the non-secure context switching is shown in the algorithm 13.

Algorithm 13: Secure context-switching algorithm.

Disable Routing FIQ to Monitor;

Set SRC NS — Bit <1,

Handle The FIQ Interrupt;

Read VMCB from Thread ID Register;
Save General Purpose Registers (r0-r12);
Save IRQ Mode;

Save Undefined Mode;

Save Abort Mode;

Save System Mode;

Save Supervisor Mode;

In the listing 5.6 is presents LTZVisor's FIQ monitor handler. It performs the switching from
the non-secure world to the secure world. The listing includes all the activities performed by the
handler, such as (l) acknowledging the tick interrupt, (Il) save the non-secure world context and
(1) restore the secure world context.

1 global NS_MON_FIQ_HDLR

2 NS_MON_FIQ_HDLR:

3 sub lr, 1lr , #4

4 push {r4,lr}

5 push {r0-r3}

6@ -—-—----- START Handling Interrupt -----------
7 stmfd sp!, {1lr}

8 stmfd sp!, {r0-ri2}

9 beq FreeRTOS_TICK

10 1dmfd sp!, {r0-ri12}

11 1dmfd sp!, {1r}

17e ------ Change CPU to secure Interrupt ----------
13 mrc pl5, 0, r0, c1, c1, O

14 bic r0, r0, #NS_BIT @ Clear NS bit

15 bic r0, r0O, #SCR_FIQ_BIT @ Disable routing FIQ to Monitor
16 mcr pli5, 0, r0, c1, c1, O

17 ------- Save Non-Secure World Context --------
18 GET_NS_WORLD _CONTEXT

19 WORLD _CONTEXT_SAVE

20@ --—----- Restore Secure World Context ---------
21 pop {r1-r2} @ Pop SPSR_FIQ and LR_FIQ

22 mov r0, sp @ Update stack pointer
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23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39

mov
ldmfd
add

———————— Restore FIQ state ------—-=-=-------
#Mode_FIQ
spsr,ril
1lr, r2
r0, {r8-ri13} @ Restore FIQ regs (R8-R14)
r0, r0, #(6%4) @ Update stack pointer
———————— Restore MON state ---------------
--- And jump to the Secure World ---------
#Mode _MON
sp, 10
{r0-r1}
spsr,r0
1r, r1
sp, {r0-ri143}~
sp, sp,#(15x4)

@ Return from exception (MON -> S_SVC)

movs

pc,1lr

Listing 5.6: Monitor FIQ handler implementation.

The implementation of the WORLD_CONTEXT_SAVE macro, used in the monitor FIQ handler
to save the context of the non-secure world is shown in the listing 5.7.

.macro WORLD_CONTEXT_SAVE

————— Save registers (r0-r12, 1lr) -----------

r4d, r0
{r0-r3}

r4, {r0-r3}
r3, r4
r4, r4, #16
r0, r4
{rd4,1r}

ro!, {r4-r12}
————— Save Modes Banked Registers -------------
rl, spsr
ro!', {r1, 1r}
#Mode_SVC @ Save supervisor mode
rl, spsr
ro!, {r1, ri13, 1r}
#Mode_SYS @ Save system mode
rl, spsr
ro!, {r1,r13, 1r}
#Mode_ABT @ Save abort mode
rl, spsr
ro!, {r1, ri13, 1r}
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SMC FIQ
Call Interrup
PLO
PL1 LA RTOS
Monitor World World
Mode Switch Switch

Figure 5.2: LTZVisor context switching cases.

23 cps #Mode_UND @ Save undefined mode

24 mrs rl, spsr

25 stmia r0!, {r1, ri13, 1r}

26 cps #Mode_IRQ @ Save IRQ Mode

27 mrs rl, spsr

28 stmia rO!, {r1, ri13, 1r}

29 cps #Mode_MON @ Get back to monitor mode
30 .endm

Listing 5.7: WORLD_CONTEXT_SAVE macro implementation.

After saving the non-secure guest context the secure guest context is restored from the monitor
Stack. First is restored the FIQ banked General Purpose Register, SPSR and LR, then the same
process is repeated to the System Mode General Purpose Registers, SPSR and LR. LR is used as
the return address back to the secure world.

To finalize the section on LTZVisor context-switching, the figure 5.2 presents a blueprint of
the LTZVisor context-switching use cases. The system schedule is completely controlled by the
secure world OS that configures a periodical FIQ interrupt that forces the non-secure world context-
switching. When in the idle state, it grants execution to the non-secure OS by calling the secure

monitor that performs the world context-switching.

5.2.2 Secure Guest

Using FreeRTOS kernel allows the secure world software to be completely event-driven, with
the secure guest OS executed only when necessary. No processing time is wasted by polling for
events that have not occurred. When there is no task to be executed the CPU runs the idle task,
created automatically when the kernel scheduler is started. The idle task can be used to measure
spare processing capacity, to perform background checks, or simply to place the processor into
a low-power mode.

The paravirtualization technique used in the LTZVisor secure guest aims to create an asym-
metric idle scheduler, where the non-secure guest OS is only scheduled during the idle periods
of the secure guest OS. This is implemented by changing FreeRTOS so that during its idle time
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the secure core is granted to the non-secure world OS. Using the Idle Task Hook API' it is imple-
mented a function that makes a monitor call (SMC) with the scheduling ID. Since the Idle Task
Hook function is only called during the idle task cycle, the non-secure guest only executes during
FreeRTOS idle time. Since the native version of FreeRTOS uses IRQ to handle the interrupts,
this was changed to FIQ to support the interrupt policy implemented in LTZVisor in which secure

interrupts are handled as FIQ and non-secure as IRQ.

5.2.3 Non-Secure Guest

In order to run in LTZVisor's non-secure world the virtualized Linux was slightly changed. This
is required in order to get rid of the secure access needed by Linux. As explained previously in the
section 4.1.4, the native Linux was built to run in the secure world. Similar to the de-privileging
phenomenon often found in software-based OS virtualization techniques, shipping the Linux OS
to the non-secure world, undergo similar behavioral consequences as those in software based de-
privileging. That is, the inability to execute privileged instructions, in this case access privileged
resources. Since accessing these resources are vital to the 0S, the solution used in LTZVisor
is, identify all the secure access made by the Linux Kernel and replace it with hypercalls. To
each implemented hypercall it is associated a procedure in the hypervisor level that implement
the native operation. Upon its execution the hypercalls are trapped to the hypervisor (monitor
mode) that performs the procedure attached to the hypercall requested by the non-secure guest.
Hypercall in LTZVisor are implemented solely on SMC calls. Due to the multiple category of SMC
calls, to each system call is attached an ID used by the monitor to distinguish the call source.
The hypercalls implemented in LTZVisor are presented in the table 5.1. The table also includes

the ID associated to each hypercall.

ID Description
OxFFFF_FFE2 L2 Cache Enable

OxFFFF_FFEO LTZVisor Read hypercall
OxFFFF_FFDF LTZVisor Write hypercall

| [ |
; OxFFFF_FFE1 H L2 Cache Disable }
| [ |
| [ |

Table 5.1: LTZVisor hypercalls Table.

The implementation of these hypercalls takes advantage of the common general purpose

registers (usually rO to r3) to assist in data exchange between Linux Kernel and the Hypervisor:

1. L2 Cache Enable: In this hypercall it is only used the general purpose RO that holds the
hypercall’s ID. When LTZVisor receives a call and RO holds the value OxFFFF_FFE2, it is

UThis FreeRTOS API is used to implement functionalities into the idle task. The idle task hook is always called
during each cycle of the idle task, meaning that any functionality implemented in the hook is executed during the
idle task cycle.
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performed the procedure to enable the L2C-310 cache controller and the cache is initialized
with a predefined set of configuration: 16 ways and 1024KB.

2. L2 Cache Disable: When a secure monitor is performed and RO holds the value OxFFFF_FFEI,
the procedure to disable the L2C-310 cache controller is performed.

3. LTZVisor Read hypercall: This hypercall allows the non-secure guest to perform a secure
read under the supervision of the LTZVisor. When this hypercall is performed RO holds the
hypercall’s ID and R1 the read address. At the end of the procedure RO is used to return
the read value.

4. LTZVisor Write hypercall: When called R1 holds the address of the write operation and R2

the value to be written, RO as usual holds the hypercall ID.

To implement the hypercalls described above, it was defined the functions listed in 5.8 in the

Linux Kernel 'shead.S file.

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21

.section ".text" ax

.arch_extension sec

ENTRY(1ltzvisor_12_ cache_enable)

mov r0, =0xFFFFFFE2

SMC #0
ENDPROC(1ltzvisor_12_cache_enable)
ENTRY(1ltzvisor_12_cache_disable)

mov r0O, =0xFFFFFFE1

SMC #0
ENDPROC(1tzvisor_12_cache_disable)
ENTRY (1tzvisor_read_register)

mov rl, rO

mov r0, =0xFFFFFFEO

SMC #0
ENDPROC(1ltzvisor_read_register)
ENTRY (1ltzvisor_write_register)

mov rl, rO0

mov r0, =0xFFFFFFDF

SMC #0
ENDPROC(1ltzvisor_write_register)

Listing 5.8: Hypercalls definitions.

The hypercalls listed above can be referenced or called in every part of the Kernel. For

example, both Itzvisor_|2_cache_disable and ltzvisor_read_register hypercalls are referenced in

Kernel's system.c file in order to initialize the L2 cache controller. In the listing 5.9 is presented
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the adjustment made in the imx_init_I2cache function, enabling the non-secure to write the L2

cache enable bit.

1 void __init imx_init_12cache(void)
2 {
3 void __iomem *12x0_base;

4 struct device_node *np;

5 unsigned int val;

6 np = of_find_compatible_node (NULL, NULL, )
7 if ('np)

8 return;

9 12x0_base = of_iomap(up, 0);

10 if (!'12x0_base)

11 goto put_node;

12 if (!'(ltzvisor_read_register(12x0_base + L2XO0_CTRL) &
L2X0_CTRL_EN)) {

13 /* Configure the L2 PREFETCH and POWER registers x*/

14 - val = readl_relaxed(12x0_base + L310_PREFETCH_CTRL) ;
15 - val |= L310_PREFETCH CTRL_DBL_LINEFILL |

16 - L310_PREFETCH_CTRL_INSTR_PREFETCH |

17 - L310_PREFETCH_CTRL_DATA_PREFETCH;

18 /* Set perfetch offset to improve performance x*/

19 - val &= ~L310_PREFETCH_CTRL_OFFSET_MASK;

20 - val |= 15;

21 - writel_relaxed(val, 12x0_base + L310_PREFETCH_CTRL) ;
22 + 1ltzvisor_12 cache_enable();

23}

24 iounmap (12x0_base) ;
25 put_node:

26 of _node_put (np);
27 %}

Listing 5.9: Hypercalls definitions.

One can see by the number of hypercalls implemented that the changes performed in the
Linux Kernel are minimal, which is due to the secure guest small resources utilization. Since its not
necessary the protection of the resources not used by the secure OS, these can be configured to
become accessible in the non-secure state. The changes required in the non-secure guest varies
depending on the features/resources of the board used in the secure world and non-secure guest.
For instance, since the implementation conducted here serves as a demonstration of LTZVisor

the resources footprint in the secure OS are minimal. Thus, hypercalls are only required in the
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L2 cache enabling. Additional changes would be required if any resource used by the non-secure

world is configured as secure.

5.2.4 Multicore Extension

The foundation created in the single-core implementation allows the migration from the single-
core configuration to a multicore implementation as a straightforward process. The Cortex-A9
MPCore by default only initializes the core 0, while the remaining cores are kept disabled, i.e., in
the single core configuration these are ignored. The multicore extension of LTZVisor implements
procedures to enable and configure the secondary cores. In both multicore configurations after
the core is enabled the process of configuring the core is the following: (1) first is set each stack of
the processor’'s modes, (ll) then it is configured the co-processors registers such as the NSCAR,
ACR and SCR, following the same setup made to the processor O explained previously. From this
point on the execution flow of the secondary cores varies depending on the intended multicore

configuration:

1. Shared configuration: In this configuration all cores are configured in the same way. After
configuring the co-processors all cores are prepared to run in the non-secure Linux OS:
(I) both L1 and L2 caches are initialized and invalidated, (Il) An SMC call is performed to
switch the CPU to non-secure and (lll) finally, the CPU jump to the Linux Entry point.

2. Dedicated configuration: In the dedicated configuration processors 1 and 2 are configured
the same way as in the shared configuration since those are the cores used together with
the processor 0 to run Linux in a SMP. The 4th processor is kept in the secure mode and
setup to run the FreeRTOS guest by: (1) first is set each stack of the processor’s mode, (I1)
the co-processors registers are configured and (lll) FreeRTOS hardware specific devices
for the 4th core such as the timer tick and the GIC controller are configured.

Natively, the process of enabling the secondary cores is entitled to the Linux Kernel, since the
registers used to enable to cores are only accessible in secure mode. Therefore, an additional
hypercall is created to enable Linux to initialize the secondary cores (the cores 1-3 in the shared
configuration and 1-2 in the dedicated configuration). With the ID OxFFFF_FFDE this hypercall
passes the ID of the processor to be enabled in R1 and the core Linux entry point on R2.

To implement the hypercall to assist the non-secure OS in accessing secondary cores, the
function listed in 5.10 is added to the Linux Kernel 'shead.S file.

1 ENTRY(ltzvisor_wake_secondary_cpu)
2 mov rl, rO
3 mov r0O, =0xFFFFFFDE
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4 ENDPROC(ltzvisor_wake_secondary_cpu)

Listing 5.10: Itzvisor_wake_secondary_cpu hypercall.

The hypercall is used when enabling the secondary cores as shown in listing 5.11. The
imx_set_cpu_jump function defined in the Linux Kernel platsmp.c file is changed in order to
allow the non-secure OS to wake secondary cores.

1 static int imx_boot_secondary(unsigned int cpu, struct task_struct

xidle)
29
imx_set_cpu_jump(cpu, v7_secondary_startup);
- imx_enable_cpu(cpu, true);
return O;
7}

Listing 5.11: Linux secondary cores enabler function.

The native function imx_enable_cpu, is substituted with LTZVisor’s Itzvisor_wake_secondary_cpu
hypercall. Upon a call, an SMC hands the execution to the hypervisor that will enable and config-
ure the secondary core.
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The LTZVisor implementation carried out in this thesis was evaluated in i.MX 6Quad Sabre
Devices Board which is based on the ARM Cortex-A9 MPCore (MCIMX6Q-SDB). The evaluation
was performed with both, LTZVisor single implementation and LTZVisor including the multicore
extension. In both implementations the processors are running at 792 MHz. LTZVisor and both
guests were compiled using the GNU Arm Embedded Toolchain. Since turning on optimization
flags makes the compiler attempt to improve the performance and/or code size at the expense of
compilation time and possibly the ability to debug the program, LTZVisor was evaluated with com-
pilation optimizations disabled (-00), with the objective of witnessing LTZVisor in the worst case
scenario. The secure guest is evaluated with FreeRTOS Kernel (v10.0.1) running with MMU, L1
data and instruction cache enabled with 1MB page tables entries, L2 cache and branch prediction
disabled. The non secure partition was evaluated with the Freescale i.MX Linux Tree (v4.15.0).

The evaluation performed focused on three metrics: (i) memory footprint by measuring the
amount of memory used by LTZVisor, (ii) performance overhead by evaluating the overhead added
to the guests execution comparatively to their native version, (iii) interrupt latency by calculating
the time that elapses from when an interrupt is generated to when the source of the interrupt is

serviced.

6.1 Memory Footprint

Memory Footprint refers to the amount of main memory that a program uses or references
while running. LTZVisor being an lightweight hypervisor, aims to withhold a small memory
footprint. LTZVisor's memory footprint was evaluated with the assistance of ARM Embedded
Toolchain's size tool, that lists the individual section sizes and the total size for each of the object
or archive files. LTZVisor total size is presented in the table 6.1, the performed measurement
only includes the hypervisor specific files, i.e., excluding the board specific files. The hypervisor
only utilizes 4180 bytes (4.08203KB) of memory. The main reasons behind such a low memory
footprint are related to the principle of minimal implementation followed during LTZVisor design
which (I) relies on hardware support provided by the TrustZone and (ll) the careful design and

configuration of its component.

75
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It was also evaluated the secure world OS (FreeRTOS) memory footprint before and after
its paravirtualization. In every configurations it is used the FreeRTOS version 10.0.1 including:
task.o, timer.o, heap_2.0, port.o, queue.o, list.o, and portASM.o. Table 6.1 depict the memory
footprint of: (I) native FreeRTOS handling interrupt as IRQ, (Il) native FreeRTOS handling interrupt
as FIQ, (Ill) paravirtualized FreeRTOS running on LTZVisor’s secure world (vFreeRTOS).

Memory Footprint

text .data .bss Total

LTZVisor 3315 0 865 4180
FreeRTOS IRQ (v10.0.1) 29129 0 10828 39957
FreeRTOS FIQ (v10.0.1) 29326 0 10828 40154
vFreeRTOS FIQ (v10.0.1) 30781 0 11128 41909

Table 6.1: LTZVisor Memory Footprint (bytes)

As the data shows, the transition from the native version using IRQ to the configuration where
interrupts are served as FIQ presents a slight increase of 0.5005% in the memory footprint.
From the native IRQ configuration to the paravirtualized configuration there is an increase of
4.885%. The slight increase in the secure guest memory footprint is completely acceptable and
encompasses the small modifications and adaptations made in the virtualized FreeRTOS.

6.2 Performance

In this section is presented the LTZVisor's performance evaluation performed on both the
secure and the non-secure guests. The secure guest evaluation is divided in two experiments:
(I) the measurement of the secure OS interrupt latency by evaluating the micro-operations'of the
guest-switching operation, (ll) the measurement of the secure guest performance is evaluated
with the Thread-Metric Benchmark Suite. The non-secure guest performance is evaluated with
the LMBench Suite Tool.

6.2.1 Partition Context-Switching

LTZVisor partition context-switching is evaluated using the platform General Purpose Timer
(GPT), that measure the time consumed by each partition context-switching micro-operation. For
each micro-operation it was collected 1000 samples, and the presented result represents the
average and the standard deviation of the collected samples. In the evaluation, the partition
context-switching process was decomposed in 8 micro-operations that together represents the
entire partition context switching process from both secure to non-secure and from non-secure to
secure worlds is illustrated in the figure 6.1.

IThe micro-operations designation refers to the atomic operations of a full partition context-switching. The col-
lection of all micro-operations is equivalent of a full partition switching
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Figure 6.1: LTZVisor Partition Context Switching Process flow.

The absolute context-switching time is calculated by combining the individual micro-operations
execution time. The micro-operations evaluated in LTZVisor partition context switching are:

1. SMC Handling: The secure guest OS schedules the idle task. The idle task performs a
secure monitor call that is responsible for invoking the hypervisor (SMC). SMC Handling
is the time since the processor performs the SMC call until LTZVisor completes the SMC
handling;

2. Save secure guest OS context: LTZVisor handles the SMC request and saves the context
of the secure guest OS. This micro-operation represents the time to save the current state
of the secure guest OS to its respective VMCB;

3. Restore non-secure guest OS context: LTZVisor saves the context of the secure guest OS
and then restores the context of the non-secure guest OS. It represents the time to restore
the state of the non-secure guest OS from its respective VMCB;

4. FIQ acknowledge: The non-secure guest OS is running while a secure interrupt is triggered
(e.g., RTOS timer tick). It represents the time since the interrupt occurs until LTZVisor
acknowledges the FIQ in the monitor's vector table;

5. Save non-secure guest OS context: LTZVisor acknowledges the FIQ request and then saves
the context of the non-secure guest OS. It represents the time to save the current state of
the non-secure guest OS to its respective VMCB;

6. FIQ handling: LTZVisor saves the context of the non-secure guest OS and then immediately
handles the FIQ request. It represents the time since the hypervisor save the current state
of the non-secure guest OS until LTZVisor completes the FIQ handling;
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World Switch Micro-operation Performance Time
T s @66MHz
(1) SMC handling 85.584  1.991 1296.72(ns)
Switch to non-secure  (2) Save S Guest OS context 204.74  9.527 3102.15(ns)
(3) Restore NS guest OS Context  195.71 4,927 2965.35(ns)
(4) FIQ Acknowledge 14495 13.990 2196.24(ns)
Switch to secure (5) Save NS guest OS Context 267.07 7.313 4046.57(ns)
(6) FIQ Handling 1021.57 15.129  15478.38(ns)
(7) Restore S Guest OS Context 133.04 7578 2015.77(ns)
Scheduler (8) Assymetric Policy 206.55 2.064 3129.66(ns)

Table 6.2: LTZVisor performance statistics (clock cycles).

7. Restore secure guest OS context: LTZVisor handles the FIQ and then restores the context
of the secure guest OS. It represents the time to restore the state of the secure guest OS
from its respective VMCB.

8. Scheduler: LTZVisor restores the execution of the RTOS. The RTOS continues executing the
idle task loop and verifies if there are real-time tasks to run. If not, the idle task performs
a system call (SMC) that is responsible for invoking the hypervisor. It represents the time
since the processor restores the idle task execution until it execute the secure monitor call.

The collected data from the micro-operations evaluation are presented in the Table 6.2. As it
can be seen, the complete partition context-switch operation takes around 34.227 microseconds,
assuming that there’s no real-time tasks ready to run once the RTOS is rescheduled. The process
of verifying, from the RTOS prospective if there are no real-time tasks to run and hence, triggering
the switch to the non-secure world, takes around 3.129 microseconds. The process of switching
from the RTOS to the GPOS takes just 7.363 microseconds, and is the most deterministic activity
of the partition switching operation. The evaluation demonstrated less than ten timer tick cycles
of deviation from the average value (for each individual activity). Once the GPOS is executing and
a FIQ is triggered, the hypervisor ensures a 6.242 microseconds of interrupt latency, and 17.493
microseconds for the RTOS to be restored. The FIQ handling operation is the major source of
non-determinism of the partition-switching operation.

6.2.2 Secure 0S

The RTOS running in LTZVisor secure world is evaluated using the Thread-Metric Benchmark
Suite that consists of a set of benchmarks properly conceived to evaluate RTOS performance.

The suite comprises 7 micro-benchmarks:
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1. Cooperative Scheduling (CS): This test consists of 5 threads created at the same priority
that voluntarily release control to each other in a round-robin fashion. Each thread incre-
ment its counter and relinquish the execution to the next thread. The results are presented
as a sum of the individual counters.

2. Preemptive Scheduling (PS): This test consists of 5 threads each with unique priority.
All threads except the lowest priority thread are left in a suspended state. The lowest
priority thread will resume the next highest priority thread. That thread will resume the next
highest priority thread and so on until the highest priority thread executes. Each thread
will increment its run count and then call thread suspend. Eventually the processing will
return to the lowest priority thread and once again resume the next highest priority thread
starting the whole process over once again.

3. Interrupt Processing (IP): This test consists of a single thread. The thread will cause an
interrupt, which will result in a call to the interrupt handler. The interrupt handler will
increment a counter and then post to a semaphore. After the interrupt handler completes,
processing returns to the test thread that initiated the interrupt. The thread then retrieves
the semaphore set by the interrupt handler, increments a counter and then generates
another interrupt.

4. Interrupt Preemption Processing (IPP): This test is similar to the previous interrupt test.
The difference is that interrupt handler in this test resumes a higher priority thread, which
causes thread preemption. The higher priority thread then suspends, resuming lower
priority thread.

5. Synchronization Processing (SP): This test consists of a thread getting a semaphore and
then immediately releasing it. After the get/put cycle completes, the thread will increment
its counter.

6. Message Passing (MP): This test consists of a thread sending a 16 byte message to a
queue and retrieving the same 16 bytes message from the queue. After the send/receive
sequence is complete, the thread increment its counter.

7. Memory Allocation (MA): This test consists of a thread allocating a 128-byte memory block
and releasing the same block. After the block is released, the thread will increment its run

counter.

The value of the counter in each micro-benchmark test represents the RTOS impact on the running
application. The higher the value the smaller is the impact and better performance result. The
micro-benchmarks were executed in the native version of FreeRTOS (N_IRQ) where interrupts are
handled as IRQs, the modified version of FreeRTOS where interrupts are handled as FIQs (N_FIQ),
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Figure 6.2: Thread Metrics benchmark results on LTZVisor's single-Core and shared
multicore configuration.

and then compared against the virtualized version (TZ_FIQ). This experiment was conducted on

various configurations of LTZVisor: single-core, shared multicore and dedicated multicore.

6.2.2.1 LTZVisor’s Single-Core and Shared Multicore Configuration

The secure OS in the single-core and shared core configurations undergo the same condi-
tions in this experiment and for this reason the result of both configurations are combined in the
same graphic. Figure 6.2 presents the obtained results, corresponding to the average relative
performance (as well as the average absolute performance) of 100 collected samples for each
micro-benchmark. Each sample reflects the benchmark score for a 30 seconds execution time,
encompassing a total execution time of 50 minutes, per benchmark.

As shown in figure 6.2, in every micro-benchmarks test there is a slight performance increase
when FreeRTOS interrupts are handled with FIQ (N_FIQ) compared to the native version of FreeR-
TOS (N_IRQ). This performance increase is totally understandable considering FIQ's lower hard-
ware interrupt latency in comparison to IRQ. Figure 6.2 also illustrates the performance results
of FreeRTOS under LTZVisor where the (TZ_FIQ) performance is equal to the N_FIQ. This accom-
plishment is due to TZ_FIQ control over the hypervisor scheduling, as thread Metrics execution
flow never gets to idle task and so, the paravirtualized OS is never interrupted by the hypervisor.
This shows that as long as the secure OS possesses real-time tasks, LTZVisor's performance
overhead is null.

The normalized variation of the collected Thread Metrics data over the different versions of

FreeRTOS are illustrated in Figures 6.3, 6.4 and 6.5.
Figure 6.3 depicts the variations in the micro-benchmark results conducted in the native version
of FreeRTOS (N_IRQ) and the standard deviation of the different results samples from its average
value are the following: (l) CS: 0,01495%, (ll) PS: 0,1027%, (lll) IP: 0,01954%, (IV) IPP: 0,0039%,
(V) SP: 0,0195%, (VI) MP: 0,0677% and (VIl) MA: 0,1027%.

The modified FreeRTOS, handling interrupts as FIQ (N_FIQ) results variations is presented
in figure 6.4. The results shows a slight variation reduction in the micro-benchmarks except the
cooperative scheduling test, the main source of determinism deprivation in N_FIQ FreeRTOS.

The standard deviation of the different micro-benchmarks samples from its average value are: (I)



Chapter 6. Evaluation 81

1,003

—MA —MP —PS —Sp —IP PP —Cs
1,001
e ——— e P

— __
0,999 ﬁ

0,997

0,995

0,993
30 60 90 120 150 180 210 240 270 300 330 360 390 420 450 480 510 540 570 600
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Figure 6.4: N_FIQ Thread Metrics Benchmark Results Variation.

CS: 0,2848%, () PS: 0,0392%, (Ill) IP: 0,0228%, (IV) IPP: 0,0039%, (V) SP: 0,0198%, (VI) MP:
0,0382% and (VIl) MA: 0,0412%.

The same happens in the TZ_FIQ version of FreeRTOS presented in the figure 6.5. As a
result of the similarities in N_FIQ and TZ_FIQ, the variations in the benchmarks results in both
configurations are similar. The standard deviation for the TZ_FIQ FreeRTOS are: () CS: 0,2847%,
(I PS: 0,0389%, (lll) IP: 0,0229%, (IV) IPP: 0,0040%, (V) SP: 0,0196%, (VI) MP: 0,0383% and
(VII) MA: 0,0423%.

6.2.2.2 LTZVisor's Dedicated Multicore Configuration

The thread metrics results obtained in the dedicated multicore configuration are depicted in
the figure 6.6. The results shows a decrease of performance in the TZ_FIQ version of FreeRTOS
when compared to the native version.

The decrease of performance varies from 0.039% in the message passing test to 7.86% in
the cooperative scheduling test. Although the performance decrease occurs in the virtualized
version of FreeRTOS (TZ_FIQ), this matter is not a result of the virtualization techniques applied
to the guest, but a result of the multicore performance asymmetry phenomenon observed in the
hardware multiprocessing architecture where the primary processor (core Q) possesses a better
performance than the secondary processors (core 1,2 and 3). Since in the dedicated multicore
configuration FreeRTOS was evaluated in the processor 3, this phenomenon is the root cause of
the TZ_FIQ performance loss. One may question, why not the adoption of core O for FreeRTOS
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Figure 6.6: Thread Metrics benchmark results on LTZVisor's dedicated multicore con-
figuration.

when designing and implementing the dedicated multicore configuration due to its superior per-
formance capabilities. The answer is based of a trade-off between the design/implementation
cost with the secure OS performance. Because Linux is designed and implemented to use the
platform’s core O as its primary core, dedicating core O to FreeRTOS would require an adaptation
of the Linux Kernel to run in the secondary cores. For this reason during the hypervisor's design
it was decided for the usage of FreeRTOS in the core 3 and maintain Linux using core O as its
primary core.

Figure 6.7 illustrate the normalized variation of the collected micro-benchmarks data in the
TZ_FIQ FreeRTOS. The standard deviation of the different results samples from their average
values are the following: (I) CS: 0,0569%, (I1) PS: 0,0363%, (Ill) IP: 0,0184%, (IV) IPP: 0,0039%,
(V) SP: 0,0058%, (VI) MP: 0,0771% and (VII) MA: 0,0722%.

6.2.2.3 Interrupt Latency

Interrupt latency is the measurement of the system’s response-time to an interrupt, which
corresponds to the elapsed time between interrupt assertion and the instant when a response
happens. It may be affected by architecture design, interrupt controllers, interrupt masking,
and the operating system’s (0S) interrupt handling methods. Equation 6.1 expresses LTZVisor's
latency when handling an interrupt: (I) 7H is the hardware dependent time which depends on



Chapter 6. Evaluation 83

1,003 —CS —MA —MP —PS —SP —IP —IPP

1,001 /\

0,999

0,997

0,995

0,993

30 60 920 120 150 180 210 240 270 300 330 360 390 420 450 480 510 540 570 600
Time(seconds)

Figure 6.7: TZ_FIQ Thread Metrics Benchmark Results Variation.

the interrupt controller, (Il) 7OS is the OS-specific induced overhead, (lll) 7HYP is the hypervisor-
specific induced overhead.

TIL=7H+ (THYP)+ 108 (6.1)
Applying the equation in the evaluation process, the following conclusions were achieved:

1. 7H: In the evaluation it was concluded that the interrupt latency in the native FreeRTOS
(N_IRQ) is 2,206 microsecond. The adjustment made in the native FreeRTOS by chang-
ing interrupt handling to FIQ instead of IRQ improved FreeRTOS interrupt latency to 2,196
microseconds. This slight decrease in the interrupt latency is a result of FIQ lower in-
terrupt hardware latency compared to IRQ. This conclusion is common in all LTZVisor's

implemented configurations.

2. THY P: Latency overhead induced by LTZVisor only occurs during RTOS idle time (has no
real-time ready-to-run tasks) in LTZVisor’s sigle-core and shared multicore configurations.
Being the two configurations where secure processor is shared with the non-secure world,
additional overhead is added during the world switch. Since LTZVisor runs with all interrupt
sources disabled, the worst case scenario happens when the FIQ interrupt arrives while a
context switch from the secure to the non-secure world is starting. In this case, the request
is handled with a worst case interrupt latency of 12,128 microseconds. This is a very rare
situation, because two asynchronous and independent events need to occur at the same
time: (l) an asynchronous FIQ needs to be triggered while (Il) a world switch is happening.
Nevertheless, since the overhead introduced on latency has a deterministic upper bound
(12,128 microseconds), it can be taken into account when designing the real-time system.
In LTZVisor's multicore configuration 7HY P is null, since the processor 3 is dedicated
to the secure OS theres no additional overhead in the interrupt handling induced by the
Hypervisor.

3. 7OS: The overhead induced by the FreeRTOS is common to every configuration of LTZVi-

Sor.
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6.2.3 Non-Secure 0S

The Linux OS running in the non-secure world was evaluated with the widely used ANSI/C
micro-benchmarks for UNIX/POSIX, Lmbench. The suite provides benchmarks that measure the
most commonly found performance bottlenecks in a wide range of system applications. It mea-
sure the latency and bandwidth of data movement among the processor and memory, network,
file system, and disk. The benchmarks focus on latency and bandwidth because performance
issues are usually caused by latency problems, bandwidth problems, or some combination of
the two. The benchmarks version 3 used in the evaluation comprises more than fourthly micro-
benchmarks. Under LTZVisor it is focused in two specific benchmarks:

1. lat_ops: Arithmetic operations latency, to evaluate general CPU performance (VFP and
Neon are disabled);

2. bw_mem: Memory operations bandwidth for different blocks size (1K, 100K, 1M and
10M), to evaluate the interference of TZASC, L2 cache as well as Level 1 (4-way set-
associative 32 KB) and data caches.

The non-secure OS evaluation was conducted through two experiments. In the first experi-
ment the non-secure OS is evaluated without the interference of the secure world. The secure
0S is configured with no real time task and 1 millisecond tick rate. Under this condition the non-
secure world OS is only interrupted by the monitor in the tick interrupt and since there is no real
time task, the execution is always redirected to the non-secure OS. The experiment is performed in
every LTZVisor's implemented configurations. Due to the similarities in the bm_mem test result,
this is only presented once and it is common to all configurations. For each micro-benchmarks
it was performed 10 times 1000 consecutive experiments. Prior each consecutive experiments it
was performed 100 warm-ups (-W 100 -N 1000), meaning that for each micro-benchmark it was
performed 1000 warm-ups and collected 10000 samples.

Figures 6.8a, 6.8b, 6.8c and 6.8c presents the average absolute and relative performance
marks of the native Linux version (N) and the virtualized version (TZ) running the bm_mem test.
The figures also includes the variations of the individuals micro-benchmarks samples collected.

In 6.8a it is presented the results of native and virtualized Linux's memory bandwidth bench-
mark for 1 KBytes of memory, showing a slight decrease of performance in the virtualized version
comparatively to the native version. Specifically: (I) 0,0812% in rd, (Il) 0,111% in wr, (lll) 0,0959%
in rdwr, (IV) 0,147% in cp, (V) 0,128% in fwr, (VI) 0,229% in fcp and (VII) 0,580% in bcopy. In
the bcopy benchmark the virtualized Linux outperforms the native one by 19,609%. Even with
some smalls difference, throughout these experiments the performance between the native and
virtualized Linux are proportional.

In figure 6.8b, 6.8c and 6.8d it is used 100 KBytes, 1 MBytes and 10 Mbytes memory
blocks. It is verified a loss of performance in all micro-benchmarks in a factor of more than
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Figure 6.8: LMBench memory bandwith (bw_mem) benchmark results.

97% in some benchmarks compared to using 1 Kbyte block. The enormous loss of performance
verified shows the effects of using the cache on the memory bandwidth performance. Since L2
cache was disabled and L1 cache only has 32 KBytes, by using a block memory bigger than L1
cache the performance drops drastically, and the higher the memory block gets the greater is
the performance loss. To test the effect of L2 cache, the same experiments performed above
were repeated but with L2C-310 cache controller enabled with 16 ways and 1024 kB and the
result of the experiment is depicted in figures 6.9a, 6.9b, 6.10a, and 6.10b. The results shows a
great improvement in performance when handling bigger memory block compared to the setup
in 6.8. The configuration with L2 cache enabled outperforms the setup with L2 disabled by a
factor of: (l) up to 1.642% when using 1KByte of memory, (II) up to 77.7% when using 100 KBytes
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Figure 6.9: LMBench memory bandwidth benchmark L2 Cache Effect (part 1).

of memory, (lll) up to 74% when using 1MBytes of data and (IV) up to 64,7% when handling 10
MBytes of memory. With this experiment’s results, its clear that L2 cache possesses an important
role regarding the system’s memory performance.

The next experiment done during the non-secure GPOS evaluation was measuring the latency
of basic CPU operations using Lmbench3 lat_ops command. The experiment was conducted
individually in each configuration of LTZVisor, and the achieved result are presented in the figures:
(I) 6.11a and 6.11b for the single-core configuration, () 6.12a and 6.12b for the shared multicore
configuration, (Ill) 6.13a and 6.13b for the dedicated multicore configuration. The values on top
of each bars correspond to the average operation latency in nanoseconds. As depicted in figures
6.11a and 6.11b the virtualized Linux in the single-core configurations has a slight increase of
overhead in the CPU operations compared to the native single core configuration of Linux and it
is up to 12% in the worst case scenario. In the shared configuration CPU latency measurements
also verified a slight increase in the operations latency overhead in the virtualized Linux. In the
dedicated configuration the virtualized Linux running in SMP mode with 3 cores (core O, 1 and 2)
is compared to the native Linux running with 3 cores. Even having the 4th core dedicated to the
secure world running FreeRTOS with no real-time task the virtualized Linux performance matches
the Native configuration with the highest latency at 0.257%.

The last part of the non-secure OS evaluation is measuring the effect of the secure-OS timer
tick in the non-secure world OS. For this experiment the non-secure world OS performance was
measured with the secure OS tick varying from 100 microseconds to 10 seconds. For each tick
rate tested, it was collected 11000 samples of the non-secure world performance metrics (10000

samples + 1000 Warm-ups). The secure OS during the experiment was configured similarly to
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Figure 6.10: LMBench memory bandwidth benchmark L2 Cache Effect (part 2).

the previous experiments, With no real-time task the overhead added to the non-secure world is
only related to the servicing of the secure OS tick interrupt. The timer tick was setup in 5 different
scenarios: 100, 200, 500, 5000, and 10000 microseconds. The experiment was performed
individually in every LTZVisor implemented configurations and the achieved results is depicted in
figure 6.14. The results clearly show that in the configurations where the secure core is shared
(sigle-core and shared multicore) the performance penalties are significants when the switching
rate is high. In the single-core configuration the performance overhead varies from 0% to 35%
in the worst case while in the shared multicore configuration the highest performance drops is
around 29%. This test really shows the advantage of having a processor dedicated to the secure
world and throughout the 5 different experiments the Linux performance only drops around 3%
when the rate is 10KHz.

6.3 Discussion

From the beginning of this dissertation we have instigated that when exploited adequately,
virtualization can enhance embedded application’s security and consolidate real-time and non-
real-time tasks in the same scope. The LTZVisor's implementation conducted in this thesis have
confirmed and demonstrated this claim. Relying on hardware to assist virtualization, LTZVisor
allows the consolidation of two isolated virtual machines, the first one hosting an RTOS with real-
time tasks and the second VM hosting a GPOS with non-real-time tasks while supporting both
single and quad-core configuration. In configurations where a single processor is used to execute
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both RTOS's real-time tasks and GPOS’s non-real-time tasks, the asymmetric scheduling imple-
mented in LTZVisor dictated by the RTOS, allows the RTOS to even by sharing the processor with
the GPOS meet its timing requirements. Keeping the spotlight in LTZVisor's RTOS timing require-
ments, the configurations implemented and evaluated in this thesis have shown that in all them
the asymmetric scheduling was capable of meeting LTZVisor's RTOS timing requirements with a
slight overhead and determinism deteriorations, such deteriorations are added in the configura-
tions where the secure core is shared with the non-secure OS due to the context-switching from
the non-secure world to the secure world to service the secure interrupts. The marginal overhead
and determinism deteriorations found in the single-core and shared multicore configuration are
eliminated by the dedicated multicore configuration where a processor (core 3) is dedicated to
the secure world RTOS. The Non-secure OS performance results showed similar results between
the shared multicore where the non-secure OS uses 4 cores with the dedicated multicore config-
uration where is used 3 cores. Even using only 3 cores by having the RTOS on a dedicated core,
the dedicated multicore can achieve similar performance results as the quad-core version. This
is mainly due to having Linux main core uninterrupted.

Regarding security measurements LTZVisor is able to provide a strong spatial isolation of the

secure components from the non-secure access through:

1. TZASC, LTZVisor partitioning the system’s memory in two regions each assigned to one
VM. The i.MX 6Quad possesses the CorelLink TrustZone Address Space Controller TZC-
380 capable of dividing the main memory up to 16 regions each individually configurable
according to the intended access policy. In the evaluation process, it was demonstrated
that overhead added by using TZASC to virtualizes the systems memory its null. In a
previous implementation of LTZVisor for the Xilinx ZC702 depicted in [125] Ngabonziza et
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Figure 6.12: Lmbench lat_ops benchmark results.

al. [134] presented some doubts on ways how it could be prevented the secure access to
the non-secure world, by having LTZVisor's secure OS with full visibility and access of the
entire system as well as how can it be prevented the secure OS to access the non-secure
world. Sandro et al. presented some possible solutions such as having both guests in the
non-secure world as demonstrated in [135] or paravirtualizing the RTOS to run in the user
mode of the secure world and while mediating each memory access through the hypervisor.
Both of these solutions possesses some casualty compared to the current implementation
of LTZVisor. In this implementation of LTZVisor it is possible to achieve the total isolation of
the non-secure memory space from the secure OS without the need of changing LTZVisor
current design. A feature present in TZC-380 known as the Security Inversion allows to
configure any memory region with the security inversion. When active it enables a region
to be accessible to masters in non-secure state but not accessible to masters in Secure
state. So, relying on this feature present in the i.MX 6Quad TZASC controller LTZVisor can
guarantee the isolation of the non-secure OS memory space by activating this feature and
use the lock bits register to lock such feature from further changes. The implementation
of LTZVisor conducted in this thesis allows the enabling of this feature. It is also important
to reminds that this feature only isolates the non-secure world memory space while the
secure world RTOS can still access non-secure peripherals. To provide a complete isolation
of non-secure OS additional mechanisms are required to ensure the isolation of non-secure
peripherals.

2. CSU, LTZVisor isolates the secure peripherals from non-secure accesses through i.MX
6Quad central security unit, that manages the system security policy for peripheral access
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Figure 6.13: Lmbench lat_ops benchmark results.
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on the SoC.
PL390, the PrimeCell Generic Interrupt Controller(PL390) presents on the Cortex-A9 MP-

Core support the implementation of GICv2 that allows the servicing of interrupt as GIC or
FIQ. LTZVisor isolates the secure and non-secure interrupts by servicing secure interrupts
as FIQ and non-secure interrupts as IRQ. This separation supports two advantageous fea-
tures to the LTZVisor's design: the first one is that by using FIQ for the secure interrupt
there is a slight performance improvement as a result of FIQ lower hardware latency which
was seen during the secure OS performance evaluation and the second is the higher prior-
ity nature of FIQ interrupts compared to IRQ. With the secure guest using all its interrupts
as FIQ it can run unbothered of the non-secure world interrupts.

MMU, when used in both worlds the MMU present in the Cortex-A9 MPCore allows the
isolation of secure entries from non-secure access relying fully on hardware.
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Another point outlined in [125] is the possibility of starvation in the non-secure OS as a result
of the secure OS control over the hypervisor’'s scheduling policy. In the implementation conducted
in this thesis such behavior arise in the single core and the shared multicore configuration where
the primary non-secure OS core is the same used by the secure OS. This issue is eliminated in the
dedicated multicore configuration where the secure world and the non-secure run in separated
processors.

Architecturally LTZVisor is limited to two VM’s one secure and the other in the non-secure
world, but this can easily be changed specially in a multiprocessing architecture such as i.MX
6Quad where configuration possibilities are enormous.






7. Conclusion

Embedded software and application have already reshaped the world we live in and our daily
routine to a point where its literally impossible living without benefiting from services provided by
any sort of embedded application. And for the foreseeable future it is expected an expansion on
the relationship between humans and machine. More and more devices are leveraging of cloud
based services through loT technology. For instance, automotive industries are relying heavily on
embedded devices features for the next generation of cars and vehicles, hospitals and medical
facilities are including more and more embedded devices and applications into their workspace for
monitoring or performing delicate operations, military equipments are becomes more automated
and embedded devices are even being incorporated in our bodies to assist and/or monitors
our well being, etc.. Many of these applications possesses critical operations where security
is paramount. Virtualization has been a technique widely used to enhance embedded devices
security requirements through software-only or hardware-assisted approaches. Virtualization also
allows the creation of heterogeneous systems by allowing the consolidation of real-time and non-
real-time tasks in the same architecture.

Software-only virtualization techniques are usually deployed in the server and desktop plat-
forms, due to is substantial virtualization overhead while in resources constrained systems with
hard-real-time tasks where determinism is demanded often opted hardware-based virtualization.
ARM the major embedded architecture developer provides the Security Extension (TrustZone) for
its Cortex A and M architectures widely used in embedded systems.

In this thesis, LTZVisor, a lightweight TrustZone-assisted hypervisor implemented with the
objective of instigating TrustZone-assisted virtualization is ported to the i.MX 6Quad SD board.
LTZVisor uses TrustZone to create two isolated execution environment, the secure world used for
a small TCB privileged RTOS and the non-secure world used for a rich de-privileged GPOS. Prior
this Thesis LTZVisor had support to Xilinx Zyng-7000 All Programmable SoC ZC702 Evaluation
Kit, ZedBoard Zyng-7000 ARM/FPGA SoC Development Board and Zybo Zyng-7000 ARM/FPGA
SoC Trainer Boards supporting single-core and dual-core implementation. The LTZVisor's imple-
mentation presented in this thesis not only ported the platform to i.MX 6Quad but also extend
the multicore implementation to a quad-core configuration. Two quad-core configurations are
supported: (I) a shared configuration, where the processor 0 is the secure core used to run the
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secure OS while the non-secure world is executed in all the platforms processors. In order to
implement that, the secure core is assigned to the non-secure OS when the secure world is in
the idle state, (II) a dedicated multicore, where the secure OS is executed in the core 3 and the
non-secure in the remaining cores. On the contrary of the share multicore, here the secure core
only runs the secure OS. Although LTZVisor by default uses FreeRTOS as the secure world RTOS
and Linux as the non-secure world GPOS, the implementation done in this thesis also support
baremetal secure VM and baremetal and FreeRTOS as the non-secure VM.

The evaluation conducted in the virtualized LTZVisor's secure OS of all the individual con-
figurations have shown that this can still perform well compared to the native version and even
sometimes outperforming the native version due to the usage of FIQ to service the secure world
0S instead of th native IRQ. Notice that the lower hardware latency of FIQ causes a marginal
performance improvement. The virtualized non-secure OS also performs well compared to the
native version. Results have demonstrated that this technology can effectively satisfy the strict
requirements for virtualizing a real-time environment, while offering a low performance cost on
running an unmodified guest GPOS.

7.1 Future Work

The LTZVisor's implementation conducted in this thesis have allowed the consolidation of
a secure isolated RTOS with a non-secure GPOS. The implementations leverage the multipro-
cessing nature of the i.MX 6Quad to explore three different configurations of the VM's processor
assignment.

However, there are two key improvements on which it would benefit the guest performance
or bring needed functionalities into the system:

1. Regarding the guest performance, during the evaluation process it was shown the archi-
tectural performance superiority of the i.MX 6Quad primary processor (core 0) compared
to the secondary cores (core 1, 2 and 3). In the dedicated multicore configuration the
secure RTOS was assigned to the core 3 meaning that in that configuration if assigned to
the core 0, the secure RTOS would have had a better performance (for being in the primary
core) compared to being in the secondary core 3. The motive behind the assignment of a
secondary processor to the non-secure OS is due to the dependency existent in the used
non-secure OS (Linux) to run with the core O as its primary core. Since the OS used in
the secure world (FreeRTOS) has no dependency on the core O it was decided that instead
of changing the Linux kernel to run in the secondary core, the secure OS would be used
in the secondary core. An interesting future improvement would be shipping Linux to a

secondary core and uses the real-time OS in the processor with the highest performance.
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2. Regarding functionalities, in the LTZVisor implemented in this thesis there is no commu-
nication between the two guests. So, a compelling future improvement would be the
implementation of an inter-VM communication. In LTZVisor’'s implementation depicted in
[125] it is used an adaptation of the RPMsg API of the Texas Instrument and OpenAMP
group, supporting the signaling of interrupts to send events. It was designed to promote

asynchronous communication and guarantee the timing requirements of the secure VM.
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