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Abstract

Multiplatform Application for Monitoring Services in a Hospital
Environment

Many people believe that information technology has the potential to change the way the healthcare
industry approaches its current challenges by improving healthcare quality, safety, and efficiency by bring-
ing decision support to the point of care and enabling routine quality measurement. In the medical field,
healthcare information technology refers to any information technology tool or software that is intended
to increase hospital and administrative productivity, provide new information about medications and treat-
ments, or improve overall quality of care. Infrastructures in hospitals must manage both information
technology and specialised healthcare systems and protocols. It is important in this type of structure to
ensure that all operations and information technology run smoothly and one of the ways to achieve this is
by continuously and automatically monitor the hospital environment’s systems.

The right monitoring and reporting tools can help keep medical staff efficient without worrying about
failing systems, provide visibility into usage trends, equipment performance, downtime, and much more,
saving time and resources. A monitoring application of this type is regarded as an important source of
information.

The main goal of this Dissertation within the scope of this project is to develop a monitoring web
platform for healthcare information technology administrators that is based on a multi-site and multi-
organisation scheme. The proposed solution will monitor various hospital services and is expected to
provide the current state of the system in a timely manner through a set of graphs and reports, allowing
for appropriate operational decisions and ensuring that the system functions as expected.

A web application for monitoring hospital services was developed, implemented, and evaluated during
the dissertation work period. Using questionnaires, the platform was evaluated and validated in order to
understand if this approach may improve information technology availability and, in the long run, alleviate
some of the healthcare industry’s pains. A formal evaluation of the solution was also performed, which
comprised a strengths, weaknesses, opportunities and threats analysis and a risk assessment report,
both of which gave helpful insights into the system’s strengths and shortcomings, as well as potential

improvement areas.

Keywords: Information Technology, Monitoring Systems, Web Application, Healthcare
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Resumo

Aplicacao Multidispositivo de Monitorizacao de Servicos em Am-
biente Hospitalar

Muitas pessoas acreditam que a tecnologia da informacao tem o potencial de mudar a forma como
a industria da saude aborda os seus desafios atuais, melhorando a qualidade, seguranca e eficiéncia dos
cuidados de saude, levando o apoio a decisdo ao ponto dos cuidados e permitindo a medicao da quali-
dade de forma rotineira. No campo médico, a tecnologia da informacao sobre cuidados de saude refere-se
a qualquer ferramenta ou software informatico que se destine a aumentar a produtividade hospitalar e
administrativa, fornecer novas informacoes sobre medicamentos e tratamentos, ou melhorar a qualidade
global dos cuidados de saude. As infraestruturas dos hospitais devem gerir tanto as tecnologias da infor-
macao como os sistemas e protocolos especializados de cuidados de satde. E importante, neste tipo de
estrutura, assegurar que todas as operacoes e tecnologias de informacédo funcionem sem problemas e
uma das formas de o conseguir € monitorizando-a de forma continua e automatica.

A escolha de ferramentas de monitorizacao e relatérios adequadas podem ajudar a manter o pessoal
meédico eficiente sem se preocupar com falhas nos sistemas, dar visibilidade as tendéncias de utilizacao,
desempenho do equipamento, tempo de inactividade e muito mais, poupando tempo e recursos. Uma
aplicacao de monitorizacao deste tipo é considerada como uma importante fonte de informacao.

O principal objectivo desta Dissertacao no ambito deste projecto é desenvolver uma plataforma web
de monitorizacdo para administradores de tecnologias de informacao na area da saude que se baseie num
esquema multi-site e multi-organizacdo. A solucdo proposta ira monitorizar varios servicos hospitalares
e espera-se que forneca o estado actual do sistema em tempo Uutil através de um conjunto de graficos
e relatorios, permitindo decisdes operacionais adequadas e assegurando que o sistema funciona como
esperado.

Foi desenvolvida, implementada e avaliada uma aplicacdo web para monitorizar os servicos hospita-
lares durante o periodo de trabalho de dissertacdo. Utilizando questionarios, a plataforma foi avaliada e
validada de modo a compreender se esta abordagem pode melhorar a disponibilidade das tecnologias
da informacao e, a longo prazo, aliviar algumas das dores da industria da saude. Foi também realizada
uma avaliacao formal da solucao, que incluiu uma analise de pontos fortes, pontos fracos, oportunidades
e ameacas e um relatdrio de avaliacao de risco, ambos dando uma visdo util dos pontos fortes e fracos
do sistema, bem como de potenciais areas de melhoria.

Palavras-chave: Tecnologia da Informacéao, Sistema de monitorizacao, Aplicacdo Web, Saude
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Chapter

Introduction

The healthcare industry is under pressure to improve patient safety, operate more efficiently, reduce
medical errors, and provide secure access to timely information while keeping costs under control, pro-
tecting patient privacy, and adhering to legal guidelines. This means that they are currently confronted
with numerous challenges, but many believe that Information Technology (IT) can cause a paradigm shift.

Health Information Technology (HIT) is the use of information processing involving both computer
hardware and software (ranging from simple charting to more advanced decision support and integration
with medical technology) to store, retrieve, share, and use healthcare information. HIT is viewed as a
means of improving healthcare quality, safety, and efficiency, as well as lowering operational costs and
medical errors. IT offers new ways to boost patient confidence and reinforce patient trust in caregivers
and healthcare facilities in the healthcare setting [1-3].

With this, and given its importance in the healthcare context, it is critical to make every effort to
ensure that IT systems fail as little as possible because failures in this industry are frequently associated
with life-or-death situations, resulting in higher mortality rates, poorer treatment outcomes, and lower
patient trust and satisfaction. Therefore, monitoring these systems becomes a priority. As a result, this
master’s project consists in developing a web platform for monitoring various hospital services. This
platform’s core features include multi-platform compatibility and a multi-organisation scheme, implying
that monitoring can be performed across multiple computing platforms and across multiple healthcare
institutions.

In this light, the following questions arise: What constitutes a good IT monitoring tool? Can a multi-
platform and multi-organisation monitoring application enhance IT availability in the healthcare industry?
on top of others. As a result, the goal of this Dissertation is to answer and comprehend the above-
mentioned concerns with an emphasis on a multi-organisation and multi-platform healthcare setting, give
a systematic review of solutions for service monitoring in healthcare settings and the development of a
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web application that allows hospital IT administrators to view and monitor services in several hospitals.
The solution’s primary goal is to ensure that hospital operations run smoothly and to improve overall IT
availability. This work is part of a larger project developed by a team in collaboration with Vasco Ramos,
who is in charge of the back-end architecture.

It is worth noting that by responding to two questionnaires at two separate occasions, the healthcare
IT administrators at Centro Hospitalar do Tamega e Sousa (CHTS) contributed to this dissertation results.
The first moment occurred during the platform’s early stages, with the purpose of knowing how various
hospital IT administrators feel about monitoring solutions and how they believe it should function and aid
them on a regular basis. This provided a clearer picture of the existing problems and what the solution
should incorporate in order to solve them. On the other hand, the second moment took place following
platform development to test and validate the developed solution. This collaboration made it possible to
use a real-world case study to demonstrate how the work of this dissertation can be applied.

This chapter will discuss the driving forces behind the project, the objectives that were established,
and finally the document structure.

1.1 Motivation

The dissertation seeks to create an User Interface (Ul) that allows hospital IT administrators to monitor
the several hospital services, thereby enhancing IT availability and decreasing overall response time to
failures. The healthcare industry is highly heterogeneous, widely distributed, and fragmented, with a high
degree of autonomy [4], and technologically progressing from isolated software systems to solutions that
support a continuous medical process [5].

IT is increasingly being viewed as a means to improve healthcare quality, safety, and efficiency by
bringing decision support to the point of care and enabling routine quality measurement to become a
reality. It can not only lower operating costs, but it can also reduce the number of medical errors. In the
healthcare industry, IT opens up new avenues for increasing patient confidence and reinforcing patient
trust in caregivers and healthcare facilities [1]. Additionally, in this industry, information and information
exchange are critical for the delivery of healthcare at all levels [6] and because there are so many aspects
and components that go into creating a successful healthcare system, it is also prone to equipment mal-
functions, minor technical delays, and so on. To counter this, a monitoring and reporting platform can
be used to ensure greater visibility of potential issues that could escalate into larger and more damaging
situations.

Therefore the right monitoring and reporting tools can help to keep medical staff efficient without having
to worry about failing systems, provide visibility into usage trends, equipment performance, downtime,
thereby enhancing time and resources. Without leaving the command centre, these tools provide insight
into potential problems easing the maintenance process and when determining what's gone wrong or
what'’s really going right, occupancy percentages, system failures, usage rates, and other metrics will
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reveal them [7].

In other words, such monitoring applications are seen as an important information source as they can
show the current system status in real-time through a set of visual indicators, graphs, and reports. The
information allows appropriate operational decisions to be made, either automatically or on the operator’s
initiative, ensuring the system operates as expected.

Some solutions already exist that monitor various types of services but they do not offer multi-organisational
monitoring. Most hospital IT administrators manage several systems and infrastructures across multiple
institutions. The opportunity for these administrators to have a centralised view of all systems and readily
access information such as their health, status, and metrics served as the motivation for this dissertation.

1.2 Goals

The project’s driving question is “Can a multi-platform and multi-organisation monitoring application
enhance IT availability in the healthcare industry?“. With this, the main goal laid out was to build a
monitoring web platform for healthcare IT administrators to monitor the services on which their hospital
relies. The platform should provide timely feedback on failures and show the system status in real-time
through visual indicators. Furthermore, the platform should be supported on multiple device types, so
that all system information is available on the go. The application will monitor services such as APIs and
web-services, databases, and servers performance and availability.

Alongside with the main goal, minor milestones where expected:

 Study different front-end technologies that allow the monitoring of services using dashboards in a

multi-platform technology;
¢ Plan a solution that ensures the security and confidentiality of all data involved;

¢ Development of a solution prototype, which should include the following features:

Service management and creation;

User creation and management, making sure that only administrators use the platform;

Graph visualisation to understand service's behaviour;

In the event of a failure, provide feedback by notifying the user via various channels;

Multi device compatibility.

* Solution’s prototype implementation;

* Use both subjective and formal analysis methods to test, validate, and evaluate the system.
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1.3 Challenges

As previously mentioned, the main goal of this dissertation is to develop a service monitoring Ul
for several hospital services with multi-platform and multi-organisation functionalities at its core. When
developing this type of solution, some difficulties arise that must be addressed. They are as follows:

e Multi-platform compatibility: The proposed Ul should be adaptable to various devices/platforms.
This functionality provides flexibility and allows users to easily access the monitoring platform re-
gardless of what device or platform they are using. As a result, development should account for this
functionality and make it possible for the platform to be accessible to any platform using a single
codebase;

* Multi-organisation support: The solution should not only provide visibility to each of the organisations
being monitored, but it should also make it simple to understand the current state of the various
services available within each of them. Aside from the architectural challenges, the Ul should be
straightforward enough that this feature is understandable and simple to use. To make the most of

this functionality, the proposed architecture and Ul design must be carefully considered;

¢ Data security: Only authorised hospital IT administrators should be able to access this platform and
view the various metrics about the various organisations and services. To accomplish this, proper
security mechanics must be implemented and thought out;

¢ Alerting: When services fail, alerting the IT administrator is critical in order for them to understand
what is wrong and respond as quickly as possible. This should be done in a timely manner and
through notification channels. As a result, it is necessary to consider which channels and types of
alerting should be implemented in order to notify users;

e User friendliness: Given that the proposed solution is primarily concerned with developing an Ul, it
is very important that it provides a positive User Experience (UX), is simple to use, and achieves its
primary goal. It is critical to understand how to accomplish this during the interface design process.

1.4 Document Structure

The chapter presents and concisely explains the structure of the document. The dissertation is divided
into eight sections where the first one, Introduction, describes the motivation for the dissertation and
the objectives that the project seeks to achieve.

Following the introduction is a State of the Art analysis. This chapter aims to understand Information
Technology and Information System by presenting their significance and structure, as well as how they
function in the healthcare sector and the main benefits and drawbacks. Since the goal of this project is

4
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to create a Ul, it is also necessary to understand what it is and how the design process should be carried
out. Finally, a market analysis is conducted, highlighting four existing solutions.

The third chapter, Methodology, discusses the methodologies utilised in the formulation and valida-
tion of the research for this dissertation and also the study of some technologies, and tools that may be
useful during development. This chapter is then followed by the Background chapter, which discusses
and compares several front-end development technologies in order to determine which framework will be
used during the application’s development.

The Proposal chapter aims to investigate the design, development, and implementation of the pro-
posed multi-device monitoring application. The gathered requirements will be explored, along with the
architecture that results from the requirements.

The sixth section, delves into each developed component and what it entails. The main purpose of the
Implementation chapter is to describe the system implementation development based on the previous
chapter's modelling.

The seventh chapter, Evaluation, describes the system'’s evaluation and analysis, and it is determined
whether the solution is fit for the purpose for which it was designed. Finally, in the Conclusions and
Future Work chapter, the obtained results are discussed, future work is identified, and conclusions about
the entire solution are drawn.



Chapter

State of the Art

Healthcare technology is currently the fastest growing sector of the healthcare industry. This tech-
nology is one of the most important in healthcare supply chain management for improving their service

quality and performance [8].

There are several aspects that must be studied to understand how this technology works, what goals
they are attempting to achieve, and how we can improve them. The chapter explains how Information
System (IS) work and why are they so crucial, with an emphasis healthcare industry, what a monitoring
application is and how it should be structured. Additionally, solutions available on the market are presented.

2.1 Information Technology

Information Technology (IT) is typically used in the context of business operations and includes both
computer technology and telecommunications equipment to send, receive, store, and manipulate data that
can be textual, numerical, audio, or video data, or any combination of these [9, 10]. Due to its wide range of
technologies, capabilities, and functions as IT advances, it creates newer and more complex environments
[11]. Some components and functions like cloud computing, operating systems, telecommunications, and
databases are included in IT. Some more examples are depicted in figure 1.

The modern world is highly digital, with IT allowing access to any type of information through multiple
points of access, saving time by automating various types of tasks, making them more efficient, and em-
powering several industries. The healthcare industry has been using IT to improve patient safety, operate
more efficiently, reduce medical errors, and provide secure access to timely information while controlling
costs, protecting patient privacy, and so on [1]. The following section elaborates on this statement and
demonstrates its significance in this setting.
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Figure 1: IT components and functions [Adapted from [10]]

2.2 Information Technology in Healthcare

Patients can use the internet to research symptoms and communicate with their doctors via email, text,
or video conferencing to determine whether they need to schedule an appointment or if their symptoms
can be treated with over-the-counter medications [12]. As a result, Information Technology has improved

medical care, reduced patient errors, and reduced healthcare costs in a variety of ways, including:
* Improving the accuracy of medical information delivery;
* Allowing for quicker, more informed decisions that can have an impact on individuals and the public;

 Remote Patient Monitoring! (RPM), that is thought to be more convenient and cost-effective than
traditional institutional care because it allows patients to remain in their familiar surroundings while

receiving professional care [14].

According to [15], Health Information Technology (HIT) is defined as the application of information
processing involving both computer hardware and software dealing with the storage, retrieval, sharing, and
use of health care information, data, and knowledge for communication and decision-making. Similarly
to IT, HIT encompasses a wide range of technologies, from simple charting to advanced decision support
and integration with medical technology [2]. As previously stated, HIT provides numerous opportunities

IRPM collects health data from individuals in one location, such as a patient’s home, and electronically transmits the
information to healthcare providers in another location for assessment and recommendations [13].
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for improving and transforming healthcare, including the reduction of human errors, the improvement of
clinical outcomes, the care coordination facilitation, the improvement of practice efficiencies, and so on.

2.3 Information Systems

The IT ability to perform effectively and reliably in today’s workplace is critical.

Information Systems are an integrated set of components that collect, store, and process data as well
as provide information, knowledge, and digital products. They include interactions between technology and
algorithmic processes within the boundaries of an enterprise, organisational interaction with technology
and vice versa, as well as between society and technology [16]. Their primary components are computer
hardware and software, telecommunications, databases and data warehouses, human resources, and
procedures. The overall structure of organisational IS can be divided into three layers: operational support,
knowledge work support, and management support (figure 2).

MANAGEMENT
SUPPORT

SUPPORT OF KNOWLEDGE WORK

OPERATIONAL SUPPORT

Figure 2: Structure of organisational IS [Adapted from [17]]

The foundation of an Information System is operational support, which includes several transaction
processing systems for designing, marketing, producing, and delivering products and services. The middle
layer is dedicated to knowledge work support, which includes subsystems for information sharing within
an organisation. The top layer, management support, contains subsystems for managing and evaluating
an organisation’s resources and goals [17].

Many large corporations, such as eBay, Amazon, and Google, are based on IS.

8
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2.4 Information Systems in Healthcare

Sharing health information provides a clearer picture of health and illnesses across the population,
assisting in the prevention of disease spread and improving health outcomes. Sound and reliable informa-
tion serves as the foundation for decision-making across all health system building blocks, and is required
for health system policy development and implementation, governance and regulation, health research,
human resource development, health education and training, service delivery, and financing [18].

A Health Information System (HIS) is a system that integrates data collection, processing, reporting,
and use of information to improve health service effectiveness and efficiency through better management
at all levels of health care. It includes all health data sources, such as health facility and community
data; Electronic Health Record for patient care; population-based data; human resources information;
financial information; supply chain information; and surveillance information, as well as their use and
communication [19]. In this context it ensures the production, analysis, dissemination, and use of reliable
and timely data by decision-makers at all levels of the health system.

A good HIS brings together all relevant partners to ensure that users of health information have access
to data that is reliable, authoritative, usable, understandable, and comparable. They serve multiple users
and a wide range of purposes that can be summarised as the generation of information to enable decision-
makers at all levels of the health system to identify problems and needs, make evidence-based health policy
decisions, and optimally allocate scarce resources [20].

These systems cross geographical boundaries because they are linked to a central database, allowing
any patient file to be accessed from any hospital or clinic, increasing overall efficiency because there is
no need to wait for the physical file. To access patient health records, authentication is required, ensuring
that these systems are secure and confidential. Another advantage of these systems is that the patient
files are electronic, which means that there is the possibility of increased storage capacity [21]. These
systems, on the other hand, are expensive because they are highly sophisticated, and they are vulnerable
to hacking, just like any other computer network these days.

2.5 Ul/UX Process

User Interface (Ul) is concerned with anticipating what users may need to do and ensuring that the
interface contains elements that are simple to access, understand, and use to facilitate those actions. Ul
(Ul) combines ideas from interaction design, visual design, and information architecture [22].

User Experience is concerned with having a thorough understanding of users, what they require, what
they value, their abilities, and their limitations. It also considers the business goals and objectives of the
project management team. UX practices encourage users to improve the quality of their interactions and
perceptions of the product and any related services [23]. UX design is the process by which design teams
create products that provide users with meaningful and relevant experiences. This includes the design of
the entire acquisition and integration process, including branding, design, usability, and function.
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Many factors influence the effectiveness of UX design, including complete and accurate contextual
information, design approaches, and methods used. Design thinking, which is especially important in UX
design, aids in addressing changes in users’ environments and behaviours that are not always obvious.
UX teams can use design thinking to conduct better research, prototyping, and usability testing to address
modern-day human needs [24]. The design-thinking framework is divided into three steps:

1. Comprehend;
2. Investigate;
3. Materialise.

Within these larger buckets fall the 6 phases: empathise, define, ideate, prototype, test, and implement
(figure 3).

TEST DESIG N DEFINE
wrcrrer THINKING i —.Q
o

for feedback erve where your

and obs
1 0 1 users’ problems exist.

PROTOTYPE
Build re
represer
range of

EXPLORE

Figure 3: Design thinking process [Source [24]]

1. Empathise: Conduct research to learn about what users do, say, think, and feel. As the designer
begins to identify the needs of their users, they also begin to highlight opportunities for innovation;

2. Define: Use the data collected during the empathise phase to gain insights and identify unmet
user needs;

3. Ideate: Brainstorm a variety of solutions to the unmet user needs identified during the Define
phase;

10
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4. Prototype: Create representations for a subset of the concepts. The impact vs. feasibility of the
gathered ideas is weighted in this phase through feedback on prototypes;

5. Test: Return to the users and solicit feedback. Determine whether the solution meets the needs of
the users and, if so, whether it improves how they feel, think, or perform their tasks, ensuring that
the goals are met;

6. Implement: Put the vision into effect. Ensure that the solution is materialised and touches the
lives of the end users.

Design thinking is a non-linear process, meaning that designers can return to each phase iteratively.

2.6 Monitoring Applications

Hospital IT infrastructures must manage both “traditional” IT elements and specialised healthcare
systems and protocols. It can be divided into three layers: “traditional” IT, the healthcare systems with
their associated data formats and communication protocols, and medical devices [25]. “Traditional® IT is
used to connect devices such as printers, servers, and is found in any IT environment. Standard devices
such as routers, switches, and domain controllers are also included. The types of systems found in
hospitals are referred to as healthcare systems (includes Health Information System, Electronic Health
Record, and other similar systems). Finally, medical devices are the types of devices that are linked to the
hospital’s network.

It is critical to ensure that everything runs smoothly in this type of structure, as failures can not
only cause inconvenient delays, but can also endanger human lives in extreme cases. Therefore, IT and
hospital systems should be available at all times to ensure smooth hospital operations. As a result, a good
monitoring application is required, and in the medical environment, it should monitor various aspects such
as network speed, check for bottlenecks, monitor routers, servers, and storages, and so on. It should also
provide alerts and notifications when certain thresholds are reached (for example, bandwidth is running
low) and, most importantly, should display the status in a single dashboard view [25].

In the optics of understanding what are the current offers in IT monitoring solutions, different monitor-
ing stacks were explored. An analysis was performed to the most interesting and compelling ones in this
project’s context: Site 24x7, PRTG-Network Monitor, Nagios and, Datadog. In the following sections their
main services, key features, and how they can impact healthcare are identified and explained.

2.6.1 Site24x7

Site24x72 is a cloud-based website and server monitoring platform that allows small to large size

businesses website performance, server, application performance, network, public and private cloud, real

*https://www.site24x7.com/
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user monitoring and public status pages.

With the services provided, the client can continuously simulate and test user experience from multiple
Site24x7 monitoring locations, and find problems before customers are impacted; report and alert on
availability, content errors, or performance issues when there is a sign of potential trouble; and obtain a
performance indicator from an end-users perspective (CPU, memory, services, disk, network usage, and
so on) allowing to oversee health and availability.

In the healthcare sector, Site24x7 ensures that all devices are operational by monitoring the net-
work. It can monitor REST APIs (which allow many applications and devices to communicate with one
another and share patient data for easy analysis). Additionally, this software allows monitoring and opti-
misation of IT resource performance so physicians and technicians can quickly retrieve patient data for
analysis and, in the event of a downtime, a text message or mobile app notification will be sent out imme-
diately [26].

Figure 4 depicts a Site24x7 dashboard monitoring an AWS inventory for a hospital.

AWS Inventory Dashboard - Zylker Hospitals

Monitored Resources Resource History

_ - 25
P 25 2 .
y .
20
y
15

28

1
Resources ©

2 2  mare,

—_— _—
Jan-2020 Feb-2020 Mar-2020 Apr2020 May-2020 Jun-2020

Enabled Services Resource Breakdown by Region

=1 EC2Instance
(5 Across 1 regions 5 Region Count

53 Bucket Asia Pacific

4 ! 3
Across 2 regions (singapore)
SNS Topic 2 US East (N. 2
Across 3 regions 3 : top Virginia)
~y Elastic Beanstalk , US East (Ohio) 1
B Across 2 regions 2
US West (Oregon) 2
Simple Email Service
Across 2 regions 2
VPCVPN
Across 1 regions 2
@ Lightsail Instance 1 Guidance Report
22 Across 1 regions
Core Checks Affected Resources
B ECS Cluster
(@] Across 1 regions 1 B Unused Elastic Load Balancers 1 N
[ ECSClusterSenvice B Amazon RS - idle DB instance 1 L\
RS Across 1 regions 1 9
Idle ECZinstances 1
ey RDS Instance . _— Resources
B Acroce 1 regions 1 ELB not utilizing multiple Availability Zones 2
N Tunnels - 4
g OmmeDeTae Amazon VPN Tunnels - UP
Across 1 regions 1
2.6.2 PRTG

PRTG Network Monitor® is a network monitoring software that collects statistics from defined hosts
such as routers, servers, switches, and other critical devices and applications. It is a robust and simple-
to-use solution that is appropriate for enterprises of all sizes.

Shttps://www.paessler.com/prtg
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Its prime features are flexible alerting, multiple user interfaces, cluster failover (if the primary master
of the cluster is not connected or is down, another node immediately takes over all its responsibilities,
including the sending of notifications), maps and dashboards, distributed monitoring (monitor several
networks in different locations and separated networks within the company) and in-depth reporting.

PRTG provides a centralised monitoring solution for medical equipment and IT in the healthcare
industry. Users can create customised dashboards that visualise all hospital technology components;
Because many hospitals have several location sites, using the PRTG remote probes feature is a quick and
easy way to monitor multiple sites. Another adaptable feature allows the administrator to easily integrate all
devices that support a REST API into PRTG (refrigerators, sensors for monitoring temperature, air quality,
or humidity, and security systems are examples of such items); PRTG users can set thresholds to receive
notifications before an outage occurs; patient data is managed and transferred using HL7, and PRTG
employs HL7 to ensure secure data transfer and to monitor the machines involved [27].

Figure 5 illustrates an example of a PRTG dashboard for monitoring in a healthcare environment.

Map Hospital/Healthcare 24/7 Monitoring Boe

B View Map Map Designer © Settings <> Get HTML © Comments B History

Figure 5: PRTG Dashboard

2.6.3 Nagios

Nagios* is a monitoring system that monitors the entire IT infrastructure to ensure that all systems,
applications, services, and business processes are up and running. It can notify technical staff in the event
of a failure, allowing them to begin remediation processes before outages disrupt business processes,
end-users, or customers. Nagios monitors the network for problems caused by overloaded data links

*https://www.nagios.org/
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or network connections, as well as routers, switches, and other network components, and can deliver
results in a variety of visual representations and reports, as well as monitoring the availability, up-time,
and response time of each node on the network.

With this tool, it is possible to monitor applications, services, operating systems, network protocols,
system metrics, and infrastructure components; a unified view of the entire monitored IT infrastructure;
web interface provides detailed status information; as soon as possible, infrastructure outages are de-
tected; alert acknowledgements are used to communicate about known issues, problem resolution, and
reporting: historical reports keep track of all alerts, notifications, outages, and alert responses.

Healthcare facilities can benefit from Nagios' comprehensive monitoring and alerting capabilities
by deploying a Nagios solution. Performance graphing and capacity planning enable hospitals, clinics,
and labs to keep their production IT systems running for as long as possible, allowing them to stretch
their budgets as far as possible. Monitoring key performance indicators provides invaluable information
for future system upgrades planning and budgeting. Medical organisations that use Nagios can receive
immediate notifications of website and system outages that may have an impact on their public image,
operational efficiency, and quality of care [28].

Figure 6 shows an example of a Nagios XL° dashboard.
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Figure 6: NagiosXL Dashboard

5Product from Nagios that monitors all mission-critical IT infrastructure components - applications, services, operating
systems, network protocols, systems metrics, and network infrastructure
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2.6.4 Datadog

Datadogis an IT and DevOps monitoring® and analytics tool that can be used to determine performance
metrics as well as event monitoring for infrastructure and cloud services. Servers, databases, and tools

can all be monitored by the software.

Datadog gives an IT/DevOps team a unified view of their infrastructure (including servers, apps, met-
rics and other services); Dashboards that can be customised; Alerts sent out in response to critical issues;
Logs, latency, and error rates are automatically collected and analysed; Access to the APl is granted and
supports applications written in Java, Python, PHP,.NET, Go, Node, and Ruby.

In the healthcare sector, Datadog ensures healthy digital operations by gaining comprehensive
visibility into application, infrastructure, and device performance; monitors digital assets on a global scale
so that engineering teams can pinpoint issues in individual devices, applications, or lab systems and quickly
correlate application and infrastructure data to determine the cause; accelerates DevOps initiatives, cloud
migrations, EMR rollouts, and other modernisation efforts where visibility allows companies to establish
performance baselines, validate that new technologies and processes are working as expected, and quickly
address any issues that arise; and anticipate potential problems and outages: Datadog provides machine
learning—based alerting that detects outliers or anomalies and forecasts resource usage and user demand,
allowing engineers to prevent downtime in advance [29].

Figure 7 depicts an example of Datadog dashboard for an application and its infrastructure.
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Figure 7: Datadog Dashboard

6Monitoring DevOps involves monitoring the entire development process, including planning, testing, development, inte-
gration and testing, deployment, and operations.

15



CHAPTER 2. STATE OF THE ART

2.6.5 Comparison

By comparing the solutions, this section aims to reveal the key differences between them and to clarify
which aspects/features are important in the proposed monitoring application.

Site24x7 is a website and server monitoring platform, PRTG is network monitoring software, Nagios
and Datadog monitor IT infrastructure, but Datadog also monitors the DevOps process, as previously
stated. This means that, while they are all monitoring applications, some features are only available on
specific solutions. All the solutions can monitor servers and their performance, except Nagios, which
cannot monitor networks. Only Site24x7 and Datadog can monitor CPU usage.

Aside from that, there are a few other things to consider: reporting/analysis, data visualisation, alerts,
and dashboards. Reporting is an important feature that is very useful for data analysis since it allows users
to ensure that everything is going as planned; Data visualisation enables business users to gain insight
into massive amounts of data; When something goes wrong, users will be able to take action thanks to
alerts; Dashboards enable users to gain quick insights into the most important data aspects.

As a result, only Nagios and Datadog can generate reports out of the four options. Each of the four soft-
ware products includes data visualisation and the ability to send alerts/notifications. The solutions, except
Nagios, have dashboards. One final important aspect is that the platform be cross-platform compatible;
of the four solutions, only Nagios does not support mobile compatibility, whereas the others do.

Table 1 depicts an organised comparison with the previously mentioned aspects.

Site24x7 PRTG Nagios Datadog

<«
<

Server Monitoring V4 v
Network Monitoring
Performance Monitoring
CPU Monitoring
Reporting/Analysis
Data Visualisation
Alerts/Notifications
Dashboard

Mobile support v v

NN NN
NN X XSS
X X NN S X SX
SN N NN NN

Table 1: Software Comparison

Bearing the table 1 in mind and what makes a good monitoring tool, the developed platform should
include the following features: performance monitoring, reporting/analysis, data visualisation, alerts/no-
tifications, dashboards and mobile support. Other features may be added, but this study demonstrated

that at least these points should be platform features.
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Chapter

Research Methodology and Tools

This chapter discusses the methodologies utilised in the formulation and validation of the research for
this dissertation. First, the applied research methodology - Design Science Research Methodology (DSRM
- is introduced, followed by an introduction of different technologies and tools that could help overcome
some challenges presented in 1.3.

3.1 Design Science Research Methodology

For most researchers, deciding on the best research methodology is one of the most hard and perplex-
ing tasks. The research methodology that should underpin the research and data-collection methods to be
used will be determined by the research type. The data-collection techniques used must be appropriate
and capable of meeting the study’s objectives, regardless of the method or methodology used for the study
[30]. With this in mind, several methodologies were investigated, and it was determined that DSRM was
the best fit. To comprehend what this methodology entails, there needs to be an understanding about the
paradigm that underpins it.

Design Science Research (DSR) is a problem-solving paradigm that aims to improve human knowledge
through the innovative artefacts’ creation. Simply put, DSR seeks to improve technology and science
knowledge bases through the development of innovative artefacts that solve problems and improve the
environment in which they are instantiated. DSR aims to generate knowledge of how things can and should
be designed, typically by human agency, to achieve a desired set of goals; this knowledge is referred to as
Design Knowledge. For the production of unique solutions to important design challenges, DSR is a major
research paradigm in many domains, including engineering, architecture, business, economics, and other
information technology-related disciplines [31].

Design Science Research Methodology has six steps plus four entry points: problem-centered initiation,
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objective-centered solution, design and development-centered initiation, and client/context initiation. The
following is a brief description of each DSR activity:

1. Problem ldentification and Motivation: Identify and justify the solution value to a specific re-
search problem. Justifying the solution value serves two purposes: it drives the researcher and the
research audience to pursue the solution, and it allows the audience to appreciate the researcher’s
problem knowledge. This task requires awareness of the current problem condition and its signifi-
cance resolution;

2. Specification of solution objectives: The problem definition and knowledge of what is conceiv-
able and doable can be used to infer the goals of a solution;

3. Design and Development: It is created an artefact. In terms of concept, it could be any designed
object that incorporates a research contribution. This activity entails determining the desired func-
tionality and the artefact architecture, as well as creating the actual artefact;

4. Demonstration: Shows how the artefact was used to solve one or more instances of the problem.
It could be used in experiments, simulations, case studies, proofs, or any other appropriate activity;

5. Assessment: The researchers can decide whether to move on to communication and leave fur-
ther improvement to future projects, or they can go back to step three to improve the artefact’s
effectiveness.

6. Communication: To the appropriate stakeholders, all aspects of the problem and the designed

artefact are communicated.

Figure 8 depicts the DSR Methodology Process Model with the six steps previously mentioned.
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Figure 8: DSR Methodology Process Model [Adapted from [31]]

As previously stated, this dissertation began with the discovery of a problem and a lack of functionality
in existing monitoring systems. As a result, it follows that the DSRM will be used with a problem-centred
approach, completing the six phases of the technique.
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3.2 Technologies and Tools

Based on the challenges presented in 1.3, it was determined that some tools should be integrated into
the system and/or researched in order to aid in development. In the following subsections, some tools
will be highlighted that can help answer questions like, “How can we make our platform multi-device?”,
“What is the importance of notifications in this type of platform?”, “Is there a tool that can assist with

visualisation?”, and so forth.

3.2.1 Progressive Web App

The application should be cross-platform compatible, which means it should adapt to different devices.
After some research, Progressive Web App appeared to be the best option since the platform should be
web-based but needed to be cross-device compatible. Bearing this in mind, it becomes essential to first
understand what it is and how it works.

According to [32], there are three pillars that transform PWAs into a platform-specific application-like

experience.

e Capable: Only platform-specific apps could truly claim to be capable until recently. New and
upcoming APls are attempting to change that by expanding what the web can do with features
such as file system access, media controls, and full clipboard support. All of these capabilities are
built on the web’s secure, user-centric permission model, ensuring that visiting a website is never

a frightening prospect for users;

¢ Reliable: A dependable PWA feels fast and dependable regardless of the network. Reliable ap-
plications must be usable regardless of network connection. Users expect apps to launch even if
their network connection is slow or unstable, or even when they are not connected to the internet.
Even if sending a request to your server is difficult, they expect the most recent content with which
they have interacted to be available and usable. When a request is not possible, they expect to be
informed rather than failing or crashing silently;

¢ Installable: Installed PWAs run in a separate window rather than a browser tab. They can be
accessed from the user's home screen, dock, taskbar, or shelf. PWAs can be configured to accept
content from other applications or to be the default application for handling various file types.

In short, PWAs are created and enhanced with modern APIs to provide improved capabilities, reliability,
and installability from a single codebase.

This means that it's a browser-based web application built with cutting-edge web technologies to pro-
vide users with a native app-like experience on any device or channel—mobile, desktop, or, of course, the
web, reducing development effort while also allowing for a faster time-to-market.
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Web apps can be installed and distributed without the use of app marketplaces, they can function
without Internet access, they can receive push notifications, and they look like regular apps. The Service
Worker API makes this possible by allowing developers to use a background-executed script to act as a
network and device proxy. A PWA cannot function properly in browsers without Service Worker support. The
worker is registered on the user’s first page visit, and it consists of a JavaScript file with life-cycle hooks for
business logic and cache management, handling background synchronisation, data and application shell
caching mechanisms, and network request interception [33].

3.2.2 Notifications

A monitoring system serve as the foundation upon which alerting is built, where they collaborate to
provide information about the performance of applications and infrastructure. They detect performance or
usage anomalies, aid in troubleshooting and problem identification, reveal usage and behaviour patterns
or trends, and aid in understanding the impact of any changes made to applications or infrastructure.
Monitoring solutions send notifications whenever metrics meet conditions defined in alert rules, prompting
users to investigate problems and even assisting in narrowing down and identifying potential root causes
[34].

With this in mind, the several notification channels integration into the application, such as Slack!,
push notification, and SMS are crucial. A different approach should be taken for each notification channel
because some libraries already offer this integration and others need to be studied to understand what is
a better way to offer these services into the application. Push notifications will be the default notification
channel in the beginning, but other options will be provided later.

3.2.3 Giraffe

One of the most important aspects in a monitor tool are the visual indicators. Some approaches can
be taken to show them in a dashboard. InfluxDB will be used as the storage mechanism, which means
that all metrics for consumption will be stored in this database. Giraffe? is an open source React-based
visualisation library used to implement InfluxDB’s Ul (Example in Figure 9).

According to [35], giraffe uses algorithms to deal with the challenge of visualising the massive amounts

of data that InfluxDB can ingest, query and strives to distinguish itself through a variety of features, includ-
ing:

e Flux® language assistance;

* Easy reactivity and extensibility via React;

lhttps://slack.com
2Github repository: https://github.com/influxdata/giraffe
3Flux is a functional data scripting language developed by InfluxData for querying, analysing, and acting on data.
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Figure 9: CPU values over time, an example plot using Giraffe

¢ Support for mapping column groupings to a single visual aesthetic;
* A high-level API capable of specifying a wide range of visualisations using a few simple concepts.

This library could be useful in implementing the various graphs and charts required for the agents.

3.2.4 JWT

JSON Web Token (JWT) is an open standard that defines a compact and self-contained method for
securely transmitting information as a JSON object between parties. Because it is digitally signed, this
information can be verified and trusted. JSON Web Token are useful for security and information
exchange. The most common scenario (which will be the case in this project) in which JWT is used is for
the security: once logged in, each subsequent request will include the JWT, allowing the user to access
routes, services, and resources that are permitted with that token. They are an excellent way of securely
transmitting information between parties. Since JWTs can be signed (for example, with public/private key
pairs), there is a certainty that the senders are who they claim to be. Furthermore, because the signature
is calculated using the header and payload, it ensures that the content has not been tampered with [36].
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Background

In recent years, the demand for highly sophisticated and complex web applications has significantly
increased to replace the old desktop applications in all areas [37]. Even though web applications are more
complex, their development should not be. As a result of the emergence of several front-end frameworks,
web development has become much simpler in recent years and many frameworks have become available
to web developers [38]. Each framework has its own strengths and weaknesses, and specific application
areas, allowing the developer to choose one according to the project needs [39].

Today, there are two main approaches to building web applications: traditional web applications that
perform the majority of the application logic on the server and SPAs that perform the majority of the user
interface logic in a web browser, communicating with the web server primarily through web APls. According
to [40], when the application’s client-side requirements are simple or even read-only, and the application
must function in browsers that do not support JavaScript, we should use traditional web applications. On
the other hand, we use an SPA when the application must expose a rich user interface with many features

as well as an API for other (internal or external) clients.

Because of the project requirements, the application is SPA-based. The State of JS survey polled
23,765 developers from 137 countries in 2021, asking them questions about everything from front-end
frameworks and state management to building tools and testing libraries. From 2016 to 2020, the most

popular front-end frameworks are depicted in Figure 10.

As can be seen, React is the most widely used, followed by Angular and Vue. Svelte, a newer solution,
is establishing itself as a potential new market leader [41]. Despite the several frameworks for developing
SPAs, the next sections will be focus on the four leading frameworks, as shown in Figure 10: React,
Angular, Vue, and Svelte.
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Figure 10: Front-end frameworks experience ranking

4.1 React

Facebook! created React?, an open-source JavaScript library for interactive User Interface. It is used
to manage the view layer in web and mobile apps. React enables the creation of reusable Ul components.
Developers can use components to create large web applications that can change data without reloading
the page. React’s primary goal is to be fast, scalable, and simple only working on the application’s Ul [42].

Since React has a component-based architecture, it is possible to break an application into many
components. The components collaborate to create a powerful Ul, allowing for code reuse to make the
development process easier and less error-prone. "State”is an important concept in the React world. State
represents data that is normally shown to users, or information about the component, subject to change.
When the data changes, we can create simple components for each state of our application, and React
will efficiently update and re-render only the necessary components, indicating that it is declarative. It is
actively maintained and updated, and there is strong community support for it. This language has a lower
learning curve than Angular [43]. React, on the other hand, relies on third-party libraries for advanced

functionality.

4.2 Angular

Angular® is a framework and platform for developing single-page client applications in HTML and
TypeScript create by Google. Angular applications are built on Angular modules (NgModules), which serve
as a compilation context for components, and groups related code into functional sets. Angular applications
are defined by a set of modules, with at least one root module that allows bootstrapping and many other

feature modules [44].

lhttps://about.fb.com
*https://reactjs.org
3https://angular.io
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Angular is a framework that includes a wide range of features. It has a MVVM architecture and sepa-
rates data from design and visual representation, making even complex web applications easy to manage.
Angular reduces the load on server CPUs by supporting caching and a variety of other processes, meaning
that the server performs exceptionally well due to low traffic, only serving to static files and responding
to API calls. The two-way data binding ensures that changes to the view are immediately reflected in the
model and vice-versa [45].

Angular’s main drawbacks include a steep learning curve and being too heavy and complex for simple
applications due to the high number of features it includes.

4.3 Vue

Vue” is an open-source JavaScript framework which combines features from Angular and React.js. It
is a progressive framework for creating Uls. Vue, in contrast to other monolithic frameworks, is built from
the ground up to be incrementally adoptable. The core library is limited to the view layer and is simple
to integrate with other libraries or existing projects. However, when combined with modern tooling and
supporting libraries, Vue is capable of powering sophisticated SPAs [46].

Similarly to React, Vue has strong community support, its components are reusable, making its code
also reusable, and it is actively maintained and updated with strong community support. Vue is good for
unit testing because having components greatly simplifies this task and has a lower learning curve than
Angular and React.

This framework is still in its early stages, there is a lack of support and limited resources for large-scale
projects. The Vue community and development team are still small compared to React and Angular. These
are the primary disadvantages.

4.4 Svelte

According to [41], Svelte® is quickly establishing itself as a very serious contender for the front-end
crown. Svelte is a radical new approach to building user interfaces. Whereas traditional frameworks like
React and Vue do the bulk of their work in the browser, Svelte shifts that work into a compile step that
happens when we build our app. Instead of using techniques like virtual DOM diffing, Svelte writes code
that surgically updates the DOM when the state of the app changes [47].

As said previously, Svelte performs the majority of the work when building the app and compiles it
to efficient vanilla JavaScript, rather than doing it in the browser. Compile Svelte to vanilla JavaScript
improves code readability, allows for re-use, and results in a much faster web app. Svelte does not require

*https://v3.vuejs.org
*https://svelte.dev
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declarative, state-driven code that the browser must translate into DOM operations, meaning that there is
no longer any need to use virtual DOM [48].
However, IDE support is not yet on par with popular frameworks, having a small open source ecosys-

tem.

4.5 Background Overview

Front-end frameworks serve as the foundation blocks of the software development process. There are
numerous options for developing visually appealing apps that provide a positive user experience, and aside
from the UX, it is also critical to have tools that make the developer’s life easier and more comfortable
when developing web applications.

The previous sections discussed different framework options to achieve these goals, and this section
will compare them. Leading frameworks such as React, Vue, and Angular, as well as newer solutions
such as Svelte, have proven to be powerful tools for developing applications. React, Vue, and Angular
are declarative and have re-usable components and thus re-usable code. React, Vue, and Svelte are
lightweight and actively maintained frameworks. React and Angular compared to Vue and Svelte have
the best documentation since they are older and more structured. Performance wise, Svelte is the best,
followed by Vue, React, and Angular. Angular has the highest learning curve, followed by React, Vue, and
Svelte, with Svelte having the lowest. All these distinctions can be illustrated in table 2.

React Vue Angular Svelte
Re-usable code v v v X
Declarative v v v X
Actively Maintained v v X v
Lightweight v v X v
Documentation Very Good Very Good Moderate
Performance Medium Moderate Very Good
Learning Curve Moderate Highest Smallest

Table 2: Comparison between React, Vue, Angular and Svelte

When faced with these facts, the choice was between Vue and React, but it came down to which
framework the developer was more familiar with and knew had more online resources, so React was
chosen.
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Chapter

Proposal

The main topics of this chapter will be the design, development, and implementation of the proposed
multi-device monitoring application. It focuses on the decision-making process for design and develop-
ment. An evaluation was performed in order to gain a better understanding of the problem at hand and
how a monitoring application can be used to address these issues. The obtained results from this question-
naire are presented first, and then discussed. Following that, the various system requirements, including
use cases as well as application functional and non-functional requirements, are examined. The proposed
solution architecture is analysed based on the identified requirements.

5.1 Technical Evaluation

The first step toward gaining a better understanding of the problem and its associated needs was to
conduct an anonymous online survey, the questions for which can be found in Appendix A. This ques-
tionnaire was distributed via Google form to system administrators of Portuguese hospitals in CHTS, and
received 17 responses. The questionnaire is divided into two sections: one with closed questions about the
respondent’s background, context, and perspective to gain a more objective understanding of their ideas,
and the other with open questions about requirements and functionality suggestions. This questionnaire
was used to gain an understanding of the current state of monitoring services and their application, partic-
ularly in the healthcare setting. Making it possible to learn how and to what extent monitoring services can
help with system/infrastructure management, as well as which direction the solution should take. This
enabled the gathering of use cases as well as the various system requirements required for the applica-
tion. As seen in figure 11, approximately 94% of the participants actively work for a company that actively
employs monitoring systems.
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e Yes o No

Figure 11: Percentage of participants that actively work for a company that actively employs monitoring
systems

The six statements where participants had responses ranging from Strongly Agree to Strongly Dis-
agreed were transformed into values ranging from zero to four, where zero means Strongly Disagree and
four means Strongly Agreed. The main goal was to determine whether participants usually agree or dis-

agree with some statements. The statements:

e Statement 1: Currently, whether there is a failure or not, you can check and control the system
status.

e Statement 2: When there is a failure, that failure is noticeable.

» Statement 3: When a failure is detected, you can determine the implications and other services
impacted.

e Statement 4: A monitoring system is important for systems management.
e Statement 5: A good monitoring system makes it possible to improve the systems availability.

e Statement 6: A monitoring system that can analyse and display, seamless, the targets status and

organisations, streamlines the systems management process.

A graph with the average and median response for each statement was created and is depicted in
figure 12.
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Figure 12: Average and median response to the affirmations

The results show that most administrators tended to agree to every statement, meaning that they are
aware of the system’s behaviour and that failures are not overlooked. However, the awareness time can be
a critical factor in resolving the issue and ensuring that no other services become affected. An interesting
finding was that, upon a failure, some administrators were unaware of the implications for other services.
This could be due to a large number of services, which makes it easy to lose track of them, or to the
fact that when one system fails, it is independent and does not affect the behaviour of other systems. It
appeared clear how relevant a monitoring solution is for these types of services and how impactful they can
be for improving the system'’s overall availability, providing a promising result to answer the dissertation’s
driving question.

Even though most people agreed that a failure is noticeable, the average time can be quite long, with
30 minutes being the longest, and the average response time also varying greatly. This could be due to
the nature of the failure, where 5 minutes may be enough to resolve it, but if very complex, a response
time of 120 minutes may be needed. This response is still concerning because the question asked about
the average response time to an occurring failure, and 120 minutes as an average means that either most
failures are very complex, or that the response time can be delayed because the failure was detected late,
and the damage done is far too great and requires time to be properly repaired.

Finally, when participants were asked about what makes up a good monitoring system, the majority
referred to:

* Being able to detect each failure:

— Indicators about the service’s health;
— The possibility to define criteria to measure what is a healthy service or not;

— Notifications about failures.
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e QOther features pointed out:

— In the event of a failure, the system should be able to instruct them on how to resolve the
issue that caused it to fail;

— Indicators that can predict system failure and service load;

— A solution that allows the events correlation generated by several information security appli-
cations (also known as SIEM?).

The questionnaire revealed some issues that need to be addressed. The most important is the failure
awareness time. The platform should notify the user as soon as a failure occurs to ensure that no further
failures occur, lowering the poll values. When the platform mockups were completed, some questions
about the value of specific features began to surface. The survey was a great way to get answers to all
of those questions, figure out what should be prioritised, and modify the mockups and the requirements
to reflect the new model. Additionally , since the development was still in its early stages, shifting the
application’s focus to the new mockup was relatively simple.

5.2 Use Cases

A use case is a written description of how a website's users will complete certain tasks. It describes a
system’s behaviour as it responds to a request from the perspective of a user. Each use case is represented
by a series of simple steps that begin with a user’s goal and end when that goal is met. Use cases add
value because they help explain how the system should behave while also brainstorming what could go
wrong [50]. With this, and in order to make the scope of the web app more perceptible, use cases were
gathered with the help of the technical questionnaire answers and then a use case diagram was drawn.
This diagram depicts the system’s functionalities and the actors with whom it should interact.

The list that follows delves into each use case and its definition.

* Create Organisation - An administrator must be able to create an organisation;

¢ Delete Organisation - If an organisation is no longer required, an administrator should be able
to delete it;

¢ Check Notifications - An administrator can check notifications. When the agents’ health is at
stake, receiving feedback is critical to keeping track of them, and notifications will aid in under-
standing what went wrong and quickly resolving the underlying issues;

e Create Agent - An agent must be created so that an administrator can monitor what is required.
In other words, to monitor the several organisation services, an administrator must be able to track

them in our system;

1This type of security solution helps businesses identify potential security threats and vulnerabilities before they disrupt
their operations [49]
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* Delete Agent - An administrator can delete agents when they are no longer wanted;

* Edit Agent - An administrator must be able to edit an agent’s configuration given that it could

occasionally change;

* Check Agent Configurations - Each agent’s main information should be accessible to an ad-

ministrator;

* Check Agent Health - An administrator can monitor each agent’s health through the most recent

status;

* Agent Graph Visualisation - An administrator can use graphs to help understand an agent’s

behaviour;

* Create Agent Alert - Administrators should receive alerts if they want to keep abreast of a critical

agent situation ;

* Delete Agent Alert - An administrator can delete alerts. This will be useful when administrators
do not want to receive more agent updates;

* Edit Agent Alert - An administration can edit Agent alerts. Some aspects of an alert’s configuration

may change.

* Search by Agent - Administrators must be able to search for specific Agents. This feature is
crucial considering the possibility of multiple monitoring agents.

e Create a New Account - An administrator can create accounts. Any administrator who already
has an account must be able to create a new account for others;

¢ Delete Account - An administrator must delete their own account.

Figure 13 summarises the details of the system'’s users and their interactions. Based on these use
cases, the system’s functional and non-functional requirements were identified. These will be explored in
the next section.
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Create Organization

Delete Organization
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— Consult Agent Configurations
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Agent Graph Visualization

Create Agent Alert

Delete Agent Alert
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Search by Agent

Create New Account

Delete Account

i

Figure 13: Web app use-case diagram

5.3 Functional and Non Functional Requirements

Requirements lay the groundwork for the product’s vision, scope, cost, and timeline, and they must
ultimately aim for finished product quality and performance [51]. Requirements are frequently classified as
functional (FR) or non-functional (NFRs). FRs are typically used to describe system functionalities, whereas
NFRs are used to describe system properties and constraints [52].

The FRs are:

e Monitoring agents and targets creation, including HTTP requests, health checks via ping, and
database monitoring;

¢ Make adjustments to the previously mentioned monitoring agents;
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¢ Delete monitoring agents;

* (Create graph-based status monitors on agents (services). It will be shown the current service’s
health, as well as important data;

» (Create alerts via notification channels, allowing users to connect to third-party notification services
such as email, and Slack;

¢ Edit and remove the above mentioned alerts;
e Enable realtime push notifications to alert to changes in an agent’s health.
Concerning the NFRs, the following are listed:

» System Reliability: Some issues can have a negative impact on dependability (unexpected usage,
external failures, bugs, etc). The application’s ability to provide a consistent functional experience
to all users over time is essential;

* Solution Scalability: The application should be scalable, which means that its features should
be small, maintainable, independent, and customise so that they can be served independently.
This makes it critical in the long haul to maintain the codebase to aid performance-related tweaks
without breaking the application [53];

» Usability: The system should be easy to use and understand with an user-friendly interface, aiming
to improve overall UX. The system must also use terms and vocabulary appropriate to the context
in which it is inserted to facilitate its understanding by IT administrators;

* Security: It is critical to ensure that only authorised users have access to the monitoring data;

¢ Performance: The administrator’s interaction with the system should be smooth so that using
the system is pleasant. The system should try to respond to administrators’ requests as quickly as
possible and should always be available so as not to impede its use by administrators.

5.4 Architecture

After gathering all the requirements, the project’s architecture was set. As previously stated, a hos-
pital has a plethora of different IT components that must be monitored to ensure that everything runs as
smoothly as possible and to reduce the error rate throughout the entire infrastructure. This means the
platform can translate each hospital into different agents that monitor each component. For instance, if
Hospital A has a database and one server that needs monitoring, two agents will be created in the applica-
tion to monitor both services. Figure 14 depicts the platform’s high-level architecture, where it will display
all monitoring data for every hospital that has services that need monitoring and have the client installed.
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Hospital N

Figure 14: High-level architecture

Having in mind the work performed by Vasco Ramos, and the specificity of the integrated health network,
this architecture had to be adjusted. Therefore, another one, that comprises local servers communicating
into a guardian server, had to be followed. Local servers can be thought of as a locally installed data
collection library that provides push and pull-based services in the hospital data centre. Their primary
function is to collect and transmit various metrics (average response, status code, overall agent health,
etc.) to the guardian server, which will then save and manage them. The platform will then display these
metrics. Figure 15 shows the final architecture, where one can observe the different architecture compo-
nents, making it possible to overcome the challenges of communication between endpoints overlapping
firewalls and other barriers.

: Hospital 1 |

— [

+ Local Server !

: Hospital 2

+ Local Server

—l< [ X
| I i Hospital 3 !
Interface Guardian Server E Iﬁ :

> H

+ Local Server

: HospitalN
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Figure 15: Architecture of the proposed monitoring solution
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Implementation

The chapter describes the proposed solution’s implementation process. The platform was built with
React, as previously stated, and is divided into four core components: Login, Agents Overview, Agent
Creation, and Agent Dashboard, all making requests to the back-end server to build pages with relevant
information, such as agent monitoring data. The implementation and functionality for each of these pages
are described in the following sections.

6.1 Login

The Login page, (figure 16), is the platform’s landing page. This page has a straightforward interface
with two text inputs, one for the username and another for the password. Moreover, there's an icon that
shows This page allows administrators to log in to the application and access the application’s features.
The user enters the password and presses the Sign In button. By clicking the button, the application sends
a GET request to the server via the /login route, along with the admin’s username and password entered
in the input text boxes. After successfully logging in, the administrator is redirected to the Agents Overview
page, and the authorisation token and username are saved in the SessionStorage. The user can use all
platform features as long as the token is valid. The expiration date is used to check the validity of the token
whenever the application is re-rendered. If the token is invalid, the user is redirected to the Login page to
re-enter their credentials. and hides what is written in.
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Signin

‘ Username ‘

‘ Password o ‘

Copyright ® AIDA2022.

Figure 16: Login page

6.2 Platform Template

The application’s Ul is fairly simple, consisting of a Navbar at the top and a Menu on the left side
of the screen. The only thing that can change are the pages that represent each component (figure 17).
The following subsections will explain and detail the Navbar and the Menu, since they are the ones always
visible.

AIDA Monttor ‘o|.

[
NavBar

BF Agents Overview

~w o B e

MONITOR

> My Local Server
> CHTS
> Piim

— Menu

‘

Figure 17: Platform’s template
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6.2.1 Navbar

The Navbar component, as shown in figure 18, is divided into two sub-components. The Notifica-
tions, represented by a notification icon with the unread messages number, and the User Information,
represented as an avatar. Actions/pages will be triggered when clicking on these pages

Notifications

User Information

Figure 18: Navbar sub-components

When clicking on the User Information area, there are four options:

Add an account: Since the platform can only be used by administrators, creating users should only
be done within the application. When the “Add an account” button is clicked, a page with a form (figure
19) is displayed, and when the form is correctly filled out, the data is sent to the back-end;

Create Account

First Name * Last Name™*

Email Address *

Figure 19: Create account form

Account settings: This page is very simple, only containing a button that allows the user to delete
their account;

FAQ: A FAQ page (figure 20) is displayed when the FAQ button is clicked. This page can help new
users to get around the platform. When a question is selected, an explanation and a video illustrating the
solution are displayed;

36



6.2. PLATFORM TEMPLATE

FAQ
» How do | create an Agent?

» How do | configure operators for level setting?
» How do | view and edit an agent's information?
» How does the graph on each agent work?

» How do | create and/or edit an alert for my
agent?

» How do | create a new account?

» How do | delete my own account?

How do | create an Agent?
To create an agent, go to the Add/Create Agent menu on the left. In the first step, enter the agent's name, the group to which it should belong, the organization, the type (e.g.,

ping, http, etc.), and the repetition value and unit. The agent level setting will be filled out in the secend step. The level setting determines whether an agent is in a critical,
warning, or ok state. You must always fill out the critical level for this to work.

Create Agent

MONTOR
~ MyLocal Server

Répetitioh

0

How do | configure operators for level setting?

Figure 20: FAQ page

Logout: By selecting this option, the user logs out, and both the authorisation code and username
are removed from the SessionStorage;

The Notifications feature (figure 21), shows the user how many unread notifications there are. When

clicked, it shows a drawer with each received notification, broken down by read and unread (where unread

can be marked as read).

New notifications

Critical - Service
€ CHTS/ogt/ogt_backend' v

15/07/2022 10n26

Critical - Service
€ CHTS/ogt/ogi_backend' v

15/07/2022 9h56

Critical - Service
€@ CHTS/ogt/ogi_backend' v
15/07/2022 9h41
Critical - Service My Local
e S

All notifications

Critical - Service
€@ CHTS/ogt/ogi_worklist

12/07/2022 18h1

Critical - Service
'CHTS/ogt/ogt_backend'

12/07/2022 15h6

(~]

Critical - Service
'CHTS/ogt/ogt_backend'

12/07/20229h11

(]

Critical - Service
'CHTS/ogt/ogt_backend'
12/07/2022 81

(~]

Critical - Service
€@ CHTS/ogt/ogt_backend’

11/07/2022 18h3

Critical - Service
@ CHTS/ogt/ogi_backend'

11/07/2022 13h36

Figure 21: Notification list
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6.2.2 Menu

The Menu component, which can be broken down into three sub-components: Navigation, Tree Hier-
archy, and Logout, is shown in Figure 22. The Navigation component has five buttons that, when clicked,
either launch a dialog element (the Create and Delete organisation buttons) or open a page (the Agent
Overview, Add/Create Agent, and FAQ buttons). Since each component will be explained in the following
sections, and since the logout sub-component behaves the same way as in the Navbar, the main focus
will be on the Tree hierarchy sub-component.

A service intended to monitor within each hospital is referred to as an Agent. Since there may be
numerous Agents requiring monitoring across multiple hospitals, the Tree Hierarchy condenses the data
and provides visibility to everything on the platform in a tree format. This tree is divided into organisations
containing different groups of agents. As a result, clicking on an agent takes the user to that agent’s
page. This tree sub-component serves as a visibility aid because when users look at this component,
they can easily understand where their agents are and to what group and organisation they belong. This
sub-component also functions as a navigation aid, as clicking on a tree agent takes you to that agent’s
page, making it easier to navigate to the desired agent page.

O Delete Organization
?

MONITOR

> My Local Server . .
o oie . }——> Organization
> aida
Do . }— Growp
oar-backene = Agent

> Piim

[> LogOut

Figure 22: Menu component
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6.3 Agents Overview

After a successful login, administrators are redirected to the agent’s overview page, figure 23. This
page features a table with all the agents and the most recent notifications. On the first component, each
table row has the agent name, type group and which organisation it belongs. Users can easily search and
sort agents by name, type, organisation, and the group they belong to, and then navigate to the desired
agent page by clicking on the respective row. Finally, as the name implies, the other component displays
the most recent notifications received. Each message does have a title, a description, and the time the
notification was sent. The notifications make it easier to spot which agents’ statuses have changed and

which ones require attention.

Hello, admin! Q
Agent Name 4 Agent Type Group Organization

AIDABD oraclesql AIDA_DataBase CHTS

Critical - Service 'CHTS/aidaogt gt app2'

ervice 'CHTS/ogt/ogt_backend

Figure 23: Agents overview page

6.4 Organisation Management

Before diving deeper into agent creation and monitoring, it is important to note how to create organi-
sations, given that an agent must always belong to one. As will be seen in the next section, at least one
organisation must be created before creating an agent. It is only necessary to click on the "Create Organ-
isation"menu button, where a dialog element will pop up with an input field to enter the organisation’s

name, figure 24.
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Create Organization

To create an Organization, please enter the organization name here.

Organization

Cancel Create

Figure 24: Create organisation dialog

To delete an organisation, the user must first click the Delete Organisation button; once clicked, a list
of all currently existing organisations appears, from which the user can choose one, as shown in figure
25.

Delete Organization

Please selecte the organization you wish to delete.

Organization

Cancel Delete

Figure 25: Delete organisation dialog

6.5 Add Agent

As previously stated, clicking a table row on the agents overview page redirects the user to the agent’s
page. However, this behaviour only happens if the agent has been created. The user should go to this
page whenever a new service needs monitoring or when no agents are available.

When on this page, the user have to go through a two-step process to create an agent. As shown
in Figure 26, the user is presented with a form that must be filled out with the following agent’s primary
information:

¢ Agent Name: the name that will represent the service that needs creation;

* Agent Group: an agent belongs to a specific organisation, but within each organisation, there may
be additional divisions, known as groups. Therefore, the agents will be grouped into the default
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group if not specified. Furthermore, this division exists only within the platform context to provide
a more structured environment for the user;

¢ Organisation: the organisation to which the agent is assigned. Users can only choose from existing

ones, so if none exist, they must first create one;

* Type: the agent’s type can be Ping, HTTP, MySQL, PostgreSQL, Redis, Mongo, Deadman, and
Nginx. After selecting one, several input boxes appear to allow further agent configuration. For
example, to monitor a MySQL database, the user must enter the username, password, host, port,
and database name;

* Repetition Value: the time interval between each repetition;

* Repetition Unit: each repetition’s time unit can be seconds, minutes, hours, days, or months.

Create Agent
o Agent Information

Information

default

‘ganizatio -

Repetition

0

Figure 26: Create agent first step

Once filled out, the user can move on to the second step of the creation process: agent level configura-
tion (figure 27). An agent level tells the system whether an agent is in critical, warning, or OK status, which
is used to monitor the agents’ health. At least the critical level must be filled in, but it is recommended
that both critical and OK states be fulfilled. The user will see three different sections that define what is
a critical, warning, and OK setting. When clicking the new criteria button, a row appears. The user can
select the monitor level type, the condition, the value, the operator, or click the delete button to remove
the criteria.
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Create Agent
@ :gent information @ o=
Critical Setting ]
Type Condition Value Operator

New Criteria
Warning Setting

Type Condition Value Operator
New Criteria
Ok Setting

Type Condition Value Operator

New Criteria

levels" {
critical”: {
=="['result_code’, 1]

Figure 27: Create agent second step

To understand how a user should interact and define agent levels, the reader can consider the follow-
ing:

e The user is creating a MySQL agent;
* The agent is in an OK state when the status is equal to zero;
e The agent is in a critical state when the status is equal to one;

To fill this out, the user will add a critical criterion and choose the type Status (0 or 1) with the condition
"equal sign"with a value of 1. Then, the user will add the OK criteria and follow the process again, setting
the value to O this time. A JSON object is generated at the bottom of the page as the user fills out this
information. When all is filled out, the user can check if the object is correct. For this scenario, the user
will see the object in 1. Next, the user creates the agent. Next, the user creates the agent. If everything is
in place, the user is redirected to the Agent summary page; if not, toasts elements will appear with error
messages providing feedback on what went wrong, figure 28.

1 "levels":{

2 "critical":{

3 "==":["result code", 1]
4 },

5 "ok":q{

6 "==":["result_code",0]
7 }

8

Listing 1: Levels example
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9

AIDA Monitor o )
o Config 'host' is required and must
be a not empty string
Create Agent o Config 'port' is required and must
be a positive integer
° Agent Information . 4
o Config 'username’ is required and
Something went wrong! must be a not empty string

Back
o Config 'password' is required and

must be a not empty string

o Config 'database’ is required and
must be a not empty string

Figure 28: Create agent error

6.6 Agent Page

Successfully created, the user now has an agent that will monitor the service intended. To see the
monitoring information and some other features, the user should access the agent page. This page is
depicted in figure 29 with the four components that it comprises: Agent Menu, Agent Main Information,
Agent Status and Agent Graph Visualisation.

‘ @ CresteAlert @ AllAlerts /' EditAgent [ DeleteAgent ——> Agent Menu

‘ AIDA BD @ Agentinfo —> Agent Main Information

%}

Ok 22/07/202214h20 @ Ok
Agent Status
Last Updated at 22/07/2022 14h30
Ok @ 22/07/202214h15 - Agent Status

Graph Visualization
Agent Graph Visualization

B Show Graph

Figure 29: Agent page

Agent Menu is a menu at the top of the page with three options: create alert, all alerts, edit agent
and delete agent. When the first option is selected, a page (figure 30) will open, allowing the creation of
an alert to receive updates when the agent’s status changes. Next, the user creates the agent. The alert
can be sent via email, requiring the user to specify which mailing list will receive the alerts. If sent via
Slack or Discord, it is only necessary to enter a webhook URL.
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Create Alert

E-mail

Figure 30: Create alert page

Figures 31a and 31b show what users see when they create an email alert and a Discord alert, and

their agent’s status changes.
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X~ AIDA Monitor Alerting System

Critical - Service 'CHTS/ogt/ogt_backend'

Service 'ogt_backend' from org ‘CHTS' and group 'ogt' is in critical state!

O Captain Alert B3 15/07/2022

X~ AIDA Monitor Alerting System

Critical - Service 'CHTS/ogt/ogt_backend'

Service ‘ogt_backend' from org 'CHTS' and group 'ogt’ is in critical state!

(b) Alert received through discord

(a) Alert received through email

When the second option is selected, a page will be displayed that showcases all existing alerts; if
none exist, a simple page will inform the user (figure 32), but if they do (figure 33), a list will appear. The
alerts are listed here, along with each status window duration, the option to edit or delete the alert, and
a collapsible button that, when clicked, displays more details about the alert, including the date it was
created, and the last update.
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@ Create Alert W Delete Agent

Agent Alerts
Sorry, there are no alerts yet!

Figure 32: Empty agent alerts page

@ Create Alert @ Delete Agent

Agent Alerts

Alert Type Every Actions
A email 12h Edit | Delete

More Info
Created At Updated At Mailing List

29/06/2022 19h23 29/06/2022 19h24 test1@email.com

Figure 33: Agent alerts page with alerts
When a user clicks the edit button on an alert, a dialog (figure 34) opens in which they can edit the
every field (duration of each status window) and the specific field for the alert (mailing list or webhook url).

If satisfied, clicking the Save Changes button will update the alert information.

Edit Alert

Cancel  Save Changes

Figure 34: Edit alert dialog

The third option gives the user the option to edit an agent. When clicked, the system displays a form
(figure 35) with the following information that can be changed: the agent's name, repetition value, and
unit, the organisation and group to which it belongs. The final option, Delete Agent, as the name implies,
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will delete the agent when clicked. A confirmation dialog will appear, redirecting the user to the Agents
Overview page if approved.

Edit Agent

Example Agent

My Local Server

carol

Figure 35: Edit agent dialog

Agent Main Information is a sub-component with the name of the agent and a button that, when
clicked, will open a dialog with the agent’s main information (figure 36). It includes information about the
name, the kind (also known as type), the organisation, and the group to which it belongs. Moreover, it
includes the agent configuration with the repetition value and unit, the agent specification (depending on
the agent's kind), and the levels configured during the agent’s creation.

Agent Information
Kind Organization Group
A ping My Local Server cargl

Agent Configuration
Repetition Value: 1, Unit: hour

Host google.com

Levels

Level Condition

ok result_code ==0

result_code ==1

Edit Close

Figure 36: Agent information dialog
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Apart from that, the dialog element allows the user to edit the agent, as explained before. Agent
Status is one of the most important features on this page, since it shows the user how the agent is
currently doing in a straightforward way. It consists of a card on the left displaying the agent’s most recent
status and the time it was collected. The card’s colour will change depending on the agent’s status: green
for OK, yellow for warning, red for critical, and gray for unknown. On the right, it shows a timeline with the

six most recent statuses, with the colour of the circles changing as it did in the card (figure 37).

03/08/2022 11h40 @ Ok

Ok @ 03/08/202211h35
03/08/2022 11h30 @ Ok

Ok @ 03/08/202211h25
03/08/202217h20 @ Ok

Ok @ 03/08/202211h15

Figure 37: Statuses timeline
When the user clicks the “See More” button, a dialog element (figure 38) opens, displaying a search
bar and a table ordered by latest time. The user can search the timeline closely through the dialog to find

out when the agent’s state changes.

Timeline

Q Search

Time -

, sexta-feira, 15 de julho de 2022

3h, sexta-feira, 15 de julho de 2022

2h, sexta-feira, 15 de julho de 2022

, sexta-feira, 15 de julho de 2022

sexta-feira, 15 de julho de 2022

h, sexta-feira, 15 de julho de 2022

Rows per page: 0w 1-100f 180

Figure 38: Statuses timeline dialog
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As the name implies, Agent Graph Visualisation is a feature on the agent’s page that allows users
to understand specific aspects of the agent through a graph (figure 39). The user can see a selector for
the type of information to search for/understand, along with the start and end times to be displayed on
the graph. Since the agent represents a ping, the types shown in the figure appear. However, the data in
the selector will vary depending on the agent type. By default, the graph’s time interval is from 30 days to

now.
Graph Visualization

@ show Graph

Status (Oor 1) = 15/06/2022 1459 i} 0 15/07/202214:59 o]

Status (0 or 1)

Packsts Received
Packets Transmitted

Percent Packet Loss (%)

Figure 39: Graph Visualisation

Figure 40 shows an agent's average response from June 15 to July 15. With both the time frame and
type selected, the user can see that there have been two peaks with average responses higher than usual,
approximately at the same time on different days, suggesting that something needs further investigation.
The agent was for an exemplification scenario, so there was no real alert. Yet, if used in a real situation,
the user could easily be able to see patterns and figure out what went wrong.
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Graph Visualization
By default, the time runs from 30 days ago to now. If you want to understand other aspects of an agent click on the Type input and select what you desire, and if you want a different time frame, simply select it on the start time and/or end time input

@ show Graph

Average Response (ms) ~ 15/06/2022 15710 = TQ 5/07/2022 1510 =

Figure 40: Average response graph from June 15 to July 15

The plots in the preceding figures were created with the Giraffe library (mentioned in 3.2.3). When

any field (type, start time, and/or end time) is changed, a POST request is triggered with the start and end

times and a query that is built based on the type selected on the Type selector (see 2 for example).

D O W N

{
"startTime": "2022-07-07T17:30:25.000Z",
"stopTime": "2022-08-06T16:18:25.730Z",
"query": "|> filter(fn: (r) => r[\"_field\"] == \"avg response\")
|> aggregateWindow(every: 5m, fn:mean, createEmpty: false)"
+

Listing 2: POST example of query when user wants to see the average response graph of an agent

The request response follows the CSV format, which the library will then interpret and use it to build

the appropriate plot.

6.7 PWA

The implementation should be cross-device compatible, and it happened thanks to the use of PWA.

As stated in 3.2.1, PWA are a browser-based web application built with cutting-edge web technologies to

provide users with a native app-like experience on any device or channel—mobile, desktop, or, of course,

the web. The system was designed with desktop sizes in mind, as the majority of users will use it on

desktops or even tablets, so when viewed on smaller dimensions, like a mobile phone, the app may not

be as appealing as when viewed on larger dimensions. To overcome this, the solution would be to change
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the styling options to consider smaller dimensions and make the transition between desktop and mobile

more seamless. Figure 41 depicts the web app use in a mobile phone.

211254 @ B Q= . 68%m

N

monitor.aida-hitech.pt @)

= AIDA Monitor g" |

® Create © All . Edit _ Delete
Alert Alerts 4 Agent . Agent
Ping Google ® AgentInfo
Ok
Agent Status

Last Updated at 02/08/2022 21h24

02/08/2022 @ Ok
21h24

Ok @ 02/08/2022
21h23

02/08/2022 @ Ok
21h22

Ok @ 02/08/2022

Figure 41: Web app in a mobile phone
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Evaluation

The platform was evaluated at two different moments. The first occurred during the initial platform’s
development phase, aiming to understand how different healthcare hospital administrators feel about
monitoring solutions. The evaluation was crucial to discover how they believed it should behave and assist
them on a daily basis. The second moment occurred after the platform development. A questionnaire-
based usability test was conducted with users who had no, mild, or extensive experience in the field and
type of product. Only the final questionnaire was completed at the CHTS with experienced users, while
the rest were completed at the participant’s home.

Since the first moment was already explored in section 5.1, this chapter will focus on the second
moment of evaluation. At the end, a SWOT analysis will be presented to uncover and examine the overall

platform, along with a risk assessment analysis.

7.1 Usability and User Satisfaction Evaluation

The second moment of evaluation occurred during and after development. The simplicity of use and
the platform’s value in the healthcare environment were assessed.

The questionnaire is divided into two parts. The first part aims to test the aforementioned application
by presenting tasks to be completed. The second one includes questions designed to assess the user
web platform satisfaction. The first part required users to test and experience the platform to complete
tasks such as search, create, and edit agents; manage, create, and delete alerts; and check the agents’
health using the graphical visualisation. The second section posed several questions to the user, including
the importance of the information shown, whether the metrics made it easy to understand the agents’
behaviour, how easy the system was to use and learn, and, importantly, the overall satisfaction with the
system. The response scale in the first section varied between 5 response options (Very difficult, Difficult,
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Neither difficult nor Easy, Easy, and Very Easy), while in the second section varied between the options,
Strongly Agree, Agree, Neutral, Disagree, and Strongly Disagree. All questions were mandatory. The
questionnaire used is presented in the Appendix B. Similarly to the previous survey, Google forms were
used to generate statistical graphs.

7.1.1 Observation Reports

As previously stated, users lack extensive experience in the field, To overcome this, observation re-
ports were conducted with these users. One observer was assigned to users with little to no experience,
while the another was assigned to users with extensive experience. Observers observed and recorded
user interactions with the system during the testing phase. The observations and reports provided valu-
able information about the behaviour of participants that questionnaires and interface digital monitoring
alone cannot capture. The observation technique was particularly useful in identifying and comprehending
system interaction issues, difficulties in understanding the content provided on the screens, device use
issues, and user suggestions, among other things.

7.1.2 Results

Only ten participants responded to the questionnaire, with more people without a background than
those who had. Given the nature of the population, administrators in a healthcare setting, it is understand-
able that few people were able to respond.

During the testing phase with users with no to little experience in the healthcare field and adminis-
tration environment, the observer noticed that most users had little difficulty navigating the platform and
performing the required tasks, but when they did, it was usually in the same tasks: searching for the
agent’s main information and the level creation while creating a new agent. During the testing phase with
experts, the observer noticed that most users had difficulty performing some tasks compared to users
with no experience. This occurred because the users involved typically had more experience with other
platforms, such as Nagios, and to learn the implemented platform, they compared it to their usual tools.
This states that they were used to the web app showing only the services and metrics about their hospital
rather than showing details about every agent across multiple organisations, so navigation seemed strange
at first.

Users also stated that they were unfamiliar with the structure type and that the learning curve was
slightly different when compared to users who had never used this type of tool before, because this ap-
peared to new users to be the only way to monitor agents and their metrics. Even though they struggled
with the platform at first, once they got used to it, the responses to the tasks were usually around the
Easy mark, whereas in the beginning, they were Neutral or even Hard. Even though this occurred, the
difficulties in user creation persisted, but some valuable feedback on this was provided.
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Participants could provide feedback at the end of the questionnaire if they wanted, to enhance the

overall user experience. The following are some examples:
* Make the edit agent creation more intuitive;
e Keep user signed in;
 Latest notifications should appear by default;
e Show more statuses on the agent timeline;

* Display some type of information in the graph visualisation header to help users understand the

graph'’s purpose and components.

7.1.3 Discussion

The questionnaire main goal was to understand how users would interact with the platform and what
significance and relevance it had in the healthcare context for monitoring their services. The results may be
skewed because not every user who tested had prior knowledge with this environment; yet, the satisfaction
part of it may still be accessed when it came to their general view on user satisfaction after learning and
utilising the platform. This means that even if they don’t understand the platform’s relevance, they can
still evaluate it as a product. The results are still valuable since if users with little or no experience can use
and understand the platform, users more knowledgeable in this area probably can as well.

It is worth remarking that because these results were so valuable, almost every piece of feedback
regarding Ul and UX was considered and implemented in the final product, and those that did not make
it are still helpful for future improvement.

After testing the application, five affirmations were brought up to determine how users felt about
the application and its use. The five statements with responses ranging from Strongly Agree to Strongly
Disagreed were converted into values ranging from zero to four, with zero indicating Strongly Disagreed
and four indicating Strongly Agreed. The following are the statements:

* Statement 1: The information provided about each agent is adequate.

e Statement 2: The presented metrics make it simple to understand the agent's behaviour to be

monitored.
* Statement 3: Overall, | am satisfied with the system'’s user-friendliness.
* Statement 4: It was simple to learn how to operate the system.
e Statement 5: Overall, I'm pleased with this system.
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33
31
3 28

2,6
| I I
0

Statement 1 Statement 2 Statement 3 Statement 4 Statement 5

Average Response
N

Figure 42: Average response to the affirmations

A graph with the average response for each statement was created and is depicted in figure 42.

The average response is almost always close to three, which translates to Agree. The first and second
statement are the ones where more users neither agreed nor disagree. This probably happened because
users who had no experience in the health field were not aware as experts of the notion of what is or
is not sufficient. When looking at each participant’s answer, only one administrator neither agreed nor
disagreed, while the others agreed to this affirmation, making the agent information relevant and important
to monitoring. For the second statement, most users agreed or strongly agreed with this, but for the same
reason as before, the results on the graph do not reflect it. In the third and fourth statements, every user
answered since it focuses more on the Ul and UX side, and as such, the average response was above
three, meaning that most either agreed or strongly agreed. In the final statement, almost every user
agreed, indicating that the overall system was satisfactory and relevant to its purpose. All these findings
confirmed what had been discussed in the first round of evaluation, indicating that participants saw value
in using the platform and that it could be a useful tool for improving overall availability in the healthcare
industry. This provides a straightforward answer to the thesis driving question: “Can a multi-platform
monitoring application improve IT availability in the healthcare industry? “.

7.2 SWOT Analysis

The SWOT analysis is a strategic planning technique that allows for a critical evaluation of a solution
to outline organisational and competitive strategies. A solution’s internal analysis is used to identify its
resources, capabilities, and inherent competencies to establish a comparison level with similar offerings.
Its goal is to gain and apply knowledge about its internal environment and also about the environment in
which it operates to best formulate production strategies. Furthermore, SWOT analysis is a conceptually
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simplified technique that does not come at a high cost.
SWQTs are organisational influences that stand for strengths, weaknesses, opportunities, and threats.
In this context:

* Strength is an internal enhancer of competence, a valuable resource, or an attribute;

¢ Weakness is an internal impediment to competence, resources, or attributes required for success;
* Opportunity is an external performance enhancer that can be pursued or exploited to gain benefit;
¢ Threat is an external performance inhibitor that has the potential to reduce achievements.

SWOTs are frequently arranged in a 2-by-2 matrix (figure 43), with internal performance enhancers
classified as strengths and internal performance inhibitors classified as weaknesses. External enhancers
are classified as opportunities, while external inhibitors are classified as threats [54].

Internal Strength Weakness

External Opportunity Threat

Figure 43: SWOT table [Adapted from [54]]

It is important to understand the platform’s strengths and weaknesses, along with the opportunities
and threats to be considered. The platform was analysed after being executed in a test environment similar
to the real-world environment. The resulting analysis is listed below.

Strengths

¢ Web-based: Just needed to set up one browser, and it's ready to use;

» User-friendly design: Because a platform of this type should not be difficult to use, the application

was designed to be simple to use and navigate.;

e Flux simplification: Professionals assisted and influenced the development process in order to
improve the process of monitoring a service;

e Secure: JWT monitors and manages access control to routes and functions, ensuring that only
authorised users access the platform;

¢ Unified View: Unlike the other solutions in the market, the platform shows every hospital and their
respective monitoring services in a single dashboard;
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Weakness

* |Internet Connection: The platform’s use is completely dependent on a network connection;

» Notifications: Alerts and notifications play an important role in alerting the user in real time. During
development, only toasts were created to display notifications, but this should be done natively
through push notifications since the user does not always need to have the platform open. If a
failure occurs and no alerts are created, the user will only be able to see what happened if they go

to the platform;

* |ack of staff: Compared to other market solutions, the solution only involved two developers with

less experience and a short period of development time;

Opportunities

* |mprove service quality: Platforms with simple and functional interaction flows enable the service

quality improvement provided to users.

* Failure prevention: Identification and analysis of problems in the healthcare field is critical for
making users more aware of the state of the system and preventing failures;

* Growth potential: Cross-pollination of ideas between the development team and end users is critical
not only for the solution design but also for the increased likelihood of implementing more modern
solutions as soon as they are suggested;

¢ Modernisation: Because the project is new, the platform makes use of the most recent and popular

frameworks and languages, allowing it to be a good candidate and competitor in the market when

compared to older solutions;

Threats

* Lack of acceptation: Following the implementation of the first version, platform users may not react

as expected;

e Familiarisation: Users may be reluctant to switch to a newer platform that is not as well-established

as their everyday tools.

Figure 44 depicts the aforementioned points in a SWOT table.
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[ Web-based ]
[ Unified views } [ Network Connection ]
Internal .
[ Flux Simplification } [ Notifications ]
[ Secure }
Lack of staff
[ User-friendly design J

Improve service quality

Growth potential Lack of acceptation

External

Failure prevention

Figure 44: Platform SWOT analysis table

7.3 Risk Assessment

Besides a SWOT analysis, a risk assessment was performed. A risk matrix is built around two inter-
secting factors: the likelihood of the risk event occurring and the potential impact of the risk event. Simply
put, it is a tool that allows to visualise the likelihood vs. severity of a potential risk. The likelihood rating
can be divided into five categories, which are listed below:

1. Rare: It's possible, but it's extremely unlikely to happen;

2. Unlikely: The risk event could occur at some time but is unlikely.

3. Possible: A risk event would not be surprising;

4. Probable: A risk event is likely to occur more than once;

5. Almost certain: High likelihood of risk event happening several times.
The consequences can also be divided into five categories:

1. Insignificant: Unlikely to have an impact;

2. Minor: Short-term disruption;

3. Moderate: Significant disruption;
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4. Major: Very significant disruption;
5. Catastrophic: Possibly irreversible.

With this, table 3 depicts a table with the risk, the likelihood (L) that the risk will occur, the consequence
(C) that the risk will cause if it occurs, the severity (S) of the risk (product of likelihood and consequence),
and a mitigation that explains how the risk will be/was overcome.

Table 3: Risk assessment results

ID Risk L C S Occurred? Mitigation
Understand why this happened and try to fix it. If time was
1 The results obtained were unsatisfactory 4 5) 20 No needed ask to postpone the artifacts' expected delivery
date.
Research documentation, articles, tutorials, books, and
other materials that could aid in understanding and
2 Lack of experience with such projects and topics 4 4 16 Yes improving the overall development. Request
assistance/suggestions from the advisor and/or
colleagues.
Problem identification and subsequent analysis If the
X —— impact was significant, perform a rollback and try to
g e C L 4 4 13 e resolve the issue so that the next release does not have
the same issue.
Go back a few steps and rethink a new mockup. Test
4 Platform was not user-friendly 4 3 12 No . P ?
mockups until approved.
If possible, ask colleagues and friends to respond to these
L] Lack of responses to the inquiries 8 4 12 Yes inquiries; if not, try to find other people who can fill the
role and confirm their availability to respond to the inquiry.
. . o Divide a complex topic into less complicated subtopics.
6 This area of investigation is extremely complex 3 4 12 No FESHEED e vty 0 EETTEs: e o ae)
The findings did not support the thesis driving TS TEREE sn?m.etlm.es proposed, but they.ar? not
7 Jestion 3 3 9 No always proven. This is still a result, so why it didn't work
! should be discussed.
Make the advisor aware of the issue. Talk and encourage
8 Colleague refused to make the backend data 9 4 8 N that colleague to make those resources available. If
available for consumption ° nothing happens, mock results from the APl and display
them asiis.
. Look for other available methodologies and select one that
g i) e i Ry B (N 2 d g e is appropriate for the project. Consult with the advisor.
Encourage weekly meetings with the supervisor and make
10 Difficulties communicating with the adviser 1 4 4 No E X v g‘ . i
use of appropriate communication channels.
11 Inadequate planning 1 3 3 No Rethink plans to ensure that they meet expectations.
Attempt it on a different machine. If the developer did not
12 The machine used to work refused to turn on 1 2 2 No have another computer available, go to the university and
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Chapter

Conclusions and Future Work

After presenting the scope of the project and the problem it seeks to solve, as after reporting the
conceptualisation, implementation, and evaluation of the proposed solution, it is possible to summarise

the dissertation and draw the main conclusions about the work completed.

8.1 Main Contributions

The healthcare industry is constantly under pressure to improve everything and make healthcare more
secure with fewer errors while keeping costs in check. Faced with these numerous challenges, and with the
growing popularity of IT around the world, many see an opportunity to use them in order to alleviate some
of the sector’s existing pains. IT has been proving its worth, but it is still error-prone with failures that can
have catastrophic consequences, even leading to deaths. A monitoring solution could be a useful tool in
attempting to mitigate such consequences and, ultimately, ensuring that everything runs smoothly. Aside
from physical devices, there are critical services that, if shut down, could cause damage, such as web
services, servers, and databases. This dissertation proposes a web-based monitoring solution to improve
overall availability and, ultimately, ensure that there are as few failures as possible. If they do occur, the
solution is hoped to reduce response time, making the failures appear seamless and not a disruption in
hospital services.

Some research was conducted in order to gain a better understanding of the problem and to know
how to approach and design the proposed solution. Therefore, existing solutions for monitoring tools in
the healthcare sector have been investigated in order to learn about their key features and purposes, and
how the healthcare sector can benefit from them. When comparing market solutions, it was discovered
that in healthcare, they could potentially improve healthcare sector availability by ensuring that everything
is operational and that alerts are sent immediately in cases of downtime, for example. Some fundamental
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questions have been addressed throughout this research, providing a partial answer to the question of
what comprises a good monitoring tool: user-friendly dashboards, timely alerts in the event of downtime
or decreased performance, and so on.

Following this research, several front-end frameworks were studied and compared to decide which
would be used to develop the web application, with React being chosen. Parallel to this study, a survey was
conducted during the initial platform development phase to understand how several hospital administrators
at CHTS feel about healthcare monitoring solutions and how they believe they should behave and assist
them daily. When asked, users expressed how important a monitoring solution for these types of services
is and how effective they can be in improving the overall availability of the system, providing a promising
answer to the dissertation’s thesis. These findings were not only encouraging, but they also revealed which
features are important to have and which major issues the platform should address. Therefore,during this
phase, it was possible to collect various system requirements such as use cases, functional and non-
functional system requirements, and other information to serve as a guide for the development phase.

Bearing the requirements in mind, the architecture was proposed together with the other colleague
in charge of developing the back-end, Vasco Ramos, where the solution’s main components are made
available through an off-site installation as well as an on-site local server responsible for the organisation’s
monitoring data collection. The proposed Ul will provide a view of this collection by displaying monitoring
data and their metrics in a simple and comprehensive manner, allowing different services across different
organisations to be monitored. When the architecture was defined, it was critical to go through a Ul/UX
design process to create a platform that was not only functional but also intuitive and user-friendly, where
mockups were created and tested. Once the architecture was defined, it was critical to go through a
Ul/UX mock-up-based design process to design a platform that was not only functional but also intuitive
and user-friendly. The mock-ups were later used during the development phase after being approved.

Towards the end of development phase, when most of the functionality had been implemented an
usability test and user satisfaction survey was conducted. However, this time the participants (these
included not only hospital IT administrators) could try the application and provide feedback on the appli-
cation’s usability as well as on the platform in general. Overall, the results were promising, indicating that
participants could benefit from this platform in service monitoring and improve overall availability in the
healthcare industry. The platform was also subjected to formal evaluations, like a SWOT analysis, and a
systematic risk assessment and mitigation approach. Both were important in understanding the solution’s
benefits and limitations more pragmatically, as well as identifying potential dangers and devising a plan to
mitigate them.

Therefore, this dissertation contributes with a systematic review of solutions for service monitoring
in healthcare settings, the development of a secure Ul that allows hospital IT administrators to view and
monitor services with multi-platform and multi-organisation functionalities at its core, as well as receive
real-time alerts in the event of a status change, being then able to respond quickly to failures. Additionally,
platform validation and results revealed that this solution can improve the availability, and subsequently
the quality, of healthcare IT services, which was the thesis driving research question.
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8.2 Future Work

Some feedback provided during the initial evaluation was not only useful, but also required for a good
monitoring platform, so it was used during development. During the second phase of testing, feedback
was also provided, and some of it was implemented. Aside from that, during the research, some other
aspects were discovered to be interesting but not a priority. With this in mind, some suggestions for future
work were gathered during these phases, namely:

* Use predictive models to predict when a failure might occur;
¢ Provide instructions for resolving specific failures in order to aid and shorten response time.;
* |nclude push notifications instead of in-app toasts;

* |n the second step of the Create Agent page, make a clearer distinction between each setting by
either delimiting each card or breaking each setting down into three different steps;

* Make the agent’s name the page title on the Agent’s Page, making sure it remains visible when you
go to the All Alerts page, for example;

e When creating an alert, give it a name so that it is easier to find in the All Alerts table;

* Delete organisation could be in the Agent Page menu, alongside create alert, all alerts, edit agent,
and delete agent;

* Show every agent that a user has created and be able to edit and delete them in the user settings

page;
* Make it possible to read every unread notification at once;
* Create alert and edit alert page could become only one;

e For each institution, a page could be developed to see each agent status and quickly find what
agents needs attention;

* Receive alerts through SMS;

8.3 Scientific Contribution

Besides the main contributions presented in section 8.1, this Master "s work also has scientific out-

comes, namely:

¢ Marques, Carolina & Ramos, Vasco & Peixoto, Hugo & Machado, José. (2022). Pervasive Monitot-
ing System for Services and Servers in Healthcare Environment. 10.1016/j.procs.2022.03.097.
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e Ramos, Vasco & Marques, Carolina& Peixoto, Hugo & Machado, José. (2022). IT Monitoring in
Healthcare: A Case Study.
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Appendix

First Questionnaire

Monitoring System for Services and Servers in Healthcare
Environment - Survey

This survey comes in the course of research work in the context of a master's dissertation related to the
monitoring of services and infrastructures in healthcare.

Its objective is to try to understand the current status of monitoring services and their use, particularly in
the healthcare environment, as well as to understand to what extent monitoring services can simplify
systems/infrastructure management processes and also in what way can this happen.

* Required

1. Do you, or your IT department, actively use monitoring systems for your services? *

D Yes C] No

2. Please, classify the following statements. Number each statement according to your perspective on
it, from 0 to 4. * [0 - Strongly Disagree 1 - Disagree 2 - Neutral 3 -Agree 4 - Strongly Agree]

a. Currently, whether there is a failure or not, you can observe and control the state of your system.

0 1 2 3 4
Strongly Disagree Strongly Agree

b. When there is a failure in the system, that failure is noticeable.

0 1 2 3 4
Strongly Disagree Strongly Agree

c. When a failure in a system is detected, you can determine what the implications are and what
other services are impacted.

0 1 2 3 4
Strongly Disagree Strongly Agree

d. A monitoring system is important for systems management.

0 1 2 3 4
Strongly Disagree Strongly Agree
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e. A good monitoring system makes it possible to improve the availability of systems.

0 1 2 3 4
Strongly Disagree Strongly Agree

f. A monitoring system capable of analyzing and displaying, in an integrated way, the status of
different targets and organizations, streamlines the systems management process.

0 1 2 3 4
Strongly Disagree Strongly Agree

3. Are you familiar with the detection time in the event of a failure? * (If yes, proceed to the next two
questions; otherwise, skip ahead to question 6.)

D Yes C] No

4. In your current infrastructure, what is the average failure detection time, in minutes?

5. Inyour current infrastructure, what is the average response time to a detected failure, in minutes?

6. In your opinion, what constitutes a good monitoring system? *

Thank you.

69



Appendix

Second Questionnaire

Monitoring System for Services and Servers in Healthcare
Environment - Usability Test

In the scope of the master's thesis in Computer Engineering a platform for monitoring services in a
hospital environment is being developed.

This questionnaire aims to test this application and this section presents tasks to be executed, where after
each one you will answer how easy or difficult it was to complete that task, where 1 is Very difficult and 5
is Very easy. After these tests, a table will be presented in the second section to understand the
satisfaction after using the system.

Url: https://monitor.aida-hitech.pt
Username: usabilityTester

Password: a123456B. (period included)

First Section

* Required

1. Find the agent with the name Ping Google.*

1 2 3 4 5
Very Difficult Very Easy
2. Identify the actual state of the agent Ping Google. *
1 2 3 4 5
Very Difficult Very Easy
3. Search for information of the agent Ping Google (repetition value, levels, etc).*
1 2 3 4 5
Very Difficult Very Easy

4. Determine the average response time of the Ping Google agent on July 12th at 10:55 a.m.*

1

2

3

4

5

Very Difficult
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5. Search all alerts of Ping Google.*

1 2 3 4 5
Very Difficult Very Easy
6. Create an e-mail type alert for Ping Google.*
1 2 3 4 5
Very Difficult Very Easy
7. Edit the previously created alert.*
1 2 3 4 5
Very Difficult Very Easy
8. Delete the previously created alert.*
1 2 3 4 5
Very Difficult Very Easy
9. Find the last notification the application has received.*
1 2 3 4 5
Very Difficult Very Easy
10. Create an organization called Teste.*
1 2 3 4 5
Very Difficult Very Easy

11. Create a ping agent, in the My Local Server organization, in the Testing Group for google.com, with
a repetition value of 1 hour. In the second step, the agent will be in critical state when the status code
is 1 or the average response is less than 1000ms, and it will be OK when the status code is 0.*

1 2 3 4 5
Very Difficult Very Easy
12. Find the created agent in the platform.*
1 2 3 4 5
Very Difficult Very Easy
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13. Change the created agent group to the default group and the organization to Teste.*
1 2 3 4 5
Very Difficult Very Easy
14. Delete the agent.*
1 2 3 4 5
Very Difficult Very Easy
15. Delete the Teste organization.*
1 2 3 4 5
Very Difficult Very Easy
16. Create a new account.™
1 2 3 4 5
Very Difficult Very Easy
17. Log in to your newly created account.*
1 2 3 4 5
Very Difficult Very Easy
18. Delete your account.*
1 2 3 4 5
Very Difficult Very Easy

Second Section - User Satisfaction

* Required

19. Please, classify the following statements. Number each statement according to your perspective on
it, from 0 to 4. * [0 - Strongly Disagree 1 - Disagree 2 - Neutral 3 -Agree 4 - Strongly Agree]

a. The information provided about each agent is adequate.

0 1 2 3 4
Strongly Disagree

Strongly Agree
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The presented metrics make it simple to understand the agents' behaviour to be monitored.

0 2 4
Strongly Disagree Strongly Agree
Overall, I am pleased with the system's ease of use.

0 2 4
Strongly Disagree Strongly Agree
Learning how to operate the system was simple.

0 2 4
Strongly Disagree Strongly Agree
Overall, I'm pleased with this system.

0 2 4
Strongly Disagree Strongly Agree
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Appendix

Publications

C.1 Pervasive Monitoring System for Services and Servers in

Healthcare Environment

Authors: Carolina Marques, Vasco Ramos, Hugo Peixoto, and José Machado
Title: Pervasive Monitoring System for Services and Servers in Healthcare Environment
Conference: The 5th International Conference on Emerging Data and Industry 4.0

Year of publication: 2022

Abstract: Information systems are continuously evolving in nature and complexity. In the health-
care environment, information and information exchange are critical for providing health care at all levels.
Hence, the healthcare environment is particularly relevant when discussing IT infrastructure monitoring
and disaster prevention since availability and communication are vital for the proper functioning of health-
care units, whether acting in isolation or on a network.

This work focuses on understanding what comprises a good monitoring solution, analyzing the mon-
itoring solutions currently available in the optics of a multi-location healthcare environment and, finally,
proposing a pervasive and comprehensive conceptual architecture for a monitoring system that is capable
of handling such environments.

Keywords: Health Information Systems, IT Monitoring, Microservices

State of Publication: Published
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C.2. IT MONITORING IN HEALTHCARE: A CASE STUDY

C.2 IT Monitoring in Healthcare: A Case Study

Authors: Carolina Marques, Vasco Ramos, Hugo Peixoto, and José Machado

Title: IT Monitoring in Healthcare: A Case Study

Conference: The 6th International Conference on Information Technology & Systems
Year of publication: 2023 (Estimated)

Abstract: The healthcare environment is particularly relevant when discussing information technol-
ogy infrastructure monitoring since availability and communication are vital for the proper functioning of
healthcare units. It is important to be able to easily monitor and observe each unit from a single point of
access so that actions can be swiftly taken when there is a problem.

This paper proposes a multi-site and multi-organization web and microservices-based information
technology infrastructure monitoring solution. In addition to exploring the developed system and its archi-
tecture, it presents a case study resulting from the system’s implementation in an organization and holds a
discussion about the obtained results to determine whether a multi-platform monitoring system improves
information technology availability in the healthcare industry.

Keywords: IT Infrastructure Monitoring, Microservices, Health Information Systems, Healthcare

State of Publication: Under Review
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